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1 About This Document

1.1 Important... Read This Before Proceeding!

It is the responsibility of the machine designer, controls engineer, machine builder, machine operator, and/or maintenance
personnel or electrician to apply and maintain this device in full compliance with all applicable regulations and standards.
The device can provide the required safeguarding function only if it is properly installed, properly operated, and properly
maintained. This manual attempts to provide complete installation, operation, and maintenance instruction. Reading the
manual in its entirety is highly recommended. Please direct any questions regarding the application or use of the device to
Banner Engineering.

For more information regarding U.S. and international institutions that provide safeguarding application and safeguarding
device performance standards, see Standards and Regulations on p. 293.

A WARNING:

* The user is responsible for following these instructions.

¢ Failure to follow any of these responsibilities may potentially create a dangerous condition that
could result in serious injury or death.

e Carefully read, understand, and comply with all instructions for this device.

¢ Perform a risk assessment that includes the specific machine guarding application. Guidance on
a compliant methodology can be found in ISO 12100 or ANSI B11.0.

e Determine what safeguarding devices and methods are appropriate per the results of the risk
assessment and implement per all applicable local, state, and national codes and regulations.
See ISO 13849-1, ANSI B11.19, and/or other appropriate standards.

e Verify that the entire safeguarding system (including input devices, control systems, and output
devices) is properly configured and installed, operational, and working as intended for the
application.

e Periodically re-verify, as needed, that the entire safeguarding system is working as intended for
the application.

1.2 Use of Warnings and Cautions

The precautions and statements used throughout this document are indicated by alert symbols and must be followed for
the safe use of the Banner Safety Controller. Failure to follow all precautions and alerts may result in unsafe use or
operation. The following signal words and alert symbols are defined as follows:

Signal Word Definition Symbol

A WARN I NG Warnings refer to potentially hazardous situations which, if not A
avoided, could result in serious injury or death.

A CAUTION Cautions refer to potentially hazardous situations which, if not A
avoided, could result in minor or moderate injury.

These statements are intended to inform the machine designer and manufacturer, the end user, and maintenance
personnel, how to avoid misapplication and effectively apply the Banner Safety Controller to meet the various safeguarding
application requirements. These individuals are responsible to read and abide by these statements.

1.3 EU Declaration of Conformity (DoC)

Banner Engineering Corp. herewith declares that these products are in conformity with the provisions of the listed directives
and all essential health and safety requirements have been met. For the complete DoC, please go to
www.bannerengineering.com.

Product Directive

SC26-2 Programmable Safety Controller, XS26-2 2006/42/EC and EMC Directive 2004/108/EC
Programmable Safety Controller, XS2so and XS4so Solid-

State Safety Output Modules, XS8si and XS16si Safety

Input Modules, XS1ro and XS2ro Safety Relay Modules, and

SC10-2 Safety Controller

6 www.bannerengineering.com - Tel: + 1 888 373 6767
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2 Product Description

Safety control is a critical and required part of any safety system. This is because safety controllers ensure that your safety
measures 1) do not fail, or 2) if failure is inevitable, fail in a predictable safe way.

A safety controller is often an ideal safety control solution, because it provides more functionality than a safety relay, at a
lower cost than a safety PLC. In addition, a smart, scalable safety controller can expand with your needs as well as enable
remote monitoring of your machine safety systems.

Banner Safety Controllers are easy-to-use, configurable, and expandable modules (XS26-2xx models) designed to monitor
multiple safety and non-safety input devices, providing safe stop and start functions for machines with hazardous motion.
The Safety Controller can replace multiple safety relay modules in applications that include such safety input devices as E-
stop buttons, interlocking gate switches, safety light curtains, two-hand controls, safety mats, and other safeguarding
devices. The Safety Controller may also be used in place of larger and more complex safety PLCs with the use of additional
input and/or output expansion modules.

The onboard interface:
e Provides access to fault diagnostics
¢ Allows reading and writing the configuration file from and to the SC-XM2 and SC-XM83 drives
e XS/SC26-2: Displays configuration summary, including terminal assignments and network settings

2.1 Terms Used in this Manual

The following terms are used in this manual.

Safety Controller—an abbreviated version referring to the entire XS/SC26-2 Safety Controller system, as well as to the
SC10-2, both of which are covered by this manual

Expandable Safety Controller—refers to expandable models

Base Controller —refers to the main module in the XS/SC26-2 Safety Controller System

SC26-2 Programmable Safety Controller, XS26-2 Programmable Safety Controller, XS2so and XS4so Solid-State Safety
Output Modules, XS8si and XS16si Safety Input Modules, XS1ro and XS2ro Safety Relay Modules —formal name of the
XS/SC26-2 product line

2.2 Software

The Banner Safety Controller Software is an application with real-time display and diagnostic tools that are used to:
Design and edit configurations

Test a configuration in Simulation Mode

Write a configuration to the Safety Controller

Read the current configuration from the Safety Controller

Display the real-time information, such as device statuses

Display the fault information

The Software uses icons and circuit symbols to assist in making appropriate input device and property selections. As the
various device properties and I/0 control relationships are established on the Functional View tab, the program
automatically builds the corresponding wiring and ladder logic diagrams.

See Software Overview on p. 92 for details.

2.3 USB Connections

The micro USB port on the Base Controller and the SC10-2 is used to connect to the PC (via the SC-USB2 cable) and the
SC-XM2/3 drive to read and write configurations created with the Software.

A CAUTION: Potential for Unintended Ground Return Path
The USB interface is implemented in an industry standard way and is not isolated from the 24 V supply.

The USB cable makes it possible for the computer and safety controller to become part of an unintended
ground return path for other connected equipment. A large current could damage the PC and/or the
Safety Controller. To minimize this possibility, Banner recommends that the USB cable is the only cable
connected to the PC and the PC is placed on a non-conducting surface. This includes disconnecting the
AC power supply to a laptop whenever possible.

The USB interface is intended for downloading configurations and temporary monitoring or
troubleshooting. It is not designed for continuous use.

8 www.bannerengineering.com - Tel: + 1 888 373 6767
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2.4 Ethernet Connections

Ethernet connections are made using an Ethernet cable connected from the Ethernet port of the Base Safety Controller
(Ethernet models only) or SC10-2 to a network switch or to the control or monitoring device. The Safety Controller supports
either the standard or crossover-style cables. A shielded cable may be needed in high-noise environments.

2.5 Internal Logic
The Safety Controller’s internal logic is designed so that a Safety Output can turn On only if all the controlling safety input
device signals and the Safety Controller’s self-check signals are in the Run state and report that there is no fault condition.

The Banner Safety Controller Software uses both Logic and Safety Function blocks for simple and more advanced
applications.

Logic Blocks are based on Boolean (True or False) logic laws. The following Logic Blocks are available:
e NOT

AND

OR

NAND

NOR

XOR

Flip Flop (Set priority and Reset priority)

See Logic Blocks on p. 97 for more information.

@ Function Blocks are pre-programmed blocks with built-in logic which provide various attribute selections to serve both
common and complex application needs. The following Function Blocks are available:
Bypass Block

Enabling Device Block

Latch Reset Block

Muting Block

THC (Two-Hand Control) Block

Delay Block (XS/SC26-2 FID 2 or later and SC10-2)

One Shot Block (XS/SC26-2 FID 4 or later)

Press Control Block (XS/SC26-2 FID 4 or later)

See Function Blocks on p. 100 for more information.

2.6 Password Overview

A password is required to confirm and write the configuration to the Safety Controller and to access the Password Manager
via the Software. See XS/SC26-2 Password Manager on p. 113 and SC10-2 Password Manager on p. 114 for more
information.

2.7 SC-XM2/3 Drive and SC-XMP2 Programming Tool

Use the SC-XM2 and SC-XMS3 drives to store a confirmed configuration.
XS/SC26-2: The configuration can be written directly by the Safety Controller, when the drive is plugged in to the micro-

USB port (see XS/SC26-2 Configuration Mode on p. 152), or via the SC-XMP2 Programming Tool using only the Software
without the need to plug in the Safety Controller.

ﬁ Important: Verify that the configuration that is being imported to the Safety Controller is the correct
configuration (via the Software or writing on the white label on the SC-XM2/3 drive).

Click ¥ to access the programming tool options:
e Read—reads the current Safety Controller configuration from the SC-XM2/3 drive and loads it to the Software
e Write—writes a confirmed configuration from the Software to the SC-XM2/3 drive
¢ Lock—locks the SC-XM2/3 drive preventing any configurations from being written to it (an empty drive cannot be
locked)

== Note: You will not be able to unlock the SC-XM2/3 drive after it has been locked.

www.bannerengineering.com - Tel: + 1 888 373 6767 9



XS/SC26-2 and SC10-2 Safety Controllers

3 XS/SC26-2 Overview

With the option to add up to eight I/0 expansion modules, the XS26-2 Expandable Safety Controller has the capacity to
adapt to a variety of machines, including large scale machines with multiple processes.

3.1 XS/SC26-2 Models

Program in minutes with intuitive, easy-to-use configuration
software

Up to eight expansion I/O modules can be added as
automation requirements grow or change

Choose from six expansion module models

Expansion module models have a variety of safety inputs,
solid-state safety outputs and safety relay outputs

Innovative live display feature and diagnostics allow for active
monitoring of 1/0 on a PC and assist in troubleshooting and
commissioning

Safety Controller and input modules allow safety inputs to be
converted to status outputs for efficient terminal use
Ethernet-enabled models can be configured for up to 256
virtual status outputs

Optional SC-XM2/3 external drive for fast swap and quick
configuration without a PC

All Expandable and Non-Expandable Base modules have 18 Safety Inputs, 8 Convertible Safety 1/Os, and 2 Solid-State
Safety Output pairs. Up to eight expansion modules, in any combination of input and output modules, can be added to the
expandable models of the Base Controller.

Table 1: Expandable Base Models

Model Display Ethernet-enabled
XS26-2 No No

XS26-2d Yes No

XS26-2e No Yes

XS26-2de Yes Yes

Table 2: Non-Expandable Base Models

Model Display Ethernet-enabled
SC26-2 No No

SC26-2d Yes No

SC26-2e No Yes

SC26-2de Yes Yes

Table 3: I/O Expansion Modules

Model Description

XS16si Safety Input Module - 16 inputs (4 convertible)

XS8si Safety Input Module - 8 inputs (2 convertible)

XS2so 2 Dual Channel Solid-State Safety Output Module

XS4so 4 Dual Channel Solid-State Safety Output Module

XS1ro 1 Dual Channel Safety Relay Module

XS2ro 2 Dual Channel Safety Relay Module
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3.2 XS/SC26-2 Features and Indicators

Ethernet Port

Wiring Terminal
Row Designation

O Power/ Fault
0 use

O Inputs

0 so1

0 soz2

Indicator LED’s

Onboard Interface Push Buttons

Expansion Port

Onboard Display

Micro USB Port

Wiring Terminals

3.3 Using XS/SC26-2 Safety Controllers with Different FIDs

Over time, Banner adds new features to some devices. The Feature ID (FID) identifies the set of features and functions
included in a particular model. Generally, an increasing FID number corresponds to an increasing feature set. A

configuration using a higher numbered FID feature is not supported by a Safety Controller of a lower FID. Feature sets are
forward compatible, not backwards compatible.

XS/SC26-2 Base Modules that have different FIDs, can be used in the same application, however steps must be taken to
ensure compatibility. See the side label on the module (Figure 1 on p. 11) or query the Module Information of the Base
Module to determine the FID of a particular device. In order to have one configuration file that applies to a device of any

FID, create configurations without using the features listed in the following table. Confirm all configurations after loading to
ensure that they are correct.

Figure 1. Example Label

o Safety Controller
BANNER Base Control Module

XS26-2¢ Y]
Safety: Cat. 4, PL e (EN ISO 13849) PIN: 86063

SIL CL 3 (IEC 62061, IEC 61508)
Temperature: 0°to 55° C
Power Supply: 24V dc +/- 20%
Basic m mA (2.4W) + Load
Ethernef =240 mA (0.96W)

MAC: 00:23:09:00:3C:7F § FID 2
SIN: E01234012340123401

Table 4: FID Descriptions

FID Number Added Feature Set

FID 1 Initial feature set

FID 2 PROFINET, virtual non-safety inputs, delay blocks, Track Function Block status output and an
increase from 64 to 256 virtual status outputs

FID 3 Factory Default functionality, SC-XM3 transfer

FID 4 Hydraulic/Pneumatic Press Control block, the ability to perform OR logic on reset inputs, One

Shot timing block, and setting a physical status output to cycle on and off
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The checklist in the Banner Safety Controller Software shows a warning when a feature is added that requires a Safety
Controller with firmware other than an FID 1 Safety Controller.

Figure 2. Example Checklist Warning

Module Summary 0

Check List (0) Q

. The cenfiguration is valid and can be
sent to the Controller

(D An Actuation Code is required for this
configuration

@ This configuration requires a Base
Module with FID 2 cr higher.

3.4 Input and Output Connections

3.4.1 XS/SC26-2 Safety and Non-Safety Input Devices

The Base Controller has 26 input terminals that can be used to monitor either safety or non-safety devices; these devices
may incorporate either solid-state or contact-based outputs. Some of the input terminals can be configured to either source
24 V dc for monitoring contacts or to signal the status of an input or an output. The function of each input circuit depends
on the type of the device connected; this function is established during the controller configuration.

The FID 2 and later Base Controller also support non-safety virtual inputs.
The expansion modules XS8si and XS16si add additional inputs to the Safety Controller System.
Contact Banner Engineering for additional information about connecting other devices not described in this manual.

3.4.2 XS/SC26-2 Safety Outputs

The Safety Outputs are designed to control Final Switching Devices (FSDs) and Machine Primary Control Elements (MPCEs)
that are the last elements (in time) to control the dangerous motion. These control elements include relays, contactors,
solenoid valves, motor controls, and other devices that typically incorporate force-guided (mechanically-linked) monitoring
contacts, or electrical signals needed for external device monitoring.

The Safety Controller has two independently controlled and redundant solid-state Safety Outputs (terminals SO1a & SO1b,
and SO2a & SO2b). The Safety Controller’s self-checking algorithm ensures that the outputs turn On and Off at the
appropriate times, in response to the assigned input signals.

Each redundant solid-state Safety Output is designed to work either in pairs or as two individual outputs. When controlled
in pairs, the Safety Outputs are suitable for Category 4 applications; when acting independently, they are suitable for
applications up to Category 3 when appropriate fault exclusion has been employed (see Single-channel Controlin Safety
(Protective) Stop Circuits on p. 65 and Safety Circuit Integrity and ISO 13849-1 Safety Circuit Principles on p. 29). See
Safety Outputs on p. 57 for more information about hookup, solid-state and safety relay outputs, external device
monitoring, single/dual-channel Safety Stop Circuits, and configuring Safety Outputs.

Additional solid-state or safety relay outputs can be added to expandable models (XS26-2xx) of the Base Controller by
incorporating expansion output modules (XS2so, XS4so, XS1ro, and XS2ro). Up to eight expansion modules, in any
combination of input or output modules, can be added.

The Safety Outputs can be controlled by input devices with both automatic and manual reset operation.
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Figure 3. Safety Outputs (Example Application)

o = e
o | e
Vi - -
E =
O 9
8.
e Safety Input Devices HMI
I Q
(€ (€4

Ethernet I

| PLC
Status Outputs

Safety Outputs

Functional Stops according to IEC 60204-1 and ANSI NFPA79

The Safety Controller is capable of performing two functional stop types:

e Category 0: an uncontrolled stop with the immediate removal of power from the guarded machine
e Category 1: a controlled stop with a delay before power is removed from the guarded machine

Delayed stops can be used in applications where machines need power for a braking mechanism to stop the hazardous
motion.

3.4.3 X5/SC26-2 Status Outputs and Virtual Status Outputs

The Base Controller has eight convertible 1/Os (labeled 10x) that can be used as Status Outputs which have the capability to
send non-safety status signals to devices such as programmable logic controllers (PLCs) or indicator lights. In addition, any
unused Safety Output terminals may be configured to perform a Status Output function with the benefit of higher current
capacity (see XS/SC26-2 Specifications on p. 19 for more information). For the solid state safety outputs configured as
status outputs, the safety test pulses stay enabled even when designated as a status output. The Status Output signal
convention can be configured to be 24 V dc, 0 V dc, or cycling on and off. See Status Output Signal Conventions on p. 69
for information on the specific functions of a Status Output.

Ethernet models, using the Software, can be configured for up to 64 Virtual Status Outputs on FID 1 Base Controllers and
up to 256 virtual status outputs on FID 2 and later Base Controllers. These outputs can communicate the same information
as the status outputs over the network. See Virtual Status Outputs on p. 72 for more information.

A WARNING:

e Status Outputs and Virtual Status Outputs are not safety outputs and can fail in either the On or
the Off state.

e |f a Status Output or a Virtual Status Output is used to control a safety-critical application, a
failure to danger is possible and may lead to serious injury or death.

e Never use a Status Output or Virtual Status Output to control any safety-critical applications.

3.5 XS/SC26-2 Automatic Terminal Optimization (ATO) Feature

Automatic Terminal Optimization (ATO) is a standard feature on all XS/SC26-2 models. This feature automatically combines
up to two I/O terminals for two devices that require +24 V test pulses from the Safety Controller. When applicable, the
Software automatically does this for every pair of devices that are added, until I/O terminals are no longer available. Sharing
is limited to two because the screw-type terminals are capable of accepting up to two wires.

Manually reassign terminals in the device properties window, if preferred.
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The following figures illustrates the XS/SC26-2 ATO feature optimizing terminals for two gate switches. This results in a total
terminal usage of six, versus eight if it ATO is not utilized. The first gate switch (GS1) is added. This is a dual channel, four-
wire gate switch that requires two independent +24 V pulsed outputs from the Safety Controller. IO1 is assigned as +24 V
test pulse 1 which runs through channel 1 of GS1 to IN1. 102 is assigned as +24 V test pulse 2 which runs through channel
2 of GS1 to IN2. When the second gate switch GS2 is added, it also uses 101 and 102 but uses IN3 and IN4 to monitor its
two channels.

Figure 4. GS1 and GS2 Sharing 101 and 102

| Gate Switch Properties I
E] Name [M0:G51 ]
Dual-Channel 4 terminal B
Info
T T ; E
[Moxs26-24e |,|I[Jo1 Lpm oz Lfve 1]
[] Enable Startgp Test
@Advanced [ Delete ] [ CK ] [ Caneel ]
I Gate Switch Properties I
@ Name |M0:GS2
Dual-Channel 4 terminall E‘
[~]

[Mo:xs26-24e |,||[101 e oz LJpvs 1l
Dl EnablelStartup Te;t

@Advanced [ CK ] [ Caneel

14 www.bannerengineering.com - Tel: + 1 888 373 6767



XS8/SC26-2 and SC10-2 Safety Controllers

Figure 5. Wiring Diagram Tab View of Shared 1/Os
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4 SC10-2 Overview

Figure 6. SC10-2 Safety Controller The SC10-2 configurable safety relay controller is an easy-to-use and
cost effective alternative to safety relay modules. It replaces the
functionality and capability of two independent safety relay modules while
offering the configurability, simplicity, and advanced diagnostics
capabilities offered by the rest of the Banner Safety Controller line-up.
¢ In-Series Diagnostics (ISD) provides detailed status and
performance data from each connected safety device which can
be accessed with an HMI or similar device
® Intuitive, icon-based programming with drag-and-drop PC
configuration simplifies device setup and management
e Supports a wide range of safety devices, eliminating the need to
buy and stock safety relay modules dedicated to specific safety
devices
e Two six-amp safety relay outputs, each with three N.O. sets of
contacts
e Ten inputs, including four that can be used as non-safe outputs
e Automatic Terminal Optimization (ATO) can increase the inputs
from 10 to up to 14
¢ Industrial Ethernet two-way communication
o 256 virtual non-safe status outputs
o 80 virtual non-safe inputs (reset, on/off, cancel off-delay,
mute enable)
¢ Optional SC-XM3 external drive for fast swap and quick
configuration without a PC (see SC10-2: Using the SC-XMS3 on p.

-
-
-
-
-
-
-
-
-
-
k!
-

275)
4.1 SC10-2 Models
Model Description
SC10-2roe Configurable safety relay controller - 10 inputs (4 convertible), two 3-channel safety relay outputs,

industrial ethernet

4.2 SC10-2 Features and Indicators

Connection points are push-in spring clamp connectors.
Wire Size: 24 to 14 AWG, 0.2 mm?2 to 2.08 mm?2

i} Important: Clamp terminals are designed for one wire only. If more than one wire is connected to a
terminal, a wire could loosen or become completely disconnected from the terminal, causing a short.

Use a stranded wire or a wire with an accompanying ferrule. Tinned wires are not recommended.

After inserting the wire into the terminal, tug the wire to make sure it is properly retained. If the wire is not
retained, consider using a different wiring solution.

Figure 7. Features and Indicators

RO1 and RO2 LEDs

Power & LED
6 Safe Inputs & LEDs

4 Safe Inputs & LEDs

or
4 Non-Safe Outputs & LEDs
Micro USB & LED

BRETEEEZIE

Relay Output 1 (RO1)
* 3 NO sets of contacts

Relay Output 2 (RO2)

Ethernet Port « 3 NO sets of contacts
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4.3 Using SC10-2 Safety Controllers with Different FIDs

Over time, Banner adds new features to some devices. The Feature ID (FID) identifies the set of features and functions
included in a particular model. Generally, an increasing FID number corresponds to an increasing feature set. A
configuration using a higher numbered FID feature is not supported by a Safety Controller of a lower FID. Feature sets are
forward compatible, not backwards compatible.

Figure 8. Example SC10-2 Label

g
©  35c10-2roe @ ©

9714 10th Ave. N
Minneapolis, MN 55441 USA
www.bannerengineering.com

Banner Engineering Europe
Park Lane, Culliganiaan 2F
Diegem, Belgium 1831

Safety:
Cat 4, PL e (EN ISO 13849)
SIL CL 3 (IEC 62016, IEC 61508)

Operating Temp: 0 to 55°C
Power Supply:

=== 24V dc +1-20%

240 mA (5.76W) + Load

S1NdNI

IN1-IN6:
0-24V dc, 5 mA typ.

101-104:
Input: 0-24V dc, 5 mA typ.
Output: 24V dc, 80 mA max.

Relay Output Contacts (RO1, RO2):
UL Rating

6A250V ac / 24V dc

B300 / Q300 pilot duty
IEC 60947-5-1

AC 15: 3A 250V

DC 13:2A 24V / 4A 24V 0.1 Hz

Patent(s) Pending
Programmable
o

Safety.
Controller

W o
Table 5: FID Descriptions

FID Number Added Feature Set

FID 1 Initial feature set

FID 2 Added the ability to directly convert In-Series Diagnostic information to USB (using the Software)

and Industrial Ethernet protocols.

The checklist in the Banner Safety Controller Software shows a warning when a feature is added that requires a Safety
Controller with firmware other than an FID 1 Safety Controller.

Figure 9. Example Checklist Warning

Module Summary 0

Check List (0) Q

. The cenfiguration is valid and can be
sent to the Controller

@ This configuration requires a Base
Module with FID 2 or higher.
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4.4 Input and Output Connections

4.4.1 SC10-2 Safety and Non-Safety Input Devices
The SC10-2 has 10 input terminals that can be used to monitor either safety or non-safety devices; these devices may
incorporate either solid-state or contact-based outputs.

Some of the input terminals can be configured to either source 24 V dc for monitoring contacts or to signal the status of an
input or an output. The function of each input circuit depends on the type of the device connected; this function is
established during the controller configuration.

4.4.2 SC10-2 Safety Relay Outputs

The SC10-2 has two, three-channel, normally open (N.O.), safety relay outputs.

The Safety Outputs are designed to control Final Switching Devices (FSDs) and Machine Primary Control Elements (MPCEs)
that are the last elements (in time) to control the dangerous motion. These control elements include relays, contactors,
solenoid valves, motor controls, and other devices that may also incorporate force-guided (mechanically-linked) monitoring
contacts, or electrical signals needed for external device monitoring (EDM).

Functional Stops according to IEC 60204-1 and ANSI NFPA79

The Safety Controller is capable of performing two functional stop types:
e Category 0: an uncontrolled stop with the immediate removal of power from the guarded machine
e (Category 1: a controlled stop with a delay before power is removed from the guarded machine

Delayed stops can be used in applications where machines need power for a braking mechanism to stop the hazardous
motion.

4.4.3 SC10-2 Status Outputs and Virtual Status Outputs

Using the Software, the SC10-2 can be configured for up to 256 virtual status outputs to communicate information over the
network. These outputs have the capability to send non-safety status signals to devices such as programmable logic
controllers (PLCs) or human machine interfaces (HMIs). See Virtual Status Outputs on p. 72 for more information.

The SC10-2 has four convertible I/Os (labeled 10x) that can be used as Status Outputs to directly control indicator lights or
be hard wired inputs to PLCs. These outputs communicate the same information as the virtual status outputs.

A WARNING:

e Status Outputs and Virtual Status Outputs are not safety outputs and can fail in either the On or
the Off state.

e If a Status Output or a Virtual Status Output is used to control a safety-critical application, a
failure to danger is possible and may lead to serious injury or death.

e Never use a Status Output or Virtual Status Output to control any safety-critical applications.

The SC10-2 FID 2 or later can act as an interface to provide data from a chain of devices with imbedded In-Series
Diagnostic (ISD) data, such as Banner SI-RF Safety Switches, over the network.

4.5 SC10-2 Automatic Terminal Optimization (ATO) Feature with
External Terminal Blocks (ETB)

Automatic Terminal Optimization (ATO) Feature with External Terminal Blocks (ETB) is a standard feature on all SC10
models and is enabled by default.

The ATO feature can expand the 10 terminals on the SC10-2 to work with additional inputs by optimizing terminals and
using ETBs. As devices are added, deleted or edited, the Software automatically provides the optimum terminal assignment
to minimize wiring and maximize terminal utilization.

ATO is a smart feature that provides all available device types and configuration options as a configuration is created. After
all IN and 1/0O terminals are occupied and another device is added, ATO looks for devices that require +24 V test pulses
from the Safety Controller. These devices are combined via an External Terminal Block (ETB) to free up an I/O terminal.
Each ETB allows for up to three different devices to share a single /0 +24 V signal.

Disable ATO by editing the module properties of the SC10 in the Software, if preferred. ETBs will still be active, but you will
be required to re-assign I/O terminals manually as needed to fully optimize terminal utilization.
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5 Specifications and Requirements

5.1 XS/SC26-2 Specifications

Base Controller and Expansion Modules

Mechanical Stress
Shock: 15 gfor 11 ms, half-sine wave, 18 shocks total (per IEC
61131-2)
Vibration: 3.5 mm occasional / 1.75 mm continuous at 5 Hz to 9
Hz, 1.0 g occasional and 0.5 g continuous at 9 Hz to 150 Hz: all
at 10 sweep cycles per axis (per IEC 61131-2)

Safety

Category 4, PL e (EN ISO 13849)
SIL CL 3 (IEC 62061, IEC 61508)

Product Performance Standards
See Standards and Regulations on p. 293 for a list of industry
applicable U.S. and international standards

EMC

Meets or exceeds all EMC requirements in IEC 61131-2, IEC
62061 Annex E, Table E.1 (increased immunity levels), IEC
61326-1:2006, and IEC61326-3-1:2008

A

XS26-2 and SC26-2 Base Safety Controller Modules

Operating Conditions

Temperature: 0 °C to +55 °C (+32 °F to +131 °F)

Storage Temperature: -30 °C to +65 °C (-22 °F to +149 °F)

Humidity: 90% at +50 °C maximum relative humidity (non-condensing)
Operating Altitude: 2000 m maximum (6562 ft maximum) per IEC 61010-1

Environmental Rating
NEMA 1 (IEC IP20), for use inside NEMA 3 (IEC IP54) or better enclosure

Removable Screw Terminals
Wire size: 24 to 12 AWG (0.2 to 3.31 mm?)
Wire strip length: 7 to 8 mm (0.275 in to 0.315 in)
Tightening torque: 0.565 N-m (5.0 in-Ib)

Removable Clamp Terminals
Important: Clamp terminals are designed for one wire only. If more than one
wire is connected to a terminal, a wire could loosen or become completely
disconnected from the terminal, causing a short. If more than one wire is
requiredq, a ferrule or an external terminal block should be used.
Wire size: 24 to 16 AWG (0.20 to 1.31 mm?)
Wire strip length: 8.00 mm (0.315 in)

Important: The power supply must meet the requirements for extra low voltages with protective separation (SELV, PELV).

Power
24 V DC + 20% (incl. ripple), 100 mA no load
Ethemet models: add 40 mA
Display models: add 20 mA
Expandable models: 3.6 A maximum bus load

Network Interface (Ethernet models only)
Ethernet 10/100 Base-T/TX, RJ45 modular connector
Selectable auto-negotiate or manual rate and duplex
Auto MDI/MDIX (auto-cross)
Protocols: EtherNet/IP (with PCCC), Modbus/TCP, and
PROFINET (FID 2 or later)
Data: 64 configurable virtual Status Outputs on FID 1 Base
Controllers or 256 virtual Status Outputs on FID 2 or later Base
fCo%tlrollers.; fault diagnostic codes and messages; access to
ault log

Convertible I/O
Sourcing current: 80 mA maximum (overcurrent protected)

Automatic Terminal Optimization Feature
Up to two devices
Test Pulse

Width: 200 ps maximum
Rate: 200 ms typical

Output Protection

All solid-state outputs (safety and non-safety) are protected from
shorts to 0 V or +24 V, including overcurrent conditions

Safety Ratings
PFH [1/h]: 1.05 x 1079
Proof Test Interval: 20 years

Certifications

c E @ IND. CONT. EQ. @ Programmable
aNVE Safety
cusrgn o Controller
LISTED 3nen

PROFIBUS - PROFINET

Safety Inputs (and Convertible I/O when used as inputs)
Input ON threshold: > 15 V DC (guaranteed on), 30 V DC max.
Input OFF threshold: < 5V DC and < 2 mA, -3 V DC min.
Input ON current: 5 mA typical at 24 V DC, 50 mA peak contact cleaning
current at 24 V DC
Input lead resistance: 300 Q max. (150 Q per lead)
Input requirements for a 4-wire Safety Mat:
- Max. capacity between plates: 0.22 pF
- Max. capacity between bottom plate and ground: 0.22 pyF
- Max. resistance between the 2 input terminals of one plate: 20 Q

Solid-State Safety Outputs
0.5 A max. at 24 V DC (1.0 V DC max. drop), 1 A max. inrush
Output OFF threshold: 1.7 V DC typical (2.0 V DC max.)
Output leakage current: 50 pA max. with open 0V
Load: 0.1 yF max., 1 H max., 10 Q max. per lead

Response and Recovery Times

Input to Output Response Time (Input Stop to Output Off): see the

Configuration Summary in the Software, as it can vary

Input Recovery Time (Stop to Run): ON-Delay (if set) plus 250 ms typical (400

ms maximum)

Output xA to Output xB turn On differential (used as a pair, not split): 5 ms max.

Output X to Output Y turn on Differential (same input, same delay, any module):

3 scan times + 25 ms maximum

Vir‘cualI Input (Mute Enable and On/Off) Timing (FID 2 or later): RPI + 200 ms

typica

Virtual Input (Manual Reset and Cancel Delay) Timing (FID 2 or later): see Virtual

gotn—_|3afety Input Devices (XS/SC26-2 FID 2 or later and SC10-2) on p. 54 for
etails

OFF-Delay Tolerance
The maximum is the response time given in the configuration summary plus
0.02%
The minimum is the configured OFF-Delay time minus 0.02% (assuming no
power loss or faults)

ON-Delay Tolerance
The maximum is the configured ON-Delay plus 0.02% plus 250 ms typical (400
ms maximum)
The minimum is the configured ON-Delay minus 0.02%
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XS2s0 and XS4so Solid-State Safety Output Modules

Solid-State Safety Outputs

XS2s0: 0.75 A maximum at 24 V DC (1.0 V DC maximum drop)
XS4so: 0.5 A maximum at 24 V DC (1.0 V DC maximum drop)
Inrush: 2 A maximum

Output off threshold: 1.7 V DC typical (2.0 V DC maximum)
Output leakage current: 50 pA maximum with open 0 V

Load: 0.1 pF max., 1 H max., 10 Q maximum per lead

Safety Ratings
PFH [1/h]: 5.8 x 10710
Proof Test Interval: 20 years

Certifications

IND.CONT. Ea.
c € c@us 3NVF

LISTED

Programmable
Safety
Controller

LISTED 3nen

S

XS8si and XS16si Safety Input Modules

External Power
XS2s0: 24 V DC + 20% (including ripple); 0.075 A no-load, 3.075 A maximum
load
XS4s0: 24 V DC + 20% (including ripple); 0.1 A no-load, 4.1 A maximum load
Maximum Power-up Delay: 5 seconds after the Base Controller
Limited Isolation: +30 V DC maximum referenced to 0 V on the Base Controller

Bus Power
0.02 A

Test Pulse
Width: 200 ps maximum
Rate: 200 ms typical

Output Protection

All solid-state outputs (safety and non-safety) are protected from shorts to 0 V
or +24 V, including overcurrent conditions

Convertible I/O
Sourcing current: 80 mA maximum at 55 °C (131 °F) operating
ambient temperature (overcurrent protected)

Bus Power

XS8si: 0.07 A no load; 0.23 A maximum load
XS16si: 0.09 A no load; 0.41 A maximum load

Safety Ratings

PFH [1/h]: 4 x 10710
Proof Test Interval: 20 years

Certifications
. CONT. Ea. afef
c US " anvF Controller
LISTED LISTED 3nen

Safety Inputs (and Convertible I/O when used as inputs)
Input On threshold: > 15 V DC (guaranteed on), 30 V DC maximum
Input Off threshold: < 5V DC and < 2 mA, -3 V DC minimum
Input On current: 5 mA typical at 24 V DC, 50 mA peak contact cleaning current
at24 Vv DC
Input lead resistance: 300 Q max. (150 Q per lead)
Input requirements for a 4-wire Safety Mat:
- Maximum capacity between plates: 0.22 pF
- Maximum capacity between bottom plate and ground: 0.22 pF
- Maximum resistance between the 2 input terminals of one plate: 20 Q

Output Protection

The convertible inputs are protected from shorts to 0 V or +24 V, including
overcurrent conditions
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XS/SC26-2 and SC10-2 Safety Controllers

Bus Power Contact Rating

XS1ro: 0.125 A (outputs On) UL/NEMA:

XS2ro: 0.15 A (outputs On) e NO Contacts: 6 A 250 V AC/24 V DC resist_ivg; BSOO/QS(_)O pilot duty
Maximum Power EC 6:) 94_;\1_(53_(13.ontacts: 2.5 A 150 V AC/24 V DC resistive; Q300 pilot duty

2000 VA, 240 W e NO Contacts: 6 A 250 V AC/DC continuous; AC 15: 3 A 250 V; DC13: 1 A

Electrical Life
50,000 cycles at full resistive load

24 V/4 A24V 0.1 Hz
NC Contacts: 2.5 A 150 V AC/DC continuous; AC 15: 1 A 150 V; DC13: 1
A24V/4 A24V 0.1 Hz

Ovle”rvoltage Category Contact Ratings to preserve 5 pm AgNi gold plating
Pollution Degree Minimum Maximum
2 Voltage 100 mV AC/DC 60 V AC/DC
Mechanical Life
40,000,000 cycles Current 1mA 300 mA
Power 1 mW (1 mVA) 7W (7 VA)
Note: Transient suppression is
recommended when switching
inductive loads. Install
suppressors across load. Never Required Overcurrent Protection

install suppressors across output
contacts.

Safety Ratings A

PFH [1/h]: 7.6 x 10710
Proof Test Interval: 20 years

WARNING: Electrical connections must be made by
qualified personnel in accordance with local and
national electrical codes and regulations.

Overcurrent protection is required to be provided by end product application per

B10d Values the supplied table.
Overcurrent protection may be provided with external fusing or via Current
Limiting, Class 2 Power Supply.
Volt t B10d
oftage e Supply wiring leads < 24 AWG shall not be spliced.
230V AC 3A 300,000 For additional product support, go to www.bannerengineering.com.
230V AC 1A 750,000 Supply Wiring (AWG) Required Overcurrent Protection (Amps)
24V DC <2A 1,500,000 20 5.0
22 3.0
Certifications 24 2.0
26 1.0
Programmable
CE @u =z 28 08
LISTED LISTED aneN
30 0.5

S

5.2 SC10-2 Specifications

Power

Voltage: 24 V DC +20% (SELV)
Current:

240 mA maximum, no-load (relays on)
530 mA maximum, full-load (I01 to 104 used as auxiliary outputs)

Safety Inputs (and Convertible I/O when used as inputs)
Input ON threshold: > 15 V DC (guaranteed on), 30 V DC maximum
Input OFF threshold: < 5V DC and < 2 mA, -3 V DC minimum
Input ON current: 5 mA typical at 24 V DC, 50 mA peak contact
cleaning current at 24 V DC
Input lead resistance: 300 Q maximum (150 Q per lead)
Input requirements for a 4-wire Safety Mat:
- Maximum capacity between plates: 0.22 pF
- Maximum capacity between bottom plate and ground: 0.22 pF 2
- Maximum resistance between the 2 input terminals of one plate: 20 Q

Convertible I/0

Sourcing current: 80 mA maximum (overcurrent protected)
Test Pulses: ~1 ms every 25 to 75 ms

Automatic Terminal Optimization Feature
Up to three devices connected with user-provided terminal blocks

Network Interface
Ethernet 10/100 Base-T/TX, RJ45 modular connector
Selectable auto negotiate or manual rate and duplex
Auto MDI/MDIX (auto cross)
Protocols: EtherNet/IP (with PCCC), Modbus/TCP, and PROFINET
Data: 256 virtual Status Outputs; fault diagnostic codes and messages;
access to fault log

2 Ifthe safety mats share a convertible 1/0, this is the total capacitance of all shared safety mats.
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Response and Recovery Times
Input to Output Response Time (Input Stop to Output Off): see the
Configuration Summary in the Software, as it can vary
Input Recovery Time (Stop to Run): ON-Delay (if set) plus 250 ms typical
(400 ms maximum)
Virtual Input (Mute Enable and On/Off) Timing: RPI + 200 ms typical
Virtual Input (Manual Reset and Cancel Delay) Timing: see Virtual Non-
fSaftht I|_'1Iput Devices (XS/SC26-2 FID 2 or later and SC10-2) on p. 54
or details

OFF-Delay Tolerance
The maximum is the response time given in the configuration summary
plus 0.02%
The minimum is the configured OFF-delay time minus 0.02% (assuming
no power loss or faults)

ON-Delay Tolerance
The maximum is the configured ON-delay plus 0.02% plus 250ms
typical (400 ms maximum)
The minimum is the configured ON-delay minus 0.02%

Safety Outputs
3 NO sets of contacts for each output channel (RO1 and RO2). Each
normally open output is a series connection of contacts from two
forced-guided (mechanically linked) relays. RO1 consists of relays K1
and K2. RO2 consists of relays K3 and K4.

Operating Conditions
Temperature: 0 °C to +55 °C (+32 °F to +131 °F) (see Temperature
Derating graph)
Storage Temperature: -30 °C to +65 °C (-22 °F to +149 °F)
Humidity: 90% at +50 °C maximum relative humidity (non-condensing)
Operating Altitude: 2000 m maximum (6562 ft maximum) per IEC
61010-1

Environmental Rating

NEMA 1 (IEC IP20), for use inside NEMA 3 (IEC IP54) or better
enclosure

Mechanical Stress
Shock: 15 g for 11 ms, half-sine wave, 18 shocks total (per IEC
61131-2)
Vibration: 3.5 mm occasional / 1.75 mm continuous at 5 Hz to 9 Hz, 1.0
g occasional and 0.5 g continuous at 9 Hz to 150 Hz: all at 10 sweep
cycles per axis (per IEC 61131-2)

Contacts Mechanical Life
AgNi + 0.2 pm gold 20,000,000 cycles
Overvoltage Category Electrical Life
Output relay contact voltage of 1 V to 150 V AC/DC: Category Ill Output 50,000 cycles at full resistive load
relay contact voltage of 151 V to 250 V AC/DC: Category Il (Category lll, ,
if appropriate overvoltage reduction is provided, as described in this UL Pilot Duty
document.) B300 Q300
Individual Contact Current Rating B10d Values
Refer to the Temperature Derating graph when more than one contact
output is used. Voltage Current B1od
Minimum Maximum 230 VAC 2A 350,000
Voltage 10 V AC/DC 250 V AC /24 V DC 230V AC 1A 1,000,000
Current 10 mA AC/DC 6A 24V DC =4A 10,000,000
Power 100 mW (100 mVA) 200 W (2000 VA)

Switching Capacity (IEC 60947-5-1)

AC 15
DC 13
DC 13 at 0.1 Hz

NO: 250 VAC, 3 A
NO:24VDC,2A
NO:24VDC, 4 A

Push-in Spring Clamp Terminals
Wire Size: 24 to 14 AWG, 0.2 mm? to 2.08 mm?2

W

Important: Clamp terminals are designed for one
wire only. If more than one wire is connected to a
terminal, a wire could loosen or become
completely disconnected from the terminal,
causing a short.

Use a stranded wire or a wire with an
accompanying ferrule. Tinned wires are not
recommended.

After inserting the wire into the terminal, tug the
wire to make sure it is properly retained. If the wire
is not retained, consider using a different wiring
solution.

22 www.bannerengineering.com - Tel: + 1 888 373 6767



XS/SC26-2 and SC10-2 Safety Controllers

EMC Required Overcurrent Protection
Meets or exceeds all EMC requirements for immunity per IEC
g;ﬁizpe)r;wse-r?t.zmz and emissions per CISPR 11:2004 for Group 1, Class A WARNING: Electrical connections must be
made by qualified personnel in accordance

with local and national electrical codes and

= Note: Transient suppression is recommended regulations.
when switching inductive loads. Install o dtob ded b 4 orod
: vercurrent protection is required to be provided by end product
suppressors across load. Never install application per the supplied table.
suppressors across output contacts (see Overcurrent protection may be provided with external fusing or via
Warning). Current Limiting, Class 2 Power Supply.
Supply wiring leads < 24 AWG shall not be spliced.
For additional product support, go to www.bannerengineering.com.
Safety
Category 4, PL e (EN ISO 13849) Supply Wiring (AWG) Required Overcurrent Protection (Amps)
SIL CL 3 (IEC 62061, IEC 61508)
2 .
Safety Ratings 0 5.0
PFH [1/h]: 5.01 x 10710 22 3.0
Proof Test Interval: 20
years 24 20

Product Performance Standards

See Standards and Regulations on p. 293 for a list of industry 26 1.0
applicable U.S. and international standards

28 0.8
Certifications
30 0.5
€ .= P (@
LISTED NReF Froriss - l
Figure 10. SC10-2 Temperature Derating
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Example Temperature Derating Calculations
Single Unit, Free Standing Three Modules
Z|2=|1 2+|22+|32+|4_2+ |52+|62 Z|2=|1 2+|22+|32+ I42+I52+I62(allsixmodules)
I1 = 4 A (normally open output RO1 channel 1) l1=4A
lo = 4 A (normally open output RO1 channel 2) bh=4A
I3 =4 A (normally open output RO1 channel 3) I3=4A
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Example Temperature Derating Calculations

Single Unit, Free Standing Three Modules

I4 = 4 A (normally open output RO2 channel 4) ly=4A

Is = 4 A (normally open output RO2 channel 5) ls=4A

lg = 4 A (normally open output RO2 channel 6) le=4A

SIP=42 442 + 42 1 42 4 42 1 42 = 96 A? SP=42 142 4 42 4 42 + 42 1+ 42 =96 A2
Tmax =55 °C Trnax = 46 °C

5.3 Dimensions

All measurements are listed in millimeters [inches], unless noted otherwise.

Figure 11. XS/SC26-2 Base Module Dimensions Figure 12. Expansion Module Dimensions
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Figure 13. SC10-2 Dimensions
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5.4 PC Reqguirements

ﬁ Important: Administrative rights are required to install the Safety Controller drivers (needed for communication with the

controller).

Operating system:
System type:

Hard drive space:
Memory (RAM):
Processor:

Screen resolution:
Third-party software:
USB port:

Microsoft Windows 7, Windows 8 (except Windows RT), or Windows 10 3
32-bit, 64-bit

80 MB (plus up to 280 MB for Microsoft .NET 4.0, if not already installed)

512 MB minimum, 1 GB+ recommended

1 GHz minimum, 2 GHz+ recommended

1024 x 768 full color minimum, 1650 x 1050 full color recommended

Microsoft .NET 4.0 (included with installer), PDF Viewer (such as Adobe Acrobat)

USB 2.0 (not required to build configurations)

3 Microsoft and Windows are registered trademarks of Microsoft Corporation in the United States and/or other countries.
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6 System Installation

6.1 Installing the Software

i} Important: Administrative rights are required to install the Safety Controller drivers (needed for
communication with the controller).

Download the latest version of the software from www.bannerengineering.com/safetycontroller.

Navigate to and open the downloaded file.

Click Next to begin the installation process.

Confirm the software destination and availability for users and click Next.

Click Next to install the software.

Depending on your system settings, a popup window may appear prompting to allow Banner Safety Controller to
make changes to your computer. Click Yes.

7. Click Close to exit the installer.

Open Banner Safety Controller from the Desktop or the Start Menu.

R e

6.2 Installing the Safety Controller

Do not exceed the operating specifications for reliable operation. The enclosure must provide adequate heat dissipation so
that the air closely surrounding the Safety Controller does not exceed its maximum operating temperature (see
Specifications and Requirements on p. 19).

i} Important: Mount the Safety Controller in a location that is free from large shocks and high-amplitude
vibration.
A CAUTION: Electrostatic Discharge (ESD) can cause damage to electronic equipment. To prevent this,

follow the proper ESD handling practices such as wearing an approved wrist strap or other grounding
products, or touching a grounded object before handling the modules. See ANSI/ESD S20.20 for further
information about managing ESD.

6.2.1 Mounting Instructions

The Safety Controller mounts to a standard 35 mm DIN-rail track. It must be installed inside an enclosure rated NEMA 3
(IEC IP54) or better. It should be mounted to a vertical surface with the vent openings at the bottom and the top to allow for
natural convection cooling.

Follow the mounting instructions to avoid damage to the Safety Controller.
To mount the SC26-2 Programmable Safety Controller, XS26-2 Programmable Safety Controller, XS2so and XS4so Solid-
State Safety Output Modules, XS8si and XS16si Safety Input Modules, XS1ro and XS2ro Safety Relay Modules, and SC10-2
Safety Controller:

1. Tilt the top of the module slightly backward and place it on the DIN rail.

2. Straighten the module against the rail.

3. Lower the module onto the rail.
To remove the SC26-2 Programmable Safety Controller, XS26-2 Programmable Safety Controller, XS2so and XS4so Solid-
State Safety Output Modules, XS8si and XS16si Safety Input Modules, XS1ro and XS2ro Safety Relay Modules, and SC10-2
Safety Controller:

1. Push up on the bottom of the module.

2. Tilt the top of the module slightly forward.

3. Lower the module after the top rigid clip is clear of the DIN rail.

= Note: To remove an expansion module, pull apart other modules on each side of the desired module to

free bus connectors.
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7 Installation Considerations

7.1 Appropriate Application

The correct application of the Safety Controller depends on the type of machine and the safeguards that are to be

interfaced with the Safety Controller. If there is any concern about whether or not your machinery is compatible with this

Safety Controller, contact Banner Engineering.

A

A

WARNING: Not a Stand-Alone Safeguarding Device
This Banner device is considered complementary equipment that is used to augment safeguarding that

limits or eliminates an individual's exposure to a hazard without action by the individual or others. Failure
to properly safeguard hazards according to a risk assessment, local regulations, and relevant standards

may lead to serious injury or death.

WARNING: User Is Responsible for Safe Application of this device

The application examples described in this document depict generalized guarding situations. Every
guarding application has a unique set of requirements.

Make sure that all safety requirements are met and that all installation instructions are followed. Direct
any questions regarding safeguarding to a Banner applications engineer at the number or addresses
listed this document.

WARNING: Read this Section Carefully Before Installing the System

The Banner Safety Controller is a control device that is intended to be used in conjunction with a
machine safeguarding device. Its ability to perform this function depends upon the appropriateness of
the application and upon the Safety Controller's proper mechanical and electrical installation and
interfacing to the machine to be guarded.

If all mounting, installation, interfacing, and checkout procedures are not followed properly, the Banner
Safety Controller cannot provide the protection for which it was designed. The user is responsible for

satisfying all local, state, and national laws, rules, codes, or regulations relating to the installation and use
of this control system in any particular application. Make sure that all safety requirements have been met

and that all technical installation and maintenance instructions contained in this document are followed.

7.2 XS/SC26-2 Applications

The Safety Controller can be used wherever
safety modules are used. The Safety
Controller is well suited to address many
types of applications, including, but not limited

to:
L ]

Figure 14. Sample Application - Robotic Cell

Two-hand control with mute function
Robot weld/processing cells with dual-
zone muting

Material-handling operations that
require multiple inputs and bypass
functions

Manually loaded rotary loading
stations

Multiple two-hand-control station
applications

Lean manufacturing stations

Dynamic monitoring of single- or dual-
solenoid valves or press safety valves
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7.3 SC10-2 Applications

The SC10-2 Safety Controller is ideal for any small to medium size machine that would typically use two independent safety
relay modules.

Figure 15. SC10-2 Sample Application

@ Muting Indicator Lights

7.4 Safety Input Devices

The Safety Controller monitors the state of the safety input devices that are connected to it. In general, when all of the input
devices that have been configured to control a particular Safety Output are in the Run state, the Safety Output turns or
remains On. When one or more of the safety input devices change from Run state to Stop state, the Safety Output turns
Off. A few special safety input device functions can, under predefined circumstances, temporarily suspend the safety input
stop signal to keep the Safety Output On, for example, muting or bypassing.

The Safety Controller can detect input faults with certain input circuits that would otherwise result in a loss of the control of
the safety function. When such faults are detected, the Safety Controller turns the associated outputs Off until the faults are
cleared. The function blocks used in the configuration impact the safety outputs. It is necessary to carefully review the
configuration if the input device faults occur.

Methods to eliminate or minimize the possibility of these faults include, but are not limited to:

¢ Physically separating the interconnecting control wires from each other and from secondary sources of power

¢ Routing interconnecting control wires in separate conduit, runs, or channels

e Locating all control elements (Safety Controller, interface modules, FSDs, and MPCEs) within one control panel,
adjacent to each other, and directly connected with short wires

e Properly installing multi-conductor cabling and multiple wires through strain-relief fittings. Over-tightening of a
strain-relief can cause short circuits at that point

e Using positive-opening or direct-opening components, as described by IEC 60947-5-1, that are installed and
mounted in a positive mode

¢ Periodically checking the functional integrity/safety function

e Training the operators, maintenance personnel, and others involved with operating the machine and the
safeguarding to recognize and immediately correct all failures

F===N Note: Follow the device manufacturer's installation, operation, and maintenance instructions and
all relevant regulations. If there are any questions about the device(s) that are connected to the
Safety Controller, contact Banner Engineering for assistance.
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Figure 16. XS/SC26-2 Input and output terminal locations Figure 17. SC10-2 Input and output terminal locations
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A WARNING: Input Device and Safety Integrity

The Safety Controller can monitor many different safety input devices. The user must conduct a Risk
Assessment of the guarding application to determine what Safety Integrity Level needs to be reached in
order to know how to properly connect the input devices to the Safety Controller. The user must also
take steps to eliminate or minimize possible input signal faults/failures that may result in the loss of the
safety functions.

7.4.1 Safety Circuit Integrity and ISO 13849-1 Safety Circuit Principles

Safety circuits involve the safety-related functions of a machine that minimize the level of risk of harm. These safety-related
functions can prevent initiation, or they can stop or remove a hazard. The failure of a safety-related function or its
associated safety circuit usually results in an increased risk of harm.

The integrity of a safety circuit depends on several factors, including fault tolerance, risk reduction, reliable and well-tried
components, well-tried safety principles, and other design considerations.

Depending on the level of risk associated with the machine or its operation, an appropriate level of safety circuit integrity
(performance) must be incorporated into its design. Standards that detail safety performance levels include ANSI B11.19
Performance Criteria for Safeguarding and ISO 13849-1 Safety-Related Parts of a Control System.

Safety Circuit Integrity Levels

Safety circuits in International and European standards have been segmented into Categories and Performance Levels,
depending on their ability to maintain their integrity in the event of a failure and the statistical likelihood of that failure. ISO
13849-1 details safety circuit integrity by describing circuit architecture/structure (Categories) and the required performance
level (PL) of safety functions under foreseeable conditions.

In the United States, the typical level of safety circuit integrity has been called "Control Reliability". Control Reliability
typically incorporates redundant control and self-checking circuitry and has been loosely equated to ISO 13849-1 Category
3 or 4 and/or Performance Level “d” or “e” (see ANSI B11.19).

Perform a risk assessment to ensure appropriate application, interfacing/hookup, and risk reduction (see ANSI B11.0 or ISO
12100). The risk assessment must be performed to determine the appropriate safety circuit integrity in order to ensure that
the expected risk reduction is achieved. This risk assessment must take into account all local regulations and relevant
standards, such as U.S. Control Reliability or European "C" level standards.

The Safety Controller inputs support up to Category 4 PL e (ISO 13849-1) and Safety Integrity Level 3 (IEC 61508 and IEC
62061) interfacing/hookup. The actual safety circuit integrity level is dependent on the configuration, proper installation of
external circuitry, and the type and installation of the safety input devices. The user is responsible for the determination of
the overall safety rating(s) and full compliance with all applicable regulations and standards.

The following sections deal only with Category 2, Category 3, and Category 4 applications, as described in ISO 13849-1.
The input device circuits shown in the table below are commonly used in safeguarding applications, though other solutions
are possible depending on fault exclusion and the risk assessment. The table below shows the input device circuits and the
safety category level that is possible if all of the fault detection and fault exclusion requirements are met.

A WARNING: Risk Assessment

The level of safety circuit integrity can be greatly affected by the design and installation of the safety
devices and the means of interfacing of those devices. A risk assessment must be performed to
determine the appropriate level of safety circuit integrity to ensure the expected risk reduction is
achieved and all relevant regulations and standards are complied with.
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A WARNING: Input Devices with dual contact inputs using 2 or 3 terminals
Detection of a short between two input channels (contact inputs, but not complementary contacts) is not

possible, if the two contacts are closed. A short can be detected when the input is in the Stop state for at
least 2 seconds (see the INx & IOx input terminals Tip in Safety Input Device Options on p. 32).

A WARNING:

e (Category 2 or 3 Input Shorts

e |tis not possible to detect a short between two input channels (contact inputs, but not
complementary contacts) if they are supplied through the same source (for example, the same
terminal from the Safety Controller in a dual-channel, 3-terminal hookup, or from an external 24 V
supply) and the two contacts are closed.

e Such a short can be detected only when both contacts are open and the short is present for at
least 2 seconds.

Fault Exclusion

An important concept within the requirements of ISO 13849-1 is the probability of the occurrence of a failure, which can be
reduced using a technique termed "fault exclusion." The rationale assumes that the possibility of certain well-defined
failure(s) can be reduced via design, installation, or technical improbability to a point where the resulting fault(s) can be, for
the most part, disregarded—that is, "excluded" in the evaluation.

Fault exclusion is a tool a designer can use during the development of the safety-related part of the control system and the
risk assessment process. Fault exclusion allows the designer to design out the possibility of various failures and justify it
through the risk assessment process to meet the requirements of ISO 13849-1/-2.

Requirements vary widely for the level of safety circuit integrity in safety applications (that is, Control Reliability or Category/
Performance Level) per ISO 13849-1. Although Banner Engineering always recommends the highest level of safety in any
application, it is the responsibility of the user to safely install, operate, and maintain each safety system and comply with all
relevant laws and regulations.

A WARNING: Risk Assessment

The level of safety circuit integrity can be greatly affected by the design and installation of the safety
devices and the means of interfacing of those devices. A risk assessment must be performed to
determine the appropriate level of safety circuit integrity to ensure the expected risk reduction is
achieved and all relevant regulations and standards are complied with.

7.4.2 Safety Input Device Properties

The Safety Controller is configured via the Software to accommodate many types of safety input devices. See Adding
Inputs and Status Outputs on p. 74 for more information on input device configuration.

Reset Logic: Manual or Automatic Reset

A manual reset may be required for safety input devices by using a Latch Reset Block or configuring a safety output for a
latch reset before the safety output(s) they control are permitted to turn back On. This is sometimes referred to as “latch”
mode because the safety output “latches” to the Off state until a reset is performed. If a safety input device is configured for
automatic reset or “trip” mode, the safety output(s) it controls will turn back On when the input device changes to the Run
state (provided that all other controlling inputs are also in the Run state).

Connecting the Input Devices

The Safety Controller needs to know what device signal lines are connected to which wiring terminals so that it can apply
the proper signal monitoring methods, Run and Stop conventions, and timing and fault rules. The terminals are assigned
automatically during the configuration process and can be changed manually using the Software.

Signal Change-of-State Types

Two change-of-state (COS) types can be used when monitoring dual-channel safety input device signals: Simultaneous or
Concurrent.
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Input Signal COS Timing Rules

Input Gircuit
Stop State—SO turns Off when 4, Run State—SO turns On when 5:
Dual-Channel A and B Complementary
2 Terminals 3 Terminals 2 Terminals, PNP
24V ON  OFF
n |
Simultaneous: A and B are both in the
. Stop state and then both switch to the Run

state within 3 seconds before outputs turn
At least 1 channel (A or B) input is in the | On.

Dual-Channel A and B Stop state. Concurrent: A and B concurrently switch
to the Stop state, then both switch to the

2Ch, 2 Terminals ~ 2-Ch, 3 Terminals 2-Ch, 4 Terminals 2-Ch, 2 Terminal Run state with no simultaneity to turn
PNP outputs On.

24V ON ON

+ + +

2X Complementary A and B

Simultaneous: A and B are concurrently in

4 Terminals 5 Terminals the Stop state, then the contacts within a
2‘|1V channel switch to the Run state within 400
I | | | ms (150 ms for two-hand control), both
# ( # ( # U # channels are in the Run state within 3
. ) seconds (0.5 seconds for two-hand
( v ( At least 1 channel (A or B) within a pair of control). ¢

contacts is in the Stop state.
PNP P Concurrent: A and B are concurrently in

ON OFF ON OFF the Stop.state, then contac':ts.within a
channel in the Run state within 3 seconds.
There is no simultaneity requirement
between the switching of channel A and

channel B.
4-Wire Safety Mat One of the following conditions is met:
* Input channels are shorted
2-Ch, 4 Terminals together (normal operation)
e Atleast 1 of the wires is
Ll disconnected Each channel detects its own pulses.
f | *  One of the normally low
. 7 NI channels is detected high

¢ One of the normally high
channels is detected low

Signal Debounce Times

Closed-to-Open Debounce Time (from 6 ms to 1000 ms in 1 ms intervals, except 6 ms to 1500 ms for mute sensors). The
closed-to-open debounce time is the time limit required for the input signal to transition from the high (24 V dc) state to the
steady low (0 V dc) state. This time limit may need to be increased in cases where high-magnitude device vibration, impact
shock, or switch noise conditions result in a need for longer signal transition times. If the debounce time is set too short
under these harsh conditions, the system may detect a signal disparity fault and lock out. The default setting is 6 ms.

A CAUTION: Debounce and Response

Any changes in the debounce times may affect the Safety Output response (turn Off) time. This value is
computed and displayed for each Safety Output when a configuration is created.

Open-to-Closed Debounce Time (from 10 ms to 1000 ms in 1 ms intervals, except 10 ms to 1500 ms for mute sensors). The
open-to-closed debounce time is the time limit required for the input signal to transition from the low (0 V dc) state to the
steady high (24 V dc) state. This time limit may need to be increased in cases where high magnitude device vibration,

4 Safety Outputs turn Off when one of the controlling inputs is in the Stop state.
Safety Outputs turn On only when all of the controlling inputs are in the Run state and after a manual reset is performed (if any safety inputs are
configured for Manual reset and were in their Stop state).
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impact shock, or switch noise conditions result in a need for longer signal transition times. If the debounce time is set too
short under these harsh conditions, the system may detect a signal disparity fault and lock out. The default setting is 50 ms.

7.5 Safety Input Device Options

Figure 18. Input Device Circuit— Safety Category Guide

General Circuit Symbols
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4 Terminal Safety Mat
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Cat3

A

instructions to ensure the safe application of the device.

WARNING: Incomplete Information —many installation considerations that are necessary to properly
apply input devices are not covered in this document. Refer to the appropriate device installation

WARNING: This table lists the highest safety categories possible for common safety rated input device
circuits. If the additional requirements stated in the notes below are not possible due to safety device or

installation limitations, or if, for example, the Safety Controller's I0x input terminals are all in use, then the

highest safety category may not be possible.

J Tip: INx & IOx input terminals, these circuits can be manually configured to meet Category 4 circuit
= requirements by changing the first (left most) standard input terminal (INx) to any available convertible
terminal (IOx) as shown below. These circuits will detect shorts to other power sources and between
channels when the input has been in the Stop state for at least 2 seconds.

Erahla Stamup Tem

(o] |

Emergency Stap Properties I Emergency Stop Properties
&) M [1
Iz | Infa

= | Aifwyraed D

Notes:

1. Circuit typically meets up to ISO 13849-1 Category 2 if input devices are safety rated and fault exclusion wiring
practices prevent a) shorts across the contacts or solid state devices and b) shorts to other power sources.
2. Circuit typically meets up to ISO 13849-1 Category 3 if input devices are safety rated (see Tip: INx & IOx input

terminals above).

The 2 Terminal circuit detects a single channel short to other power sources when the contacts open and close
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again (concurrency fault).
The 3 Terminal circuit detects a short to other power sources whether the contacts are open or closed.

3. Circuit meets up to ISO 13849-1 Category 4 if input devices are safety rated and provide internal monitor of the PNP
outputs to detect a) shorts across channels and b) shorts to other power sources.

4. Circuit meets up to ISO 13849-1 Category 4 if input devices are safety rated (see Tip: INx & IOx input terminals
above). These circuits can detect both shorts to other power sources and shorts between channels.

7.5.1 Safety Circuit Integrity Levels

The application requirements for safeguarding devices vary for the level of control reliability or safety category per ISO
13849-1. While Banner Engineering always recommends the highest level of safety in any application, the user is
responsible to safely install, operate, and maintain each safety system and comply with all relevant laws and regulations.

The safety performance (integrity) must reduce the risk from identified hazards as determined by the machine’s risk
assessment. See Safety Circuit Integrity and ISO 13849-1 Safety Circuit Principles on p. 29 for guidance if the requirements
as described by ISO 13849-1 need to be implemented.

7.5.2 ® Emergency Stop Push Buttons

The Safety Controller safety inputs may be used to monitor Emergency Stop (E-stop) push buttons.

A WARNING:

Do not mute or bypass any emergency stop device

e Muting or bypassing the safety outputs renders the emergency stop function ineffective.

e ANSIB11.19, NFPA 79 and IEC/EN 60204-1 require that the emergency stop function remains
active at all times.

A WARNING:

Configuration Conforms to Applicable Standards

e Failure to verify the application may result in serious injury or death.

e The Banner Safety Controller Software primarily checks the logic configuration for connection
errors. The user is responsible for verifying the application meets the risk assessment
requirements and that it conforms to all applicable standards.

A WARNING:
¢ Reset routine required

¢ Failure to prevent the machine from restarting without actuating the normal start command/
device can create an unsafe condition that could result in serious injury or death.

¢ Do not allow the machine to restart without actuating the normal start command/device. Perform
the reset routine after clearing the cause of a stop condition, as required by U.S. and international
standards.

In addition to the requirements stated in this section, the design and installation of the Emergency Stop device must comply
with NFPA 79 or ISO 13850. The stop function must be either a functional stop Category 0 or a Category 1 (see NFPA79).

Emergency Stop Push Button Requirements

The E-stop switch must provide one or two contacts for safety which are closed when the switch is armed. When activated,
the E-stop switch must open all its safety-rated contacts, and must require a deliberate action (such as twisting, pulling, or
unlocking) to return to the closed-contact, armed position. The switch must be a positive-opening (or direct-opening) type,
as described by IEC 60947-5-1. A mechanical force applied to such a button (or switch) is transmitted directly to the
contacts, forcing them to open. This ensures that the switch contacts open whenever the switch is activated.

Standards NFPA 79, ANSI B11.19, IEC/EN 60204-1, and ISO 13850 specify additional emergency stop switch device
requirements, including the following:
e Emergency Stop push buttons must be located at each operator control station and at other operating stations
where emergency shutdown is required
e Stop and Emergency Stop push buttons must be continuously operable and readily accessible from all control and
operating stations where located. Do not mute or bypass any E-stop button
e Actuators of emergency stop devices must be colored red. The background immediately around the device actuator
must be colored yellow. The actuator of a push-button-operated device must be of the palm or mushroom-head
type
e The emergency stop actuator must be a self-latching type
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= Note: Some applications may have additional requirements; the user is responsible to comply with all
relevant regulations.
= Note: For Banner Lighted E-stop buttons with ISD, see also SC10-2: ISD Inputs on p. 44 because the

device will be added as and ISD input selected emergency stop as the device type

7.5.3 @ Rope (Cable) Pull

Rope (cable) pull emergency stop switches use steel wire rope; they provide emergency stop actuation continuously over a
distance, such as along a conveyor.

Rope pull emergency stop switches have many of the same requirements as emergency stop push buttons, such as
positive (direct) opening operation, as described by IEC 60947-5-1. See Emergency Stop Push Buttons on p. 33 for
additional information.

In emergency stop applications, the rope pull switches must have the capability not only to react to a pull in any direction,
but also to a slack or a break of the rope. Emergency stop rope pull switches also need to provide a latching function that
requires a manual reset after actuation.

Rope (Cable) Pull Installation Guidelines

ANSI NFPA 79, ANSI B11.19, IEC/EN 60204-1, and ISO 13850 specify emergency stop requirements for rope (cable) pull
installations, including the following:
¢ Rope (cable) pulls must be located where emergency shutdown is required
Rope (cable) pulls must be continuously operable, easily visible, and readily accessible. Do not mute or bypass
Rope (cable) pulls must provide constant tension of the rope or cable pull
The rope or cable pull, as well as any flags or markers, must be colored Red
The rope or cable pull must have the capability to react to a force in any direction
The switch must:
o Have a self-latching function that requires a manual reset after actuation
o Have a direct opening operation
o Detect a slack condition or a break of the rope or cable

Additional installation guidelines:
e The wire rope should be easily accessible, red in color for E-Stop functions, and visible along its entire length.
Markers or flags may be fixed on the rope to increase its visibility
¢ Mounting points, including support points, must be rigid and allow sufficient space around the rope to allow easy
access
e The rope should be free of friction at all supports. Pulleys are recommended. Lubrication may be necessary.
Contamination of the system, such as dirt, metal chips or swarf, etc., must be prevented from adversely affecting
operation
Use only pulleys (not eye bolts) when routing the rope around a corner or whenever direction changes, even slightly
Never run rope through conduit or other tubing
Never attach weights to the rope
A tensioning spring is recommended to ensure compliance with direction-independent actuation of the wire rope
and must be installed on the load bearing structure (machine frame, wall, etc.)
e Temperature affects rope tension. The wire rope expands (lengthens) when temperature increases, and contracts
(shrinks) when temperature decreases. Significant temperature variations require frequent checks of the tension

adjustment
A WARNING: Failure to follow the installation guidelines and procedures may result in the ineffectiveness or
non-operation of the Rope Pull system and create an unsafe condition resulting in a serious injury or
death.

7.5.4 ﬁ Enabling Device

An enabling device is a manually operated control which, when continuously actuated, allows a machine cycle to be
initiated in conjunction with a start control. Standards that cover the design and application of enabling devices include: ISO
12100-1/-2, IEC 60204-1, ANSI/NFPA 79, ANSI/RIA R15.06, and ANSI B11.19.

The enabling device actively controls the suspension of a Stop signal during a portion of a machine operation where a
hazard may occur. The enabling device permits a hazardous portion of the machine to run, but must not start it. An enabling
device can control one or more safety outputs. When the enable signal switches from the Stop state to the Run state, the
Safety Controller enters the Enable mode. A separate machine command signal from another device is needed to start the
hazardous motion. This enabling device must have ultimate hazard turn Off or Stop authority.
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7.5.5 0 Protective (Safety) Stop

A Protective (Safety) Stop is designed for the connection of miscellaneous devices that could include safeguarding
(protective) devices and complementary equipment. This stop function is a type of interruption of operation that allows an
orderly cessation of motion for safeguarding purposes. The function can be reset or activated either automatically or
manually.

Protective (Safety) Stop Requirements

The required safety circuit integrity level is determined by a risk assessment and indicates the level of control performance
that is acceptable, for example, category 4, Control Reliability (see Safety Circuit Integrity and ISO 13849-1 Safety Circuit
Principles on p. 29). The protective stop circuit must control the safeguarded hazard by causing a stop of the hazardous
situation(s), and removing power from the machine actuators. This functional stop typically meets category 0 or 1 as
described by ANSI NFPA 79 and IEC60204-1.

7.5.6 =N Interlocked Guard or Gate

The Safety Controller safety inputs may be used to monitor electrically interlocked guards or gates.

Safety Interlock Switch Requirements

The following general requirements and considerations apply to the installation of interlocked guards and gates for the
purpose of safeguarding. In addition, the user must refer to the relevant regulations to ensure compliance with all necessary
requirements.

Hazards guarded by the interlocked guard must be prevented from operating until the guard is closed; a stop command
must be issued to the guarded machine if the guard opens while the hazard is present. Closing the guard must not, by itself,
initiate hazardous motion; a separate procedure must be required to initiate the motion. The safety interlock switches must
not be used as a mechanical or end-of-travel stop.

The guard must be located an adequate distance from the danger zone (so that the hazard has time to stop before the
guard is opened sufficiently to provide access to the hazard), and it must open either laterally or away from the hazard, not
into the safeguarded area. The guard also should not be able to close by itself and activate the interlocking circuitry. In
addition, the installation must prevent personnel from reaching over, under, around, or through the guard to the hazard. Any
openings in the guard must not allow access to the hazard (see OSHA 29CFR1910.217 Table O-10, ANSI B11.19, ISO
13857, 1ISO14120/EN953 or the appropriate standard). The guard must be strong enough to contain hazards within the
guarded area, which may be ejected, dropped, or emitted by the machine.

The safety interlock switches, actuators, sensors, and magnets must be designed and installed so that they cannot be
easily defeated. They must be mounted securely so that their physical position cannot shift, using reliable fasteners that
require a tool to remove them. Mounting slots in the housings are for initial adjustment only; final mounting holes must be
used for permanent location.

A WARNING: Perimeter Guarding Applications

If the application could result in a pass-through hazard (for example, perimeter guarding), either the
safeguarding device or the guarded machine's MSCs/MPCEs must cause a Latched response following
a Stop command (for example, interruption of the sensing field of a light curtain, or opening of an
interlocked gate/guard). The reset of this Latched condition may only be achieved by actuating a reset
switch that is separate from the normal means of machine cycle initiation. The switch must be positioned
as described in this document.

Lockout/Tagout procedures per ANSI Z244.1 may be required, or additional safeguarding, as described
by ANSI B11 safety requirements or other appropriate standards, must be used if a passthrough hazard
cannot be eliminated or reduced to an acceptable level of risk. Failure to follow these instructions could
result in serious injury or death.

7.5.7 Dﬂ Optical Sensor

The Safety Controller safety inputs may be used to monitor optical-based devices that use light as a means of detection.
Optical Sensor Requirements

When used as safeguarding devices, optical sensors are described by IEC61496-1/-2/-3 as Active Opto-electronic
Protective Devices (AOPD) and Active Opto-electronic Protective Devices responsive to Diffuse Reflection (AOPDDR).
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AOPDs include safety light screens (curtains) and safety grids and points (multiple-/single-beam devices). These devices
generally meet Type 2 or Type 4 design requirements. A Type 2 device is allowed to be used in a Category 2 application,
per ISO 13849-1, and a Type 4 device can be used in a Category 4 application.

AOPDDRSs include area or laser scanners. The primary designation for these devices is a Type 3, for use in up to Category 3
applications.

Optical safety devices must be placed at an appropriate safety distance (minimum distance), according to the application
standards. Refer to the applicable standards and to manufacturer documentation specific to your device for the appropriate
calculations. The response time of the Safety Controller outputs to each safety input is provided on the Configuration
Summary tab in the Software.

If the application includes a pass-through hazard (a person could pass through the optical device beams and stand

undetected on the hazard side), other safeguarding may be required, and manual reset should be selected (see Manual
Reset Input on p. 52).

7.5.8 @@ Two-Hand Control

The Safety Controller may be used as an initiation device for most powered machinery when machine cycling is controlled
by a machine operator.

The Two-Hand Control (THC) actuators must be positioned so that hazardous motion is completed or stopped before the
operator can release one or both of the buttons and reach the hazard (see Two-Hand Control Safety Distance (Minimum
Distance) on p. 37).

The Safety Controller safety inputs used to monitor the actuation of the hand controls for two-hand control comply with the
functionality of Type Ill requirements of IEC 60204-1 and ISO 13851 and the requirements of ANSI NFPA79 and ANSI
B11.19 for two-hand control, which include:

Simultaneous actuation by both hands within a 500 ms time frame

When this time limit is exceeded, both hand controls must be released before operation is initiated

Continuous actuation during a hazardous condition

Cessation of the hazardous condition if either hand control is released

Release and re-actuation of both hand controls to re-initiate the hazardous motion or condition (anti-tie down)

The appropriate performance level of the safety-related function (Control Reliability, Category/Performance level, or
appropriate regulation and standard, or Safety Integration Level) as determined by a risk assessment

A WARNING: Point-of-Operation Guarding

When properly installed, a two-hand control device provides protection only for the hands of the machine
operator. It may be necessary to install additional safeguarding, such as safety light screens, additional
two-hand controls, and/or hard guards, to protect all individuals from hazardous machinery.

Failure to properly guard hazardous machinery can result in a dangerous condition which could lead to
serious injury or death.

A CAUTION: Hand Controls

The environment in which hand controls are installed must not adversely affect the means of actuation.
Severe contamination or other environmental influences may cause slow response or false On conditions
of mechanical or ergonomic buttons. This may result in exposure to a hazard.

The level of safety achieved (for example, ISO 13849-1 Category) depends in part on the circuit type selected.

Consider the following when installing hand controls:

e Failure modes, such as a short circuit, a broken spring, or a mechanical seizure, that may result in not detecting the
release of a hand control

e Severe contamination or other environmental influences that may cause a slow response when released or false ON
condition of the hand control(s), for example, sticking of a mechanical linkage

e Protection from accidental or unintended operation, for example, mounting position, rings, guards, or shields

e Minimizing the possibility of defeat, for example, hand controls must be far enough apart so that they cannot be
operated by the use of one arm—typically, not less than 550 mm (21.7 in) in a straight line, per ISO 13851

¢ The functional reliability and installation of external logic devices

¢ Proper electrical installation per NEC and NFPA79 or IEC 60204

A CAUTION: Install Hand Controls to Prevent Accidental Actuation

Total protection for the two-hand control system from defeat is not possible. However, the user is
required by U.S. and International standards to arrange and protect hand controls to minimize the
possibility of defeat or accidental actuation.
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A CAUTION: Machine Control Must Provide Anti-Repeat Control

Appropriate anti-repeat control must be provided by the machine control and is required by U.S. and
International standards for single-stroke or single-cycle machines.

This Banner device can be used to assist in accomplishing anti-repeat control, but a risk assessment
must be accomplished to determine the suitability of such use.

Two-Hand Control Safety Distance (Minimum Distance)
The hand controls operator must not be able to reach the hazardous area with a hand or any other body part before the
machine motion ceases. Use the formula below to calculate the safety distance (minimum distance).

A WARNING: Location of Touch Button Controls

Hand controls must be mounted a safe distance from moving machine parts, as determined by the
appropriate standard. It must not be possible for the operator or other non-qualified persons to relocate
them. Failure to establish and maintain the required safety distance could result in serious injury or death.

U.S. Applications

The Safety Distance formula, as provided in ANSI B11.19:

Part-Revolution Clutch Machinery (the machine and its controls allow the machine to stop motion during the hazardous portion of the machine cycle)

Dgs = K x (Tg + Tr) + Dpf

For Full-Revolution Clutch Machinery (the machine and its controls are designed to complete a full machine cycle)

Dg = K x (Tp + Tr + Th)

Ds

the Safety Distance (in inches)

the OSHA/ANSI recommended hand-speed constant (in inches per second), in most cases is calculated at 63 in/sec, but may vary between 63
in/sec to 100 in/sec based on the application circumstances;

not a conclusive determination; consider all factors, including the physical ability of the operator, when determining the value of K to be used

Th
the response time of the slowest hand control from the time when a hand disengages that control until the switch opens;

Th is usually insignificant for purely mechanical switches. However, Th should be considered for safety distance calculation when using
electronic or electromechanical (powered) hand controls. For Banner Self-checking Touch Buttons (STBs) the response time is 0.02 seconds
Tm

the maximum time (in seconds) the machine takes to cease all motion after it has been tripped. For full revolution clutch presses with only one
engaging point, T is equal to the time necessary for one and one-half revolutions of the crankshaft. For full revolution clutch presses with more
than one engaging point, Tm, is be calculated as follows:

Tm = (1/2 + 1/N) x Tey

N = number of clutch engaging points per revolution

Tcy = time (in seconds) necessary to complete one revolution of the crankshaft
Tr

the response time of the Safety Controller as measured from the time a stop signal from either hand control. The Safety Controller response time
is obtained from the Configuration Summary tab in the Software.
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U.S. Applications

Ts

the overall stop time of the machine (in seconds) from the initial stop signal to the final ceasing of all motion, including stop times of all relevant
control elements and measured at maximum machine velocity

Ts is usually measured by a stop-time measuring device. If the specified machine stop time is used, add at least 20% as a safety factor to
account for brake system deterioration. If the stop-time of the two redundant machine control elements is unequal, the slower of the two times
must be used for calculating the separation distance

European Applications

The Minimum Distance Formula, as provided in EN 13855:

S=(KxT) +C

the Minimum Distance (in millimeters)

the EN 13855 recommended hand-speed constant (in millimeters per second), in most cases is calculated at 1600 mm/sec, but may vary
between 1600 to 2500 mm/sec based on the application circumstances;

not a conclusive determination; consider all factors, including the physical ability of the operator, when determining the value of K to be used.

the overall machine stopping response time (in seconds), from the physical initiation of the safety device to the final ceasing of all motion

the added distance due to the depth penetration factor equals 250 mm, per EN 13855. The EN 13855 G factor may be reduced to 0 if the risk of
encroachment is eliminated, but the safety distance must always be 100 mm or greater

7.5.9 Safety Mat

The Safety Controller may be used to monitor pressure-sensitive safety mats and safety edges.

The purpose of the Safety Mat input of the Safety Controller is to verify the proper operation of 4-wire, presence-sensing
safety mats. Multiple mats may be connected in series to one Safety Controller, 150 ohms maximum per input (see Safety
Mat Hookup Options on p. 41).

i} Important: The Safety Controller is not designed to monitor 2-wire mats, bumpers, or edges (with or
without sensing resistors).

The Safety Controller monitors the contacts (contact plates) and the wiring of one or more safety mat(s) for failures and
prevents the machine from restarting if a failure is detected. A reset routine after the operator steps off the safety mat may
be provided by the Safety Controller, or, if the Safety Controller is used in auto-reset mode, the reset function must be
provided by the machine control system. This prevents the controlled machinery from restarting automatically after the mat
is cleared.
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A WARNING:

Application of Safety Mats — Safety Mat application requirements vary for the level of control reliability
or category and performance level as described by ISO 13849-1 and ISO 13856. Although Banner
Engineering always recommends the highest level of safety in any application, the user is responsible to
safely install, operate, and maintain each safety system per the manufacturer's recommendations and
comply with all relevant laws and regulations.

Do not use safety mats as a tripping device to initiate machine motion (such as in a presence-sensing
device initiation application), due to the possibility of unexpected start or re-start of the machine cycle
resulting from failure(s) within the mat and the interconnect cabling.

Do not use a safety mat to enable or provide the means to allow the machine control to start hazardous
motion by simply standing on the safety mat (for example, at a control station). This type of application
uses reverse/negative logic and certain failures (for example, loss of power to the Module) can result in a
false enable signal.

Safety Mat Requirements

The following are minimum requirements for the design, construction, and installation of four-wire safety mat sensor(s) to be
interfaced with the Safety Controller. These requirements are a summary of standards ISO 13856-1, ANSI/RIA R15.06 and
ANSI B11.19. The user must review and comply with all applicable regulations and standards.

Safety Mat System Design and Construction

The safety mat system sensor, Safety Controller, and any additional devices must have a response time that is fast enough
to reduce the possibility of an individual stepping lightly and quickly over the mat’s sensing surface (less than 100 to 200
ms, depending on the relevant standard).

For a safety mat system, the minimum object sensitivity of the sensor must detect, at a minimum, a 30 kg (66 Ib) weight on
an 80 mm (3.15 in) diameter circular disk test piece anywhere on the mat’s sensing surface, including joints and junctions.
The effective sensing surface or area must be identifiable and can comprise one or more sensors. The safety mat supplier
should state this minimum weight and diameter as the minimum object sensitivity of the sensor.

User adjustments to actuating force and response time are not allowed (ISO 13856-1). The sensor should be manufactured
to prevent any reasonably foreseeable failures, such as oxidation of the contact elements which could cause a loss in
sensitivity.

The environmental rating of the sensor must meet a minimum of IP54. When the sensor is specified for immersion in water,
the sensor’s minimum enclosure level must be IP67. The interconnect cabling may require special attention. A wicking
action may result in the ingress of liquid into the mat, possibly causing a loss of sensor sensitivity. The termination of the
interconnect cabling may need to be located in an enclosure that has an appropriate environmental rating.

The sensor must not be adversely affected by the environmental conditions for which the system is intended. The effects of
liquids and other substances on the sensor must be taken into account. For example, long-term exposure to some liquids
can cause degradation or swelling of the sensor’s housing material, resulting in an unsafe condition.

The sensor’s top surface should be a lifetime non-slip design, or otherwise minimize the possibility of slipping under the
expected operating conditions.

The four-wire connection between the interconnect cables and the sensor must withstand dragging or carrying the sensor
by its cable without failing in an unsafe manner, such as broken connections due to sharp or steady pulls, or continuous
flexing. If such connection is not available, an alternative method must be employed to avoid such failure, for example, a
cable which disconnects without damage and results in a safe situation.

Safety Mat Installation

The mounting surface quality and preparation for the safety mat must meet the requirements stated by the sensor’s
manufacturer. Irregularities in the mounting surfaces may impair the function of the sensor and should be reduced to an
acceptable minimum. The mounting surface should be level and clean. Avoid the collection of fluids under or around the
sensor. Prevent the risk of failure due to a build-up of dirt, turning chips, or other material under the sensor(s) or the
associated hardware. Special consideration should be given to joints between the sensors to ensure that foreign material
does not migrate under or into the sensor.

Any damage (cuts, tears, wear, or punctures) to the outer insulating jacket of the interconnect cable or to any part of the
exterior of the safety mat must be immediately repaired or replaced. Ingress of material (including dirt particles, insects,
fluid, moisture, or turning-chips), which may be present near the mat, may cause the sensor to corrode or to lose its
sensitivity.

Routinely inspect and test each safety mat according to the manufacturer’s recommendations. Do not exceed operational
specifications, such as the maximum number of switching operations.

Securely mount each safety mat to prevent inadvertent movement (creeping) or unauthorized removal. Methods include, but
are not limited to, secured edging or trim, tamper-resistant or one-way fasteners, and recessed flooring or mounting
surface, in addition to the size and weight of large mats.

www.bannerengineering.com - Tel: + 1 888 373 6767 39



XS/SC26-2 and SC10-2 Safety Controllers

Each safety mat must be installed to minimize tripping hazards, particularly towards the machine hazard. A tripping hazard
may exist when the difference in height of an adjacent horizontal surface is 4 mm (1/8 in) or more. Minimize tripping hazards
at joints, junctions, and edges, and when additional coverings are used. Methods include a ground-flush installation of the
mat, or a ramp that does not exceed 20° from horizontal. Use contrasting colors or markings to identify ramps and edges.

Position and size the safety mat system so that persons cannot enter the hazardous area without being detected, and
cannot reach the hazard before the hazardous conditions have ceased. Additional guards or safeguarding devices may be
required to ensure that exposure to the hazard(s) is not possible by reaching over, under, or around the device’s sensing

surface.

A safety mat installation must take into account the possibility of easily stepping over the sensing surface and not being
detected. ANSI and international standards require a minimum depth of field of the sensor surface (the smallest distance
between the edge of the mat and hazard) to be from 750 to 1200 mm (30 to 48 in), depending on the application and the
relevant standard. The possibility of stepping on machine supports or other physical objects to bypass or climb over the

sensor also must be prevented.

Safety Mat Safety Distance (Minimum Distance)

As a stand-alone safeguard, the safety mat must be installed at a
safety distance (minimum distance) so that the exterior edge of the
sensing surface is at or beyond that distance, unless it is solely used
to prevent start/restart, or solely used for clearance safeguarding
(see ANSI B11.19, ANSI/RIA R15.06, and ISO 13855).

The safety distance (minimum distance) required for an application
depends on several factors, including the speed of the hand (or
individual), the total system stopping time (which includes several
response time components), and the depth penetration factor. Refer
to the relevant standard to determine the appropriate distance or

means to ensure that individuals cannot be exposed to the hazard(s).

U.S. Applications

Figure 19. Determining safety distance for the safety mat
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The Safety Distance formula, as provided in ANSI B11.19:

Ds = K x (Ts + Tr) + Dpf

Ds
the Safety Distance (in inches)

Tr

the response time of the Safety Controller as measured from the time a stop signal from either hand control. The Safety Controller response time

is obtained from the Configuration Summary tab in the Software.

the OSHA/ANSI recommended hand-speed constant (in inches per second), in most cases is calculated at 63 in/sec, but may vary between 63

in/sec to 100 in/sec based on the application circumstances;

not a conclusive determination; consider all factors, including the physical ability of the operator, when determining the value of K to be used

Ts

the overall stop time of the machine (in seconds) from the initial stop signal to the final ceasing of all motion, including stop times of all relevant

control elements and measured at maximum machine velocity

Ts is usually measured by a stop-time measuring device. If the specified machine stop time is used, add at least 20% as a safety factor to
account for brake system deterioration. If the stop-time of the two redundant machine control elements is unequal, the slower of the two times

must be used for calculating the separation distance
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U.S. Applications

the added distance due to the penetration depth factor
equals 48 in, per ANSI B11.19

European Applications

The Minimum Distance Formula, as provided in EN 13855:

S=(K=xT) +C

S
the Minimum Distance (in millimeters)
K
the EN 13855 recommended hand-speed constant (in millimeters per second), in most cases is calculated at 1600 mm/sec, but may vary
between 1600 to 2500 mm/sec based on the application circumstances;
not a conclusive determination; consider all factors, including the physical ability of the operator, when determining the value of K to be used.
T
the overall machine stopping response time (in seconds), from the physical initiation of the safety device to the final ceasing of all motion
C
the added distance due to the depth penetration factor equals 1200 mm, per EN 13855
Safety Mat Hookup Options

Pressure-sensitive mats and pressure-sensitive floors must meet the requirements of the category for which they are
specified and marked. These categories are defined in ISO 13849-1.

The safety mat, its Safety Controller, and any output signal switching devices must meet, at a minimum, the Category 1
safety requirements. See ISO 13856-1 (EN 1760-1) and ISO 13849-1 for relevant requirement details.

The Safety Controller is designed to monitor 4-wire safety mats and is not compatible with two-wire devices (mats, sensing
edges, or any other devices with two wires and a sensing resistor).

4-Wire

This circuit typically meets ISO 13849-1 Category 2 or Category 3 ---
requirements depending on the safety rating and installation of the mat(s).
The Safety Controller enters a Lockout mode when an open wire, a short to 0
V, or a short to another source of power is detected.

———

+

7.510 Muting Sensor

Safety device muting is an automatically controlled suspension of one or more safety input stop signals during a portion of a
machine operation when no immediate hazard is present or when access to the hazard is safeguarded. Muting sensors can
be mapped to one or more of the following safety input devices:

Safety gate (interlocking) switches

Optical sensors

Two-hand controls

Safety mats

Protective stops

US and International standards require the user to arrange, install, and operate the safety system so that personnel are
protected and the possibility of defeating the safeguard is minimized.
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Examples of Muting Sensors and Switches

A WARNING: Avoid Hazardous Installations

Two or four independent position switches must be properly adjusted or positioned so that they close
only after the hazard no longer exists, and open again when the cycle is complete or the hazard is again
present. If the switches are improperly adjusted or positioned, injury or death may resuilt.

The user is responsible to satisfy all local, state, and national laws, rules, codes, and regulations relating
to the use of safety equipment in any particular application. Make sure that all appropriate agency
requirements have been met and that all installation and maintenance instructions contained in the
appropriate manuals are followed.

Photoelectric Sensors (Opposed Mode)

Opposed-mode sensors should be configured for dark operate (DO) and have open (non-conducting) output contacts in a
power Off condition. Both the emitter and receiver from each pair should be powered from the same source to reduce the
possibility of common mode failures.

Photoelectric Sensors (Polarized Retroreflective Mode)

The user must ensure that false proxying (activation due to shiny or reflective surfaces) is not possible. Banner low profile
sensors with linear polarization can greatly reduce or eliminate this effect.

Use a sensor configured for light operate (LO or N.O.) if initiating a mute when the retroreflective target or tape is detected

(home position). Use a sensor configured for dark operate (DO or N.C.) when a blocked beam path initiates the muted
condition (entry/exit). Both situations must have open (non-conducting) output contacts in a power Off condition.

Positive-Opening Safety Switches

Two (or four) independent switches, each with a minimum of one closed safety contact to initiate the mute cycle, are
typically used. An application using a single switch with a single actuator and two closed contacts may result in an unsafe
situation.

Inductive Proximity Sensors

Typically, inductive proximity sensors are used to initiate a muted cycle when a metal surface is detected. Do not use two-
wire sensors due to excessive leakage current causing false On conditions. Use only three- or four-wire sensors that have
discrete PNP or hard-contact outputs that are separate from the input power.

Mute Device Requirements

The muting devices must, at a minimum, comply with the following requirements:

1. There must be a minimum of two independent hard-wired muting devices.

2. The muting devices must have one of the following: normally open contacts, PNP outputs (both of which must fulfill
the input requirements listed in the Specifications and Requirements on p. 19), or a complementary switching
action. At least one of these contacts must close when the switch is actuated, and must open (or not conduct) when
the switch is not actuated or is in a power-off state.

3. The activation of the inputs to the muting function must come from separate sources. These sources must be
mounted separately to prevent an unsafe muting condition resulting from misadjustment, misalignment, or a single
common mode failure, such as physical damage to the mounting surface. Only one of these sources may pass
through, or be affected by, a PLC or a similar device.

4. The muting devices must be installed so that they cannot be easily defeated or bypassed.

5. The muting devices must be mounted so that their physical position and alignment cannot be easily changed.

6. It must not be possible for environmental conditions, such as extreme airborne contamination, to initiate a mute
condition.

7. The muting devices must not be set to use any delay or other timing functions unless such functions are
accomplished so that no single component failure prevents the removal of the hazard, subsequent machine cycles
are prevented until the failure is corrected, and no hazard is created by extending the muted period.

7.5.11 @) Bypass Switch

The safety device bypass is a manually activated and temporary suspension of one or more safety input stop signals, under
supervisory control, when no immediate hazard is present. It is typically accomplished by selecting a bypass mode of
operation using a key switch to facilitate machine setup, web alignment/adjustments, robot teach, and process
troubleshooting.

Bypass switches can be mapped to one or more of the following safety input devices:
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Safety gate (interlocking) switches
Optical sensors

Two-Hand Controls

Safety mats

Protective stop

Requirements of Bypassing Safeguards

Requirements to bypass a safeguarding device include &:
¢ The bypass function must be temporary
e The means of selecting or enabling the bypass must be capable of being supervised
e Automatic machine operation must be prevented by limiting range of motion, speed, or power (used inch, jog, or
slow-speed modes). Bypass mode must not be used for production
Supplemental safeguarding must be provided. Personnel must not be exposed to hazards
The means of bypassing must be within full view of the safeguard to be bypassed
Initiation of motion should only be through a hold-to-run type of control
All emergency stops must remain active
The means of bypassing must be employed at the same level of reliability as the safeguard
Visual indication that the safeguarding device has been bypassed must be provided and be readily observable from
the location of the safeguard
Personnel must be trained in the use of the safeguard and in the use of the bypass
¢ Risk assessment and risk reduction (per the relevant standard) must be accomplished
e The reset, actuation, clearing, or enabling of the safeguarding device must not initiate hazardous motion or create a
hazardous situation

Bypassing a safeguarding device should not be confused with muting, which is a temporary, automatic suspension of the
safeguarding function of a safeguarding device during a non-hazardous portion of the machine cycle. Muting allows for
material to be manually or automatically fed into a machine or process without issuing a stop command. Another term
commonly confused with bypassing is blanking, which desensitizes a portion of the sensing field of an optical safeguarding
device, such as disabling one or more beams of a safety light curtain so that a specific beam break is ignored.

O
7.5.12 #® Adjustable Valve Monitoring (AVM) Function

The Adjustable Valve (Device) Monitoring (AVM) function is similar in function to One-Channel External Device Monitoring (1-
channel EDM, see External Device Monitoring (EDM) on p. 63). The AVM function monitors the state of the device(s) that

are controlled by the safety output to which the function is mapped. When the safety output turns Off, the AVM input must
be high/On (+24 V dc applied) before the AVM timer expires or a lockout will occur. The AVM input must also be high/On
when the safety output attempts to turn On or a lockout will occur.

6 This summary was compiled from sources including ANSI NFPA79, ANSI/RIA R15.06, ISO 13849-1, [IEC60204-1, and ANSI B11.19.
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Figure 20. Timing logic—AVM Function
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Adjustable Valve Monitoring AVM is a way to check the operation of dual channel valves. The force
guided N.C. monitoring contacts of the valves are used as an input to detect a “stuck on” fault
condition and will prevent the safety controller outputs from turning On.

= Note: 50 ms to 5 s time period is adjustable in 50 ms intervals (default is 50 ms).

The Adjustable Valve (Device) Monitoring function is useful for dynamically monitoring devices under the control of the
safety output that may become slow, stick, or fail in an energized state or position, and whose operation needs to be
verified after a Stop signal occurs. Example applications include single- or dual-solenoid valves controlling clutch/brake
mechanisms, and position sensors that monitor the home position of a linear actuator.

Synchronization or checking a maximum differential timing between two or more devices, such as dual valves, may be
achieved by mapping multiple AVM functions to one safety output and configuring the AVM timer to the same values. Any
number of AVM inputs can be mapped to one safety output. An input signal can be generated by a hard/relay contact or a
solid-state PNP output.

A WARNING:

e Adjustable Valve Monitoring (AVM) Operation

¢ When the AVM function is used, the Safety Output(s) will not turn ON until the AVM input is
satisfied. This could result in an ON-delay up to the configured AVM monitoring time.

e |tis the user's responsibility to ensure the AVM monitoring time is properly configured for the
application and to instruct all individuals associated with the machine about the possibility of the
ON-Delay effect, which may not be readily apparent to the machine operator or to other
personnel.

7.513 EEE SC10-2: I1ISD Inputs

The Safety Controller safety inputs IN3/IN4 and IN5/IN6 may be used to monitor chains of devices with embedded In-Series
Diagnostic (ISD) data, such as the Banner SI-RFD Safety Switches, the Banner Lighted Emergency Stop Buttons with ISD,
or the Banner ISD Connect. The Banner SI-RFD Safety Switches use RFID technology as a means of detection.
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ISD devices, such as SI-RFD Safety Switches, must be placed at an appropriate safety distance (minimum distance),
according to the application standards. Refer to the applicable standards and to the documentation specific to the device
for the appropriate calculations. The response time of the Safety Controller outputs to each safety input is provided on the
Configuration Summary tab in the Software. This time must be added to the response time of the ISD chain of devices.

The active ISD devices’ solid-state outputs have (and must have) the ability to detect external shorts to power, to ground, or
to each other. The devices will lockout if such a short is detected.

If the application includes a pass-through hazard (a person could pass through an opened gate and stand undetected on
the hazard side), other safeguarding may be required, and manual reset should be selected. See Manual Reset Input on p.
52,

A WAF:NING:

Configuration Conforms to Applicable Standards

¢ Failure to verify the application may result in serious injury or death.

¢ The Banner Safety Controller Software primarily checks the logic configuration for connection
errors. The user is responsible for verifying the application meets the risk assessment
requirements and that it conforms to all applicable standards.

Note: In a long chain or chains with a lot of ISD devices, the voltage at the first unit (closest to the
terminating plug) must stay above 19.5 volts for the chain to operate properly.

Note: The Banner Safety Controller Software applies the gate switch rules to the ISD Inputs.

Request Performance and Status Information about an Individual Device via ISD

1. Change the ISD Chain Requested register to match the ISD chain number for the device in question (1 or 2).

2. Change the ISD Device Requested register to match the ISD device number for the device in question (1 to 32).
3. Change the ISD Read Request register from 0 to 1 to perform a one-time read.

4. Observe the ISD Individual Device-Specific Data register array to read the desired device data.

ISD Chain System Status

Banner has created a couple of words that can be accessed quickly by the PLC to indicate if there are any problems with
the ISD chain.

This information has the following format:

Information Type Data Size
ISD chain count does not match configuration SC10 Alert 1 bit
ISD chain order does not match configuration SC10 Alert 1 bit
No ISD data detected on configured ISD chain SC10 Alert 1 bit
Invalid (non-ISD) device in ISD chain SC10 Alert 1 bit
ISD device detected but not configured Informative 1 bit
ISD chain terminator plug missing ISD Status 1 bit
SI-RF high or unique sensor not taught an actuator ISD Fault 1 bit
Wrong actuator presented to a high or unique sensor ISD Fault 1 bit
Internal error on an ISD device in the chain ISD Fault 1 bit
ISD Output fault detected, output turn off counter started ISD Fault 1 bit
Reserved 2 bits
ISD Chain OSSD Status ISD Status 1 bit

www.bannerengineering.com - Tel: + 1 888 373 6767 45



XS/SC26-2 and SC10-2 Safety Controllers

ISD Individual Device-Specific Data

Information Data size Applies to Banner Device (Y/N/
Reserved)
SI-RF E-Stop ISD
Connect
Safety Input Fault 1 bit Y Y Y
reserved 1 bit reserved reserved reserved
Sensor Not Paired 1-bit Y N N
ISD Data Error 1-bit Y Y Y
Wrong Actuator/Button Status/Input Status 1-bit Y Y Y
Marginal Range/Button Status/Input Status 1-bit Y Y Y
Actuator Detected 1-bit Y N N
Output Error 1-bit Y Y Y
Input 2 1-bit Y Y Y
Input 1 1-bit Y Y Y
Local Reset Expected 1-bit Y Y N
Operating Voltage Warning 1-bit Y Y Y
Operating Voltage Error 1-bit Y Y Y
Output 2 1-bit Y Y Y
Output 1 1-bit Y Y Y
Power Cycle Required 1-bit Y Y Y
Fault Tolerant Outputs 1-bit Y Y Y
Local Reset Unit 1-bit Y Y N
Cascadable 1-bit Y Y Y
High Coding Level 1-bit Y N N
Teach-ins Remaining 4-bit Y N N
Device ID 5-bit Y Y Y
Range Warning Count 6-bit Y N N
Output Switch-off Time 5-bit Y Y Y
Number of Voltage Errors 8-bit Y Y Y
Internal Temperature ” 8-bit Y Y Y
Actuator Distance” 8-bit Y N N
Supply Voltage 7 8-bit Y Y Y
Expected Company Name 4-bit Y N (always | N (always
"6") '6")
Received Company Name 4-bit Y N N
Expected Code 16-bit Y N N
Received Code 16-bit Y N N
Internal Error A 16-bit Y Y Y
Internal Error B 16-bit Y Y Y

7 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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SI-RF Device

In the case of the ISD-enabled gate switch (SI-RF), the ISD Individual Device-Specific Data coming back from the SI-RF
device has the following format:
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Information Data size
Safety Input Fault 1 bit
reserved 1 bit
Sensor Not Paired 1-bit
ISD Data Error 1-bit
Wrong Actuator 1-bit
Marginal Range 1-bit
Actuator Detected 1-bit
Qutput Error 1-bit
Input 2 1-bit
Input 1 1-bit
Local Reset Expected 1-bit
Operating Voltage Warning 1-bit
Operating Voltage Error 1-bit
OQutput 2 1-bit
Output 1 1-bit
Power Cycle Required 1-bit
Fault Tolerant Outputs 1-bit
Local Reset Unit 1-bit
Cascadable 1-bit
High Level Coding 1-bit
Teach-ins Remaining 4-bit
Device ID 5-bit
Range Warning Count 6-bit
Output Switch-off Time 5-bit
(value of 31 means Timer is OFF)

Number of Voltage Errors 8-bit
Internal Temperature 8 8-bit
Actuator Distance 8 8-bit
Supply Voltage & 8-bit
Expected Company Name 4-bit
Received Company Name 4-bit
Expected Code 16-bit
Received Code 16-bit
Internal Error A 16-bit
Internal Error B 16-bit

8 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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E-Stop Device and ISD Connect

In the case of the ISD-enabled E-stop or ISD Connect, the ISD Individual Device-Specific Data coming back from the device
has the following format:

Information Data size
Safety Input Fault 1-bit
reserved 2-bit
ISD Data Error 1-bit
reserved 3-bit
Qutput Error 1-bit
Input 2 1-bit
Input 1 1-bit
Local Reset Expected 1-bit
(always false for ISD Connect)
Operating Voltage Warning 1-bit
Operating Voltage Error 1-bit
Output 2 1-bit
Output 1 1-bit
Power Cycle Required 1-bit
Fault Tolerant Outputs 1-bit
(always true for ISD E-Stop and Connect)
Local Reset Unit 1-bit
(always false for ISD Connect)
Cascadable 1-bit
(always true for ISD E-Stop and Connect)
reserved 5-bit
Device ID 5-bit

(always value of 7 for ISD E-Stop)
(always value of 9 for ISD Connect)

reserved 6-bit
Output Switch-off Time 5-bit
(value of 31 means Timer is OFF)
Number of Voltage Errors 8-bit
Internal Temperature 2 8-bit
reserved 8-bit
Supply Voltage ® 8-bit
Expected Company Name 4-bit
(always value of 6 for ISD E-Stop and
Connect)
reserved 36-bit
Internal Error A 16-bit
Internal Error B 16-bit

9 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion
Information on p. 248.
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7.514 E XS/SC26-2: Cycle Initiation for Press Control Function Block

A single, momentary actuator may be used as an initiation device for small hydraulic/pneumatic presses when used with the
Press Control Function Block when configured for Single Actuator Control. This is an initiation input to start the press cycle.
When Single Actuator Control is selected, the operator can start the cycle with this input, and then release and perform
other tasks.

A CAUTION: Other means must be provided to ensure that operators are protected from the hazards
because their hands do not have to engage the button during the entire movement of the press.

Access to the hazard must be protected using means other than a hold-to-run button, for example, light curtains, gates,
etc. These safety devices must also be connected to inputs on the Press Control function block.

The Cycle Initiation input can be connected to the GO node of the Press Control Function Block or the IN node of a Bypass
block that is connected to the GO node of the Press Control Function Block.

The Cycle Initiation device must be mounted at a location that complies with the following warning.

A WARNING:

Install cycle initiation devices properly

e Failure to properly install cycle initiation devices could result in serious injury or death.

¢ |Install cycle initiation devices so that they are accessible only from outside, and in full view of, the
safeguarded space. Cycle initiation devices cannot be accessible from within the safeguarded
space. Protect cycle initiation devices against unauthorized or inadvertent operation (for example,
through the use of rings or guards). If there are any hazardous areas that are not visible from the
cycle initiation devices, provide additional safeguarding.

7.5.15 S8] XS/SC26-2: Press Control Sequential Stop (SQS)
Function

The Press Control Sequential Stop (SQS) input provides a signal to the Press Control system that the press ram has
reached a position such that there is no longer a crushing hazard (less than a 6 mm (0.25 in) gap). The downward motion of
the press ram stops at this point. The operator can remove their hands from the Two-Hand Control to ensure the work
piece is in the correct position (the mutable safety input is muted at this time). After the operator ensures the work piece is
in the correct position, they engage the Foot Pedal input to finish the down stroke.

= Note: NOTE: The above is one method of controlling the Press Control process. There are three allowable

processes:

1. TCH1 turns on the GO input to drive the ram to the SQS point. Release TC1 and engage the FP1 to
turn on the Ft Pedal input to drive the ram to the Bottom of Stroke (BOS), release FP1 and engage
TC1 to raise the ram.

2. FP1 turns on the GO input to drive the ram to the SQS point, Release FP1. Re-engaging FP1
drives the ram to the BOS point, and then back up to the Top of Stroke (TOS) point. (The Ft. Pedal
input will disappear when FP1 is connected to the GO node).

3. TC1 turns on the GO input to drive the ram to the SQS point, release TC1. Re-engaging TC1
drives the ram to the BOS point, and then back up to the TOS point. (To set the system up for this
method, do NOT select the Ft. Petal node in the Press Control Inputs Function Block.)

The Sequential Stop input can directly mute the Mutable Safety Input or it can work in unison with the Press Control Mute
Sensor input to mute the Mutable Safety input of the press control system (for Press Control Mute Sensor input, see XS/
SC26-2: Press Control Mute Sensor on p. 50).
The Sequential Stop input can be a single channel or dual channel input depending on the requirements of the system. The
input devices must be positioned to ensure that the press ram stops in a position that does not have a gap large enough
that a finger can enter (must be a finger-safe gap of less than 6 mm/0.25 in).

= Note: If a single channel configuration is selected for the Sequential Stop input, it must work in unison
with the Press Control Mute Sensor input to mute the Press Control Mutable Safety Stop input. If a dual
channel configuration is selected for the Sequential Stop input, it can directly mute the Press Control
Mutable Safety Stop input by itself.
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US and International standards require the user to arrange, install, and operate the safety system so that personnel are
protected and the possibility of defeating the safeguard is minimized.

A WARNING:

¢ Avoid Hazardous Installations

e Asingle channel SQS device is not permitted unless it is used in conjunction with a Press Control
Mute Sensor (PCMS) input device. When a two-channel SQS input is used without a PCMS, each
SQS channel must be an independent position switch and must be properly adjusted or
positioned so that they close only after the hazard no longer exists, and open again when the
cycle is complete or the hazard is again present. If the switches are improperly adjusted or
positioned, injury or death may result.

e The user is responsible to satisfy all local, state, and national laws, rules, codes, and regulations
relating to the use of safety equipment in any particular application. Make sure that all
appropriate agency requirements have been met and that all installation and maintenance
instructions contained in the appropriate manuals are followed.

SQS Devices must, at a minimum, comply with the following requirements. If the SQS device is being used as a mute input
with the Press Control Mute Sensor then the pair must comply with the following requirements.

1. There must be a minimum of two independent hard-wired devices.

2. The devices must have one of the following: normally open contacts, PNP outputs (both of which must fulfill the
input requirements listed in Specifications and Requirements on p. 19), or a complementary switching action. At
least one of these contacts must close when the switch is actuated, and must open (or not conduct) when the
switch is not actuated or is in a power-off state.

3. The activation of the inputs of this mute function must come from separate sources. These sources must be

mounted separately to prevent an unsafe condition resulting from misadjustment, misalignment, or a single common

mode failure, such as physical damage to the mounting surface. Only one of these sources may pass through, or be
affected by, a PLC or similar device.

The devices must be installed so that they cannot be easily defeated or bypassed.

The devices must be mounted so that their physical position and alignment cannot be easily changed.

6. It must not be possible for environmental conditions, such as extreme airborne contamination, to initiate the mute
condition.

7. The devices must not use any delay or other timing functions unless such functions are accomplished so that no
single component failure prevents the removal of the hazard, subsequent machine cycles are prevented until the
failure is corrected, and no hazard is created by extending the muted period.

o ks

7.516 gon XS/SC26-2: Press Control Mute Sensor

Safety device muting is an automatically controlled suspension of the Mutable Safety Stop input of the Press Control
function block during a portion of the press cycle when no immediate hazard is present or when access to the hazard is
safeguarded by other means. Map the Press Control Mute Sensors to the M Sensor input of the Press Control Input
Function Block to work with the Sequential Stop (SQS) input to mute one or more of the following safety input devices:

e Safety Gate (interlocking) switches

e Optical sensors

e Safety Mats

e Protective stops

US and International standards require the user to arrange, install, and operate the safety system so that personnel are
protected and the possibility of defeating the safeguards is minimized.

A WARNING:

e Avoid Hazardous Installations

e Two (1 SQS and 1 Press Control Mute Sensor) or four (2 SQS and 2 Press Control Mute Sensors)
independent position switches must be properly adjusted or positioned so that they close only
after the hazard no longer exists, and open again when the cycle is complete or the hazard is
again present. If the switches are improperly adjusted or positioned, injury or death may result.

e The user is responsible to satisfy all local, state, and national laws, rules, codes, and regulations
relating to the use of safety equipment in any particular application. Make sure that all
appropriate agency requirements have been met and that all installation and maintenance
instructions contained in the appropriate manuals are followed.

The Press Control Mute Sensor (with the SQS Device) must, at a minimum, comply with the following requirements:
1. There must be a minimum of two independent hard-wired devices.
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2. The devices must have one of the following: normally open contacts, PNP outputs (both of which must fulfill the
input requirements listed in Specifications and Requirements on p. 19), or a complementary switching action. At
least one of these contacts must close when the switch is actuated, and must open (or not conduct) when the
switch is not actuated or is in a power-off state.

3. The activation of the inputs of this mute function must come from separate sources. These sources must be

mounted separately to prevent an unsafe condition resulting from misadjustment, misalignment, or a single common

mode failure, such as physical damage to the mounting surface. Only one of these sources may pass through, or be
affected by, a PLC or similar device.

The devices must be installed so that they cannot be easily defeated or bypassed.

The devices must be mounted so that their physical position and alignment cannot be easily changed.

6. It must not be possible for environmental conditions, such as extreme airborne contamination, to initiate the mute
condition.

7. The devices must not use any delay or other timing functions unless such functions are accomplished so that no
single component failure prevents the removal of the hazard, subsequent machine cycles are prevented until the
failure is corrected, and no hazard is created by extending the muted period.

o ks

7517 @ xs/5C26-2: Foot Pedal

The Foot Pedal Input can be used with the Press Control Function blocks in a number of ways:

e It can be connected to the GO node of the Press Control Function Block as a cycle initiation device when the block
is set for Single Actuator Control.

¢ |t can be connected to the GO node of the Press Control Function Block when configured for the Manual Upstroke
Setting and the SQS input is enabled. (Engaging the FP1 input drives the RAM to the SQS point. At this time, the
FP1 is released. Because the Mutable Safety Stop Input is now muted, the operator can adjust the workpiece.
Engaging the FP1 again drives the ram to the BOS point then back up to the TOS point.)

* |t can be used as described in the following paragraph.

The Foot Pedal input can be added to the Press Control Input Function block and configured when the SQS input is
configured. The press stops at the SQS input, allowing the operator to remove their hands from the Two-Hand Control
input. The operator can ensure that the work piece is positioned properly and sometimes needs to hold the work piece in
position. The operator can then engage the input device connected to the Food Pedal input to re-engage the press to finish
the process.

The Foot Pedal input can also be configured to the Press GO node. In that case, the Foot Pedal can be used with and
without SQS being configured. This allows for more flexibility in use cases.

A physical on/off input or a Foot Pedal input can be connected to the Ft Pedal input of the Press Control Input Function
block. The device can be a foot pedal but can also be other initiation devices.

Access to the hazard must be prevented using other means than the Mutable Safety Stop input device (for example, the
internal opening must be finger safe, less than 6 mm/0.25 in). Protection can also be provided by safety devices connected
to the non-mutable Safety Stop input.

A CAUTION: Other means must be provided to ensure that operators are protected from the hazards
because their hands do not have to engage the button during this final movement of the press.

The input can be single or dual channel (2 NO or 1 NO/1 NC).

7.6 Non-Safety Input Devices

The non-safety input devices include manual reset devices, On/Off switches, mute enable devices, and cancel delay inputs.

Manual Reset Devices—Used to create a reset signal for an output or function block configured for a manual reset,
requiring an operator action for the output of that block to turn on. Resets can also be created using virtual reset input; see
Virtual Non-Safety Input Devices (XS/SC26-2 FID 2 or later and SC10-2) on p. 54.

A WARNING: Non-Monitored Resets

If a non-monitored reset (either latch or system reset) is configured and if all other conditions for a reset
are in place, a short from the Reset terminal to +24 V will turn On the safety output(s) immediately.

ON/Off Switch—Provides an On or Off command to the machine. When all of the controlling safety inputs are in the Run
state, this function permits the safety output to turn On and Off. This is a single-channel signal; the Run state is 24 V dc and
the Stop state is 0 V dc. An On/Off input can be added without mapping to a safety output, which allows this input to
control only a status output. An On/Off switch can also be created using a virtual input; see Virtual Non-Safety Input
Devices (XS/SC26-2 FID 2 or later and SC10-2) on p. 54.
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XS/SC26-2 FID 4 or later: The on/off inputs are used to select the mode of the Press Control Mode Function Block. Three
separate inputs are required to satisfy this block. The block does accept Virtual On/Off inputs.

Mute Enable Switch —Signals the Safety Controller when the mute sensors are permitted to perform a mute function. When
the mute enable function is configured, the mute sensors are not enabled to perform a mute function until the mute enable
signal is in the Run state. This is a single-channel signal; the enable (Run) state is 24 V dc and the disable (Stop) state is 0 V
dc. A mute enable switch can also be created using a virtual input; see Virtual Non-Safety Input Devices (XS/SC26-2 FID 2
or later and SC10-2) on p. 54.

Cancel Off-Delay Devices— Provide the option to cancel a configured Off-delay time of a safety output or a delay block
output, or to cancel a configured One Shot time of a one shot block output. It functions in one of the following ways:
e Keeps the safety output or delay block output On
e Turns the safety output, delay block output, or one shot block output Off immediately after the Safety Controller
receives a Cancel Off-Delay signal
e When Cancel Type is set to "Control Input", the safety output or delay block output stays on if the input turns On
again before the end of the delay (does not apply to a One Shot block output)
A status output function (Output Delay in Progress) indicates when a Cancel Delay Input can be activated in order to keep
the Off-delayed safety output On. A cancel off-delay device can also be created using a virtual input; see Virtual Non-Safety
Input Devices (XS/SC26-2 FID 2 or later and SC10-2) on p. 54.

Cancel Off-Delay Timing

Figure 21. Safety Input remains in Stop mode

Safety Inputs I Figure 22. Turn Output Off function

Cancel Delay Input | | Safety Inputs I I

Off Delay -
U
SO1 or e s Cancel Delay Input | |
Delay Block Output 19
< Off Dell »
Time Ei?qyn_
SO1 or i
Note 1 - If “turn output off” function is selected Delay Block Output | I
'0.5 sect
Figure 23. Keep Output On function for Safety Inputs with the Latch Reset
Figure 24. Keep Output On function for Safety Inputs without the Latch
Safety Inputs I I Reset
Latch Reset Input | I
P Safety Inputs I I
Cancel Delay
I_I Performed
Cancel Delay Input
b Cancel Delay Input | |
On
SO1 < Off Delay » SO1 or Oon
Off Time Limit De|ay Block output ~— Off Delay —-t--p-
O Off Delay Off Delay Off Delay
Started Ended Normal End

7.6.1 Manual Reset Input

The Manual Reset input may be configured to perform any combination of the following (see Adding Inputs and Status
Outputs on p. 74):

Reset of Safety Inputs
Sets the output of the Latch Reset Block(s) to a Run state from a Latched state when the IN node is in a Run state
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Reset of Safety Outputs
Sets the Output to On if the Output Block configured for Latch Reset is On.
Exceptions:

A Safety Output cannot be configured to use a Manual Reset when associated with a Two Hand Control input or an
Enabling Device Function Block.

System Reset

Sets the System to a Run state from a Lockout state due to a system fault if the cause of the fault has been
removed. Possible scenarios when System Reset is needed include:

e Signals are detected on unused terminal pins
Configuration Mode timeout

Exiting Configuration Mode

Internal faults

Press Control Faults

Note: A manual reset selected as a system reset can be used to finish the confirmation of a
new configuration so that the power does not have to be cycled to the device.

Output Fault Reset

Clears the fault and allows the output to turn back On if the cause of the fault has been removed. Possible
scenarios when an Output Fault Reset is needed include:

e Qutput faults
e EDM or AVM faults

Manual Reset on Power-Up

Allows various Latch Reset Blocks and/or Output Blocks to be controlled by a single reset input after the power up.
Enable Mode Exit

A reset is required to exit the Enable Mode.
Track Input Group Reset

Resets the Status Output function Track Input Group and the Virtual Status Output function Track Input Group.

The reset switch must be mounted at a location that complies with the warning below. A key-actuated reset switch provides
some operator or supervisory control, as the key can be removed from the switch and taken into the guarded area.
However, this does not prevent from any unauthorized or inadvertent resets due to spare keys being in the possession of
others, or additional personnel entering the guarded area unnoticed (a pass-through hazard).

A WARNING: Reset Switch Location

All reset switches must be accessible only from outside, and in full view of, the hazardous area. Reset
switches must also be out of reach from within the safeguarded space, and must be protected against
unauthorized or inadvertent operation (for example, through the use of rings or guards). If any areas are

not visible from the reset switch(es), additional means of safeguarding must be provided. Failure to follow
these instructions could result in serious injury or death.

ﬁ Important: Resetting a safeguard must not initiate hazardous motion. Safe work procedures require a
start-up procedure to be followed and the individual performing the reset to verify that the entire

hazardous area is clear of all personnel before each reset of the safeguard is performed. If any area

cannot be observed from the reset switch location, additional supplemental safeguarding must be used:
at a minimum, visual and audible warnings of the machine start-up.

= Note: Automatic Reset sets an output to return to an On state without action by an individual once the
input device(s) changes to the Run state and all other logic blocks are in their Run state. Also known as
"Trip mode," automatic reset is typically used in applications in which the individual is continually being
sensed by the safety input device.

A WARNING: Automatic Power Up

On power up, the Safety Outputs and Latch Reset Blocks configured for automatic power up will turn

their outputs On if all associated inputs are in the Run state. If manual reset is required, configure outputs
for a manual power mode.
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Automatic and Manual Reset Inputs Mapped to the Same Safety Output

By default, Safety Outputs are configured for automatic reset (trip mode). They can be configured as a Latch Reset using
the Solid State Output Properties attribute of the Safety Output (see Function Blocks on p. 100).

Safety Input Devices operate as automatic reset unless a Latch Reset Block is added. If a Latch Reset Block is added in line
with an output configured for Latch Reset mode, the same or different Manual Reset Input Device(s) may be used to reset
the Latch Reset Block and the Safety Output latch. If the same Manual Reset Input Device is used for both, and all inputs
are in their Run state, a single reset action will unlatch the function block and the output block. If different Manual Reset
Input Devices are used, the reset associated with the Safety Output must be the last one activated. This can be used to
force a sequenced reset routine, which can be used to reduce or eliminate pass-through hazards in perimeter guarding
applications (see Safety Input Device Properties on p. 30).

If the controlling inputs to a Latch Reset Block or a Safety Output Block are not in the Run state, the reset for that block will
be ignored.

Reset Signal Requirements
Reset Input devices can be configured for monitored or non-monitored operation, as follows:

Monitored reset: Requires the reset signal to transition from low (0 V dc) to high (24 V dc) and then back to low. The high
state duration must be 0.5 seconds to 2 seconds. This is called a trailing edge event.

Non-monitored reset: Requires only that the reset signal transitions from low (0 V dc) to high (24 V dc) and stays high for at
least 0.5 seconds. After the reset, the reset signal can be either high or low. This is called a leading-edge event.

7.7 Virtual Non-Safety Input Devices (XS/SC26-2 FID 2 or later and
SC10-2)

All virtual inputs require FID 2 or later for XS/SC26-2. The virtual non-safety input devices include manual reset, On/Off,
mute enable, and cancel off delay.

A WARNING: Virtual Non-Safety Inputs must never be used to control any safety-critical applications. If a
Virtual Non-Safety Input is used to control a safety-critical application, a failure to danger is possible and
may lead to serious injury or death.

ﬁ Important: Resetting a safeguard must not initiate hazardous motion. Safe work procedures require a
start-up procedure to be followed and the individual performing the reset to verify that the entire
hazardous area is clear of all personnel before each reset of the safeguard is performed. If any area
cannot be observed from the reset switch location, additional supplemental safeguarding must be used:
at a minimum, visual and audible warnings of the machine start-up.

7.7 .1 Virtual Manual Reset and Cancel Delay (RCD) Sequence

According to section 5.2.2 of EN ISO 13849-1:2015, a "deliberate action" by the operator is required to reset a safety
function. Traditionally, this requirement is met by using a mechanical switch and associated wires connected to specified
terminals on the Safety Controller. For a monitored reset, the contacts must be open initially, then closed, and then open
again within the proper timing. If the timing is not too short or too long, it is determined to be deliberate and the reset is
performed.

Banner Engineering has created a virtual reset solution that requires deliberate action. For example, in place of the
mechanical switch, an HMI may be used. In place of the wires, a unique Actuation Code is used for each Safety Controller
on a network. Also, each virtual reset within a Safety Controller is associated with a specific bit in a register. This bit, along
with the Actuation Code, must be written and cleared in a coordinated way. If the steps are completed with the proper
sequence and timing, it is determined to be deliberate and the reset is performed.

While the standards do not require a "deliberate action" to perform a virtual cancel delay, to avoid additional complexity,
Banner Engineering has implemented this function in the same way as the virtual manual reset.

The user must set matching Actuation Codes in both the Safety Controller and the controlling network device (PLC, HMI,

etc.). The Actuation Code is part of the Network Settings and is not included in the configuration CRC. There is no default
Actuation Code. The user must set one up on the Network Settings screen. The Actuation Code can be active for up to 2

seconds for it to be effective. Different Safety Controllers on the same network should have different Actuation Codes.
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Note: When a virtual manual reset or cancel delay is added in the functional view, the check list adds a
note that an actuation code must be entered under Network Settings.

Figure 25. Example Checklist Warning

Module Summary 0

Check List (0) Q

@ The configuration is valid and can be
sent to the Controller

@ An Actuation Code is required for this
configuration

G) This configuration requires a Base
Maodule with FID 2 or higher.

The HMI/PLC programmer can choose from two different methods depending on their preferences; a feedback-based
sequence or a timed sequence. These methods are described in the following figures. The actual register location depends
upon which protocol is being used.

Virtual Reset or Cancel Delay (RCD) Sequence—Feedback Method
Figure 26. Virtual Reset or Cancel Delay (RCD) Sequence—Feedback Method

@ ®

RCD Register Bit X /"l
RCD Enable Register I Actuation Code I

'
'
I

RCD Enable Feedback Register I Acl:tuation Code |
Ignore-l I@ RCD success

Write a logical 1 to the RCD Register Bit(s) corresponding to the desired Virtual Reset or Cancel Delay.

At the same time, or any time later, write the Actuation Code to the RCD Enable Register.

3. Monitor the RCD Enable Feedback Register for the Actuation Code to appear (125 ms typical). Then write a
logical 0 to the RCD Register Bit.

4. At the same time, or any time later, clear the Actuation Code (write a logical 0 to the RCD Enable Register).

This step must be completed within 2 seconds of when the code was first written (step 2).

5. If desired, monitor the RCD Feedback Register to know if the desired Reset or Cancel Delay was accepted
(175 ms typical).

RCD Feedback Register Bit X

Logical 1 if this was the last RCD

successfully performed Logical 0 after power-up or after

other RCD activity has occurred

N —

= Note: The various needed register Bits can be found on the Industrial Ethernet tab of the
GUI by changing the Virtual Status Output selection to Virtual Non-Safety Inputs. The
Actuation Code is created by the User under the Network Settings icon on the Tool bar.
=

Note: An AOI and PLC function block are available at www.bannerengineering.com on the
Safety Controller product page. The AOI folder includes a Banner SC10 SC26 XS26 Reset
and Cancel Delay Activation AOI readable file that can also help explain the process.
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Virtual Reset or Cancel Delay (RCD) Sequence—Timed Method
Figure 27. Virtual Reset or Cancel Delay (RCD) Sequence— Timed Method

RCD Register Bit X | |

RCD Enable Register I Actuation Code I

Il 125ms _ i !

o (min.) ! @
RCD Feedback Register BitX | Ian-o?e- ] |@ RCD success

Write a logical 1 to the RCD Register Bit(s) corresponding to the desired Virtual Reset or Cancel Delay.

At the same time, or any time later, write the Actuation Code to the RCD Enable Register.

At least 125 ms after step 2, write a logical 0 to the RCD Register Bit.

At the same time, or any time later, clear the Actuation Code (write a logical 0 to the RCD Enable Register).
This step must be completed within 2 seconds from when the code was first written (step 2).

If desired, monitor the RCD Feedback Register to know if the desired Reset or Cancel Delay was accepted
(175 ms typical).

el

o

Virtual Manual Reset Devices are used to create a reset signal for an output or function block configured for a manual reset,

requiring an operator action for the output of that block to turn on. Resets can also be created using physical reset input;
see Non-Safety Input Devices on p. 51.

A WARNING: Virtual Manual Reset

Any Virtual Manual Reset configured to perform a Manual Power Up function in conjunction with

equipment in several locations on the same network should be avoided unless all hazardous areas can
be verified safe.

Virtual Cancel Off-Delay Devices: provide the option to cancel a configured Off-delay or One Shot time. It functions in one
of the following ways:

e Keeps the safety output or delay block output On

e Turns the safety output, delay block output, or one shot block output Off immediately after the Safety Controller
receives a Cancel Off-Delay signal

e When Cancel Type is set to "Control Input", the safety output or delay block output stays on if the input turns On
again before the end of the delay

A status output function (Output Delay in Progress) indicates when a Cancel Delay Input can be activated in order to keep
the Off-delayed safety output On. A cancel off-delay device can also be created using a physical input; see Non-Safety
Input Devices on p. 51.

Virtual Cancel Off-Delay Timing

Figure 28. Safety Input remains in Stop mode

Safety Inputs I Figure 29. Turn Output Off function

Cancel Delay Input | | Safety Inputs I I

Off Delay —
- P
SO1 or Time Limit Cancel Delay Input | I
Delay Block Output 1-p]
e R
SO1 or i
Note 1 - If “turn output off” function is selected Delay Block Output | I

—Pp!

) ]
'0.5 sec!

56 www.bannerengineering.com - Tel: + 1 888 373 6767



XS/SC26-2 and SC10-2 Safety Controllers

Figure 30. Keep Output On function for Safety Inputs with the Latch Reset

Figure 31. Keep Output On function for Safety Inputs without the Latch
Safety Inputs I I Reset
Latch Reset Input | |
P Safety Inputs I I
Cancel Delay
ﬂ Performed
Cancel Delay Input
yinp Cancel Delay Input
on , . So1
SO1 Qﬂ Della;{ or o,
oOff Time Limit De|ay Block 0utput --tf— Off Delay —t- -
O Off Delay Off Delay Off Delay
Started Ended Normal End

7.7.2 Virtual ON/OFF and Mute Enable

Virtual ON/OFF
Provides an ON or OFF command to the machine. When all of the controlling safety inputs are in the Run state, this
function permits the safety output to turn ON and OFF. The Run state is a logical 1 and the Stop state is a logical 0.
A virtual ON/OFF input can be added without mapping to a safety output, allowing it to control a non-safety status
output. An ON/OFF switch can also be created using a physical input; see Non-Safety Input Devices on p. 51.
XS/SC26-2 FID4 or later: The virtual ON/OFF inputs are used to select the mode of the Press Control Mode
Function Block. Three separate inputs are required to satisfy this block. The block does accept ON/OFF inputs.

Virtual Mute Enable

Signals the Safety Controller when the mute sensors are permitted to perform a mute function. When the mute
enable function is configured, the mute sensors are not enabled to perform a mute function until the mute enable
signal is in the Run state. The enable (Run) state is a logical 1 and the disable (Stop) state is a logical 0. A mute
enable switch can also be created using a physical input; see Non-Safety Input Devices on p. 51.

7.8 Safety Outputs

XS/SC26-2

The Base Controller has two pairs of Solid-State Safety Outputs (terminals SO1a and b, and SO2a and b). These outputs
provide up to 500 mA each at 24 V dc. Each redundant Solid-State Safety Output can be configured to function individually
or in pairs, for example, split SO1a independent of SO1b, or SO1 as a dual-channel output.

Additional Safety Outputs can be added to expandable models of the Base Controller by incorporating I/0 modules. These
additional safety outputs can be isolated relay outputs that can be used to control/switch a wide range of power
characteristics (see XS/SC26-2 Specifications on p. 19).

SC10-2

The SC10-2 has two isolated redundant relay outputs. Each relay output has 3 independent sets of contacts. See SC10-2
Specifications on p. 21 for rating and derating considerations.

XS/8C26-2 and SC10-2

A WARNING: Safety Outputs must be connected to the machine control so that the machine’s safety-
related control system interrupts the circuit to the machine primary control element(s), resulting in a non-
hazardous condition.

Do not wire an intermediate device(s), such as a PLC, PES, or PC, that can fail in such a manner that
there is the loss of the safety stop command, or that the safety function can be suspended, overridden,
or defeated, unless accomplished with the same or greater degree of safety.

The following list describes additional nodes and attributes that can be configured from the Safety Output function block
Properties window (see Adding Inputs and Status Outputs on p. 74):
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EDM (External Device Monitoring)
Enables the Safety Controller to monitor devices under control (FSDs and MPCEs) for proper response to the
stopping command of the safety outputs. It is strongly recommended to incorporate EDM (or AVM) in the machine

design and the Safety Controller configuration to ensure the proper level of safety circuit integrity (see EDM and
FSD Hookup on p. 63).

AVM (Adjustable Valve Monitoring)
Enables the Safety Controller to monitor valves or other devices that may become slow, stick, or fail in an energized
state or position and whose operation needs to be verified after a Stop signal occurs. Up to three AVM inputs can
be selected if EDM is not used. It is strongly recommended to incorporate AVM (or EDM) in the machine design and
the Safety Controller configuration to ensure the proper level of safety circuit integrity (see Adjustable Valve
Monitoring (AVM) Function on p. 43).

LR (Latch Reset)

Keeps the SO or RO output Off until the input changes to the Run state and a manual reset operation is performed
See Manual Reset Input on p. 52 for more information.

RE (Reset Enable)

This option appears only if LR (Latch Reset) is enabled. The Latch Reset can be controlled by selecting Reset
Enable to restrict when the Safety Output can be reset to a Run condition.

FR (Fault Reset)
Provides a manual reset function when input faults occur. The FR node needs to be connected to a Manual Reset
button or signal. This function is used to keep the SO or RO output Off until the Input device fault is cleared, the
faulted device is in the Run state , and a manual reset operation is performed. This replaces power down/up cycle
reset operation. See Manual Reset Input on p. 52 for more information.

Power up mode
The Safety Output can be configured for three power-up scenarios (operational characteristics when power is
applied):
¢ Normal Power-Up Mode (default)
e Manual Power-up Mode
e Automatic Power-Up Mode
See Manual Reset Input on p. 52 for more information.

Split (Safety Outputs)—XS/SC26-2 only

This option is only available for Solid-State Safety Outputs. Each redundant Solid-State Safety Output can be
configured to function individually or in pairs (default). Splitting a solid-state safety output creates two independent
single channel outputs (control of SO1a is independent of SO1b). To combine a split safety output, open the
Mx:SOxA Properties window and click Join.

On-Delays and Off-Delays

Each safety output can be configured to function with either an On-Delay or an Off-Delay (see Figure 32 on p. 58),
where the output turns On or Off only after the time limit has elapsed. An output cannot have both On- and Off-
Delays. The On- and Off-Delay time limit options range from 100 milliseconds to 5 minutes, in 1 millisecond
increments.

Figure 32. Timing Diagram— General Safety Output On-Delay and Off-Delay

Safety Inputs _I

sO01 —m——— 4 Delay

(On-Delay)

s02
(Off-Delay) BT b |

A WARNING:

e With a power interruption or loss, an OFF-delay time can end immediately.

e Failure to follow these instructions could result in serious injury or death.

e The safety output OFF-delay time is honored even if the safety input that caused the OFF-delay
timer to start switches back to the Run state before the delay time expires. If such an immediate
machine stop condition could cause a potential danger, taken additional safeguarding measures
to prevent injuries.
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Two Safety Outputs can be linked together when one of the Safety Outputs is configured for an Off-Delay, and the other
does not have a delay. After it is linked, the non-delayed output does not immediately turn back on if the controlling input
turns on during the Off Delay as shown in Figure 35 on p. 60. To link two Safety Outputs:

1. Open the Properties window of the Safety Output that needs to have an Off-Delay.
2. Select "Off-Delay" from the Safety Output Delay drop-down list.

Figure 33. Example Safety Output Delay Selection: Off Delay

I Solid-State Qutput Properties

e
Attributes
[C] EDM {External Device Manitoring)
[ avm (Adjust Valve Monitoring)
[C] LR (Latch Reset)
[C] FR (Fault Reset)

I Safety Output Delay |C‘Ff Delay 4

Output Delay 0 rin E 10 sec E 100 ms E

Cancel Type IDo MNat Cancel

=/ |

Power up mode INormaI 4 |

[ Split ] [ OK ] [ Cancel ]

Set the desired Output Delay time.
Click OK.
Open the Properties window of the Safety Output that will link to the Safety Output with an Off-Delay.

From Link to Safety Output drop-down list, select the Safety Output with an Off-Delay to which you wish to link this
Safety Output.

I

Figure 34. Example Link to Safety Output Selection

I Solid-State Output Properties I

.EI'.EI' Name [M0:5O1
Attributes
[C] EDM (External Device Maonitoring)

] Avm (Adjust Valve Monitcring)
[C] LR (Latch Resef)
[C] FR (Fault Reset)

| Link to Safety Output [M0:SO2 |
Safety Output Delay INone u |
Power up mode INormaI 4 |
~) Basic [ st ] ok ] [ cancel |
— Note: The same input(s) need to be connected to both Safety Outputs in order for outputs to

show up as available for linking.
7. Click OK. The linked Safety Output will have a link icon indicator.
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Figure 35. Timing Diagram— Linked Safety Outputs
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7.8.1 X5/SC26-2 Solid-State Safety Outputs

The solid-state Safety Outputs, for example, SO1a and b, and SO2a and b, are actively monitored to detect short circuits to
the supply voltage, to each other, and to other voltage sources and are designed for Category 4 safety applications. If a
failure is detected on one channel of a safety output pair, both outputs attempt to turn Off and will enter a lockout state. The
output without the fault is able to turn off the hazardous motion.

Similarly, a Safety Output that is used individually (split), is also actively monitored to detect short circuits to other power
sources, but is unable to perform any actions. Take extreme care in the wiring of the terminals and in the routing of the
wires to avoid the possibility of shorts to other voltage sources, including other Safety Outputs. Each split Safety Output is
sufficient for Category 3 applications due to an internal series connection of two switching devices, but an external short
must be prevented.

i? Important: When Solid-State Safety Output modules (XS2so or XS4s0) are used, the power to those
modules must be applied either prior to or within 5 seconds after applying the power to the Base
Controller, if using separate power supplies.

A WARNING: Single Channel (Split) Outputs use in Safety Critical Applications

If a single channel output is used in a safety critical application then fault exclusion principles must be
incorporated to ensure Category 3 safety operation. Routing and managing single channel output wires
so shorts to other outputs or other voltage sources are not possible is an example of a proper fault
exclusion method. Failure to incorporate proper fault exclusion methods when using single channel
outputs in safety critical applications may cause a loss of safety control and result in a serious injury or
death.

Whenever possible, incorporating External Device Monitoring (EDM) and/or Adjustable Valve Monitoring (AVM) is highly
recommended to monitor devices under control (FSDs and MPCEs) for unsafe failures. See External Device Monitoring
(EDM) on p. 63 for more information.

Output Connections

The Safety Outputs must be connected to the machine control such that the machine’s safety related control system
interrupts the circuit or power to the machine primary control element(s) (MPCE), resulting in a non-hazardous condition.

When used, Final Switching Devices (FSDs) typically accomplish this when the safety outputs go to the Off state. Refer to
the XS/SC26-2 Specifications on p. 19 before making connections and interfacing the Safety Controller to the machine.
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The level of the safety circuit integrity must be determined by risk assessment; this level is dependent on the configuration,
proper installation of external circuitry, and the type and installation of the devices under control (FSDs and MPCEs). The
solid-state safety outputs are suitable for Category 4 PL e / SIL 3 applications when controlled in pairs (not split) and for
applications up to Category 3 PL d / SIL 2 when acting independently (split) when appropriate fault exclusion has been
employed. See Figure 36 on p. 61 for hookup examples.

A WARNING:

e Safety Output Lead Resistance

e Aresistance higher than 10 ohms could mask a short between the dual-channel safety outputs
and could create an unsafe condition that could result in serious injury or death.
e Do not exceed 10 ohms resistance in the safety output wires.

Common Wire Installation

Figure 36. Common Wire Installation

Consider the wire resistance of the 0 V. common wire and the currents flowing in that wire to avoid nuisance lockouts.
Notice the location of the resistance symbol in the diagram below representing 0 V common wire resistance (RL).
Methods to prevent this situation include:

e Using larger gauge or shorter wires to reduce the resistance (R|) of the 0 V. common wire

e Separate the 0 V common wire from the loads connected to the Safety Controller and the 0 V common wire from
other equipment powered by the common 24 V supply

b b0

24V 0V 24V 0V
XS2so
Power XS26-2 Expandable . Other
Supply Safety Controller s‘gh"tsgmﬁmy Equipment
oV 24V oV 24V

Load
current

-«— QOther current

R, = Common leadwire shared by multiple loads or systems

Sharing of small gauge leadwire can lead to faults on
solid state outputs.

Note: When the Safety Output turns Off, the voltage at that output terminal must drop below 1.7 V with
respect to the 0 V terminal on that module. If the voltage is higher than 1.7 V, the Safety Controller will
decide that the output is still on, resulting in a lockout. Consider using larger gauge wires, shorter wires,
or using a single point grounding scheme similar to what is shown in the following diagrams.
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Figure 37. Wiring Diagram— Recommended Grounding

Preferred OV routing plan when a single power supply is used
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* N——— N————
Power 24V OV | oy oV

Supply XS2so

XS$26-2 Solid State Safety
Base Controller | oytput Module

ov 24V

— Functional Earth
“— (optional)

* The voltage for all safety input devices (including all Input Expansion Modules)
should be measured in reference to the 0V terminal of the Base Controller

Preferred OV routing plan when separate power supplies are used

—— i D

* 7 —
Power 24V OV | gy oV Power
Supply XS2s0 Supply
#1 X$26-2 Solid State Safety #2

Base Controller |  oytput Module
oV 24V (limited isolation) oV 24V

Local OV Local OV
Common —_:\ /;—T Common

— +/- 30V peak

7.8.2 Safety Relay Outputs

XS/SC26-2 Expansion Safety Relay modules and the SC10-2 have isolated redundant relay outputs that can be used to
control/switch a wide range of power characteristics (see XS/SC26-2 Specifications on p. 19 and SC10-2 Specifications on
p. 21). Unlike a solid-state Safety Output, within an output module an individual safety relay output (Mx:ROx) functions as a
group and cannot be split.

The Safety Relay Outputs are controlled and monitored by the XS/SC26-2 Base Controller or the SC10-2 without requiring
additional wiring.

For circuits requiring the highest levels of safety and reliability, when used in pairs (two N.O.), either Safety Output must be
capable of stopping the motion of the guarded machine in an emergency. When used individually (a single N.O. output),
fault exclusion must ensure that failures cannot occur that would result in the loss of the safety function, for example, a
short-circuit to another safety output or a secondary source of energy or voltage. For more information, see Single-channel/
Control in Safety (Protective) Stop Circuits on p. 65 and Fault Exclusion on p. 30.
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Whenever possible, incorporating External Device Monitoring (EDM) and/or Adjustable Valve Monitoring (AVM) is highly
recommended to monitor devices under control (FSDs and MPCEs) for unsafe failures. See External Device Monitoring
(EDM) on p. 63 for more information.

Output Connections— The Safety Relay Outputs must be connected to the machine control such that the machine's safety
related control system interrupts the circuit or power to the machine primary control element(s) (MPCE), resulting in a non-
hazardous condition. When used, Final Switching Devices (FSDs) typically accomplish this when the safety outputs go to
the Off state.

The Safety Relay Outputs can be used as the Final Switching Device (FSD) and can be interfaced in either a Dual-Channel
or Single-Channel safety (protective) stop circuit (see FSD Interfacing Connections on p. 65). Refer to XS/SC26-2
Specifications on p. 19 and SC10-2 Specifications on p. 21 before making connections and interfacing the Safety Controller
to the machine.

The level of the safety circuit integrity must be determined by risk assessment; this level is dependent on the configuration,
proper installation of external circuitry, and the type and installation of the devices under control (FSDs and MPCEs). The
safety relay outputs are suitable for Category 4 PL e / SIL 3. See Figure 36 on p. 61 for hookup examples.

i} Important: The user is responsible for supplying overcurrent protection for all relay outputs.

Overvoltage Category Il and lll Installations (EN 50178 and IEC 60664-1)

The XS/SC26-2 and SC10-2 are rated for Overvoltage Category Il when voltages of 1V to 150 V ac/dc are applied to the
output relay contacts. They are rated for Overvoltage Category Il when voltages of 151 V to 250 V ac/dc are applied to the
output relay contacts and no additional precautions are taken to attenuate possible overvoltage situations in the supply
voltage. The XS/SC26-2 or SC10-2 can be used in an Overvoltage Category lll environment (with voltages of 151 V to 250 V
ac/dc) if care is taken either to reduce the level of electrical disturbances seen by the XS/SC26-2 or SC10-2 to Overvoltage
Category Il levels by installing surge suppressor devices (for example, arc suppressors), or to install extra external insulation
in order to isolate both the XS/SC26-2 or SC10-2 and the user from the higher voltage levels of a Category Ill environment.

For Overvoltage Category lll installations with applied voltages from 151 V to 250 V ac/dc applied to the output contact(s):
the XS/SC26-2 or SC10-2 may be used under the conditions of a higher overvoltage category where appropriate
overvoltage reduction is provided. Appropriate methods include:
e An overvoltage protective device
A transformer with isolated windings
A distribution system with multiple branch circuits (capable of diverting energy of surges)
A capacitance capable of absorbing energy of surges
A resistance or similar damping device capable of dissipating the energy of surges

When switching inductive ac loads, it is good practice to protect the XS/SC26-2 or SC10-2 outputs by installing
appropriately-sized arc suppressors. However, if arc suppressors are used, they must be installed across the load being
switched (for example, across the coils of external safety relays), and never across the XS/SC26-2 or SC10-2 output
contacts (see WARNING, Arc Suppressors).

7.8.3 EDM and FSD Hookup

External Device Monitoring (EDM)

The Safety Controller’s safety outputs can control external relays, contactors, or other devices that have a set of normally
closed (N.C.), force-guided (mechanically linked) contacts that can be used for monitoring the state of the machine power
contacts. The monitoring contacts are normally closed (N.C.) when the device is turned Off. This capability allows the Safety
Controller to detect if the devices under load are responding to the safety output, or if the N.O. contacts are possibly
welded closed or stuck On.

= Note: The relays internal to the XS1ro, XS2ro and the SC10-2 are always monitored by the modules. EDM
is only needed for devices that are external to the controllers.

The EDM function provides a method to monitor these types of faults and to ensure the functional integrity of a dual-
channel system, including the MPCEs and the FSDs.

A single EDM input can be mapped to one or multiple Safety Outputs. This is accomplished by opening the Safety Output
Properties window and checking EDM, then adding External Device Monitoring from the Safety Input tab in the Add
Equipment window (accessed from the Equipment tab or Functional View tab), and connecting the External Device
Monitoring input to the EDM node of the Safety Output.

The EDM inputs can be configured as one-channel or two-channel monitoring. One-channel EDM inputs are used when the
OSSD outputs directly control the de-energizing of the MPCEs or external devices.
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One-Channel Monitoring—A series connection of closed monitor contacts that are forced-guided (mechanically
linked) from each device controlled by the Safety Controller. The monitor contacts must be closed before the Safety
Controller outputs can be reset (either manual or automatic). After a reset is executed and the safety outputs turn
On, the status of the monitor contacts are no longer monitored and may change state. However, the monitor
contacts must be closed within 250 milliseconds of the safety outputs changing from On to Off. See Figure 40 on p.
65.

Two-Channel Monitoring—An independent connection of closed monitor contacts that are forced-guided
(mechanically linked) from each device controlled by the Safety Controller. Both EDM inputs must be closed before
the Safety Controller can be reset and the OSSDs can turn On. While the OSSDs are On, the inputs may change
state (either both open, or both closed). A lockout occurs if the inputs remain in opposite states for more than 250
milliseconds. See Figure 42 on p. 65.

No Monitoring (default)—If no monitoring is desired, do not enable the Safety Output EDM node. If the Safety
Controller does not use the EDM function in Category 3 or Category 4 applications, the user must make sure that
any single failure or accumulation of failures of the external devices does not result in a hazardous condition and
that a successive machine cycle is prevented.

CAUTION: EDM Configuration

If the application does not require the EDM function, it is the user’s responsibility to ensure that this does
not create a hazardous situation.

CAUTION: External Device Monitoring Connection

Wire at least one normally closed, forced-guided monitoring contact of each MPCE or external device to
monitor the state of the MPCEs (as shown). If this is done, proper operation of the MPCEs will be
verified. Use MPCE monitoring contacts to maintain control reliability.

Figure 38. One-channel EDM hookup Figure 39. Two-channel EDM hookup

Safety Input Safety Input
Device Device

64

+24V dc

Safety Controller

Single-channel EDM used to monitor both MPCE
feedback signals. If one or both channels do not
close, the system enters a lockout mode.

Dual-channel EDM used to monitor both
MPCE feedback signals. If the channels are +24V dc
not in the same state, the system enters a

Lockout mode.
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Figure 40. Timing logic: One-channel EDM status, with respect to Safety Output
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External Device Monitoring EDM is a way to check the operation of dual channel final switching
devices or machine primary control elements. The force guided N.C. monitoring contacts of the
FSD or MPCE are used as an input to detect a “stuck on” fault condition and will prevent the safety
controller outputs from turning On.

For two-channel EDM, as shown below, both channels must be closed before the Safety Output(s) turn On.

Figure 42. Timing logic: Two-channel EDM status, with respect to Safety

Figure 41. Timing logic: Two-channel EDM, timing between channels Outout
Safety Output | Don’t Care | Safety Output ON |
\ \ \ \ OFF
Closed i E T :
EDM 1 Open : H Closed
h | \ I EDM 1 Must Match EDM 2 |_| Must Match EDM 2
Closed ———————— : ' Spen
EDM2 = Ose . 250mS | —p 250ms [
Open ' Max. 1 Max. Closed
! ! ! , EDM 2 o Must Match EDM 1 |_| Must Match EDM 1
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FSD Interfacing Connections

Final switching devices (FSDs) interrupt the power in the circuit to the Machine Primary Control Element (MPCE) when the
Safety Outputs go to the Off-state. FSDs can take many forms, though the most common are forced-guided (mechanically
linked) relays or Interfacing Modules. The mechanical linkage between the contacts allows the device to be monitored by
the external device monitoring circuit for certain failures.

Depending on the application, the use of FSDs can facilitate controlling voltage and current that differs from the Safety
Outputs of the Safety Controller. FSDs may also be used to control an additional number of hazards by creating multiple
safety stop circuits.

Safety (Protective) Stop Circuits

A safety stop allows for an orderly cessation of motion or hazardous situation for safeguarding purposes, which results in a
stop of motion and removal of power from the MPCEs (assuming this does not create additional hazards). A safety stop
circuit typically comprises a minimum of two normally open contacts from forced-guided (mechanically linked) relays, which
are monitored (via a mechanically linked NC contact) to detect certain failures so that the loss of the safety function does
not occur. Such a circuit can be described as a “safe switching point.”
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Typically, safety stop circuits are a series connection of at least two N.O. contacts coming from two separate, positive-
guided relays, each controlled by one separate safety output of the Safety Controller. The safety function relies on the use
of redundant contacts to control a single hazard, so that if one contact fails On, the second contact stops the hazard and
prevents the next cycle from occurring.

Interfacing safety stop circuits must be wired so that the safety function cannot be suspended, overridden, or defeated,
unless accomplished in a manner at the same or greater degree of safety as the machine’s safety-related control system
that includes the Safety Controller.

The normally open outputs from an interfacing module are a series connection of redundant contacts that form safety stop
circuits and can be used in either single-channel or dual-channel control methods.

Dual-Channel Control—Dual-channel (or two-channel) control has the ability to electrically extend the safe switching point
beyond the FSD contacts. With proper monitoring, such as EDM, this method of interfacing is capable of detecting certain
failures in the control wiring between the safety stop circuit and the MPCEs. These failures include a short-circuit of one
channel to a secondary source of energy or voltage, or the loss of the switching action of one of the FSD outputs, which
may lead to the loss of redundancy or a complete loss of safety if not detected and corrected.

The possibility of a wiring failure increases as the physical distance between the FSD safety stop circuits and the MPCEs
increase, as the length or the routing of the interconnecting wires increases, or if the FSD safety stop circuits and the
MPCEs are located in different enclosures. Thus, dual-channel control with EDM monitoring should be used in any
installation where the FSDs are located remotely from the MPCEs.

Single-Channel Control—Single-channel (or one-channel) control uses a series connection of FSD contacts to form a safe
switching point. After this point in the machine’s safety-related control system, failures that would result in the loss of the
safety function can occur, for example, a short-circuit to a secondary source of energy or voltage.

Thus, this method of interfacing should be used only in installations where FSD safety stop circuits and the MPCEs are
physically located within the same control panel, adjacent to each other, and are directly connected to each other; or where
the possibility of such a failure can be excluded. If this cannot be achieved, then two-channel control should be used.

Methods to exclude the possibility of these failures include, but are not limited to:

e Physically separating interconnecting control wires from each other and from secondary sources of power

¢ Routing interconnecting control wires in separate conduit, runs, or channels

¢ Routing interconnecting control wires with low voltage or neutral that cannot result in energizing the hazard

e Locating all elements (modules, switches, devices under control, etc.) within the same control panel, adjacent to
each other, and directly connected with short wires

e Properly installing multi-conductor cabling and multiple wires that pass through strain-relief fittings. Over-tightening
of a strain-relief can cause short circuits at that point

e Using positive-opening or direct-drive components installed and mounted in a positive mode

A WARNING:

Properly install arc or transient suppressors

¢ Failure to follow these instructions could result in serious injury or death.

e Install any suppressors as shown across the coils of the FSDs or MPCEs. Do not install
suppressors directly across the contacts of the FSDs or MPCEs. In such a configuration, it is
possible for suppressors to fail as a short circuit.

A WARNING: Safety Output Interfacing

To ensure proper operation, the Banner product output parameters and machine input parameters must
be considered when interfacing the solid state safety outputs to the machine inputs. Machine control
circuitry must be designed so that:
e The maximum cable resistance value between the Safety Controller solid-state safety outputs
and the machine inputs is not exceeded
¢ The Safety Controller’s solid-state safety output maximum Off state voltage does not result in an
On condition
e The Safety Controller’s solid-state safety output maximum leakage current, due to the loss of 0 V,
does not result in an On condition

Failure to properly interface the safety outputs to the guarded machine may result in serious bodily injury
or death.
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A WARNING: Shock Hazard and Hazardous Energy
Always disconnect power from the safety system (for example, device, module, interfacing, etc.) and the
machine being controlled before making any connections or replacing any component.

Electrical installation and wiring must be made by Qualified Personnel '® and must comply with the
relevant electrical standards and wiring codes, such as the NEC (National Electrical Code), ANSI
NFPA?79, or IEC/EN 60204-1, and all applicable local standards and codes.

Lockout/tagout procedures may be required. Refer to OSHA 29CFR1910.147, ANSI Z244-1, ISO 14118,
or the appropriate standard for controlling hazardous energy.

A WARNING:

¢ Properly Wire the Device

e Failure to properly wire the Safety Controller to any particular machine could result in a
dangerous condition that could result in serious injury or death.

e The user is responsible for properly wiring the Safety Controller. The generalized wiring
configurations are provided only to illustrate the importance of proper installation.

Generic XS/SC26-2 Hookup: Safety Output with EDM

Figure 43. Generic XS/SC26-2 Hookup: Solid-State Safety Output with EDM

+24Vdc 0Vdc

XS/SC26-2xx 0O 0O
Solid-State Safety Outputs SO2, XS2so or XS4so
S03, and SO4 can be wired
similarly. +24Vdc§E
When a Solid-State Safety Output 0Vde O L 4

has been split into two individual

outputs, each output requires an
indivjdugl EDM or AVM input for S01a( FSD1
monitoring.

(801 not split)

DC common (0Vdc) must be E
common between the module’s SO1b O :
0Vdc terminal and the common of ,

the load (e.g. FSD).

Single-Channel P e
Stop Circuit . |
A I
Dual-Channel '
Stop Circuit !

10 A person who, by possession of a recognized degree or certificate of professional training, or who, by extensive knowledge, training and
experience, has successfully demonstrated the ability to solve problems relating to the subject matter and work.

www.bannerengineering.com - Tel: + 1 888 373 6767 67



XS/SC26-2 and SC10-2 Safety Controllers

Figure 44. Generic XS/SC26-2 Hookup: Safety Relay Output (Dual-Channel) with EDM

+24Vdc 0Vdc

Safety Relay Outputs 43/44, XS26-2xx Q
53/54 and 61/62 can be §
wired similarly, but require a +24Vdc *
separate EDM or AVM input 0Vdc O
for monitoring.
L1/+V EDM O ~ ~ L2V
XS1ro or XS2ro
—F &
Machine
Control F——O— —— —(
Circuit 23 24
31 32
—
* Arc Suppressors
Feedback Loop (optional)

Figure 45. Generic XS/SC26-2 Hookup: Solid-State Safety Output to IM-T-9A

XS/SC26-2xx

+24Vdc iﬁ
0Vdc
SO1b

(SO1 not split)
SO1a

0Vdc

EDM

+24V dc

®— Machine '
Control 33 |

Feedback (optional)

* Installation of transient (arc) suppressors across the coils of MPCE1 and MPCE2
is recommended (see Warning)
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Generic SC10-2 Hookup: Safety Output with EDM
Figure 46. Generic SC10-2 Hookup: Safety Relay Output (Dual-Channel) with EDM

+24Vdc 0Vdc

Safety Relay Outputs 43/44, SC10
53/54 and 63/64 can be
wired similarly, but require a +24Vdcé€
separate EDM or AVM input
for monitoring. 0Vdec O
L1/+V EDM (
O 1%
Machine
Control —()—/J—(
Circuit 23 24
o i
* Arc Suppressors

Feedback Loop (optional)

7.9 Status Outputs

For instructions on how to add a status output, see Adding Status Outputs on p. 77.

7.9.1 Status Output Signal Conventions

= Note: You cannot use the safety outputs as status outputs in the SC10-2.

There are two signal conventions selectable for each status output: "PNP On" (sourcing 24 V dc), or "PNP Off" (non-
conducting). The default convention is Active = PNP On.
A flashing rate can also be configured for a status output in the On state. The three options are:

¢ None (for on solid)

¢ Normal (cycling 500 ms on and 500 ms off)

e Fast (cycling 150 ms on and 150 ms off)
The default flashing rate is none. Configuring a flash rate is not possible for a Mute status output (see Mute in Status Output
Functionality on p. 70).

Table 6. Status Output Signal Conventions

Signal Conventions
Active = PNP On Active = PNP Off
Function
Status Output State Status Output State
+24V dc Off Off 24Vdc
Bypass Bypassed Not Bypassed Bypassed Not Bypassed
Mute Muted Not Muted Muted Not Muted
Output Delay In Progress Delay No Delay Delay No Delay
Track Input Run Stop Run Stop
Track Input Fault Fault Ok Fault Ok
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Signal Conventions

Active = PNP On Active = PNP Off
Function
Status Output State Status Output State

+24V dc Off Off 24V dc
Track Any Input Fault Fault Ok Fault Ok
Track Input Group Initiated Stop Other Input Caused Stop Initiated Stop Other Input Caused Stop
Track Output SO On SO Off SO On SO Off
Track Output Fault Fault Ok Fault Ok
Track Output Fault All Fault Ok Fault Ok
Track Output Logical State Logically On Logically Off Logically On Logically Off
Track Function Block State (XS/ Run Stop Run Stop

SC26-2 FID 2 or later and SC10-2)

Track Press Function Block (XS/
SC26-2 FID 4 or later)

Waiting for Manual Reset Reset Needed Not Satisfied Reset Needed Not Satisfied

See XS/SC26-2: Press Control Status Output Functionality on p. 71 for details.

System Lockout Lockout Run Mode Lockout Run Mode

7.9.2 Status Output Functionality

SC10-2: Up to four convertible inputs may be used as a Status Output.

XS/SC26-2: Up to 32 convertible inputs or Safety Outputs may be used as a Status Output. Solid-State Safety Outputs may
be split and used as Status Outputs. Relay Safety Outputs cannot be used as Status Outputs and cannot be split.

Status Outputs can be configured to perform the following functions:

Bypass
Indicates when the Input to the Bypass Function Block is bypassed.
Mute

Indicates a muting active status for the Input to the particular Muting Function Block:
e On when a mutable input is muted
e Off when a mutable input is not muted
¢ Flashing when the conditions to start a mute-dependent override exist (an inactive muting cycle, the
mutable Safety Input is in the stop state, and at least one muting sensor is in the stop (blocked) state); not
available for Virtual Status Output
¢ On during an active mute-dependent override function (not a bypass function) of a mutable Safety Input
Output Delay In Progress
Indicates if either On- or Off-Delay is active.
Track Input
Indicates the state of a particular Safety Input.
Track Input Fault
Indicates when a particular Safety Input has a fault.
Track Any Input Fault
Indicates when any Safety Input has a fault.
Track Input Group

Indicates the state of a group of Safety Inputs, for example, which Safety Input turned off first. Once this function
has been indicated, the function may be re-enabled by a configured Reset Input. Up to three Input Groups can be
tracked.

Track Output
Indicates the physical state of a particular Safety Output (On or Off).

Track Output Fault
Indicates when a particular Safety Output has a fault.
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Track Output Fault All
Indicates a fault from any Safety Output.

Track Output Logical State

Indicates the logical state of a particular Safety Output. For example, the logical state is Off but the Safety Output is
in an Off-Delay and not physically off yet.

Track Function Block State (XS/SC26-2 FID 2 or later and SC10-2)
Indicates the state of a particular Function Block.

Track Press Function Block (XS/SC26-2 FID 4 or later)

Indicates the state of a number of Press Function events; see XS/SC26-2: Press Control Status Output
Functionality on p. 71 for details.

Waiting for Manual Reset
Indicates a particular configured reset is needed.

= Note: If the manual reset input is connected to a Reset OR block, this status output cannot
be used.

System Lockout
Indicates a Non-Operating Lockout Condition, for example unmapped input connected to 24 V.

7.9.3 XS/SC26-2: Press Control Status Output Functionality

The Press Control Function block has multiple inputs and outputs. This results in a status output function that is not a
simple on/off for an individual item. The Press Control block's status output has seven different events that can be signaled
via the status output. The Press Control block's status output can be configured to provide one, two, or three signals. Each
signal from the Press Control block's status output can be as follows:

e Solid On

e 2 pulses per second

Figure 47. 2 Pulses Per Second

t3
o2 ‘
2 pulses per second I I I I I I

t1 =100 ms, t2 = 100 ms, and t3 = 1 second

e 3 pulses per second
Figure 48. 3 Pulses Per Second

t3
1 t2 ‘
3 pulses per second I I I I I I

t1 =100 ms, t2 = 100 ms, and t3 = 1 second
The Press Control block status output is only available as physical status outputs. Each physical status output can be used

to signify three different events.
The following figure shows the default settings of the Press Control Function block’s status output:
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Figure 49. Track Press Function Block Properties

Track Press Function Block Properties
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Status-Output 3 terminal .
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[ OK ] [ Cancel ]

The default setting of the function block configures three of the IO pins as status outputs. If all seven events are not
required to be displayed for a given application, use the slide bar on the right of the figure to select fewer pins. Moving the
bar up one position reduces the number of terminals to two, moving the bar up two positions reduces the number of
terminals to one.

The functionality of each event is as follows:

¢ Waiting for Reset—Turns on when a reset input is needed, after the non-mutable and mutable (if configured) safety
stop inputs return to the ON state

e Ready to Run/Run—Is on any time the press is ready to run (mutable and non-mutable safety stop inputs are on and
reset) or the press is running in the up or down stroke

e SQS Stop—Turns on when the press ram reaches the Sequence Stop point

¢ PIP back check alert—Turns on when the press is ready to run and an attempt is made to start a press cycle and
the PIP (Part in Place) input, if configured, is off or has not turned off then back on (part not removed and replaced)

e Safety Stop—Turns on when either the mutable or non-mutable safety stop input turns off, the GO input node goes
low (when configured for Manual Upstroke Setting) before SQS, BOS, or TOS is reached (depending on settings and
portion of the process)

e Operational Fault—Turns on when mutually exclusive operational inputs are on (for example, TOS and BOS, TOS
and SQS, TOS and PCMS, SQS and BOS, etc; if more than 3 seconds elapse between the SQS and PCMS signals
both turn on, if configured)

e System Fault—Turns on when a system fault exists

7.10 Virtual Status Outputs

Up to 64 Virtual Status Outputs can be added for any configuration using Modbus/TCP, EtherNet/IP Input Assemblies,
EtherNet/IP Explicit Messages, and PCCC protocols on FID 1 Base Controllers and up to 256 Virtual Status Outputs can be
added on FID 2 or later Base Controllers and SC10-2 Safety Controllers. FID 2 or later Base Controllers and SC10-2 Safety
Controllers can also use PROFINET. These outputs can communicate the same information as the Status Outputs over the
network. See Status Output Functionality on p. 70 for more information. The Auto Configure function, located on the
Industrial Ethernet tab of the Software, automatically configures the Virtual Status Outputs to a set of commonly used
functions, based on the current configuration. This function is best used after the configuration has been determined. Virtual
Status Output configuration can be manually revised after the Auto Configure function has been used. The information
available over the network is consistent with the logical state of the inputs and outputs within 100 ms for the Virtual Status
Output tables (viewable via the Software) and within 1 second for the other tables. The logical state of inputs and outputs is
determined after all internal debounce and testing is complete. See Industrial Ethernet Tab on p. 105 for details on
configuring Virtual Status Outputs.
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ISD chains and individual device performance and status can be obtained from FID 2 or later SC10-2 Safety Controllers.
Sixteen (16 bit) words can be obtained about the status of each chain. Three (16 bit) administrative words and 18 bytes (8
bits each) of specific data on an individual device of a chain can be obtained. See Request Performance and Status
Information about an Individual Device via ISD on p. 45 for more details.
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8 Getting Started

Power up the Safety Controller, and verify that the power LED is ON green.

8.1 Creating a Configuration

The following steps are required to complete and confirm (write to controller) the configuration:

1.

©NOOORA WD

9.

Define the safeguarding application (risk assessment).
e Determine the required devices
e Determine the required level of safety
Install the Banner Safety Controller software. See Installing the Software on p. 26.
Become familiar with the Software options. See Software Overview on p. 92.
Start the Software and select the desired device.
Start a new project by clicking New Project/Recent Files.
Define the Project Settings. See Project Settings on p. 94.
XS/SC26-2: Customize the Base Controller and add Expansion Modules (if used). See Equipment Tab on p. 95.
Add Safety Input devices, Non-Safety Input devices, and Status Outputs. See Adding Inputs and Status Outputs on
p. 74.
Design the control logic. See Designing the Control Logic on p. 78.

10. Set optional Safety Output On- or Off-time delays.
11. If used, configure the network settings. See Network Settings: Modbus/TCP, Ethernet/IP, PCCC on p. 107 or

Network Settings: PROFINET (XS/SC26-2 FID 2 or later and SC10-2) on p. 108.

12. Save and confirm the configuration. See Saving and Confirming a Configuration on p. 79.
The following steps are optional and may be used to aid with the system installation:

Modify the configuration access rights. See XS/SC26-2 Password Manager on p. 113 or SC10-2 Password
Manager on p. 114.

View the Configuration Summary tab for the detailed device information and response times. See Configuration
Summary Tab on p. 111.

Print the configuration views, including the Configuration Summary and Network Settings. See Print Options on p.
112

Test the configuration using Simulation Mode. See Simulation Mode on p. 119.

8.2 Adding Inputs and Status Outputs

Safety and Non-Safety Inputs can be added from either the Equipment tab or the Functional View tab. Status Outputs can
be added from the Equipment tab only. Virtual Non-Safety inputs can be added from the Functional View tab only. When
inputs are added on the Equipment tab, they are automatically placed in the Functional View tab. All inputs and Logic and
Function Blocks can be moved around on the Functional View tab. The Safety Outputs are statically positioned on the right

side.

8.2.1 Adding Safety and Non-Safety Inputs

1.

74

On the Equipment tab, click "7 below the module which will have the input device connected (the module and

terminals can be changed from the input device Properties window) or any of the placeholders on the Functional

View tab.
= Note: Virtual Non-Safety Inputs are available only from the Functional View tab.

Click Safety Input or Non-Safety Input to add input devices:
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Figure 50. XS/SC26-2: Adding inputs from the Functional View (Virtual Non-Safety Inputs can only be added from this view)
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Figure 51. SC10-2: Adding inputs from Equipment View (physical status output can only be added from this view)
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Figure 52. Non-Safety Inputs (Virtual Non-Safety Inputs available only from the Functional View Tab)
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3. Select appropriate device settings:

Basic settings:

Figure 53. Basic Safety Input Settings
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e Name—input device name; generated automatically and can be changed by the user

e Circuit Type—the circuit and signal convention options appropriate for the selected input device; scroll to

see and select the desired option

e  Module— the module to which the input device is connected (for example, M0:XS26-2¢)

e /O Terminals—the assignment of input terminals for the selected device on the selected module
e Enable Startup Test (where applicable)—an optional precautionary safety input device test required after

each power-up

* Reset Options (where applicable)—various reset options such as Manual Power Up, System Reset, and

Reset Track Input Group
Advanced settings (where applicable):

Figure 54. Advanced Safety Input Settings
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e Simultaneity (where applicable)—Simultaneous or Concurrent (see Glossary on p. 295 for definitions)

e Debounce Times—the signal state transition time

e Monitored/Non-Monitored (where applicable)—see Reset Signal Requirements on p. 54
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Figure 55. Advanced ISD Device Settings
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Name—input device name; generated automatically and can be changed by the user

/O Terminals—the assignment of input terminals for the selected device on the selected module
Number of Devices (required)—the number of ISD sensors used in the application

Position, Name, and Type—the position, name, and type (Door Switch, E-Stop, ISD-Connect) of ISD

sensors used in the application. The Name is generated automatically and can be changed by the user. The

Type is a user-selectable menu

e Debounce Times—the signal state transition time

Note: If the entire chain consists of only door switches, the configuration rules for a gate

switch apply. If any device in the string is an E-stop, the configuration rules for an E-stop

apply.

8.2.2 Adding Status Outputs

1. On the Equipment tab, click 57 below the module which will have the status monitoring.
2. Click Status Qutputs to add status monitoring .

Figure 56. Status Outputs
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1 Status outputs can be configured when the state of an input device or an output needs to be communicated. The I0x terminals are used for these

status signals.
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3. Select appropriate Status Output settings:
Figure 57. Status Output Properties
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e Name
*  Moaule
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e Terminal
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e Signal Convention
e  Flashing Rate

8.3 Designing the Control Logic

To design the control logic:
1. Add the desired Safety and Non-Safety Inputs:

¢ On the Equipment tab: click “~ under the module to which the input will be connected (the module can be
changed in the input Properties window)
e On the Functional View tab: click any of the empty placeholders in the left column

See Adding Inputs and Status Outputs on p. 74 for more information and device properties.

2. Add Logic and/or Function Blocks (see Logic Blocks on p. 97 and Function Blocks on p. 100) by clicking any of
the empty placeholders in the middle area.

= Note: The response time of the Safety Outputs can increase if a large number of blocks are added
to the configuration. Use the function and logic blocks efficiently to achieve the optimum
response time.

3. Create the appropriate connections between added inputs, Function and Logic Blocks, and Safety Outputs.

A WARNING:

e Configuration Conforms to Applicable Standards

¢ Failure to verify the application may result in serious injury or death.

¢ The Banner Safety Controller Software primarily checks the logic configuration for
connection errors. The user is responsible for verifying the application meets the risk
assessment requirements and that it conforms to all applicable standards.

— Note: The checkList on the left displays connections that are required for a valid configuration and
all items must be completed. The Safety Controller will not accept an invalid configuration.

78 www.bannerengineering.com - Tel: + 1 888 373 6767



XS/SC26-2 and SC10-2 Safety Controllers

= Note: The output node of any item can be connected to multiple input nodes. An input node can
only have one item connected to it.

= Tip: To aid with creating a valid configuration, the program displays helpful tooltips if you attempt
to make an invalid connection.

8.4 Saving and Confirming a Configuration

Confirmation is a verification process where the Safety Controller analyzes the configuration generated by the Software for
logical integrity and completeness. The user must review and approve the results before the configuration can be saved and
used by the Safety Controller. Once confirmed, the configuration can be sent to a Safety Controller or saved on a PC or an
SC-XM2/3 drive.

A WARNING:

e Complete the Commissioning Checkout Procedure

¢ Failure to follow the commissioning process may lead to serious injury or death.

e After confirming the configuration, the Safety Controller operation must be fully tested
(commissioned) before it can be used to control any hazards.

8.4.1 Saving a Configuration

—

Click (&l save Project.

Select Save As.

Navigate to the folder where you wish to save the configuration.

Name the file (may be the same or different from the configuration name).
Click Save.

aokrowbd

8.4.2 Confirming a Configuration
The Safety Controller must be powered up and connected to the PC via the SC-USB2 cable.

T Click B
2. Click Write Configuration to Controller.
3. If prompted, enter the password (default password is 1901).
The Entering config-mode screen opens.
4. Click Continue to enter the configuration mode.
After the Reading Configuration from the Controller process is completed, the Confirm Configuration screen opens.
5. Verify that the configuration is correct.
Scroll to the end of the configuration and click Confirm.
7. After the Writing Configuration To Controller process is completed, click Close.

o

= Note:

¢ Network settings are sent separately from the configuration settings. Click Send from the
Network Settings window to write the network settings to the Safety Controller.

e SC10-2 and XS/SC26-2 FID 3 or later: Network settings are automatically sent only if the
Safety Controller is a factory default Safety Controller. Otherwise, use the Network
Settings window.

e SC10-2 and XS/SC26-2 FID 3 or later: Passwords are automatically written only if the
Safety Controller is a factory default Safety Controller or the configuration is confirmed. In
any other case, use the Password Manager window to write passwords to the Safety
Controller.

If you are configuring an SC10-2 or XS/SC26-2 FID 3 or later, the Do you want to change the passwords of the
controller? screen may display.

8. SC10-2 and XS/SC26-2 FID 3 or later: If prompted and if desired, change the passwords.
9. Cycle power or perform a System Reset for the changes to take effect in the Safety Controller.
10. Save the confirmed configuration on the PC.
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= Note: Saving the now confirmed configuration is recommended. Confirmed configurations are a

different file format (.xcc) than an unconfirmed file (.xsc). Confirmed configurations are required for
loading into an SC-XM2/3 drive. Click Save As to save.

8.4.3 Write a Confirmed Configuration to an SC-XM2/3 using the
Programming Tool

1. Insert the SC-XM2/3 into the SC-XMP2 programming tool.
2. With the Banner Safety Controller software running, insert the programming tool into a USB port of the PC.

The SC-XM2/3 icon should go live (become a bit darker than grayed out).

3- Click ® and select Write XM.

= Note: If Write XM is grayed out, the configuration is not a .xcc (confirmed version).

4. Verify the desired passwords.
5. Click Send to XM.
The Writing Configuration to SC-XM drive window opens.
= Note: This process copies all data (configuration, network settings, and passwords) to the SC-
XM2/3 drive.

6. After it is finished, click Save Confirmed Configuration and then Close, or click Close if the file has already been
saved to the PC.

8.4.4 Notes on Confirming or Writing a Configuration to a Configured
SC10-2 or XS/SC26-2 FID 3 or later

User settings and passwords affect how the system responds when confirming a configuration or writing a confirmed
configuration to a configured SC10-2 or XS/SC26-2 FID 3 or later Safety Controller.

Userl

1. Click Write configuration to Controller to confirm a configuration (or write a confirmed configuration) to a configured
Safety Controller.

2. Enter the User1 password.
3. The confirmation (or writing) process begins.

At the end of the confirmation (or writing) process, the Safety Controller will have received:
e New passwords
¢ New configuration

Network settings are not changed.

User2 or User3—Successful Configuration Confirmation or Writing

This scenario assumes the following settings for User2 or User3:
¢ Allowed to change the configuration = enabled
¢ Allowed to change the network settings = enabled OR disabled
1. Click Write configuration to Controller to confirm a configuration (or write a confirmed configuration) to a configured
Safety Controller.
2. Enter the User2 or User3 password.
3. The confirmation (or writing) process begins.

At the end of the confirmation (or writing) process, the Safety Controller will have received:
¢ New configuration
Passwords and Network settings are not changed.

User2 or User3—Unsuccessful Configuration Confirmation or Writing

This scenario assumes the following settings for User2 or User3:
¢ Allowed to change the configuration = disabled
¢ Allowed to change the network settings = enabled OR disabled

1. Click Write configuration to Controller to confirm a configuration (or write a confirmed configuration) to a configured
Safety Controller.

80 www.bannerengineering.com - Tel: + 1 888 373 6767



XS/SC26-2 and SC10-2 Safety Controllers

2. Enter the User2 or User3 password.
3. The confirmation (or writing) process is aborted.

8.5 Sample Configurations

The Software provides several sample configurations that demonstrate various features or applications of the Safety
Controller. To access these configurations, go to IE7Open Project > Sample Projects and select the desired project.

The XS/SC26-2 has three groupings of sample configurations:

¢ Applications—Includes samples of simple potential applications of the controller. Two of the samples are obsolete
module replacement.

¢ Documentation—Includes samples. Most of the samples included here are described in the following sections, and
one is described in the Quick Start Guide (available online).

e Examples—Includes three divisions: Function Blocks, Logic Blocks, and Safety Outputs. These examples show the
functionality of the various blocks. For example, to see how a bypass block operates, select Function Blocks >
Bypass Block (All Features Enabled) and run it in Simulation Mode.

The SC10-2 has eight sample configurations. These samples include typical applications of the SC10-2 model. Use the
samples as a starting point and modify them for your specific needs.

8.5.1 XS/S5C26-2 Sample Configuration

This section describes designing the sample configuration "3 Zone Muting Instruction Manual”, which is located under the
Documentation section of the XS/SC26-2 sample programs. This sample configuration is for a robotic palletizer application
that utilizes an XS26-2 Safety Controller, XS8si Safety Input Module, three optical sensors (muting is added via the
software), two interlock switches, a manual reset, and an Emergency Stop.

Figure 58. Sample Configuration Schematic
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To design the configuration for this application:
1. Click New Project.
2. Define project settings. See Project Settings on p. 94.
3. Select Base Controller model. See Equipment Tab on p. 95 (for this configuration, only the Is Expandable box is
required to be checked).
4. Add the expansion module XS88si by clicking on " to the right of the Base Controller.
a. Click Input Modules.
b. Select XS8si.
5. Add the following inputs, changing only the circuit type:

Input Quantity | Type Module Terminals Circuit
Emergency Stop 1 Safety Input XS8si 101, IN1, IN2 Dual Channel 3 terminal
Enabling Device 1 Safety Input XS8si 101, IN3, IN4 Dual Channel 3 terminal
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Input Quantity | Type Module Terminals Circuit
Ext | Devi 1. 103

e.ma. evice 3 Safety Input Base 2. 104 Single-Channel 1 terminal
Monitoring 3 105

) 1. 101,IN15,IN16 )
Gate Switch 2 Safety Input Base Dual Channel 3 terminal
2. 102,IN17,IN18

Manual Reset 1 Non-Safety Input XS8si IN6 Single-Channel 1 terminal
1. IN9, IN10

Muting Sensor Pair 3 Safety Input Base 2. IN11,IN12 Dual-Channel 2 terminal
3. IN13,IN14
1. IN1

Mute Enable 3 Non-Safety Input Base 2. IN2 Single Channel 1 terminal
3. 108

On-Off 1 Non-Safety Input XS8si IN5 Since-Channel 1 terminal
1. IN3,IN4

Optical Sensor 3 Safety Input Base 2. IN5,IN6 Dual-Channel PNP
3. IN7,IN8

6. Go to the Functional View tab.

- Tip: You may notice that not all inputs are placed on Page 1. There are two solutions to keep the
configuration on one page. Perform one of the following steps:

1. Add a Reference to the block located on a different page—click any of the empty
placeholders in the middle area, select Reference and select the block that is on the next
page. Only blocks from other pages can be added as a Reference.

2. Re-assign page—by default all inputs added on the Equipment tab are placed on the
Functional View tab to the first available placeholder in the left column. However, inputs
can be moved to any location in the middle area. Move one of the blocks to any of the
placeholders in the middle area. Go to the page which contains the block that needs to be
moved. Select the block and change the page assignment below the Properties table.

7. Split M0:SO2:

a. Double-click M0:SO2 or select it and click Edit under the Properties table.
b. Click Split.
8. Add the following Function Blocks by clicking on any of the empty placeholders in the middle area of the Functional
View tab (see Function Blocks on p. 100 for more information):
e Muting Block x 3 (Muting Mode: One Pair, ME (Mute Enable): Checked)
¢ Enabling Device Block (ES: Checked, JOG (Jog): Checked)
9. Add the following Logic Blocks by clicking on any of the empty placeholders in the middle area of the Functional
View tab (see Logic Blocks on p. 97 for more information):
¢ AND with 2 input nodes
¢ AND with 4 input nodes
10. Connect the following to each Muting Block:
e 1 x Optical Sensor (IN node)
¢ 1 x Mute Sensor Pair (MP1 node)
¢ 1 x Mute Enable (ME node)
11. Connect Gate Switch x 2 to the AND block with 2 nodes.
12. Connect Muting Block x 3, and AND block with 2 nodes to the AND block with 4 nodes.
13. Connect one of the Muting Blocks to one of the split safety outputs (M0:SO2A or M0:SO2B) and one to the other
split safety output.
14. Connect the following to the Enabling Device Block:
e Emergency Stop (ES node)
Enabling Device (ED node)
AND block with four input nodes (IN node)
Manual Reset (RST node)
On-Off (JOG node)
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15. Connect Enabling Device Block to the remaining Safety Output (M0:SO1).
16. Enable EDM (External Device Monitoring) in each of the Safety Output Properties windows.
17. Connect 1x External Device Monitoring input to each of the Safety Outputs.

The Sample Configuration is complete.

=

configuration flow (see Figure 59 on p. 83).

Figure 59. Sample Configuration—Functional View Tab
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8.5.2 X5/S5C26-2: Simple Press Control with Mutable Safety Input
Sample Configuration

This section describes designing a simple press control system, which is located under the Documentation section of the

XS/SC26-2 sample programs.

This sample configuration is for a simple hydraulic/pneumatic press application that utilizes a XS26-2 Safety Controller,
Press Status inputs, a Cycle Initiation, a manual reset, an optical safety sensor, and an emergency stop.
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Figure 60. Simple Sample Press Control Configuration
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To design the configuration for this application:
1. Click New Project.
2. Define the project settings.
See Project Settings on p. 94.
3. Select desired base controller model.
See Equipment Tab on p. 95.
4. Add the following inputs, changing name and circuit type as needed.

Input Quantity Type Terminals Circuit

Cycle Initiation 1 Safety Input IN1, IN2 Dual Channel 2 Terminal
TOS (on/off) 1 Non-Safety IN5 Single Channel 1 Terminal
BOS (on/off) 1 Non-Safety IN6 Single Channel 1 Terminal
Manual Reset 1 Non-Safety IN7 Single Channel 1 Terminal
Emergency Stop 1 Safety Input IN10, IN11 Dual Channel 2 Terminal
Optical Sensor 1 Safety Input IN8, IN9 Dual Channel PNP

5. Go to the Functional View tab.
6. Add and configure the Press Control function block.
a) Click on any of the empty placeholders in the middle area of the Functional View tab. For more information, see
Function Blocks on p. 100.
b) Select Function Blocks and select Press Control.
c) In the Press Control Properties window, select PCI (Press Control Input Function Block) and Single Actuator
Control.
Figure 61. Press Control Properties
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The check in Manual Upstroke Setting box disappears.
d) Click OK.
The Press Control Inputs Properties window opens.

Figure 62. Press Control Inputs Properties
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e) Select M Safety (Mutable Safety Stop).

f) Click OK.

Connect the following:

e Cycle Initiation input to the GO node of the Press Control function block

e TOS to the TOS node of the Press Control function block

e BOS to the BOS node of the Press Control function block

¢ Manual Reset to the RST node of the Press Control function block

e Emergency Stop to the NM Safety node of the Press Control function block

e Optical Sensor to the M Safety node of the Press Control Input Function Block

Connect the U output node of the Press Control function block to SO1 (change the name of SO1 to "Up Stroke").
Connect the D output node of the Press Control function block to SO2 (change the name of SO2 to "Dwn Strk").

The sample configuration is complete.

=

Note: At this point, it can be helpful to reposition the blocks in the Functional View for better configuration
flow, as shown in the following figure:

Figure 63. Function Block Position
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XS/SC26-2: Simulate the Functionality of the Simple Press Control
Configuration

The following is how to simulate the functionality of the simple press control configuration:

1.

2.
3.

Click to enter Simulation Mode.

Click Play to turn on the simulation timer (similar to powering on the machine).
Click the emergency stop, optical sensor, and TOS inputs to the On state (green).
Click the MR1 reset input.

The Press Control Function block should turn On (green).

Click the CS1 input to the On state (green).
The Dwn Strk output turns On (green).
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6. Click the TOS input to the Off state (red).
7. Click the BOS input to the On state (green).
The Dwn Strk output turns Off (red) and the Up Stroke Output turn On (green).
8. Click the BOS input Off (red).
9. Click the TOS input to the On state (green).
The Up Stroke Output turns Off (red).
10. Click the CS1 input to the Off state (red). This can be done any time after the Dwn Strk output turns On (green).
11. Click the Optical Sensor input to the Off state (red), then back to the On state (green).

The system is ready to start the next cycle by turning the CS1 input on again.

If the Optical sensor or E-stop are turned Off during the up or down stroke, the MR1 input must be cycled, then the CS1
engaging will turn the Up Stroke output On.

8.5.3 XS/5C26-2: Full Feature Press Control Sample Configuration

This section describes designing a press control system that uses all of the possible features (except AVM). The sample
configuration is located under the Documentation section of the XS/SC26-2 sample programs.

This sample configuration is for a more complex hydraulic/pneumatic press application that utilizes a XS26-2 Safety
Controller, XS2so Safety Output Module, Press Status inputs, cycle start, a manual reset, an optical safety sensor,
sequential stop, mute sensor, foot petal input and an emergency stop.

Figure 64. Full Feature Sample Press Control Configuration

¥ PP
: Tum GO
UP STROKE On DOWN STROKE
UPWARD MOTION DOWNWARD MOTION
GO Active Press N GO Active
ES1 Active N { ES1 Active
0S1 Active Contact (108) 0S1 Active

Engage FP1

FP1 Active

Release FP1 N
Manual ES1 Active
Turn GO On 0S1 Muted

Emergency Stop g
Push Button

Two Hand Two Hand
Control Control

To design the configuration for this application:

1. Click New Project.
2. Define the project settings.
See Project Settings on p. 94.
3. Select desired base controller model.
See Equipment Tab on p. 95 (for this configuration, only Is Expandable is required to be selected).
4. Add expansion module XS2so.
a) . dl:lb ‘
Click to the right of the Base Controller.
b) Click Output Modules.
c) Select XS2so.
5. Add the following inputs, changing name and circuit type as needed.

Input Quantity Type Terminals Circuit

Two Hand Control 1 Safety Input IN9, IN10 Dual Channel PNP

TOS (on/off) 1 Non-Safety IN1 Single Channel 1 Terminal
BOS (on/off) 1 Non-Safety IN2 Single Channel 1 Terminal
Manual Reset 1 Non-Safety IN11 Single Channel 1 Terminal
Emergency Stop 1 Safety Input 101, IN3, IN4 Dual Channel 3 Terminal
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Input Quantity Type Terminals Circuit

Run (on/off) 1 Non-Safety IN12 Single Channel 1 Terminal
Up (on/off) 1 Non-Safety IN13 Single Channel 1 Terminal
Down (on/off) 1 Non-Safety IN14 Single Channel 1 Terminal
PIP (on/off) 1 Non-Safety IN5 Single Channel 1 Terminal
Press Control SQS 1 Safety Input IN6 Single Channel 1 Terminal
Foot Pedal 1 Safety Input 102 Single Channel 1 Terminal
Press Control Mute 1 Safety Input 103 Single Channel 1 Terminal
Sensor

Optical Sensor 1 Safety Input IN7, IN8 Dual Channel PNP

6. Go to the Functional View tab.

7. Add and configure the Press Control function block.
a) Click on any of the empty placeholders in the middle area of the Functional View tab. For more information, see

Function Blocks on p. 100.

b) Select Function Blocks and select Press Control.
c) In the Press Control Properties window, select Mode (Mode Function Block) and PCI (Press Control Input
Function Block). Leave the Manual Upstroke Setting box checked.

Figure 65. Press Control Properties

£ 5

Press Control Properties

Name PC2

Attributes

Mode (Mode Function Block)

PCI (Press Contral Inputs Function Block)
Manual Upstroke Setting
[ISingle Actuator Control

Inch Period
Inch On Time

Clesed Loop Control

USECE
USECE

500 ms [
0 ms E

Up [Not Used .|
Down INot Used g |
[ OK l [ Cancel l

d) Click OK.

The Press Control Inputs Properties window opens.

INFPLTE

£33

Figure 66. Press Control Inputs Properties

l Press Control Inputs Properties '

Mame |FI2

Attributes
J| pIp (Part In Place)

Ft Pedal (Foot Pedal)

<] [&] ] [«]

| Dual Pressure

505 (Sequential Stop)

M Sensor (Press Mute Sensor)
M Safety (Mutable Safety Stop)

| Delete | |

OK

] [ cancel ]
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e) Select all of the check boxes. Note that when SQS is selected, three more options display; select them also (all
six boxes should be checked).

f) Click OK.
The Mode Properties window displays.

g) Click OK.
8. Connect the following to the Mode Selection Block:

¢ Run input to the Run Input node

e Up input to the Inch Up input node

¢ Down input to the Inch Down input node
9. Connect the following to the Press Control Inputs Block:
Part-In-Place (PIP) input to the PIP input node
Sequential Stop (SQS) input to the SQS input node
Foot Pedal input to the Ft. Pedal input node
Press Control Mute Sensor (PCMS) to the M Sensor input node
Optical Sensor to the M Safety input node
10. Connect the following to the Press Control Block

¢ Two Hand Control input to the GO input node

e TOS to the TOS input node
e BOS to the BOS input node
L]
[ ]

Manual Reset to the RST input node
Emergency Stop to the NM Safety input node
11. Connect the U output node of the Press Control function block to SO1 (change the name of SO1 to "UPSO1").
12. Connect the D output node of the Press Control function block to SO2 (change the name of SO2 to "DOWNSO2").
13. Go to page 2 of the Functional View tab (use the arrow in the upper right-hand corner).
14. Create a reference node for PCx-H and another for PCx-L.
15. Connect the PCx-H to SO1 (change the name of SO1 to "HIGHSO1").
16. Connect the PCx-L to SO2 (change the name of SO2 to "LOWSQO2").

The sample configuration is complete.

= Note: At this point, it can be helpful to reposition the blocks in the Functional View for better configuration

flow, as shown in the following figure.

Figure 67. Function Block Position
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XS/SC26-2: Simulate the Functionality of the Full Feature Press Control
Configuration

The following is how to simulate the functionality of this press control configuration:

1.

2.
3.

Click to enter Simulation Mode.

Click Play to turn on the simulation timer (similar to powering on the machine).

Click the E-stop, optical sensor, TOS, and Run inputs to the On state (green).

Click the MR1 reset input.

The Press Control Function block and LOWSO?2 output should turn to the On state (green). This is on page 2; click
the arrow in the upper right to change pages.

Click the PIP input to the On state (green).

Click the TC1 input to the On state (green).

The DOWNSO2 output turns On (green).

Click the TOS input to the Off state (red).

Click the SQS1 and PCMS1 inputs to the On state (green).

The DOWNSQO2 output turns Off (red), LOWSO2 output turns Off (red), and the HIGHSO1 (page 2) output turns On
(green).

9. Click the TC1 input to the Off state (red).

10

11.

12.
13.

14.
15.

16.
17.

. Click the FP1 input to the On state (green).

The DOWNSO2 output turns On (green).
Click the BOS input to the On state (green).
The DOWNSO2 and the HIGHSO1 (page 2) output turn Off (red) and the LOWSO2 (page 2) output turns On (green).
Click the FP1 input to the Off state (red).
(

Click the TC1 input to the On state (green).
The UPSO1 output turns On (green).

Click the BOS, PCMS1, and SQS1 inputs to the Off state (red).

Click the TOS input to the On state (green).

The UPSO1 output turns Off (red).

Click the TC1 input to the Off state (red).

Click the Optical Sensor input to the Off state (red), click the PIP input to the Off state (red) then back to the On
state (green), then click the Optical Sensor input back to the On state (green).

The system is ready to start the next cycle by turning the TC1 input to the On state (green) again.

If the TC1 input is turned Off (red) during the down stroke, turning it back On does not change the down stroke; the press
continues with the down stroke. To make the press go up (instead of down) after the TC1 input is turned Off, click the MR1
input, then turn the TC1 input back On. If the Optical sensor or E-stop are turned Off during the up or down stroke, the TC1
input should be turned Off, then the MR1 input should be cycled, and then engaging TC1 will turn the UPSO1 output On.
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9O Software

The Banner Safety Controller Software is an application with real-time display and diagnostic tools that are used to:

Design and edit configurations

Test a configuration in Simulation Mode

Write a configuration to the Safety Controller

Read the current configuration from the Safety Controller
Display the real-time information, such as device statuses
Display the fault information

The Software uses icons and circuit symbols to assist in making appropriate input device and property selections. As the
various device properties and I/O control relationships are established on the Functional View tab, the program
automatically builds the corresponding wiring and ladder logic diagrams.

See Creating a Configuration on p. 74 for the configuration design process. See XS/SC26-2 Sample Configuration on p. 81
for a sample configuration design process.

See Wiring Diagram Tab on p. 100 to connect the devices, and Ladder Logic Tab on p. 102 for the ladder logic rendering

of the configuration.

See Live Mode on p. 116 for the Safety Controller Run-time information.

9.1 Abbreviations

Abbreviation 12

Description

AVM
AVMXx
BP
BPx
BOS
CD
CDx
CSx
ED
EDx
EDM
EDMx
ES
ESx
ETB
FID
FPx
FR
Ft Pedal
GO
GSx
JOG

ISD
LR

Adjustable Valve Monitoring input node of the Safety Outputs
Adjustable Valve Monitoring input

Bypass input node of the Bypass Blocks and Muting Blocks

Bypass Switch input

Bottom of Stroke input node of the Press Control blocks (XS/SC26-2 only)
Cancel Delay input node of the Safety Outputs, Delay Blocks, and One Shot Blocks
Cancel Delay input

Cycle Initiation input

Enabling Device input node of the Enabling Device Blocks

Enabling Device input

External Device Monitoring input node of the Safety Outputs
External Device Monitoring input

Emergency Stop input node of the Enabling Device Blocks
Emergency Stop input

External Terminal Block (SC10-2 only)

Feature identification

Foot Pedal input

Fault Reset input node of the Safety Outputs

Foot Pedal input node of the Press Control Blocks (XS/SC26-2 only)
Cycle Start input node of the Press Control Blocks (XS/SC26-2 only)
Gate Switch input

Jog Input node of the Enabling Device Blocks

Normal Input node of function blocks and Safety Output blocks
In-Series Diagnostic

Latch Reset input node of the Latch Reset Block and the Safety Outputs

12 The "x" suffix denotes the automatically assigned number.
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Abbreviation 12 Description

ME Mute Enable input node of the Muting Blocks and Two-Hand Control Blocks
MEX Mute Enable input
MP1 First Muting Sensor Pair input node in Muting Blocks and Two-Hand Control Blocks
MP2 Second Muting Sensor Pair input node (Muting Blocks only)
M Safety Mutable Safety Input node of the Press Control blocks (XS/SC26-2 only)
M Sensor Press Control Mute Sensor input node of the Press Control blocks (XS/SC26-2 only)
Mx Base Controller and Expansion modules (in the order displayed on the Equipment tab)
MRx Manual Reset input
MSPx Muting Sensor Pair input
NM Safety Non-Mutable Safety input node of the Press Control blocks (XS/SC26-2 only)
ONx On-Off input
OSx Optical Sensor input
PCMSx Press Control Mute Sensor input
PIP Part in Place input node of the Press Control blocks (XS/SC26-2 only)
PSx Protective Stop input
RE Reset Enable input node of the Latch Reset Blocks and the Safety Outputs
ROx Relay Output
RPI Requested Packet Interval
RPx Rope Pull input
RST Reset node of the SR-Flip-Flop, RS-Flip-Flop, Latch Reset Blocks, Press Control blocks, and Enabling Device Blocks
RUN Standard operation (RUN) mode input node of the Press Control Mode Blocks (XS/SC26-2 only)
SET Set node of the SR- and RS-Flip-Flop Blocks
SMx Safety Mat input
SOx Safety Output
SQSs Sequential Stop input node of the Press Control blocks (XS/SC26-2 only)
SQSx Press Control SQS (Sequential Stop) input
STATx Status Output
TC Two-Hand Control input node of the Two-Hand Control Blocks
TCx Two-Hand Control input
TOS Top of Stroke input node of the Press Control blocks (XS/SC26-2 only)

12 The "x" suffix denotes the automatically assigned number.
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9.2 Software Overview

Note: The following sections use the XS/SC26-2 as an example. The SC10-2 interface is similar.

Figure 68. Banner Safety Controller Software
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Module Summary Ladder Logic @ CDnﬁgumhcn Summary
T i Equipment Functional View Wiring Diagram
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& Add expansion
modules, inputs,
and function blocks.
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(1) Navigation Toolbar

Reads the data, such as Fault Log, Configuration, Network
Settings, and Device Information from the Safety
Controller

L HL3

D Starts a New project

Opens an existing project, opens a Recent project, or
opens Sample Projects

Writes the data, such as Configuration Settings to the
Safety Controller

Saves (or Save As) the project to the user-defined location Makes the Live Mode view available

Makes the Simulation Mode view available

Prints a customizable Configuration Summary

Reverts up to ten previous actions Indicates SC-XM2 or SC-XM83 drive connection

Opens the Help options
* Help—Opens Help topics
e About—Displays Software version number and

Re-applies up to ten previously reverted actions

Displays Network Settings and writes the Network user responsibilities warning

Settings to the Safety Controller * Release Notes—Displays the release notes for
each version of the software

Displays Project Settings 0 e lcons—Switches between US- and European-
style icons

e Support Information—Describes how to request
help from the Banner Advanced Technical
Opens Password Manager Support Group
e Language—Selects the Software language
options

B P2 5 Ml

(2) Tabs for Worksheets and Diagrams
Equipment—Displays an editable view of all connected equipment
Functional View—Provides editable iconic representation of the control logic
Wiring Diagram —Displays the I/O device wiring detail for the use by the installer

Ladder Logic—Displays a symbolic representation of the Safety Controller’s safeguarding logic for the use by the
machine designer or controls engineer

Industrial Ethernet(when enabled) —Displays editable network configuration options
Configuration Summary—Displays a detailed configuration summary
Live Mode (when enabled)—Displays the live mode data, including current faults
Simulation Mode (when enabled)—Displays the simulation mode data
ISD (SC10-2 FID 2 or later)—Displays the ISD chain
(3) Selected View
Displays the view corresponding to the selected tab (Equipment view shown)
(4) Module Summary
Displays the Base Controller and any connected modules or displays the SC10-2
(5) Check List
Provides action items to configure the system and correct any errors to successfully complete the configuration
(6) Properties

Displays the properties of the selected device, function block, or connection (properties cannot be edited in this
view; click Edit below to make changes)

Delete —Deletes the selected item
Edit—Displays the configuration options for the selected device or function block

See Software: Troubleshooting on p. 278 for issues related to the Software functionality.
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9.3 D New Project

Click New Project to select the desired controller and open the Start a New Project screen. This screen includes project
information that is only available upon initial creation of a project and is not available from the Project Settings screen.

XS/SC26-2
All checkboxes are selected by default.
Has Display
Select this checkbox if your controller has an onboard display.

Has Industrial Ethernet
Select this checkbox if your controller has Industrial Ethernet.

Is Expandable
Select this checkbox if your controller is an XS26-2. Clear this checkbox if your controller is an SC26-2.

SC10-2

Disable Automatic Terminal Optimization Feature (SC10-2 only)

Enable or disable Automatic Terminal Optimization, which allows for the expansion of the number of inputs using
an external terminal block (ETB).

=

Note: The project information listed above is not available from @ Project Settings,
however it is editable from the Edit function of the Module Properties.

9.4 @ Project Settings

Figure 69. Project Settings

I Project Settings I
@ Configuration Mame  Mew Config

Praoject Mew Project
Author

Motes

Project Date | 6/2/2014

ok | [ concel |

Each configuration has an option to include additional project information for easier differentiation between multiple
configurations. To enter this information click Project Settings.

Configuration Name
Name of the configuration; displayed on the Safety Controller (models with display); different from file name.
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Project name; useful for distinguishing between various application areas.

Author

Person designing the configuration.

Notes

Supplemental information for this configuration or project.

Project Date

Date pertaining to the project.

9.5 Equipment Tab

4

Figure 70. Example XS/SC26-2 Equijpment Tab

E Mew Config (unconfirmed) - Banner Expandable Safety Controller
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Check List (1) Q

& Add expansion
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function blocks.

Properties 0

r

Configuration Summary

Functional View Wiring Diagram

=] |
o

Ladder Logic
Equipment W|
 —

XS/SC26-2: The Equipment tab is used to select the base model, add the expansion modules (input and output), and add

input devices and status outputs. Add the expansion modules by clicking 7 to the right of the Base Controller module.
SC10-2: The Equipment tab is used to add input devices and status outputs.

Customize the Base Controller module or SC10-2 by either double-clicking the module or selecting it and clicking Edit
under the Properties table on the left and selecting the appropriate Safety Controller features (display, Ethernet,
expandability, Automatic Terminal Optimization). The properties of Safety and Non-Safety inputs, Status Outputs, Logic
Blocks, and Function Blocks are also configured by either double-clicking the block or selecting it and clicking Edit under
the Properties table. Clicking the block the second time de-selects it.
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Figure 71. XS/SC26-2 Module Properties Figure 72. SC10-2 Module Properties
Module Properties Module Properties
Has Display [] Disable Automatic Terminal Optimization
Has Industrial Ethernat Feature
Info Is Expandable
OK ] [ Cancel ] OK ] [ Cancel

9.6 Functional View Tab

Figure 73. Functional View Tab

P

E Mew Config (unconfirmed) - Banner Expandable Safety Controller =HE
1 al -
DECEA D@ ER G R BHACDaaAE
.,
Module Summary Equipment || Functional View | Wiring Diagram Ladder Logic Configuration Summary

NB31
[ =<
Check List (1)
& Add expansicn
medules, inputs,
and function
blocks.
NE:B32
..... PR - -
Properties

The Functional View tab is used to create the control logic. The left column of the Functional View tab is used for Safety and
Non-Safety Inputs; the middle area is used for Logic and Function Blocks and the right column is reserved for Safety
Outputs. Safety and Non-Safety Inputs can be moved between the left and middle areas. Function and Logic Blocks can
only be moved within the middle area. Outputs are placed statically by the program and cannot be moved. Reference
blocks of any type can be placed anywhere within the left and middle areas.

ﬁ Important: The Banner Safety Controller Software is designed to assist in creating a valid configuration,
however, the user is responsible for verifying the integrity, safety, and functionality of the configuration by
following the Commissioning Checkout Procedure on p. 251.

On the Functional View tab you can:
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e Customize the look of the diagram by repositioning inputs, Function Blocks, and Logic blocks

. B Undo and Q Redo up to 10 most recent actions

e Add additional pages for larger configurations using the page navigation toolbar (see Figure 74 on p. 97)
Zoom in and out of the diagram view, or automatically adjust it to the best ratio for the current window size (see
Figure 74 on p. 97)

Figure 74. Page Navigation and Diagram Size toolbar

yol R Qo meaEET

¢ Navigate between pages by clicking the left and right arrows within the page navigation area in the top right corner
of the Software

¢ Modify properties of all blocks by either double-clicking a block or by selecting a block and clicking Edit under the
Properties table

e Delete any block or connection by selecting the item and then either pressing the Delete key on your keyboard or
clicking Delete under the Properties table

= Note: There is no confirmation of the object deletion. You may undo the deletion by clicking
Undo.

By default all inputs added on the Equipment tab are placed on the Functional View tab to the first available placeholder in
the left column. There are two ways to move signals from one page to another. To do so, perform one of the following
steps:

1. Add a Reference to the block located on a different page —click any of the empty placeholders in the middle area,
select Reference and select the block that is on the next page. Only blocks from other pages can be added as a
Reference.

2. Re-assign page—on the page where you want to keep the configuration, move one of the blocks to any of the
placeholders in the middle area. Go to the page which contains the block that needs to be moved. Select the block
and change the page assignment below the Properties table.

Figure 75. Properties Table

Properties 0
Name | Value

Name Up

Module MO

Circuit Type Single-Channel 1 terr

Terminals IN13

Debounce Closed-Op|b ms
Debounce Open-Clos|50 ms
Output MO

Functional View Pagel ~ -

9.6.1 Logic Blocks

Logic Blocks are used to create Boolean (True or False) functional relationships between inputs, outputs, and other logic
and function blocks. Logic Blocks accept appropriate safety inputs, non-safety inputs, or safety outputs as an input. The
state of the output reflects the Boolean logic result of the combination of the states of its inputs (1 = On, 0 = Off, x = do not
care).

A CAUTION: Inverted Logic

It is not recommended to use Inverted Logic configurations in safety applications where a hazardous
situation can occur.

Signal states can be inverted by the use of NOT, NAND, and NOR logic blocks, or by selecting "Invert Output" or "Invert
Input Source" check boxes (where available). On a Logic Block input, inverted logic treats a Stop state (0 or Offyas a "1"
(True or On) and causes an output to turn On, assuming all inputs are satisfied. Similarly, the inverted logic causes the
inverse function of an output when the block becomes "True" (output turns from On to Off). Because of certain failure
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modes that would result in loss of signal, such as broken wiring, short to GND/0 V, loss of safeguarding device supply
power, etc., inverted logic is not typically used in safety applications. A hazardous situation can occur by the loss of a stop
signal on a safety input, resulting in a safety output turning On.

AND
Input 1 Input 2 Output
Dws o 3 3 P
0 X 0
X 0 0

The output value is based on the logical AND of 2 to 5
inputs. 1 1 1

Output is On when all inputs are On.

21 Input 1 Input 2 Output
D US) . (EV) P it P
0 0 0
The output value is based on the logical OR of 2 to 5 1 X 1
inputs. X 1 1

Output is On when at least one input is On.

There are two types of OR logic blocks: Regular and Reset.

Reset Type OR  Use so that more than one reset can perform the same reset function (like a hard-wired manual reset
Block and a virtual manual reset) a Reset OR block function has been created. This special type of OR block
only accepts reset inputs and can only be connected like a manual reset input in the logic.

Regular Type OR Use to perform OR logic on any function that can be connected to an OR block (besides resets) the
Block Regular Logic Type should be selected. Regular is the default setting for the OR logic block.

To select the desired Logic Type (regular or reset), use the Logic Type menu in the Or Properties.
Figure 76. Or Properties

I Or Properties |

D Name |O1
Logic Type IF{eguIar {for non-reset inputs) -‘|

Info

Regular (far non-reset inpuits)
Reset (for reset inputs)

LI Invert Qutput
Inverted Input Sources

L]
L]
oK I [ Cancel
D Input 1 Input 2 Output
(Us) (EV) 0 x ’

The output value is based on inverting the logical AND of 2 X 0 1
to 5 inputs.
Output is Off when all inputs are On. ! ! 0
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>1p Input 1 Input 2 Output

D Us) . (EV) P P P
0 0 1

The output value is based on inverting the logical OR of 2 1 X 0

to 5 inputs. X 1 0

Output is On when all inputs are Off.

Input 1 Input 2 Output
)D (US) E] (EV) o s i
0 0 0
0 1 1
The output value is an exclusive OR of 2 to 5 inputs. 1 0 1
Output is On when only one (exclusive) input is On. 1 1 0
| >o Input Output
(US) @ (EV) P P
0 1
1 0
Output is the opposite of the input.
RS Hip-Flop
Input 1 (Set) Input 2 (Reset) Output
0 0 Value remains the same
0 1 0 (Reset)
This block is Reset Dominant (Reset has priority if both 1 0 1 (Set)
inputs are On). 1 1 0 (Reset has priority)
SR FHip-Flop
Input 1 (Set) Input 2 (Reset) Output
0 0 Value remains the same
0 1 0 (Reset)
This block is Set Dominant (Set has priority if both inputs 1 0 1 (Set)
are On). 1 1 1 (Set has priority)
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9.6.2 Function Blocks

Function Blocks provide built-in functionality for most common applications in one block. While it is possible to design a
configuration without any function blocks, using the Function Blocks offers substantial efficiency, ease of use, and
improved functionality.

Most Function Blocks expect the corresponding safety input device to be connected to it. The Check List on the left creates
a notification if any required connections are missing. Depending on the application, some Function Blocks may be
connected to other Function Blocks and/or Logic Blocks.

Dual-channel safety input devices have two separate signal lines. Dual-channel signals for some devices are both positive
(+24 V dc) when the device is in the Run state. Other devices may have a complementary circuit structure where one
channel is at 24 V dc and the other is at 0 V dc when the device is in the Run state. This manual uses the Run state/Stop
state convention instead of referring to a safety input device as being On (24 V dc) or Off (0 V dc).

9.7 Wiring Diagram Tab

Figure 77. Wiring Diagram Tab—XS26-2
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The Wiring Diagram tab shows the terminal assignments and the electrical circuits for the safety and non-safety inputs,
Safety Outputs, and status outputs, and any terminals that are still available for the selected module. Use the wiring
diagram as a guide to physically connect the devices. Navigate between modules using the Page Navigation toolbar at the
top right corner of the Software.
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Figure 78. Wiring Diagram Tab—SC10-2 with External Terminal Blocks
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9.8 Ladder Logic Tab

Figure 79. Ladder Logic Tab
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The Ladder Logic tab displays a simplified relay logic rendering of the configuration.
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Figure 80. ISD Tab
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sent to the |E| | #
Controller g
(i) This configuration E{ M0:Chain 1
requires a Base -
Module with FID 2 or
higher.
Properties 0

The ISD tab shows the order and device names of the connected ISD devices in each ISD chain.

In Live Mode, the ISD tab displays real-time information (updated approximately once per second) about the connected
devices. In the following example, a gate switch is open, as shown by the red indicator, or Off status, and the blank

indicator under Actuator.
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Figure 81. ISD Tab in Live Mode with a Switch Open
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In Live Mode, click on a device to view diagnostic data about that device. The data includes output, input, and whether the
actuator is detected.

Figure 82. ISD Tab in Live Mode with Diagnostic Data
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=l
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9.10 Industrial Ethernet Tab

Figure 83. XS/SC26-ZiIndustrial Ethernet Tab
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MOTE: Refer to the Instruction Manual for column and row heading descriptions
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Figure 84. SC10-2Industrial Ethemnet Tab
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NOTE: Refer to the Instruction Manual for colurmnn and row heading descriptions

The Industrial Ethernet tab of the Software allows configuration of the Virtual Status Outputs, which offer the same
functionality as Status Outputs (added on the Equipment tab) over the network (see Status Output Signal Conventions on p.
69 and Status Output Functionality on p. 70 for detailed information). Up to 64 Virtual Status Outputs can be added for any
configuration using Modbus/TCP, EtherNet/IP Input Assemblies, EtherNet/IP Explicit Messages, and PCCC protocols on
FID 1 Base Controllers and up to 256 Virtual Status Outputs can be added on FID 2 or later Base Controllers and SC10-2
Safety Controllers. FID 2 or later Base Controllers and SC10-2 Safety Controllers can also use PROFINET.

To access the Industrial Ethernet tab:

1. Click Network Settings.

2. Select Enable Network Interface.

3. Adjust any settings, if necessary. See Network Settings: Modbus/TCP, Ethernet/IP, PCCC on p. 107 or Network
Settings: PROFINET (XS/SC26-2 FID 2 or later and SC10-2) on p. 108.

4. Click OK.

Use the Auto Configure function, located on the Industrial Ethernet tab of the Software, to automatically configure the
Virtual Status Outputs to a set of commonly used functions, based on the current configuration. Click '{F in the Function
column next to any of the VOXx cells to add a Virtual Status Output manually. Functions of all Virtual Status Outputs can be

modified by clicking on the button that contains the name of the function of the Virtual Status Output or by clicking Edit
under the Properties table when VOx is selected.
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E Network Settings: Modbus/TCP, Ethermet/IP, PCCC

Figure 85. Network Settings

» | Basic

Network Settings (Modbus/TCP)

[¥] Enable Network Interface

IP Address: 192 . 168 0
Subnet mask: 255 £295 §255
Gateway address: o o0 R0

+ 128

-0

-0

Link speed and duplex mode: Auto Negotiate

Actuation Code (Decimal 1-65533)

Network Timeout Enabled

Modbus

[ Swap character bytes

EtherMNet/IP and PCCC

32-bit Numerical Format
) Send MSW then LSW

@ Send LSW then MSW

String Length Type
~) 16 bits
@ 32 bits

32-bit Numerical Format
Send MSW then LSW

@) Send LSW then MSW

[ Reset advanced setting sl

[C] Swap character bytes
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Click B Network Settings on the Software to open the Network Settings window. In the case of a Modbus/TCP connection,
the default TCP port used is 502, by specification. This value is not shown in the Network Settings window.

Table 7: Default Network Settings

Link Speed and Duplex Mode

Setting Name Factory Default Value
IP Address 192.168.0.128
Subnet Mask 255.255.255.0
Gateway Address 0.0.0.0

Auto Negotiate

An Actuation Code is required for configurations containing a virtual manual reset or cancel delay input.
The Advanced option allows further configuration of Modbus/TCP and EtherNet/IP settings, such as Swap character bytes,

MSW and LSW sending precedence, and String Length Type (EtherNet/IP and PCCC).

Click Send to write the network settings to the Safety Controller. Network settings are sent separately from the

configuration settings.

Click Network Timeout Enabled to have any configured Virtual On/Off or Virtual Mute Enable become inactive in the event of
a network timeout condition. The network timeout time is fixed at 5 seconds.

=

settings.
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E Network Settings: PROFINET (XS/SC26-2 FID 2 or later and SC10-2)

After selecting the PROFINET protocol on the Industrial Ethernet tab, click E: Network Settings on the Software to open the
Network Settings window.
Figure 86. Network Settings —PROFINET

’ Network Settings (Profinet)

E' [#/] Enable Network Interface

Actuation Code (Decimal 1-65535) 00000

Network Timeout Enabled

[ Receive | [ send ][ ok ][ cancel

Click Send to write the network settings to the Safety Controller. Network settings are sent separately from the
configuration settings.

Click Network Timeout Enabled to have all configured Virtual On/Off or Virtual Mute Enable become inactive in the event of
a network timeout condition. The network timeout time is fixed at 5 seconds.

= Note: Use Password Manager to enable or disable the ability for User2 and User3 to change the network
settings.

9.10.2 PLC Tags/Labels File Creation

Use the Banner Safety Controller Software to generate a .csv or .xml file that contains the names of all the virtual status
outputs and inputs.

To use the names created in the Banner Safety Controller software as the PLC Tags/Labels, import the .csv or .xml file into
the PLC software for PLCs using Ethernet/IP Assemblies or PROFINET.

First, create all of the status outputs and inputs that are desired in the Banner Safety Controller Software. Assign an
actuation code under Network Settings, if needed. Then, make sure that the desired protocol is selected (either Ethernet/IP

Assemblies or PROFINET).

Create a CSV File For Ethemet/IP Assemblies

Two items must be known:
¢ The name assigned to the Safety Controller in the PLC. This is needed to generate the file to import into the
Ethernet/IP Assembly's PLC software
e Which input and output assembly instances are going to be requested

1. On the Industrial Ethernet tab, make sure Ethernet/IP Assemblies is selected from the list at the left.

2. Click Export.
The Export to CSV window opens.

Figure 87. Export to CSV
I Export to CSV I

Controller Mame

Select Instance VRCD Plus ISD v

l Export |[ Cancel |

3. In the Controller Name field, enter the name assigned to the Safety Controller in the PLC software.
4. Select the desired instance in the Select Instance list.
Which instance to select is based on what instances are being requested:
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Instance Name Output Assembly Input Assembly
Status/Fault 112 100
Fault Index Words 112 101
Reset/Cancel Delay 112 103
VI Status/Faults 113 100
VI Fault Index Words 113 101
VI Reset/Cancel Delay 113 103
VRCD Plus ISD 114 104

If any virtual inputs (VI) are being used, the PLC's output assembly must be set to 113 or 114. This is so that the
PLC can send the virtual input words to the Safety Controller. If information on the ISD inputs is desired with SC10
FID 2 or later controllers, an output assembly of 114 must be used to send virtual inputs (if used) and the extra
words to request the ISD information (VRCD—virtual reset/cancel delay).

Click Export.

Save the .csv file in the desired location.

The .csv file is ready to be directly imported into the Ethernet/IP Assembly PLC software or the file can be opened with any
software that can read a .csv file (for example, Microsoft Excel).

Create a XML File For PROFINET

Three items must be known:

o0 r®

The name assigned to the Safety Controller in the PLC. This is needed to generate the file to import into the
PROFINET PLC software

PLC Slot 1 address location

PLC Slot 13 address location

PLC Slot 20 address location

PLC Slot 21 address location

Note: Slot 20 and 21 are for ISD information and are only available after ISD inputs have been configured
(SC10-2 FID 2 or later).

. On the Industrial Ethernet tab, make sure Profinet is selected from the list at the left.

Click Export.
The Export to Excel window opens.

Figure 88. Export to Excel

I Export to Excel I

Controller Name

PLC Slot 1 Address Location |0
PLC Slot 13 Address Location %0 |0
PLC Slot 20 Address Location %l |0

PLC Slot 21 Address Location Q[0

l Export |[ Cancel |

In the Controller Name field, enter the name assigned to the Safety Controller in the PLC software.
In the PLC Slot 1 Address Location field, enter the beginning address location of slot 1 (status outputs).
In the PLC Slot 13 Address Location field, enter the beginning address location of slot 13 (virtual inputs).

In the PLC Slot 20 Address Location field, enter the beginning address location of slot 20 (ISD Status Information
Module).
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7. Inthe PLC Slot 21 Address Location field, enter the beginning address location of slot 21 (ISD Individual Device
Information Module).

8. Click Export.

9. Save the .xml file to the desired location.

The .csv file is ready to be directly imported into the PROFINET PLC software or the file can be opened with any software
that can read a .csv file (for example, Microsoft Excel).

9.10.3 EtherNet/IP Assembly Objects

= Note: The EDS file is available for download at www.bannerengineering.com. For additional information,
see Industrial Ethernet Overview on p. 154.

Input (T>0) Assembly Objects

Instance ID Data Length (16-bit words) Description

100 (0x64) 8 Used to access the basic information about the Virtual Status Outputs 1-64.
Used to access the advanced information (including the basic information)

101 (0x65) 104 about the Virtual Status Outputs.

102 (0x66) 150 Used to access the fault log information and provides no Virtual Status

Output information.

Used to access the basic information about Virtual Status Outputs 1-256
103 (0x67) 35 and feedback information about Virtual Reset and Virtual Cancel Delay
inputs. Available on FID 2 or later Base Controllers and SC10-2.

Used to access the basic information about Virtual Status Outputs 1-256,
104 (0x68) 112 feedback information about Virtual Reset and Virtual Cancel Delay inputs,
and to support communications with ISD-enabled devices.

Output (O>T) Assembly Object

Instance ID Data Length (16-bit words) Description
112 (0x70) 2 Reserved
113 (0x71) 11 Used to control Virtual Inputs (On/Off, Mute Enable, Reset, Cancel Delay).

Available on FID 2 or later Base Controllers and SC10-2.

114 (0x72) 14 Used to control Virtual Inputs (On/Off, Mute Enable, Reset, Cancel Delay)
and to support communications with ISD-enabled devices.

Configuration Assembly Object

The Configuration Assembly Object is not implemented. However, some EtherNet/IP clients require one. If this is
the case, use Instance ID 128 (0x80) with a data length of 0.

Set the Data Type of the communication format to INT.
Set the RPI (requested packet interval) to a minimum of 150.
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9.11 Configuration Summary Tab

Figure 89. Configuration Summary Tab

-
H QSG (uncenfirmed, Samples\Documentation'Sample Application - Quick Start Guide) - Banner Expandable Safety Controller

o =
CEOESE QI ER AEHE®® s 0
Module Summary 0 Equipment Functional Yiew Wiring Diagram Ladder Logic i' Configuration Summary ]
= Latch Reset: MO:MR1
l Output: Al l | I
Safety Outputs
Check List (0) Q|
Type: Solid-State Output
.‘ The configuration Mame: 501
is valid and can be Module: MO
sent to the Circuit Type: Solid-State-Output 1AB
Controlier Terminals: 501a, S01b
Output Delay Type: Nene
Power-Up Mode: Normal
Input: Al
AVMO Monitoring Time 50 ms
Limit:
Response Times (Scan Time = 1 ms)
s o | Response Time Differences
If this configuration was created in a previous version of the Banner PC software (version 2.3 or earlier),
response time values may be different. A change in response time may adversely affect the safety protections
provided and could result in death or serious injury. If applicable, venfy safety distances before continuing.
M0:501 ]
MAMEST  on 12mme

k=3

The Configuration Summary tab displays the detailed information about all configured inputs, Function and Logic Blocks,

Safety Outputs, Status Outputs, and the related Response Times in a text format.
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9.12 é Print Options

Figure 90. Print Options

Print Options

é LI print to PDF
L1 all

[ Equipment

LI Functional View

[ wiring Diagram

[ Ladder Logic

L1 industrial Ethernet

L Configuration Summary/Network Settings
L11SD Summary

[ Print ] [ Cancel

The Software provides several options to print the configuration. Click Print on the toolbar to access the Print Options
window.

The following print choices are available:
e All—Prints all views, including Network Settings (in Ethernet-enabled versions)
Equipment—Prints the Equipment tab
Functional View—Prints the Functional View tab
Wiring Diagram—Prints the Wiring Diagram tab
Ladder Logic—Prints the Ladder Logic tab
Industrial Ethernet—Prints the Industrial Ethernet tab

Configuration Summary/Network Settings — Prints the Configuration Summary and Network Settings (when
available)

¢ ISD Summary—Prints the ISD tab (available on SC10-2 FID 2 or later devices)
Printing Options:
e Print to PDF—Prints the selection to a PDF file stored in a user-defined location
e Print—Opens the default Windows Print dialog and sends the selection to the user-defined printer
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9.13 @l XS/SC26-2 Password Manager

Password Manager is available when a Safety Controller is connected to the PC via USB. The information shown in
Password Manager comes from the Safety Controller.

Figure 91. XS/SC26-2 Password Manager (version 4.2 shown)

I Password Manager I

ﬁ Userl Password: 1901

1 Full read/write access

User? Password: 1902

Allowed to change the configuration
»f| Allowed to change the network sethings
[/ Allowed hange th k setting

User3 Password: 1903

Allowed to change the configuration
Allowed to change the network settings

[ Save | [ Cancel

&

Click I?l Password Manager on the Software toolbar to edit the configuration access rights. The Safety Controller stores up
to three user passwords to manage different levels of access to the configuration settings. The password for User1 provides
full read/write access and the ability to set access levels for User2 and User3 (user names cannot be changed). Basic
information, such as network settings, wiring diagrams, and diagnostic information, is accessible without a password. A
configuration stored on a PC or an SC-XM2/3 drive is not password-protected.

User2 or User3 can write the configuration to the Safety Controller when Allowed to change the configuration is enabled.
They can change the network settings when Allowed to change the network settings is enabled. For Software version 4.1 or
earlier, the Allowed to view the configuration option for User2 and User3 is available and can be enabled when Require
password to view configuration for User1 is checked. Their respective passwords will be required.

Click Save to write the password information to the Safety Controller.
Only User1 can reset the XS/SC26-2 back to the factory defaults.

=

Note: The default passwords for User1, User2, and User3, are 1901, 1902, and 1903, respectively. It is
highly recommended to change the default passwords to new values.
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9.14 @l SC10-2 Password Manager

Password Manager is available when a Safety Controller is connected to the PC via USB. The information shown in
Password Manager comes from the Safety Controller.

Figure 92. SC10-2 Password Manager

SC10 Password Manager

() User1 Password: 1901
n Full read/write access

User2 Password: 1902

Allowed to change the configuration
Allowed to change the network settings

User2 Password: 1903

Allowed to change the configuration
Allowed to change the network setfings

[ Save ] [ Cancel
e il

Click I?l Password Manager on the Software toolbar to edit the configuration access rights. The Safety Controller stores up
to three user passwords to manage different levels of access to the configuration settings. The password for User1 provides
full read/write access and the ability to set access levels for User2 and User3 (user names cannot be changed). The
configuration, network settings, wiring diagrams, and diagnostic information are accessible without a password. A
configuration stored on a PC or an SC-XM2/3 drive is not password-protected.

User2 or User3 can write the configuration to the Safety Controller when Allowed to change the configuration is enabled.
They can change the network settings when Allowed to change the network settings is enabled. Their respective passwords
will be required.

Click Save to apply the password information to the current configuration in the Software and to write the password
information to the Safety Controller.

= Note: The default passwords for User1, User2, and User3, are 1901, 1902, and 1903, respectively. It is
highly recommended to change the default passwords to new values.

Only User1 can reset the SC10-2 back to the factory defaults.

9.15 u Viewing and Importing Controller Data

The Banner Safety Controller Software allows viewing or copying current Safety Controller data, such as model number and
firmware version, configuration and network settings, and the wiring diagram.

B Read from Controller is available when a Safety Controller is connected to the PC via USB.

Viewing System and Network Settings Snapshot

Click & Read from Controller on the Software toolbar. The current Safety Controller settings are displayed:
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e Configuration Name e |P Address

e Configuration CRC e Subnet mask

e Date Confirmed e Gateway address

e Time confirmed e Link speed and duplex mode
e Author e MACID

[ ]

Project Name

Figure 93. Viewing System and Network Settings Snapshot

Read from Controller

e System Settings:
E Configuration Mame: Floor 4
Configuration CRC: D796B200h
Date Confirmed: 2015/05/01
Time Confirmed: 15:34
Author: lohn Doe
Project Name: Packaging

Network Settings

IP Address: 192.168.0.128
Subnet mask: 255.255.255.0
Gateway address: 192.168.01
Link speed and duplex mode: 100 Mbps/Full Duplex
MAC I 00:23:D9:00:3C:7F

View the Wiring Diagram

View the Fault Log

Import Configuration & Network Settings

l
|
View the Configuration Log |
|
|

View Module Information

Close

Viewing and Importing Controller Data

Click B Read from Controller to view:
¢ Wiring Diagram—Removes all other tabs and worksheets from the Software and displays only Wiring Diagram and
Equipment tabs
¢ Fault Log—History of the last 10 faults

o= Note: Fault Log numbering increases up to 4,294,967,295 unless the Safety Controller power
cycle is performed, in which case the numbering is reset to start at 1. Clearing the Fault Log
(either via the Software or the onboard interface) removes the log history but retains the
numbering.

e Configuration Log—History of up to 10 most recent configurations (only the current configuration can be viewed or
imported)
e Module Information

Click Import Configuration & Network Settings to access the current Safety Controller configuration and network settings
(depends on user access rights, see XS/SC26-2 Password Manager on p. 113 or SC10-2 Password Manager on p. 114).
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9.16 Live Mode

Live Mode is available when a Safety Controller is connected to the PC via USB.

Figure 94. Run Time—XS/SC26-2 Live Mode Tab

- B Mew Config {unconfirmed) - Banner Expandable Safety Controller — | (5 e S
| - - I:J 5 {3 : F 0 % o
DoEE QI ER OHE @ R 8
Module Summary | Bpipnent® |y fonctend View 3y Winng Diagrae® I fodoertogic 3 Confguraton Sumpene i Lve Mode 4
g ‘Operating Mode Run Time
Normal 00:02:39:10
Check List {0) Safety Outputs  vs. Contributing Input States
- | MO:ES1 @ MO:MR1
[ ] The c_onflgu;'atmn : M0:501 Stop Inactive
is valid and can “d‘d off MO-CS1 == MD-0S1
E’E sten'?to the m Fiamn: HH Fault
Controller
_cll -E: M0:502
Mot Used
Properties

Current Fault Codes:

Category: Input
Source: MO:051
Fault Code: 2.1

NOTE: See the User Manual: Fault Code Table for detailed fault code explanations and recommended actions.

The Live Mode tab becomes accessible when Live Mode is clicked on the toolbar. Enabling Live Mode disables
configuration modification on all other tabs. The Live Mode tab provides additional device and fault information, including a
fault code (see XS/SC26-2 Fault Code Table on p. 283 and SC10-2 Fault Code Table on p. 287 for the description and

possible remedies). The Run-time data is also updated on the Functional View, Equipment, and Wiring Diagram tabs
providing the visual representation of the device states.
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Figure 95. Run Time—Equipment Tab

1R QW @

Equipment # ' Functional View & l Wiring Diagram ¥ ' Ladder Logic ' Configuration Summary ' Live Mode #

@ The configuration it
is valid and can '
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Figure 96. Run Time—Functional View Tab
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Controlier

www.bannerengineering.com - Tel: + 1 888 373 6767 117



X8/SC26-2 and SC10-2 Safety Controllers

Figure 97. Run Time— Wiring Diagram Tab
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Figure 98. Run Time—SC10-2 ISD Tab
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Simulation Mode
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Figure 99. Simulation Mode

E Q5G (uncenfirmed, Quick Start Guide-Q5G.xsc) - Banner Expandable Safety Controller

E=

Simulator

Module Summary

.

I || M |

Equipment Lt
Ladder Logic

Functional View £}

SRt AR

Operating Mode
Normal

Safety Outputs s

ICHAD@ERALEMB § 0

Wiring Diagram £}
Simulation Mode £F

Run Time

00:00:00:00

Contributing Input States

Simuation Speed |:|-G’D % = |l

Step Interval (Appros.) |1'3‘CI ms = ”

Properties

5
B =
El
B

-E: {Il Mgﬂl
e

Current Fault Codes:

Category:
Source:
Fault Code:

MNOTE: See the User Manual: Fault Code Table for detailed fault code
explanations and recommended actions.

o

The Simulation Mode tab becomes accessible when @ Simulation Mode is clicked on the toolbar. Simulation Mode options

become available on the left side of the screen. The Simulation Mode tab contains view only information; you cannot click
on the output or input items in this view.

Note: For ISD inputs, individual devices are not simulated, only the final output that is connected to the

==
SC10-2 input terminals is simulated (on or off).
L J_m
|
i
:00:00: 000
PAUSED second.

Simulation Speed —Sets the speed of the simulation.

www.bannerengineering.com - Tel: + 1 888 373 6767

[Play/Pause] Starts the simulation time running at the specified simulation speed or
temporarily stops the simulation time.

[Single Step] Advances the simulation time at the specified step interval.
[Reset] Resets the timer to zero and the equipment to the initial stop state.

[Timer] Displays elapsed time in hours, minutes, seconds, and thousandths of a

119



XS/SC26-2 and SC10-2 Safety Controllers

e 1% e 500%
e 10% e 2,000%
e 100% (default speed)

Step Interval —Sets the amount of time that the Single Step button advances when pressed. The amount of time is based
on the size of the configuration.

Press Play to begin the simulation. The timer runs and gears spin to indicate that the simulation is running. The Functional,
Equipment, and Wiring Diagram tabs update, providing visual representation of the simulated device states as well as
allowing testing of the configuration. Click on the items to be tested; their color and state change accordingly. Red indicates
the stop or off state. Green indicates the run or on state. Yellow indicates a fault state. Orange indicates that the input was
turned on before the initial start of the simulation. Due to a start-up off test requirement, the input must be seen as off
before it can be recognized as on.

Figure 100. Simulation Mode—Equijpment Tab

& B
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p ty
R
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Figure 101. Simulation Mode— Wiring Diagram Tab
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Figure 102. Simulation Mode —Functional View Tab
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9.17.1 Timed Action Mode

While in Simulation Mode and on the Functional View tab, certain elements which are in delay action modes are indicated in
purple. The progress bar shows the countdown of the associated timer for that element.

The following figures show the different element states:

Figure 103. Safety output in Delay Off Timing
mode

M0:301

d

T
‘—.’

Note: The M next to the
progress bar indicates
Timer Muting.
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Figure 104. Muting Block in Timed Muting mode
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Figure 105. Bypass Block in Timed Bypass mode
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Figure 106. Delay Block—XS/SC26-2 FID 2 or  Figure 107. One Shot Block—XS/SC26-2 FID 4 or
later Base Controllers only and SC10-2 later Base Controllers only

OneShotl

9.18 Reference Signals

i} Important: The configuration software incorporates Reference Signals that represent the state of Safety
Controller outputs, input devices and both Function and Logic Blocks. A Safety Output reference signal
can be used to control another Safety Output. In this type of configuration, the physical On state of the
controlling Safety Output is not known. If the Safety Output On state is critical for the application safety,
an external feedback mechanism is required. Note that the safe state of this Safety Controller is when the
outputs are turned Off. If it is critical that Safety Output 1 is On before Safety Output 2 turns On, then the
device that is being controlled by the Safety Output 1 needs to be monitored to create an input signal that
can be used to control Safety Output 2. The Safety Output 1 reference signal may not be adequate in this
case.

Figure 108 on p. 123 shows how one Safety Output can control another Safety Output. When Manual Reset MO:MR1 is
pressed, it turns On Safety Output M0:SO2, which, in turn, turns On Safety Output M0:SO1.

Figure 108. Safety Output controlled by another Safety Output

[-Imo:0s1 a1

i vomrL
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10 Function Block Descriptions

The following sections describe the available Function Blocks in detail.

101 QQ Bypass Block

Figure 109. Timing Diagram— Bypass Block

Default Nodes Additional Nodes Notes
When the BP node is inactive, the safety signal simply passes through the Bypass Block. When the BP
IN ) node is active, the output of the block is On regardless of the state of the IN node (if the Output turns Off
BP when both inputs (IN&BP) are On checkbox is clear). The Bypass Block output turns Off when the bypass

timer expires.

GEmocst B ’ —
[ Y E' ] L m D I :;N: @93._ n {:{:
il [EImo:0s2 ._,_. o _ —a

& Mo:BP1 L] ‘

B1

Bypass
Function Block

A1 Output _l—l—l_
M0:BP1 | l | |
M0:SO1 LJ | L

Bypass Time Limit—A bypass function time limit must be established to limit how long the safety input device bypass is
active. The time limit can be adjusted from 1 second (default) to 12 hours and cannot be disabled. Only one time limit can
be set, and this limit will apply to all safety devices that are bypassed. At the end of the time limit, the safety output control
authority is transferred back to the bypassed safety input devices.

Two-Hand Control Bypassing—The Safety Controller issues a Stop signal if a Two-Hand Control input is actuated while the
input is being bypassed. This ensures that the operator does not mistakenly assume that the Two-Hand Control is
functional; unaware that the Two-Hand Control is bypassed and no longer providing the safeguarding function.

10.1.1 Lockout/Tagout

Hazardous energy (lockout/tagout) must be controlled in machine maintenance and servicing situations in which the
unexpected energization, start up, or release of stored energy could cause injury. Refer to OSHA 29CFR 1910.147, ANSI
2244.1,1S0O 14118, 1ISO 12100 or other relevant standards to ensure that bypassing a safeguarding device does not
conflict with the requirements that are contained within the standards.

A WARNING: Limit Use of Bypass Function

The Bypass function is not intended for production purposes; it is to be used only for temporary or
intermittent actions, such as to clear the defined area of a safety light screen if material becomes "stuck".
When Bypass is used, it is the user's responsibility to install and use it according to relevant standards
(such as ANSI NFPA79 or IEC/EN60204-1).

Safe Working Procedures and Training

Safe work procedures provide the means for individuals to control exposure to hazards through the use of written
procedures for specific tasks and the associated hazards. The user must also address the possibility that an individual
could bypass the safeguarding device and then either fail to reinstate the safeguarding or fail to notify other personnel of the
bypassed condition of the safeguarding device; both cases could result in an unsafe condition. One possible method to
prevent this is to develop a safe work procedure and ensure personnel are trained and correctly follow the procedure.
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10.2 Delay Block (XS/SC26-2 FID 2 or Later and SC10-2)

The Delay Block allows a user-configurable ON or OFF delay of a maximum of 5 minutes, in 1 ms increments.

Default Nodes Additional Nodes Notes

Depending on the selection, a signal/state transition on the input node
will be delayed by the output delay time by either holding the output

IN CD OFF (ON Delay) or holding the output ON (OFF Delay) after a signal
transition.
= Note: The actual delay time of a delay function block or a safety output with a delay can be up to 1 scan

time longer than the delay setting. Multiple delay blocks or delay outputs in series will increase the final
delay time by up to 1 scan for each delay function. For example, three 100 ms off delay function blocks in
series and a scan time of 15 ms may result in an actual delay time of up to 345 ms (300 ms + 45 ms).

The Cancel Delay Node is a configurable node if Off Delay is selected.
Figure 110. Delay Block Timing Diagram

IN Node

+=—-; ON Delay

Output Node - On Delay

i=—1 OFF Delay

Output Node - Off Delay _|

A CAUTION: Delay time effect on response time
The off delay time may significantly increase the safety control response time. This will impact the
positioning of safeguards whose installation is determined by the safety (minimum) distance formulas or
are otherwise influenced by the amount of time to reach a non-hazardous state. The installation of
safeguards must account for the increase in response time.

= Note: The response time provided on the Configuration Summary tab is a maximum time that can change
depending on the use of delay blocks and other logic blocks (such as OR functions). It is the user’s
responsibility to determine, verify, and incorporate the appropriate response time.

Figure 111. Delay Block Properties

1 Delay Block Properties

Name D1

QOutput Delay Type [On Delay ‘}

Output Delay Time 0 min @ 0 sec E 100 ms E

Cox ) (o ]

The Delay Block Properties window allows the user to configure the following:

Name
The input designation.

Output Delay Type
This is the Output Delay Type
e None
e Off Delay
e On Delay
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Output Delay Time
Available when the Safety Output Delay is set to either Off Delay or On Delay
Delay time: 1 ms to 5 minutes, in 1 ms increments. The default setting is 100 ms.

Cancel Type
Available when the Safety Output Delay is set to Off Delay.
e Do Not Cancel
e Control Input (The delay block output stays on if the input turns ON again before the end of the delay.)
e Cancel Delay Node
End Logic
Available when the Cancel Type is set to Cancel Delay Node.

e Keep Output On
e Turn Output Off

10.3 @ Enabling Device Block

Figure 112. Timing Diagram— Enabling Device, Simple Configuration

Default Nodes Additional Nodes Notes
ED An Enabling Device Block must be connected directly to an Output Block. This method assures that the
N ES final control of the outputs is given to the operator holding the Enabling Device. Use the ES node for
RST JOG safety signals that should not be bypassed by the ED node. If no other inputs of the function block are

configured, using an Enabling Device function block is not required.

@®ImoEs1 = :53101
W :
=-ES Pl Gmoe1r m— |
M rsT 5
= R MOMRL W flmo0s1  m—

Enabling Device
Function Block

«¢—— Enable Mode ——
ES1 & ED1 have On/Off Control

T jj i

MO:ES1 L
moepr — LT i || L
J 11

MO0:081

MO0:MR1

I_I
MO0:SO1 I | I | I | I
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M0:0S1
MO:MR1
MO0:ON1
M0:SO1
M0:S02

Figure 113. Timing Diagram— Enabling Device

:«——— Enable Mode ——
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[1] I I I I O

ML

LI
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[@moies2
3 MoD1

[EImo.051

T MO:MRL

EMooNL

E1 enabling mode starts when the Enabling Device ED1 is switched to the Run state.

ED1 and ES input devices have On/Off control authority while in Enable mode.

When MR1 is used to perform a reset, the normal Run mode is re-established and 0S1
and ES1 have the On/Off control authority.

To exit the Enable mode, the enabling device must be in the Off state, and an Enabling Device Block reset must be

performed.

—

M0:501

e

Mo:502

The enabling device time limit may be adjusted between 1 second (default) and 30 minutes and cannot be disabled. When
the time limit expires, the associated safety outputs turn Off. To start a new Enable mode cycle, with the time limit reset to
its original value, the enabling device must switch from On to Off, and then back to On.

All On- and Off-delay time limits associated with the safety outputs that are controlled by the enabling device function are

followed during the Enable mode.
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10.4 @I Latch Reset Block

Figure 114. Timing Diagram—Latch Reset Block

Default Nodes

Additional Nodes Notes

IN
LR

The RE (Reset Enable) node can be used to enable or disable the Latch Reset function. If the input
devices connected to the IN node are all in the Run state and RE input signal is high, the LR function
block can be manually reset to have its output turn On. See Figure 114 on p. 128 with Reference Signal
SO2 connected to the RE node.

RE

128

[@mo:esy l-. ] =:’|f @ ! B u-:{j::m

Latch Reset

Function Block ""{M9502I—

Non Monitored
Reset Signal

MO:ES1 L1

MO:MR1 [ I_I
M0:S02 l—_\_
mo:so1 | I_

The Latch Reset function block LR1 will turn its output and the safety output SO1 Off
when the E-Stop button changes to the Stop state.

The latch off condition can be reset when the Reset Enable RE of LR1 detects that the
SO2 reference signal is in the Run state & MR1 is used to perform a reset.
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Figure 115. Timing Diagram—Latch Reset Block, Monitored/Non-Monitored Reset

@Moss: =
M mo:MR2 [ ]

 MoMRL = | E

(R

Manual Reset Input

0501

MO:ES1 | I

—p»
MO0:MR1 Monitored

M0:SO1 | I

Monitored Reset
> 5s time < 2s

Monitored Reset

MO:ES1 l_l
_I

MO0:MR1 Non-Monitored

|--————— Non-Monitored Reset

M0:SO1 | I

Non-Monitored
Reset

The Manual Reset input device can be configured for one of two types of reset signals:

Monitored & Non-Monitored
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Figure 116. Timing Diagram— Latch Reset Block and Referenced Safety Output

HOM0:SO2 I A Reference Signal is used to:
ifvancsy e rtereiery g = Control an output based on the state of another output

= Represent the state of an output, input, safety function or logic block on another page.

@moes: = -
B ¥ N

Reference Signals

4
I
. I
M0:S02 [ |
LR1 & SO1 _| |7

When output SO2 is On, the SO2 reference signal state is On or High. The function
block above shows reference signal SO2 connected to the Reset Enable node RE of
Latch Reset Block LR1.

LR1 can only be reset (turned On) when ES1 is in the Run state and SO2 is On.

See Reference Signals on p. 123 for use of referenced Safety Outputs.
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Figure 117. Latch Reset and Referenced Safety Output and AND block

DAS ik '.E In the figure below, reference signal A3 is on page 1 of the function block diagram
e iimet s e : and the A3 AND block is on page 2. The output node on the A3 AND block can also

be used on page 2 for other safety control logic.
Reference Signals

Reference signal A3 on page 1 AND logic block A3 on page 2

@mo:es1 Mo:501

- [FImMo0s2 = |
— e am —£0.
LR1 = = ;ﬁsb

B mo:mRL :r.“ @EMoGs3 M
lmosoz W

....................... BEMO:GSS —

@mocs:  B—
—a - MO:ON2
a2

Emocs2  m——

DAS ‘

M0:502

Figure 118. Timing Diagram— Latch Reset Block and Muting Block

B mMomR1  m-

- @ & HEMOMSPT B
w1 —‘

Latch Reset
Mute Function

. Eimoos1  m— . HD o501
P s ]l_= : - — :n; 1.—‘—' w {ll'cll
LR1

mo:os1 || LT 1

MO:MR1 N

mo:msp1 [ | [ L
M0:SO1 || -

When a safeguarding device OS1 transitions to a Stop state in a valid muting cycle, the
latch reset function block will latch and require a reset signal to keep SO1 on after
muting ends.

If OS1 switches to the Stop state in a valid muting cycle and no reset signal is seen,
SO1 turns off after muting ends.
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10.5 Muting Block

Figure 119. Muting Block— Function Types

Default Nodes

Additional Nodes

Notes

IN
MP1

ME
BP
MP2

Muting Sensor Pair input blocks must be connected directly to the Muting function block.

132

[ .

B ve
M1

Mute Function Block

There are five Mute Function types listed below. The following timing diagrams show the
function detail and sensor/safeguarding state change order for each mute function type.

[ = ® |
H ‘ One Way - 1 Mute Sensor Pair
a o
<0 &
@ Two Way - 1 Mute Sensor Pair
0 @
[ mm g o

One Way - 2 Mute Sensor Pair

oo 0 an

=3

aa 0O aa

Two Way - 2 Mute Sensor Pair

‘ Two Way - 1 Mute Sensor Pair
lel )
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Figure 120. Muting Block—

In the Mute Block Properties menu in the Advanced
settings, if the Bypass check box is checked, the option
to select a Bypass or a Mute Dependent Override is
possible.

The Mute Dependent Override is used to temporarily
restart an incomplete mute cycle (for example after the
mute time limit expires). In this case, one or more mute
sensors must be activated while the safeguard is in the
Stop state.

The normal Bypass is used to temporarily bypass the
safeguarding device to keep on or turn on the output of
the function block.

XS/SC26-2 and SC10-2 Safety Controllers

Bypass/Override Mode Options

oo There are 2 types of Mute Bypass:
= s il » Mute Dependent Override
= :D ML = Bypass (normal)

Muting Block Properties
& Name M1
a8 ¢ &
a &0 hd hd
na an Bg aa
om0 an Bg 0 oo
5
@
Attributes
ME (Mute Enable)
Muting Time Limit [Jinfinite 0 min 30 sec [ oms ]
BP (Bypass)
Bypass / Override Mode |Bypass -‘|
Bypass Time Limit | Bypass
Mute Dependent Override

Figure 121. Mute-Dependent Override
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Mute Dependent
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Emoos: m———@n |:@ M0:501
— il MAL
Mz Ml.——. ™ {:"E:
HEmomsPl I .
& MO:MEL

L

I

MO:MSP1-1
MO:MSP1-2 [ onoror ]
M0:ME1 | | |On or Off |
: Bypass Time
MO0:BP1 | | { o Limit

MO0:SO1 | |

| L
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Figure 122. Mute Bypass

FimMoos1 W ~ mw M0:S01
—— - .
. 'a‘:, w1 LR {'I-d
Himomse, B

Mute Bypass

EPmoBP1
M0:0S1
MO:MSP1-1 | |
M0:MSP1-2 | On or Off |
Mo0:BP1 I | BypassTime I_I |
. Expired
mo:so1 | T[] | | |

Figure 123. Timing Diagram— One-Way Muting Block, One Muting Sensor Pair

.
e a [:imo0s1 = T L 5] M0:501

v M1 = m:’ M'-. L—mn {:{:
FEL MO:MSPL IJ =

Mute Function

One Way - 1 Sensor Pair 5
#MoMEL  —

Mo:0S1 | | | | |
MO:ME1 | onoroff | |  onorof |
MO:MSP1-1 | |

—i< 35 i-— —i< 35—

MO:MSP1-2 , | |
Mute I

End Delay Timer |<— _l:_/_lax. -
ime

mo:so1 | | [

Mute ends due to — Mute ends due to —m
defined area going clear Mute Delay timeout

Note: MO:0S1 must be blocked before either MSP1-1 or MSP1-2 clears.
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Figure 124. Timing Diagram— One-Way Muting Block, Two Muting Sensor Pairs

Mo ElMoos: m—8n S M0:S01
o FE B
MP2 £ A
o e M1 HE MO:MSPL = .
Mute Function ZMOMEL B 8 MO:MSP2
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MO:ME1 J | On or:Off | | On or Off |
MO:MSP1-1 I |
- < 3g [— '
MO:MSP1-2 | | |
MO0:MSP2-1 | [ |
i< 35ttt —
MO:MSP2-2 I I I
Mute Time Limit |«— Max. —I>I
Time
M0:SO1

=E::; [ |
=

M1

Mute Function

Two Way - 1 Sensor Pair

Figure 125. Timing Diagram— Two-Way Muting Block, One Muting Sensor Pair
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& MOMEL
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www.bannerengineering.com - Tel: + 1 888 373 6767 135



XS/SC26-2 and SC10-2 Safety Controllers

Figure 126. Timing Diagram— Two-Way Muting Block, Two Muting Sensor Pairs
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Figure 127. Emergency Stop and Mute Function

AWARN'NG E-Stop Button control authority when using the Mute function

Improper E-Stop Control

Elmoost m— M0:501
NOT RECOMMENDED S, — @g | U
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E-stop buttons, rope pulls, enabling devices, external device monitoring, and bypass switches are non-mutable devices or
functions.

To mute the primary safeguard appropriately, the design of a muting system must:

1. ldentify the non-hazardous portion of the machine cycle.
2. Involve the selection of the proper muting devices.
3. Include proper mounting and installation of those devices.

A WARNING:

e Use Mute and Bypass operations in a way that minimizes personnel risk.

¢ Failure to follow these rules could cause an unsafe condition that could result in serious injury or
death.

e Guard against unintended stop signal suspension by using one or more diverse-redundant mute
sensor pairs or a dual channel key-secured bypass switch.

e Set reasonable time limits for the mute and bypass functions.

The Safety Controller can monitor and respond to redundant signals that initiate the mute. The mute then suspends the
safeguarding function by ignoring the state of the input device to which the muting function has been assigned. This allows
an object or person to pass through the defined area of a safety light screen without generating a stop command. This
should not be confused with blanking, which disables one or more beams in a safety light screen, resulting in larger
resolution.

The mute function may be triggered by a variety of external devices. This feature provides a variety of options to design the
system to meet the requirements of a specific application.

A pair of muting devices must be triggered simultaneously (within 3 seconds of one another). This reduces the chance of
common mode failures or defeat. Directional muting, in which sensor pair 1 is required to be blocked first, also may reduce
the possibility of defeat.

At least two mute sensors are required for each muting operation. The muting typically occurs 100 ms after the second
mute sensor input has been satisfied. One or two pairs of mute sensors can be mapped to one or more safety input devices
so that their assigned safety outputs can remain On to complete the operation.
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A WARNING: Muting Limitations
Muting is allowed only during the non-hazardous portion of the machine cycle.

A muting application must be designed so that no single component failure can prevent the stop
command or allow subsequent machine cycles until the failure is corrected.

A WARNING: Mute Inputs Must Be Redundant

It is not acceptable to use a single switch, device, or relay with two N.O. contacts for the mute inputs.
This single device, with multiple outputs, may fail so that the System is muted at an inappropriate time.
This could result in a hazardous situation.

10.5.1 Optional Muting Attributes

The Muting Sensor Pair Input and the Muting Block have several optional functions that can be used to minimize an
unauthorized manipulation and the possibility of an unintended mute cycle.

Mute Enable (ME)

The Mute Enable input is a non-safety-rated input. When the input is closed, or active for virtual input, the Safety Controller
allows a mute condition to occur; opening this input while the System is muted will have no effect.
Typical uses for Mute Enable include:

¢ Allowing the machine control logic to create a period of time for muting to begin

¢ Inhibiting muting from occurring

¢ Reducing the chance of unauthorized or unintended bypass or defeat of the safety system
The optional Mute Enable function may be configured to ensure that a mute function is permitted only at the appropriate
time. If a Mute Enable input device has been mapped to a Muting Block, the safety input device can be muted only if the
mute enable switch is in the enable (24 V dc) state, or active state for virtual input, at the time the mute cycle is started. A
mute enable input device can be mapped to one or more Muting Blocks.

Figure 128. Timing logic—One mute sensor pair with mute enable

Mute | | ON or OFF |
Enable | :
Safety

Input J Lo

Mute Sensor

Pair L'_ L
Safety J |_' I_

Simultaneity Timer Reset Function

The Mute Enable input can also be used to reset the simultaneity timer of the mute sensor inputs. If one input is active for
longer than 3 seconds before the second input becomes active, the simultaneity timer prevents a mute cycle from
occurring. This could be due to a normal stoppage of an assembly line that may result in blocking one mute device and the
simultaneity time running out.

If the ME input is cycled (closed-open-closed or active-inactive-active for virtual input) while one mute input is active, the
simultaneity timer is reset, and if the second mute input becomes active within 3 seconds, a normal mute cycle begins. The
function can reset the timer only once per mute cycle (all mute inputs M1-M4 must open before another reset can occur).

Bypass

An optional Bypass/Override Mode may be enabled by checking the BP (Bypass) box in the Muting Block properties
window. There are two available Bypass/Override Modes —Bypass and Mute Dependent Override. The Bypass mode is
used to temporarily bypass the safeguarding device to keep On or turn On the output of the function block. The Mute
Dependent Override mode is used to manually override an incomplete mute cycle (for example after the mute time limit
expires). In this case, one or more mute sensors must be activated while the safeguard is in the Stop state to initiate the
override.
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Mute Lamp Output (ML)

Depending on a risk assessment and relevant standards, some applications require that a lamp (or other means) be used to
indicate when the safety device, such as a light screen, is muted. The Safety Controller provides a signal that the protective
function is suspended through the Mute status output.

ﬁ Important: Mute Status Indication
Indication that the safety device is muted must be provided and be readily observable from the location of
the muted safety device. Operation of the indicator may need to be verified by the operator at suitable
intervals.

Muting Time Limit
The muting time limit allows the user to select a maximum period of time that muting is allowed to occur. This feature
hinders the intentional defeat of the muting devices to initiate an inappropriate mute. It is also useful for detecting a

common mode failure that would affect all mute devices in the application. The time limit can be adjusted from 1 second to
30 minutes, in increments of 100 milliseconds (the default is 30 s). The mute time limit may also be set to Infinite (disabled).

The timer begins when the second muting device meets the simultaneity requirement (within 3 seconds of the first device).
After the timer expires, the mute ends despite what the signals from the mute devices indicate. If the input device being
muted is in an Off state, the corresponding Muting Block output turns off.

A WARNING: Muting Time Limit. Select an infinite time for the Muting Time Limit only if the possibility of an
inappropriate or unintended mute cycle is minimized, as determined, and allowed by the machine’s risk
assessment. The user is responsible to make sure that this does not create a hazardous situation.

Mute Off-Delay Time

A delay time may be established to extend the Mute state up to the selected time (1, 2, 3, 4, or 5 seconds) after the Mute
Sensor Pair is no longer signaling a muted condition. Off-delay is typically used for Safety Light Screen/Grid workcell "Exit
Only" applications with mute sensors located only on one side of the defined area. The Muting Block output will remain On
for up to 5 seconds after the first mute device is cleared, or until the muted Safety Input device (Mute Block In) returns to a
Run state, whichever comes first.

Mute on Power-Up

This function initiates a mute cycle after power is applied to the Safety Controller. If selected, the Mute on Power-Up
function initiates a mute when:

e The Mute Enable input is On (if configured)

e The safety device inputs are active (in Run mode)

e Mute sensors M1-M2 (or M3-M4, if used, but not all four) are closed
If Auto Power-Up is configured, the Safety Controller allows approximately 2 seconds for the input devices to become
active to accommodate systems that may not be immediately active at power-up.
If Manual Power-Up is configured and all other conditions are satisfied, the first valid Power-Up Reset after the muted
safety inputs are active (Run state or closed) will result in a mute cycle. The Mute On Power-up function should be used
only if safety can be assured when the mute cycle is expected, and the use of this function is the result of a risk assessment
and is required by that particular machine operation.

A WARNING: The Mute on Power-Up should be used only in applications where:
e Muting the System (MP1 and MP2 closed) when power is applied is required
e Using it does not, in any situation, expose personnel to hazard

Mute Sensor Pair Debounce Times

The input debounce times, accessible under the Advanced settings in the Mute Sensor Pair properties window, may be
used to extend a mute cycle after a mute sensor signal is removed. By configuring the close-to-open debounce time, the
mute cycle may be extended up to 1.5 seconds (1500 ms) to allow the Safety Input Device to turn On. The start of the mute
cycle can also be delayed by configuring the open-to-close debounce time.

Muting Function Requirements

The beginning and the end of a mute cycle is triggered by signals from a pair of muting devices. The muting device circuit
options are configurable and shown in the Mute Sensor Pair Properties window. A proper mute signal occurs when both
channels of the mute device change to the Mute Active states while the muted safeguard is in the Run state.
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The Safety Controller monitors the mute devices to verify that their outputs turn ON within 3 seconds of each other. If the
inputs do not meet this simultaneity requirement, a mute condition cannot occur.

Several types and combinations of mute devices can be used, including, but not limited to photoelectric sensors, inductive
proximity sensors, limit switches, positive-driven safety switches, and whisker switches.

Corner Mirrors, Optical Safety Systems, and Muting

Mirrors are typically used with safety light screens and single-/multiple-beam safety systems to guard multiple sides of a
hazardous area. If the safety light screen is muted, the safeguarding function is suspended on all sides. It must not be
possible for an individual to enter the guarded area without being detected and a stop command issued to the machine
control. This supplemental safeguarding is normally provided by an additional device(s) that remains active while the
Primary Safeguard is muted. Therefore, mirrors are typically not allowed for muting applications.

Multiple Presence-Sensing Safety Devices

Muting multiple presence-sensing safety devices (PSSDs) or a PSSD with multiple sensing fields is not recommended
unless it is not possible for an individual to enter the guarded area without being detected and a stop command issued to
the machine control. As with the use of corner mirrors (see Corner Mirrors, Optical Safety Systems, and Muting on p. 140),
if multiple sensing fields are muted, the possibility exists that personnel could move through a muted area or access point
to enter the safeguarded area without being detected.

For example, in an entry/exit application where a pallet initiates the mute cycle by entering a cell, if both the entry and the
exit PSSDs are muted, it may be possible for an individual to access the guarded area through the “exit” of the cell. An
appropriate solution would be to mute the entry and the exit with separate safeguarding devices.

A WARNING: Guarding Multiple Areas

Do not safeguard multiple areas with mirrors or multiple sensing fields, if personnel can enter the
hazardous area while the System is muted, and not be detected by supplemental safeguarding that will
issue a stop command to the machine.

10.6 One Shot Block (XS/SC26-2 FID 4 or later)

The One Shot Block allows the user-configurable pulsed on state of a maximum of 5 minutes, in 1 ms increments.

Default Nodes Additional Nodes Notes
N cD A state change of the input signal going from low to high will trigger the output node to go high for the
configured time then turn off.
= Note: The actual length of the One Shot time can be up to 1 scan time longer than the time setting.

The Cancel Delay Node is a configurable node for the One Shot Function Block. The Cancel Delay input will immediately
turn off the output node of the One Shot Function Block after it is recognized (because of human and system delays shorter
one shots will most likely end before any cancel delay can be enacted).

A CAUTION: One Shot delay time effect on response time
The one shot timing may significantly increase the safety control response time. This will impact the
positioning of safeguards whose installation is determined by the safety (minimum) distance formulas or
are otherwise influenced by the amount of time to reach a non-hazardous state. The installation of
safeguards must account for the increase in response time.

= Note: The response time provided on the Configuration Summary tab is a maximum time that can change
depending on the use of delay blocks, one shot blocks, and other logic blocks (such as OR functions).
The user is responsible to determine, verify, and incorporate the appropriate response time.
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Figure 129. One Shot Properties

One Shot Properties
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[ OK ] [ Cancel l

The One Shot Properties window allows the user to configure the following:

Name
Create a name of up to 10 characters for the function block

One Shot Mode

e Normal
e Heartbeat

One Shot Setting Parameter
One shot time: 1 ms to 5 minutes, in 1 ms increments.
The default setting is 100 ms.

Cancel Type

¢ Do Not Cancel
e Cancel Delay Node

One Shot Mode

When Normal mode is selected, the output node turns On when the input node turns On. The output stays on for the time
set for the One Shot setting regardless of any state changes to the input. (See Figure 130 on p. 141 for typical Normal One
Shot timing diagrams.)

Figure 130. Typical Normal One Shot Timing Diagrams

Input Node

One Shot 4_ONTE”alEOT o
Output Node

Input Node

One Shot | g— ONE SHOT _ o

— TIME —

Output Node '

= Note: The Safety Output ON time will be reduced by the turn on delay of the safety output (approximately

60 ms). The shorter the One Shot timing, the more prominent the reduction (greater percentage of the
desired pulse).

When Heartbeat mode is selected, the output node turns ON when the input node turns ON. The output stays on for the
time set for the One Shot setting. The timer set for the one shot will reset if the input node turns Off then back ON. (See
Figure 131 on p. 142 for a typical Heartbeat One Shot timing diagram.)
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Figure 131. Heartbeat One Shot Timing Diagram
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10.7 % Press Control (XS/SC26-2 FID 4 and later)

The Press Control function block is designed for use with simple hydraulic/pneumatic power presses.
The following standards apply:

B11.2-2013, Safety Requirements for Hydraulic and Pneumatic Power Presses

EN ISO 16092-1:2018, Machine Tool Safety Part 1 - General Safety Requirements

EN ISO 16092-3, Machine Tool Safety Part 3 - Safety Requirements for Hydraulic Presses

EN ISO 16092-4, General Safety Requirements Part 4 - Safety Requirements for Pneumatic Presses

The user has the sole responsibility to ensure their application complies with these and any other appropriate standards
(including other press standards).

A WARNING:

e The Press Control function block includes a starting device (initiates hazardous motion).

¢ Failure to follow these instructions could result in series injury or death.

¢ The Qualified individual must ensure that activation (going to the ON condition) of a stopped
safety device (E-Stop, Rope Pull, Optical Sensor, Safety mat, Protective Stop, etc.) by a user
does not initiate hazardous motion when interfaced with a Press Control function block that is
already activated (ON condition).

A WARNING:

* Properly install this device.

* The user has the sole responsibility to ensure that this Banner Engineering device is installed and
interfaced to the guarded machine by Qualified Persons, in accordance with this manual and
applicable safety regulations. Failure to follow these instructions could result in serious injury or
death.

e |[f all mounting, installation, interfacing, and checkout procedures are not followed properly, the
Banner Engineering device cannot provide the protection for which it was designed. The user is
responsible for ensuring that all local, state, and national laws, rules, codes or regulations relating
to the installation and use of this control system in any particular application are satisfied. Ensure
that all legal requirements have been met and that all technical installation and maintenance
instructions contained in this manual are followed.

Default Nodes Additional Nodes Notes
GO When selecting the Mode or PCI (Press Control Input) inputs, each generates its own function block of
TOS inputs connected to the Press Control function block. For additional information, see Mode Function
BOS Mode Block on p. 143 and Press Control Inputs Function Block on p. 144.
PCI
RST C
NM Safety

The Press Control function block includes attributes that can be enabled or disabled.
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Figure 132. Press Control Properties
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The additional nodes that can be added to the Press Control function block generate new function blocks of their own. The
Mode Function Block is added if the Mode attribute is selected. The Press Control Inputs Function Block is added if the PCI
attribute box is selected. The other two attributes, Manual Upstroke Setting and Single Actuator Control cannot both be
selected.

When Manual Upstroke Setting is configured, the GO input must be maintained ON during the entire cycle (both down and
up). The GO input node can only have a Two-Hand Control input or a Foot Pedal Input connected to it.

When the Single Actuator Control is configured, the GO input acts like a start button so only needs to be maintained on
long enough to start the process. The GO input node can only have a Cycle Initiation Input, a Foot Pedal Input or a Two-
Hand Control Input connected to it.

A WARNING:

® Press upstroke hazard considerations.
e |f a hazard exists during the upstroke, not using the Manual Upstroke Setting could result in
series injury or death.

e For Single Actuator Control, the upstroke of the press must not present any hazards because the
mutable safety stop input is muted during the upstroke.

The other feature in the Press Control function block is Closed Loop Control. Enabling Closed Loop Control forces the
controller to verify that the devices connected to the noted outputs have turned off when signaled to turn off, before then
next output can turn on. For additional information, see Closed Loop Control on p. 147.

10.7.1 Mode Function Block

The Mode Function Block is added if the Mode attribute is selected in the Press Control Properties.

The Mode Function Block selection allows the ability to add a function selector switch. The three inputs to the Press
Function Block are Run, Inch Up and Inch Down.

= Note: Per the press Standards, the mode selection switch (or menu) should have these three positions

and an Off position, at a minimum. The off position would not be a safety Off state, but a press in a non-
run state input (does not get connected to the controller, but would also have the three Mode inputs in
the Off state). If all 3 mode inputs are inactive/off, then the Press Mode FB remains Off (red).

Figure 133. Press Control Function Block Inputs

m-
. nch Up & .
. nch Down MO

When the Mode Function Block is selected in the Press Control function block, the Inch Period and Inch On Time are added
to the Press Control function block. These parameters are user-defined values for their system to ensure that the press
does not move too fast when inching (typically used during setup modes).
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=

Note: EN ISO 16092-3:2018 specifies the inch speed cannot be faster than 10 mm/second during inch
mode.

¢ AnInch process is an intermittent motion of the slide to slowly move it up or down, typically for maintenance or die-
setting

e The Inch Period is the complete cycle time, On and Off, of one intermittent movement of the slide
[ ]

The Inch On Time is the On portion of the Inch Period (the turning On of the output period to drive the slide
movement)

¢ |n setting the period and on times, take into considerations delays in the initiation of movement and the stopping of
the movement to ensure proper inch speed if the GO input is held closed for multiple Inch Periods

A WARNING:

e Press speed during Inch Mode.
e Excessive speed of the slide during inch mode could result in serious injury or death.

e Care must be taken in the setting of the Inch Period and Inch On Time to ensure the slide moves
at a safe speed during inch mode.

10.7.2 Press Control Inputs Function Block

The Press Control Inputs Function Block is added if the PCI attribute box is selected in the Press Control Properties.
When the PCI Function Block is selected, other press control attributes can be enabled.

Figure 134. Press Control Inputs Properties
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The default nodes of the PCI block are the PIP (Part in Place) input, SQS (Sequential Stop) input, and the M Safety (Mutable
Safety Stop) input. If SQS is selected, the Ft Pedal (Foot Pedal) and M Sensor (Press Mute Sensor) inputs are available as
options and the Dual Pressure attribute becomes available (this allows the addition of high and low pressure outputs to be
added to the standard up and down outputs).

Use the PIP input in press controls where the press should not run if no part is present. The PIP input must be high for the
press cycle to start. After the press leaves BOS, the PIP input must go low, then back to high, before the next press cycle
can be initiated; this can happen before or after the press reaches TOS.

Use the SQS input in press controls where the press slide is lowered to a finger-safe point. At this point, the Mutable Safety
Stop input can be muted, the operator can release the Two-Hand control input (configured to the GO input of the Press
Control function block) and can grasp the workpiece, if required. Initiating the Ft Pedal input will drive the press slide to the
bottom of the stroke, where it will stop.

= Note: The above is one method of controlling the Press Control process with SQS configured. There are

three allowable processes:

1. TCH1 turns on the GO input to drive the ram to the SQS point. Release TC1 and engage the FP1 to
turn on the Ft Pedal input to drive the ram to the BOS, release FP1 and engage TC1 to raise the
ram.

2. FP1 turns on the GO input to drive the ram to the SQS point. Release FP1. Re-engaging FP1
drives the ram to the BOS point, and then back up to the TOS point. (The Ft Pedal input will
disappear when FP1 is connected to the GO node).

3. TCH1 turns on the GO input to drive the ram to the SQS point, release TC1. Re-engaging TC1
drives the ram to the BOS point, and then back up to the TOS point. (To set the system up for this
method, do NOT select the Ft Pedal node in the Press Control Inputs Function Block.)
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The M Sensor input can be used in conjunction with the SQS input to mute the Mutable Safety Stop input when it reaches a
finger-safe position.

When the SQS input and Dual Pressure are configured in the Press Control Input function block, two new outputs are
added to the Press Control function block. H (high) and L (low) output nodes are added in addition to the standard U (for
Up, disengage, or return stroke) and D (for Down, engage, or out stroke) outputs. The H is to engage the high pressure to

finish the last portion of the stroke. The L is to engage the standard (low) pressure to bring the slide down to the SQS point
and to return the slide to the home position.

Figure 135. Press Control Input Block Figure 136. Press Control Function Block
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10.7.3 Press Control Function Block Examples

This section includes two example configurations.
The following is an example of a simple configuration for a small press.

Figure 137. Sample Configuration for a Small Press
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The Press Control function block requires the correct sequencing of the input signals for proper operation. ES1, OS1, and
TOS must be in the Run state (and have been reset) before the CS1 input can turn on the appropriate output. This
configuration is using Single Actuator Control so once the CS1 input has started the process, either the ES1 input, OS1
input or the end of the cycle (TOS turning back on) has turn OFF authority. See the timing chart below or the simulation
description in XS/SC26-2: Simple Press Control with Mutable Safety Input Sample Configuration on p. 83.

The following timing diagram shows the proper sequencing of the inputs to the Press Control function block resulting in the
proper operation of the outputs when Single Actuator Control is enabled.
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Figure 138. Press Control— Timing Diagram, Single Actuator Control
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The following is a configuration using most of the features of the Press Control function block.

Figure 139. Press Control—Sample Configuration
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The Press Control function block requires the correct sequencing of the input signals for proper operation. This
configuration uses the Manual Upstroke Setting. ES1, OS1, PIP, and TOS must be in the Run state (and have been reset)
before the TC1 input can turn on the appropriate output. During the down stroke, the TC1 input starts the process, and the
ES1 input, OS1 input, TC1 input or reaching the sequential stop input (SQS turns on) has turn OFF authority. When the
press reaches the SQS point (SQS and PCMS turn on), it stops and the OS1 mutes. The TC1 can be released. To finish the
stroke, turn on the FP1 input. During the rest of the down stroke, ES1 input, FP1 input, or the BOS (turning on) has turn OFF
authority. When BOS is reached, the FP1 is released and TC1 is used to return the Press to the TOS position. During the
upstroke, TC1 input, ES1 input, OS1 input, or reaching the TOS position have turn OFF authority. See the timing chart
below or the simulation description in XS/SC26-2: Full Feature Press Control Sample Configuration on p. 86.

The following timing diagram shows the proper sequencing of the inputs to the Press Control function block, resulting in the
proper operation of the outputs when Manual Upstroke Setting is enabled.
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Figure 140. Press Control— Timing Diagram with Manual Upstroke Setting
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10.7.4 Closed Loop Control

The Press Control Function Block includes the ability to enable Closed Loop Control.

Enabling Closed Loop Control forces the controller to verify that the devices connected to the noted outputs have turned off
when signaled to turn off, before enabling the next output to turn on.

To use Closed Loop Control:
1. An AVM node must be added to the desired safety output driven by the Press FB.
2. The AVM Input provides an indication of the state of that Press valve.
3. The Press FB must be configured for closed Loop Control on a per output basis. See the Press Control Properties in
the following figure.
Figure 141. Closed Loop Control
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Single Actuator Control
Closed Loop Control

.
Down
High
Low

[ Delete l [ OK l [ Cancel ]

In this example the Closed Loop Control is set up to ensure the Up output valve has turned off before it will allow any other
functions. It also ensures that the High valve has closed before engaging the Up output.
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10.8 @E Two-Hand Control Block (For XS/SC26-2 FID 3 and older

and SC10-2 FID 1)

Figure 142. Timing Diagram— Two-Hand Control Block

Default Nodes Additional Nodes Notes

TC
(upto4TC
nodes)

Two-Hand Control inputs must connect either directly to a Two-Hand Control Block or indirectly through a
Bypass Block connected to a Two-Hand Control Block. It is not possible to use a Two-Hand Control input
without a Two-Hand Control Block.

Use the IN node to connect input devices that must be on before the THC can turn the outputs on.

. 98,

QEMOTCL I—l_. . I@E M0:S01
N B—  gn ":{:
Edmo:os1 I—I_.

T1

Two-Hand Control

Function Block

W @E [ |

Ti

. B° .

| B
Bl

Two-Hand Control &
Bypass Function Blocks
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mMo:tc1t | |_| |_| L
mo:0s1 | L] | R
M0:SO1 , _|_|

Either the TC1 input or the OS1 input has turn Off authority.
081 needs to be in the Run state before TC1 can turn the output of T1 & SO1 On.

Figure 143. Timing Diagram— Two-Hand Control Block and Bypass Blocks

S@moTc1  W——) a. '@@:‘—‘ : @gl " :?:—sé"
E*Mo:3P1 |—| - L
I [MoOsS1T B— GFMoTC2 B
MO:TC1
mo:-ep1 [ || L]
MO0:TC2 | | | |

mo:0s1 _ | L , | L
M0:SO1 I_

0S1 must transition to the Run state before TC2 transitions to the Run state. BP1 can transition to
the Run state before or after OS1. If 0S1 is in the Run state the sequence of TC2 or BP1 transition
to the Run state does not matter, the last one to transition to the Run state will transition the T1
function block to the Run state.
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Figure 144. Timing Diagram— Two-Hand Control Block and Bypass Blocks with 1 Two-Hand Control Input

i
O] . — M0:501
. T Mo:TC1 .—l—= lzhn ..-—-—.TC @E_.‘ 1 - 'C:'d'
4 - E*Mo:BP1 W | = =
Bl

Two-Hand Control &

Bypass Function Blocks MO:TC1 I I I I
wespt [ LT LIL
M0:SO1 | ] UL __TL

If both TC1 actuators and the BP1 Bypass switch active at the same time, the B1 Bypass function
block output and the Two-Hand Control function block output turn Off.

The outputs for B1 and T1 will only turn On when either the TC1 actuators or the BP1 switch are in
the Run state.

Figure 145. Timing Diagram— Two-Hand Control Block and Bypass Blocks with 2 Two-Hand Control Inputs

T

"”.

L g

oL SE'MoTC2 W |
|
Two-Hand Control & \‘ _

Bypass Function Blocks

o0y et B W, LW

B*Mo0:BP1

MO:TC1 I S .
mo:eP1 [ ] |_|_
MOTC2 | | | | |

M0:SO1

The Bypass function can be used with the TC2 actuators to turn the Safety Output On.

When the TC1 actuators are not bypassed they must be used along with the TC2 actuators to turn
the Safety Output On. If the TC1 actuators and the Bypass switch are both in the Run state, Tl and
SO1 cannot be turned On or will turn Off.
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Figure 146. Two-Hand Control Muting Options

Two Hand Control Block Properties
@E Name T1
Attributes
Info ¥ N {Input)

MP1 (Mute Sensor Pair 1)
¥ ME (Mute Enable)

Two Hand Control Stations

Myted Two _Hand Control Stations Sources

' @ MOTCL 4
: ¥ MOTC2
Muting Time Limité_:?lnfir:b; S -E;;E 30 sec E Oms @
[ Delete ] [ QK l [ Cancel ]

To configure the Two-Hand Control mute option, the TC actuators first need to be connected to the
Two-Hand Control function block in the Function View. Check boxes (blue square above) in the
Properties menu will display the names of all TC actuator input devices. Only those THC station
boxes that are checked will be muted.

Figure 147. Timing Diagram— Two-Hand Control Block with Muting

IEmoost m - D — M0:501
5 GG ) (e Wy S
~ - MMOGSL W Al M¥mMOTCL o | =:'.'
B e B
W T HyMOTC2 =
Two Hand Control
with Muting
EMOMSPL m——
2MoMEL W

Mo:Tc1 | ] .
M0:TC2 | | L

A1 Output |
MO0:MSP1 | |

MO:ME1 |

M0:SO1 [ L U L

Actuators TC1 and TC2 can initiate a two-hand cycle regardless of the state of the mute enable
(ME1) input (on or off). ME1 must be active for the MSP1 mute sensors to keep the SO On after the
TC1 and TC2 actuators are in the Stop state.
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Two-Hand Control Activation on Power-Up Protection. The Safety Controller’s two-hand control logic does not permit the
assigned safety output to turn On when power is initially supplied while the THC actuators are in their Run state. The THC
actuators must change to their Stop state and return to the Run state before the Safety Output can turn On. A Safety
Output associated with a Two-Hand Control device will not have a manual reset option.

10.9 l@@ Two-Hand Control Block (XS/SC26-2 FID 4 and later and
SC10-2 FID 2 and later )

In XS/SC26-2 FID 4 and later and SC10-2 FID 2 and later devices, the TC input can be mapped directly to an output or to a
logic block. The Two-Hand Control function block can be mapped directly to an output or to a logic block.

If the machine has multiple operators and each operator must actuate their two-hand controls, use the Two-Hand Control
function block in which multiple TC inputs can be selected.

If the system has a hold function (TC inputs causing an action that makes it safe, then the operators can remove their hands
while the process finishes), use the Two-Hand Control function block with the Muting function selected.
If the machine has certain safety devices that should be satisfied (and must stay satisfied) for the TC input to make the
machine operate, use the Two-Hand Control function block with the IN node selected.

¢ |If the IN node is off, engaging the Two-Hand input results in no actions.

¢ If the Two-Hand Control function block is on and the TC block goes off, the output turns off.

e When the IN node goes back high, the output stays off until the TC inputs goes off and back high.

& WARNING:

¢ Two-Hand Controls are starting devices (initiate hazardous motion).

e Failure to follow these instructions could result in serious injury or death.

e The Qualified Individual must ensure that activation (going to the ON condition) of a stopping
safety device (E-Stop, Rope Pull, Optical Sensor, Safety Mat, Protective Stop, etc.) by a user
does not initiate hazardous motion when logically connected to a TC Input or Two-Hand Control
function block that is already activated (ON condition).
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11 XS/SC26-2 Onboard Interface

Use the XS/SC26-2 Safety Controller's onboard interface to access the following:
e System Status —displays the current status of Safety Outputs, and, when selected, inputs connected to that output

¢ Fault Diagnostics —displays the current faults, fault log, and an option to clear the fault log (see Finding and Fixing
Faults on p. 283)

e Configuration Mode—enters the Configuration Mode (password required) and provides access to copy or write the
configuration from and to the SC-XM2/3 drive (see XS/SC26-2 Configuration Mode on p. 152)

¢ Configuration Summary—provides the access to terminal assignments, network settings, and configuration CRC

¢ Model #—displays the current model number and versions of each micro

¢ Set Display Contrast—provides the controls to adjust display brightness

Figure 148. Onboard Interface Map

System Menu

System Status Fault Configuration Configuration Model # Set Contrast
Diagnostics Mode Summary Display
View Current View Fault Log Clear Fault Log { Enter Terminal View Network Configuration
Faults Password Assignments Settings CRC
Write to Import From Exit
SC-XM2/3 SC-XM2/3 Configuration
Mode
Configuration Network Configuration/ Config/
Network/
Network
Passwords

11.1 XS/SC26-2 Configuration Mode

Configuration Mode provides options to send the current configuration to an SC-XM2/3 drive and to receive a configuration
from the SC-XM2/3 drive.

= Note: A password is required to access the Configuration Mode menu.

i} Important: Entering the Configuration Mode turns Off Safety Outputs.

To write data to an SC-XM2/3 drive using the onboard interface:

Insert the SC-XM2/3 drive into the Safety Controller.
From the System Menu, select Configuration Mode.
Enter the password.

Hold OK until the Configuration Mode menu appears.
Select Write to XM.

aogkrwd=

= Note: The writing to XM process copies all data (configuration, network settings, and passwords)
to the SC-XM2/3 drive.
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7.

Wait for the write process to complete.
Reset the System.

To import data from an SC-XM2/3 drive using the onboard interface:

1.

aprown

Insert the SC-XM2/3 drive into the Safety Controller.
From the System Menu, select Configuration Mode.
Enter the password.
Hold OK until the Configuration Mode menu appears.
Select Import from XM:
e For configuration only, select Configuration
e For network settings only, select Network Settings
e For configuration and network settings, select Configuration/Network
[ ]

XS/SC26-2 and SC10-2 Safety Controllers

For all data, which includes configuration, network settings, and user passwords, select Config/Network/

Passwords
Wait for the import process to complete.
Reset the System.
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12 Industrial Ethernet Overview

An aid for use in establishing Ethernet communications between the Safety Controller and a PLC or HMI.

The following sections include the instructions for Safety Controllers with the FID 2 designation on the label and date codes
of 1717 or later, and for FID 3 or later Safety Controllers.

For FID 2 Safety Controllers with date codes of 1716 or earlier, see XS26/SC26-2E (FID2 1716-) Industrial Ethernet User’s
Guide. For FID 1 controllers with date codes of 1547 or later, see XS/SC26-2E (FID 1) Industrial Ethernet User’s Guide. For
older versions of FID 1 Safety Controllers, see XS/SC26-2E (OLD) Industrial Ethernet User’s Guide. For information on
where to find these documents, see Which XS/SC26-2 EDS file and documentation should you use? on p. 156.

For PROFINET connections on SC10-2 controllers and FID 2 or later XS/SC26-2 controllers, see PROFINET on p. 229.

12.1 Configuring the Safety Controller

Make sure that Enable Network Interface is selected and the network settings are configured as needed by the chosen
protocol.

1. Connect the Safety Controller to your PC via the SC-USB2 USB cable to enable the port.
Open the Banner Safety Controller Software.
Click B Network Settings.

Select the Enable Network Interface checkbox.
Configure the IP Address and Subnet Mask as needed for your network.

ok 0D

= Note: If a Virtual Reset or Cancel Delay is used, an Actuation Code must be defined and then sent
to the Safety Controller.

6. Click Send.
7. Click on the Advanced arrow to configure the Advanced network settings, if desired.
The following are the default values for the Safety Controller's Ethernet port and Industrial Ethernet options.

Figure 149. Default Values

Network Settings (Modbus/TCP)

[¥] Enable Metwork Interface

1P Address: 192 . 168 .0 . 128
Subnet mask: 255 . 255 . 255 .0
Gateway address: o o R0 RO
Link speed and duplex mode: Auto Negotiate E
Actuation Code (Decimal 1-65535) 00000

Network Timeout Enabled

8. Provide the appropriate password to change the configuration and network settings for the Safety Controller.
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Modbus
(=] Swap character bytes

32-bit Numerical Format
) Send MSW then LSW

@) Send LSW then MSW

[ Reset advanced seth ngs]

EtherNet/IF and PCCC

[T Swap character bytes
String Length Type

16 bits

@) 32 bits
32-bit Numerical Format
) Send MSW then LSW
@ Send LSW then MSW

# | Basic [ Receive l’ Send

|| ok || cancel
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9. Make sure the Safety Controller has a valid and confirmed configuration file.
The Ethernet port is enabled.

12.2 Industrial Ethernet Definitions

The following are table row and column descriptions (listed in alphanumeric order) for the register maps found in the
Industrial Ethernet tab of the Software.

Table 8: Data Types

Data Type Description
UINT Unsigned integer—16 bits
UDINT Unsigned double integer—32 bits
Word Bit string—16 bits
Dword Bit string—32 bits
String Two ASCII characters per Word (see protocol-based String information below)
Octet Reads as each byte translated to decimal separated by a dot
Hex Reads as each nibble translated to hex, paired, and then separated by a space
Byte Bit string—8 bits

Byte:Bit

Indicates the byte offset followed by the specific bit.
Fault Flag

If the particular input or output being tracked causes a lockout, a flag associated with that virtual output will be set
to 1. In Modbus/TCP, this can be read as a discrete input, input register, or holding register.

Fault Index

If the Fault Flag bit is set for a virtual output, the Fault Index will contain a number, which translates to a Fault
Code. For example, a Fault Index 41, can contain a number 201, which translates to the Fault Code 2.1; the
number 412 would translate to the Fault Code 4.12 (see XS/SC26-2 Fault Code Table on p. 283 and SC10-2 Fault
Code Table on p. 287 for more information).

Function
The function that determines the state of that virtual output.
Operating Mode

Operating Mode Description
Value
1 (0x01) Normal Operating Mode (including I/O faults, if present)
2 (0x02) Configuration Mode
4 (0x04) System Lockout
65 (0x41) Waiting For System Reset/Exiting Configuration Mode
129 (0x81) Entering Configuration Mode
Reg:Bit
Indicates the offset from 30000 or 40000 followed by the specific bit in the register.
Reserved

Registers that are reserved for internal use.

Seconds Since boot

The time, in seconds, since power was applied to the Safety Controller. May be used in conjunction with the
Timestamp in the Fault Log and a real time clock reference to establish the time when a fault occurred.
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String (EtherNeV/IP and PCCC Protocol)

The default format EtherNet/IP string format has a 32 bit length preceding the string (suitable for ControlLogix).
When configuring the Network Settings using the Software, you can change this setting to a 16 bit length which
corresponds to the standard CIP “String” under the Advanced menu. However, when reading an Input Assembly
that includes a string with a 16 bit length, the string length will be preceded by an extra 16 bit word (0x0000).

The string itself is packed ASCII (2 characters per word). In some systems, the character order may appear
reversed or out of order. For example, the word “System” may read out as “yStsme”. Use "Swap character bytes"
option under the Advanced menu in the Network Settings window to swap characters so words read correctly.

String (Modbus/TCP Protocol)

The string format is packed ASCII (2 characters per word). In some systems, the character order may appear
reversed or out of order. For example, the word “System” may read out as “yStsme”. Use "Swap character bytes"
option under the Advanced menu in the Network Settings window to swap characters so words read correctly.

While the string length is provided, it is usually not required for Modbus/TCP systems. If string length is used for
Modbus/TCP, the length format corresponds to the settings used for EtherNet/IP.

Timestamp
The time, in seconds, when the fault occurred since power up.
Virtual Status Output

The reference designator associated with a particular Virtual Status Output, for example, VO10 is Virtual Status
Output 10.

VO Status

This identifies the location of a bit indicating the status of a Virtual Status Output. In the case of Modbus/TCP, the
state of the Virtual Status Output can be read as a discrete input, as part of an input register, or holding register.
The register given is the offset from 30000 or 40000 followed by the bit location within the register.

12.3 Retrieving Current Fault Information

Follow the steps below to retrieve information via network communications about a fault that currently exists:

1. Read the Fault Index location to retrieve the fault index value.

2. Find the index value in the XS/SC26-2 Fault Code Table on p. 283 or SC10-2 Fault Code Table on p. 287 to access
a fault description and steps to resolve the fault.

12.4 EtherNet/IP™

In this context, references to EtherNet/IP™ 14 refer specifically to EtherNet/IP transport class 1. Sometimes referred to as
cyclic EtherNet/IP |10 data transfer or implicit messaging, this connection is meant to approximate a real-time data transfer
to and from the PLC and the target device.

Allen-Bradley's CompactLogix and ControlLogix family of PLCs uses this communication protocol. The programming
software used by these PLCs is RSLogix5000 or Studio 5000 Logix Designer.

12.4.1 Which XS/SC26-2 EDS file and documentation should you
use”?

Figure 150. FID Number Figure 151. Serial Number

Safety Controller " Safety Controller
BANNER ) Base Control Module BBANNER N Base Control Module
XS26-2e ] XS26-2¢ ]

] K
Safety: Cat. 4, PL e (EN ISO 13849) PIN: 85063 % Safety: Cat. 4, PL e (EN ISO 13849) PIN: 85063

SIL CL 3 (IEC 62061, IEC 61508) VAC: 00:23D9003C:7F SIL CL 3 (IEC 62061, IEC 61508) MAC: 00:2308.003C7F  FID2

EEEENE  OEC SIN: E01234012340123401 EREE 0 iRE e SIN: E0123401234011918]
Power Supply: 24V dc +/- 20% Power Supply: 24V dc +/- 20%

Basic model: 100 mA (2.4W) + Load Basic model: 100 mA (2.4W) + Load

Ethernet nntizggagdd 40 mA (0.96W) Ethernet ontieggsdd 40 mA (0.96W)

1. Check the model number label and take note of the FID number and date code.

14 EtherNet/IP™ is a trademark of ODVA, Inc.
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The date code is the last 4 digits of the Safety Controller serial number. In the example shown, “19” means 2019
and “18” means 18th week.

2. Use the FID number and date code to find the correct EIP parameters, EDS file, and Industrial Ethernet User's Guide
(if applicable) from the following table.

Model Date EIP O>T — size T>0 — size Files to Use
& FID Code ProdCode
XS26 1546 100 (0x64) - 8 Produc.:t Name [Maj.Min Rev]: Banner XS26 (8193) [2.22]
SC26 or 8193 112 (0x70)-2 101 (0x65) - 104 :E'ZS F"e'l Ei”“erXSU—SCZGéZ5—81;;—816‘2‘230:;??)?}37)"9‘13
lower ndustrial Ethernet User's Guide: -
1 102 (0x66) - 150 Industrial Ethernet User's Guide
Product Name [Maj.Min Rev]: Banner XS26 1547 (300)
XS26 | 4547 100 (0x64) - 8 EbC)s()li]'l
15 . _ ile:
5C26 1t 5 [ 112(0x70)-2 101 (0x65) - 104 | g erxs SC26_2E_300_1547_1_6_08102017.eds 8
1 102 (0x66) - 150 11, 4 strial Ethemet User's Guide: XS/SC26-2E (FID 1)
Industrial Ethernet User's Guide
Product Name [Maj.Min Rev]: Banner XS26 FID2 (301)
100 (0x64) - 8 [2.050]
XS26 1706
SC26 to 301 112 0x70) - 11 | 101 (0x65)-104 T EDS File:
10716 (0x70) - 102 (0x66) - 150 | BannerXS_SC26_2E_301_FID2_1_2_08102017.eds
2 103 (0x67) - 35 Industrial Ethernet User's Guide: XS/SC26-2E (FID 2
1716-) Industrial Ethernet User's Guide
100 (0x64) - 8 Product Name [Maj.Min Rev]: Banner XS26 FID 1/2 (300)
X926 14717 12(0x70)-2 101 (0x65)- 104 | oo
X - X -
SC26 |or 30018 EDS File: BannerXS_SC26_2E_300_1_8_11102017.eds 15
later 113 (0x70) - 11 | 102 (0x66) - 150 ) .
2&3 Industrial Ethernet User's Guide: XS/SC26-2E (FID 2
103 (0x67) - 35 1717+) Industrial Ethernet User's Guide
XS26 100 (0x64) - 8 Product Name [Maj.Min Rev]: Banner XS26 SC26 SC10
sc26 | . 112 (0x70)-2 101 (0x65) - 104 Sgg)fl'ogol
2,3& 15 _ _ ile:
4 o | 113 (0x70)- 11 /102 (0x66) - 150 | o0 her YS06 SC26 SC10_300 2 1 03032020.6ds 8
SC10 114 (0x72) - 14 1103 (0x67) - 35 y5/5006-2 and SC10-2 Instruction Manual: rev R and
any 104 (0x68) - 112 | |ater
=

Note: As of 1 October 2019, the current Industrial Ethernet information is part of the XS/SC26-2 and
SC10-2 Instruction Manual. The Industrial Ethernet User's Guide for the older systems is embedded in
the EDS folder available at www.bannerengineering.com/safetycontroller.

12.4.2 Banner Safety Controller EDS File Installation in ControlLogix
Software
Use the EDS Hardware Installation Tool to register the Electronic Data Sheet (EDS) file.

1.

On the Tools menu, click EDS Hardware Installation Tool.
The Rockwell Automation's EDS Wizard dialog displays.

15 Banner_XS26_SC26_SC10_300_2_1_03032020.eds is backwards compatible with all ProdCode 300 controllers (XS26, SC26, SC10)
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Figure 152. Tools—EDS Hardware Installation Tool

8 Logix Designer  Test n Vision,Test ACD [T56- 71 24117 T
File Edit View Search Logic C ation! lTonis Window Help

BEE & 420 oo wm | O Bw & @a |
Security (3 = T
Offline D'I = RUN L gl 9 Documentation Languages... M _
No Forces .| F oK
No Edits Qj = 5‘0@ i Import » L]
Redundancy B | Export L
= R [£8_EDS Hardware Installation Tool |
12 Controller Tags i
2 ... Controller Fault Handler Motion > v Show: Al Tags
2 !
{8 88 Power-Up Handler Custom Tools... zz| e | Value
-5 Tasks 2
- 2@ MainTask ControlFLASH
| =-5%MainProgram m
I Parameters and Local Tags
i MainRoutine
i laechadilad Deanrsnae

2. Click Next.
3. Select the Register an EDS file(s) option.

Figure 153. Rockwell Automation's EDS Wizard— Options

Rockwell Automation’s EDS Wizard e

Options
What task do you want to complete?

¢ Register an EDS file(s).
This option will add a device(s) to our database.

€ Unregister a device.
This option will remove a device that has been registered by an EDS file from
our database.

'E%;'a_, " Create an EDS file.
/_a.' This option creates a new EDS file that allows our software to recognize your
device.

@ :f‘:

15 filels] stored in the device

< Back Next > Cancel

4. Browse to locate the EDS file and click Next.
See Which XS/SC26-2 EDS file and documentation should you use? on p. 156 for more information.
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Figure 154. Select File to Register

Rockwell Automation's EDS Wizard

Registration

Electronic Data Sheet file(s) will be added to your system for use in Rockwell Automation applications.

(% Register a single fils

(™ Register a directory of EDS files I Log

Named:
E:\SC10 with 1SD EDS File\Banner_X526_SC26_SC10_300_Z 1_0303; Browse... |

* fthers is an icon file {ico) with the same name as the file{s] you are registering
then this image will be associated with the device

To perfom an installation test on the file(s), click Next

< Back Next = Cancel

5. Click Next to register the tested file.
Figure 155. Register the Tested File

Rockwell Automation's EDS Wizard

EDS File Installation Test Results
This test evaluates each ED'S file for emors in the EDS file. This test does not guarantee EDS file validity.

521 Installation Test Resits
: &:\sc 10 with isd eds file\banner_xs26_sc26_sc10_300_2_1_0

5
0
1)
&
0
=
't
=
=
=
&
e
=)
&
£
I
&
i
0
&

View file

< Back Mext = Cancel

6. Click Next when you see the icon associated with the EDS file.
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Figure 156. Rockwell Automation's EDS Wizard

f Rockwell Automation's EDS Wizard

Change Graphic Image
*fou can change the graphic image that is associated with a device.

Product Types

MI = @ Vendor Specific Type
Banner Safety Controller

« Back Mext » Cancel

7. Click Next to register the EDS file.
Figure 157. Register the EDS File

Rockwell Automation's EDS Wizard

Final Task
This is @ review of the task you wart to complete

You would like to register the following device.
Banner Safety Controller

< Back Next > Cancel

8. Click Finish to close the EDS Wizard .

9. Right-click on the PLC's Ethernet adapter and select New Module...
Figure 158. New Module

', Logical Model
=-E31/0 Configuration
-E3 1756 Backplane, 1756-A4
-0 107 1756-L71 Test
- B [111756-ENBT/A Ethernet
[
- 1211756- ﬁ MNew Module...
...... f] 1311756- Import Module...
Discover Modules...
2 Paste Ctrl+V
Print >
]
fi= Controller Organizerh‘ﬁ.,_ Legical Organizer| @ Erors @
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10. Locate the device in the catalog and click Create.

Figure 159. Select Module Type

X8/SC26-2 and SC10-2 Safety Controllers

[ seectMocde Type

Catalog | Module Discovery I Favorites
Enfer Search Texd for Module Tipe... Clear Filters Hide Filters 2
Module Type Category Fiters Module Type Vendor Fiters -
f
¥ Analog Advanced Energy Industries, Inc —
[¥] CIP Motion Converter BALLUFF
[¥] Communication Banner Engineering Corporation
[¥] Communications [¥] Cognex Comoration
Communications Adapter - Comtrol Corporation -
Catalog Number Description Vendor Category =
Stratix 8300 10 Port Layer 3 Managed Switch Rockwell Autom Communication
Stratix 8300 14 Port Layer 3 Managed Switch Rockwell Autom Communication
Stratix 8300 18 Port Layer 3 Managed Switch Roclowell Autom Communication
Stratix 8300 22 Port Layer 3 Managed Switch Rockwell Autom Communication
Stratix 8300 26 Port Layer 3 Managed Switch Roclowell Autom Communication
SWGT0 EtherNet./IP WirelessHART Fieldgate Endress+Hauser  Communication
Thyro-P Thyro-P Ethemet/IP Interface Card Advanced Ener, Communication
Thyro-PX Thyro-PX, EtherNet/IP Interface Card Advanced Ener. Communication
VE Banner VE Series Banner Engineer... Generic Devicelkeyable)
V5 20es0000¢ V520 Series Cognex Corporat...  Vision System
V5 7xocooc V570 Series Cognex Corporat...  Vision System
V5 800000 V580 Series Cognex Comporat... Vision System
WHAGW EtherMet/IP WirelessHART Gateway Pepped + Fuchs Communication
WMF Weigh Module Mettler-Toledo Communication —
X526 5026 5C10 Banner Safety Controller . Generic Devicelkeyable) L
569 of 563 Module Types Found

Close on Create

[ Create | [ Close | [ Hep |

11. Enter a name, description (optional), and IP address for the device.

Figure 160. New Module

El New Module d l"'lﬁ |
General
Type: X526 5C26 SC10 Banner Safety Contraoller
Vendor: Banner Engineering Corporation
Parent: Ethemet
Name: [Safety] Ethemet Address
Diescription: = () Private Networl: 152.168.1. |
© IP Address: 192 182 . 0 128
() Host Name:
Module Definition
Revision: 2,001
Electronic Keying: Compatible Module
Connections WO Status/Fault(100)
Status: Creating [ QK _] [ Cancel ] [ Help
12. Click Change in the Module Definition field.
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Figure 161. Module Definition

% | Module Definition*

Rewision: 2 T 001 (5
Electronic Keying: |Compa1ihle Module -
Connections:

Name Size Tag Suffix

WO Etatus/Faul{100; Input: 18 Safety:l1

- SINT i
Output: 4 Safety:01

/0 Status/Fauli100
Fault Index Words(101)
Error Log Onby(102)
Reset/Cancel Delay(103}
/| Status/Fault{100}

W Fault Index Words(101
V1 Reset/Cancel Delay(1(
WRCD plus 1SD(104)

[ OK ] [ Cancel | [ Help |

13. Select the desired connection in the Module Definition window. Each of the items in the Name list represents a fixed
grouping of input and output assembly instances:

= Note: Not all connection options are applicable to all Safety Controllers.

VO Status/Fault (100)-
e O>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
e  T>0 PLC Input/Safety Controller Output Assembly 100 (0x64), size 8 16-bit registers

Fault Index Words (101)-
e  O>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 101 (0x65), size 104 16-bit registers

Error Log Only (102)-
e O>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 102 (0x66), size 150 16-bit registers

Reset/Cancel Delay (103)-
e O>T PLC Output/Safety Controller Input Assembly 112 (0x70), size 2 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 103 (0x67), size 35 16-bit registers

VI Status/Fault (100)- 7
e O>T PLC Output/Safety Controller Input Assembly 113 (0x71), size 11 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 100 (0x64), size 8 16-bit registers

VI Fault Index Words (101)- 17
e O>T PLC Output/Safety Controller Input Assembly 113 (0x71), size 11 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 101 (0x65), size 104 16-bit registers
VI Reset/Cancel Delay (103)- 17
e O>T PLC Output/Safety Controller Input Assembly 113 (0x71), size 11 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 103 (0x67), size 35 16-bit registers
VRCD plus ISD (104)-17

e O>T PLC Output/Safety Controller Input Assembly 114 (0x72), size 14 16-bit registers
e T>0 PLC Input/Safety Controller Output Assembly 104 (0x68), size 112 16-bit registers

14. Select INT as the data type.

17 Select one of the O>T Assembly Instance 113 (0x71) or 114 (0x72) connections to use Virtual Input/Cancel Delay.
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Figure 162. Module Definition—Data Type

1 Module Definition™ i '
Revision: o1 I 3
Electronic Keying: [Compauble Module -
Connections:
Name Size Tag Suffix
Input: 112 INT SCr0:1
VRCD plus 150(104) | 1
Clutput: 14 SC10:01
SINT
-
L=
= DINT
REAL I
[ ok | [ cCancd | [ Heb

15. Click OK twice and download the program to the PLC.
Figure 163. Download to the PLC

e e ||

=& Ethernet 0
- ] 1756-ENET/A Ethernet

L E {526 5C26 SC10 Safety_ Controller

----- 4 Module Defined Tags
|| safety_Controller:t
1 Safety Controller:01
Description
Slatus Running
Module Fauit

The connection looks like the one in Figure 163 on p. 163.

Examples of Incorrect Connection Choices

The following are examples of selecting an incorrect Connection from the EDS file.

Example 1
Attempting to use "VI Status/Fault (100)" connection on a Safety Controller that does not support Virtual Inputs; O>T

Assembly Instance 113 does not exist for that hardware.
Figure 164. Incorrect: Using Vi/Status Faults on a Safety Controller that does not support this feature

4 [ [1]1750-EMBI/A Ethernet
4 Z Ethernet
Bl 1756-EMBT/A Ethernet
[ X526 5026 SC10 Safety
Bl [211756-048 0
Bl [311756-1230 IN

Maodule Defined Tags
4 Safetyll
4 Safety:01
Descripticn
Status 12 Faulted
Module Fault  (Code16%012a) Connecticn Request Erron: Invalid cutput application path,

www.bannerengineering.com - Tel: + 1 888 373 6767
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Example 2
Attempting to use "Reset/Cancel Delay (103)" connection on a Safety Controller that does not support Virtual Inputs; T>O
Assembly Instance 103 does not exist for that hardware.

Figure 165. Incorrect: Reset/Cancel Delay on a Safety Controller that does not support this feature
| e e MR e B

4 [l [1]11756-EMBT/A Ethernet
4 & Ethernet
Bl 1758-EMBT/4 Ethernet
b %526 SC26 SC10 Safety
A [211756-048 O
Bl [311756-122D 1N

Module Defined Tags
£ Safetyll
<7 Safety:01
Description
Status 10 Faulted
Module Fault  (Code 16#012b} Connection Request Error: Invalid input application path

Example 3

Attempting to use "VRCD plus ISD (104)" connection on a Safety Controller that does not support ISD; T>O Assembly
Instance 104 does not exist for that hardware.

Figure 166. Incorrect: VRCD plus ISD on a Safety Controller that does not support this feature

4 = Fthernet

Bl 1756-ENBT/A Ethernet
i [211756-048 O
B [311756-148D IN

Module Defined Tags
& Safety:ll
< Safety:01
Descripticn
Status 10 Faulted
Medule Fault  (Code 1620123} Connection Request Error: Invalid cutput application path.

12.4.3 RSLogix5000 Configuration (Implicit Messaging)

To create an implicit Class 1 configuration to the Safety Controller using EtherNet/IP when using a ControlLogix family PLC,
configure the Safety Controller as a “Generic Ethernet Module”. The following is a sample setup of a Banner device.

= Note: This is an example procedure.

1. Add a generic Ethernet module to the PLC’s Ethernet card.
a) Click New Module.
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Figure 167. Add Ethernet Module

= (23 Power-Up Handler
2 553 Tasks

= = G8 MainTask

a w1 £8 MainPragram

3 Unschedubed Programs
= -3 Motion Groups
53 Ungrouped Axes
3 Add-On Instructions

b) From the catalog, click Generic Ethern

- _
Select Module Type.

5 65 T
T 'J_?;:h:’:;'m % Cut Ctrl=X
o L strings i Copy CrleC
L@ Add-On-Defined P Paste Cted+ ¥
o O Predefined Delete Del
C@ Medule-Defined
3 Trends Cross Reference  Ctd-E
=3 V0 Configuration
Praperties AltsEnter
- Backplane, Compactlogi
0 1769-L32€ Test Print ¥
Bl 3 1769-132E Ethemet Pdteeme e
il CompactBus Local =
Descrigtion
E Offine
Modute Faull
et Module.

Figure 168. Select Module

Catalog | Module Discovery | Favorites |

Enter Search Text for Moduwle Type...

Clear Filters

Generic Bhemet Module

Catalog Mumber Deescription Vendor Categary
Drivelogb730 Ethemet 10/100 Mbps Ethemet Port on DriveLogix5730 Alen-Bradley Communication
E1 Plus Blectronic Overoad Relay Communications Interface Alen-Bradley Communication
E121 Flowserve 208Vac/240Vac/325Vdc Reliance Blectic ~ DPlto EtherNet/IP
E141 Flowserve 400Vac/480Vac/650Vdc: Reliance Blectic ~ DPlto EtherNet/IP
E151 Flowserve 600Vac/810Vdc Reliance Blectic ~ DPlto EtherNet/IP
EtherNet/IP SoftLogixb800 EtherNet/IP Alen-Bradley Communication
ETHERNET-BRIDGE Generic FtherNet/IP CIP Bridge Alen-Bradley Communication

Alen-Bradiey

Commurication

ETHERNET-PANELVIEW  EtherNet/IP Panelview Alen-Bradley HMI

ILX34-AENWG 1734 Wireless Ethemet Adapter, Twisted-Pair Media Prosoft Technel...  Commurication

IND560 Ethemet/IP Scale Terminal Mettler-Toleda Commurication

IND780 Ethemet/IP Scale Terminal Mettler-Toleda Commurication D
In-Sight 1700 Series Vision System Cognex Comporat... Commurication

In-Sight 3400 Series Vision System Cognex Comporat... Commurication

In-Sight 5000 Series Vision System Cognex Comporat... Commurication

In-Sight Micro Series Vision System Cognex Comporat... Communication =
MOCNMMENET MNCOMM ENET Boliznre Blactic MO ta Btharklct AD

246 of 246 Module Types Found

[¥] Close on Create [ Create | [ Close | [ Help |
2. Configure the Module Properties.
a) Select INT from the Comm Format list (default is DINT).
Figure 169. Set Comm Format
(foee e
a Type: ETHERMET-MODULE Generc Ethernet Module
| “endor Allen-Bradiey
Parznt; LocalEME
T Nt Conneclion Parameters
Azzembly ;
|| Description: =z Instance: Size:
4 Input: 125 12 (32h
gl ke OutpL: 124 _F;‘J—l [32-Li
1 Conm Format: = = .
) Configuration: 0 = [8-hit)
1| Address ! Ht'gata - g:m¥ s ! =2
Data - - Witk Stat
1 @ IP Addres el INT . Sl Statusz [nput | |
i Diata - INT - with Status
: i () Host Man Data-REAL Status Dutput; | |
Drata - REAL - 'ith Status
Mata - SINT
(Drata - SIMT - With Status
i en Modul |nput Daca - DINT I_ 0ok I [ Carcel ] ’ Help
Input Daa - DINT - Run/Program
——— |nput Diaa - DINT - With Statas
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b) Enter a module Name and the IP Address of the Safety Controller.

The default Safety Controller IP address is 192.168.0.128 with a subnet mask of 255.255.255.0.

Figure 170. Add Name and IP Address

oo '
ew Module - G e
Type: ETHERMET-MODULE Genenc Ethernet Module
Wendor: Allen-Bradley
Parent: LocalEME
hame: w08 Connection Farameters
Azzembly 3
Description: = Instance: Size:
Input; 125 = [16-hit)
= Olutput: 124 [16:bit
C Farmat: | Data - INT - = :
S ECTINGS | ] Configuration; 0 = [8-bit)
Address / Host Name
@ IP Address: 192 168 . 0 . 1|
(7 Host Mamne:
| [¥] Dpen Module Properties [ ok ] [ Eapicel ‘ [ Help ]

.

4

c) Under Connection Parameters, select one of many possible Assembly Object setups. See Inputs to the Safety
Controller (Outputs from the PLC) on p. 170 and Outputs from the Safety Controller (Inputs to the PLC) on p.

172 for more information on each choice.

=

Virtual Input/Cancel Delay.

Note: Select one of the O > T Assembly Instance 113 (0x71) connections to make use of

Figure 171. PLC Input Assembly 100 (0x64), size 8 words (VO Status/Fault)

New Module
Type: ETHERNET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: S
Aszembly :
Description: = Instance: Size:
Imput: 100 8 = | (16-bit)
= Output: 12 2 (16-bit)
Comm Format: | Data - INT =
it 2 v] Configuration; 128 0 = {8bit)
Address / Host Name
@ IP Address: 192 . 163 . D . 124
("1 Host Name:
[] Open Module Properties [ oK J l e ] [ Help
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Figure 172. PLC Input Assembly 101 (0x65), size 104 words (Fault Index Words)

New Module

=]
Type: ETHERNET-MODULE Generic Ethemet Module
Vendar: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: X526
Aszembly .
Description: = Instance: Size:
Input: 101 104 : {16bit)
Output: 12 2 5 (16bi)
Comm Format: | Data - INT =
i rer 2 Configuration; 128 0 = (Bhit)
Address / Host Name
@ IP Address: 192 . 168 . 0 128 tatus |hipu
(71 Host Name: bt
[¥] Open Moduls Properties [ oK ] [ Cancel ] [ Help J

Figure 173. PLC Input Assembly 102 (0x66), size 150 words (Safety Controller Fault Log Only)

New Module

Type: ETHERMNET-MODULE Generic Ethemet Module
Veendor; Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: K526
Assembly :
Description: [ = Instance: Size:
Inpt: 102 150 = (16bit)
| owps 12 2 [ (ebiy
Comm Format: | Data - INT T =
] ’ 2 Configuration: 128 o < (Bbit)
Address / Host Name
@ IP Address: 192 168 . O 128 tabuz [nput
(") Host Name: tatuz
[#] Open Module Properties [ oK ] [ o ] [ Help J
Figure 174. PLC Input Assembly 103 (0x67), size 35 words (Reset/Cancel Delay)
New Module
Type: ETHERNET-MODULE Generic Ethemet Module
Vendaor: Allen-Bradley
Parent: Ethemet
Connection FParameters
Name:
e Assembly
Description: | = Instance: Size:
Input: 103 35 2 (16bit)
Oupt: 112 2 = iesy
Comm Forrnat:[Data-INT Configuration: 128 0 | @bi)
Address / Host Name
@ IP Address: 192 162 . D 128
(71 Host Name: Status
[¥] Open Module Properties [ oK ] [ Eanoed ] [ Help
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Figure 175. PLC Input Assembly 100 (0x64), size 8 word’s (VI Status/Fault)

MNew Module
Type: ETHERNET-MODULE Generic Ethemet Module
Vendar: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: X526
Aszembly :
Description: | = Instance: Size:
Input: 100 8 = (16bit)
Output: 113 1 =1 (16bit)
Comm Format: | Data - INT =
i Fe [ 2 Configuration: 128 0 = (8bit)
Address / Host Name
@ IP Address: 192 168 . 0 . 128 Statiuz IRput:
(") Host Name:
[¥] Open Moduls Properties [ oK ] [ e ] [ Help J

Figure 176. PLC Input Assembly 101 (0x65), size 104 words (VI Fault Index Words)

New Module
Type: ETHERMNET-MODULE Generic Ethemet Module
Vendor: Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: K526
Assembly :
Description: [ = Instance: Size:
Inpt: 101 04 = (i6bit)
T Ouput 13 12 osei)
Comm Format: | Data - INT T =
] [ 2 Configuration: 128 o < (Bbit)
Address / Host Name
@ IP Address: 192 168 . 0 . 128 Statuz Input;
() Host Name:

[#] Open Module Properties [ oK ] [ Cancsl ] [ Help J

Figure 177. PLC Input Assembly 103 (0x67), size 35 words (VI Reset/Cancel Delay)

New Module
Type: ETHERNET-MODULE Generic Ethemet Module
Vendaor: Allen-Bradley
Parent: Ethemet
Connection FParameters
Name:
e Assembly
Description: | = Instance: Size:
Input: 103 35 = (16bit)

T Ouput: 13 L )

Comm Forrnat:[Data -INT x Configuration: 128 0 | @bi)

Address / Host Name
@ IP Address: 192 . 168 . 0 . 128

(7 Host Name:

[] Open Module Properties [ oK ] [ Cancel ] [ Help
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Figure 178. PLC Input Assembly 104 (0x68), size 112 words (VRCD plus 1SD)

MNew Module =]
Type: ETHERNET-MODULE Generic Ethemet Module
Vendar: Rockwell Automation/Allen-Bradley
Parent: Ethemet
Connection Parameters
Name: SC10
Assembly _
Description: = Instance: Size:
Input: 04 112 = (16bit)
Output: 114 14 = (16bi)
Comm Format: | Data - INT =
PR <A 2 Configuration; 128 Y - (Bhit)
Address / Host Name
@ IP Address: 152 . 168 . D 128 tatus Inpu
("1 Host Name:
[¥] Open Moduls Properties [ oK ] [ e ] [ Help
d) Go to the Connection tab and set the parameters:
e Enter the desired Requested Packet Interval (RPI)
e Enable or disable Use Unicast Connection over Ethernet/IP, using the checkbox
= Note: The recommended minimum RPI is 100 ms.
Figure 179. Connection Parameters
7| Module Properties Report: Ethernet (ETHERNET-MODULE1.1) =

| General | Connection™

Requested Packet Interval (RFPI): 100.0 3=ms

[ Inhibit Module

(1.0 - 3200.0 ms)

[ Major Fault On Controller F Connection Fails While in Run Mode

[¥] Use Unicast Connection over EtherMet/IP

Madule Fault

Status: Offline 0K ] [ Cancel ] [

Aoply | [ Hep

If the module configuration was successful, the following information displays:
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Figure 180. Successful Configuration

C-=x Ethernet

. W ETHERNET-MODULE X526

!i-@ CompactBus Local

------ £ Module Defined Tags
H X526
X528:0

Ll XS28C
Description
Status Running
Module Fault

| = Inputs to PLC (outputs from the Safety Controller)
O = Outputs from PLC (inputs to the Safety Controller-not used)
C = Configuration (not used)

3. Locate the memory map in the Controller Tags list. The 8 input words from Assembly Instance 100 are shown below
as an example.

Figure 181. Memory Map

=1 %5261 e et AB:ETHERMET_MODULE_
= ¥526:).Data Lesnt {«..1 |Decimal IMT[8]

=+ X5 26:1. D atal0] B £ Decimal INT
4 %5261 Data1] 128 Diecimal INT
‘-i—"--><82B:I.Data[2] 0 Decimal INT
=+ 5261 Datal3] a8 Decimal IMT

#5261 .Datafd] a Decimal IMT
I+ ¥526:1.Datal5] 1] Decimal INT
[H-XE526:|.Data[F] [i} Decimal INT
¥ K5 26:0.0ata[?] 1] Decimal INT

In the example pictured above, we see that Virtual Outputs 1, 24, and 52 are ON.

VO1 is word 0, bit 0 > 270 =1
VO24 is word 1, bit 7 > 2/A7 = 128
VO52 is word 3, bit3>2/3 =8

12.4.4 Inputs to the Safety Controller (Outputs from the PLC)

PLC Output Assembly Instance 112 (0x70)—2 Registers (Basic V)

The Safety Controller can use Instance 112 (0x70) with a size of two registers (16-bit) when sending virtual inputs 1-32 to
the Safety Controller.

Table 9: PLC Output Assembly Instance 112 (Ox70)—Safety Controller Inputs O > T

WORD # WORD NAME DATA TYPE
0 Virtual Input On/Off (1-16) 16-bit integer
1 Virtual Input On/Off (17-32) 16-bit integer

PLC Output Assembly Instance 113 (0x71)—11 Registers (Expanded VI plus
VRCD)

The Safety Controller uses Instance 113 (0x71) 2! with a size of eleven registers (16-bit) as its Input Assembly (PLC Output)
when sending virtual inputs, resets, and cancel delays to the Safety Controller.

21 This eleven word assembly is called 112 (0x70) for FID 2 Safety Controllers with date codes before and including "1716". See Which XS/SC26-2
EDS file and documentation should you use? on p. 156 for more information.
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Table 10: PLC Output Assembly Instance 113 (0x71)—Safety Controller Inputs O > T

WORD # WORD NAME DATA TYPE
0 Virtual Input On/Off (1-16) 16-bit integer
1 Virtual Input On/Off (17-32) 16-bit integer
2 Virtual Input On/Off (33-48) 16-bit integer
3 Virtual Input On/Off (49-64) 16-bit integer
4 reserved 16-bit integer
5 reserved 16-bit integer
6 reserved 16-bit integer
7 reserved 16-bit integer
8 Virtual Reset/Cancel Delay (1-16) [RCD Register Bits] (see Virtual | 16-bit integer
Manual Reset and Cancel Delay (RCD) Sequence on p. 54)
9 reserved 16-bit integer
10 RCD Actuation Code [RCD Enable Register] (see Virtual Manual 16-bit integer
Reset and Cancel Delay (RCD) Sequence on p. 54)

PLC Output Assembly Instance 114 (O0x72)—14 Registers (Expanded VI, VRCD,

plus ISD)

The Safety Controller uses Instance 114 (0x72) with a size of fourteen registers (16-bit) as its Input Assembly (PLC Output)

when sending virtual inputs, resets, and cancel delays to the safety controller and for obtaining performance and status

information about ISD devices.
Table 11: PLC Output Assembly Instance 114 (0x72)— Safety Controller Inputs O > T

Information about an Individual Device via ISD on p. 45)

WORD # WORD NAME DATA TYPE

0 Virtual Input On/Off (1-16) 16-bit integer

1 Virtual Input On/Off (17-32) 16-bit integer

2 Virtual Input On/Off (33-48) 16-bit integer

3 Virtual Input On/Off (49-64) 16-bit integer

4 reserved 16-bit integer

5 reserved 16-bit integer

6 reserved 16-bit integer

7 reserved 16-bit integer

8 Virtual Reset/Cancel Delay (1-16) [RCD Register Bits] (see Virtual | 16-bit integer
Manual Reset and Cancel Delay (RCD) Sequence on p. 54)

9 reserved 16-bit integer

10 RCD Actuation Code [RCD Enable Register] (see Virtual Manual 16-bit integer
Reset and Cancel Delay (RCD) Sequence on p. 54)

11 ISD Read Request (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

12 ISD Chain Requested (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

13 ISD Device Requested (see Request Performance and Status 16-bit integer
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12.4.5 Outputs from the Safety Controller (Inputs to the PLC)

There are five choices for Safety Controller Output Assembly Objects.

The first and smallest choice includes information about Virtual Outputs and whether they have faults. The second choice
adds advanced data such as the reason why each of the safety outputs is off, and more descriptive fault information for the
Virtual Outputs. The third choice is used exclusively to access the Safety Controller’s fault log. The fourth choice is used for
the Virtual Manual Reset and Cancel Off Delay feedback. The fifth choice allows access to both Virtual Manual Reset and
Cancel Delay feedback and ISD information. All five options are shown in the following sections.

PLC Input Assembly Instance 100 (0x64)—8 Registers (VO Status/Fault)

This Assembly Instance includes only basic information about the status of the first 64 Virtual Outputs.

Table 12: PLC Input Assembly Instance 100 (0x64)— Safety Controller Outputs T > O

WORD # WORD NAME DATA TYPE

0 VO1 -VO16 (see Flags on p. 182) 16-bit integer
1 VO17 - VO32 (see Flags on p. 182) 16-bit integer
2 VO33 - V048 (see Flags on p. 182) 16-bit integer
3 V049 - VO64 (see Flags on p. 182) 16-bit integer
4 Fault bits for VO1 - VO16 (see Flags on p. 182) 16-bit integer
5 Fault bits for VO17 — VO32 (see Flags on p. 182) 16-bit integer
6 Fault bits for VO33 — VOA48 (see Flags on p. 182) 16-bit integer
7 Fault bits for VO49 — VO64 (see Flags on p. 182) 16-bit integer

PLC Input Assembly Instance 101 (0x65)—104 Registers (Fault Index Words)

This Assembly Instance includes the status of the first 64 Virtual Outputs plus advanced information about potential error

codes and the status of the 2 safety outputs.
Table 13: PLC Input Assembly Instance 101 (0x65)— Safety Controller Outputs T > O

172
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WORD # WORD NAME DATA TYPE

0 VO1 -VO16 (see Flags on p. 182) 16-bit integer
1 VO17 - VO32 (see Flags on p. 182) 16-bit integer
2 VO33 - V048 (see Flags on p. 182) 16-bit integer
3 V049 - VO64 (see Flags on p. 182) 16-bit integer
4 Fault bits for VO1 - VO16 (see Flags on p. 182) 16-bit integer
5 Fault bits for VO17 — VO32 (see Flags on p. 182) 16-bit integer
6 Fault bits for VO33 — VO48 (see Flags on p. 182) 16-bit integer
7 Fault bits for VO49 — VO64 (see Flags on p. 182) 16-bit integer
8-39 reserved 16-bit integer
40 VO1 Fault Index 16-bit integer
41 VO2 Fault Index 16-bit integer
42 VO3 Fault Index 16-bit integer
43 VO4 Fault Index 16-bit integer
44 VOS5 Fault Index 16-bit integer
45 VOG6 Fault Index 16-bit integer
46 VO7 Fault Index 16-bit integer
47 VO8 Fault Index 16-bit integer
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WORD #

WORD NAME

DATA TYPE

48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87

VO9 Fault Index

VO10 Fault Index
VO11 Fault Index
VO12 Fault Index
VO13 Fault Index
VO14 Fault Index
VO15 Fault Index
VO16 Fault Index
VO17 Fault Index
VO18 Fault Index
VO19 Fault Index
VO20 Fault Index
VO21 Fault Index
V022 Fault Index
VO23 Fault Index
VO24 Fault Index
VO25 Fault Index
VO26 Fault Index
VO27 Fault Index
V028 Fault Index
VO29 Fault Index
VO30 Fault Index
VO31 Fault Index
VO32 Fault Index
VO33 Fault Index
VO34 Fault Index
VO35 Fault Index
VO36 Fault Index
VO37 Fault Index
VO38 Fault Index
VO39 Fault Index
VO40 Fault Index
VO41 Fault Index
VO42 Fault Index
VO43 Fault Index
VO44 Fault Index
VO45 Fault Index
VO46 Fault Index
VO47 Fault Index
VO48 Fault Index
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16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
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WORD # WORD NAME DATA TYPE

88 VO49 Fault Index 16-bit integer
89 VO50 Fault Index 16-bit integer
90 VO51 Fault Index 16-bit integer
91 VO52 Fault Index 16-bit integer
92 VO53 Fault Index 16-bit integer
93 VO54 Fault Index 16-bit integer
94 VO55 Fault Index 16-bit integer
95 VO56 Fault Index 16-bit integer
96 VO57 Fault Index 16-bit integer
97 VO58 Fault Index 16-bit integer
98 VO59 Fault Index 16-bit integer
929 VO60 Fault Index 16-bit integer
100 VO61 Fault Index 16-bit integer
101 VOG62 Fault Index 16-bit integer
102 VO63 Fault Index 16-bit integer
103 VO64 Fault Index 16-bit integer

Virtual Output (VO) Fault Index Words

The Virtual Output Fault Index number is a way to represent the Fault Code associated with a given Virtual Output
as a single 16-bit integer. This value is equivalent to the Error Message Index value for a given Virtual Output. See
XS/SC26-2 Fault Code Table on p. 283 and SC10-2 Fault Code Table on p. 287. Note that not every Virtual

Output has an associated Fault Index.

PLC Input Assembly Instance 102 (0x66)—150 Registers (Error Log Only)
This Assembly Instance is used exclusively to access the fault log information on the Safety Controller.
Note that this Assembly Instance contains no information about the status of the Virtual Outputs.

The Safety Controller can store 10 faults in the log. Fault #1 is the most recent fault while higher fault numbers represent
successively older faults.

Table 14: PLC Input Assembly Instance 102 (0—66) — Safety Controller Outputs T > O

WORD # WORD NAME DATA TYPE

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/0 or System 2-word length + 12-ASCII characters
10 Fault #1 Error Code 16-bit integer

11 Fault #1 Advanced Error Code 16-bit integer

12 Fault #1 Error Message Index 16-bit integer

13-14 reserved 16-bit integer

15-16 Fault #2 Time Stamp 32-bit integer

17-24 Fault #2 Name of I/0 or System 2-word length + 12-ASCII characters
25 Fault #2 Error Code 16-bit integer

26 Fault #2 Advanced Error Code 16-bit integer

27 Fault #2 Error Message Index 16-bit integer

28-29 reserved 16-bit integer
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WORD # WORD NAME DATA TYPE

30-31 Fault #3 Time Stamp 32-bit integer

32-39 Fault #3 Name of I/O or System 2-word length + 12-ASCII characters
40 Fault #3 Error Code 16-bit integer

41 Fault #3 Advanced Error Code 16-bit integer

42 Fault #3 Error Message Index 16-bit integer

43-44 reserved 16-bit integer

45-46 Fault #4 Time Stamp 32-bit integer

47-54 Fault #4 Name of I/O or System 2-word length + 12-ASCII characters
55 Fault #4 Error Code 16-bit integer

56 Fault #4 Advanced Error Code 16-bit integer

57 Fault #4 Error Message Index 16-bit integer

58-59 reserved 16-bit integer

60-61 Fault #5 Time Stamp 32-bit integer

62-69 Fault #5 Name of I/O or System 2-word length + 12-ASCII characters
70 Fault #5 Error Code 16-bit integer

71 Fault #5 Advanced Error Code 16-bit integer

72 Fault #5 Error Message Index 16-bit integer

73-74 reserved 16-bit integer

75-76 Fault #6 Time Stamp 32-bit integer

77-84 Fault #6 Name of I/O or System 2-word length + 12-ASCII characters
85 Fault #6 Error Code 16-bit integer

86 Fault #6 Advanced Error Code 16-bit integer

87 Fault #6 Error Message Index 16-bit integer

88-89 reserved 16-bit integer

90-91 Fault #7 Time Stamp 32-bit integer

92-99 Fault #7 Name of I/0 or System 2-word length + 12-ASCII characters
100 Fault #7 Error Code 16-bit integer

101 Fault #7 Advanced Error Code 16-bit integer

102 Fault #7 Error Message Index 16-bit integer

103-104 reserved 16-bit integer

105-106 Fault #8 Time Stamp 32-bit integer

107-114 Fault #8 Name of I/O or System 2-word length + 12-ASCII characters
115 Fault #8 Error Code 16-bit integer

116 Fault #8 Advanced Error Code 16-bit integer

117 Fault #8 Error Message Index 16-bit integer

118-119 reserved 16-bit integer

120-121 Fault #9 Time Stamp 32-bit integer

122-129 Fault #9 Name of I/O or System 2-word length + 12-ASCII characters
130 Fault #9 Error Code 16-bit integer

131 Fault #9 Advanced Error Code 16-bit integer
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WORD # WORD NAME DATA TYPE

132 Fault #9 Error Message Index 16-bit integer

133-134 reserved 16-bit integer

135-136 Fault #10 Time Stamp 32-bit integer

137-144 Fault #10 Name of 1/0 or System 2-word length + 12-ASCII characters
145 Fault #10 Error Code 16-bit integer

146 Fault #10 Advanced Error Code 16-bit integer

147 Fault #10 Error Message Index 16-bit integer

148-149 reserved 16-bit integer

Fault Time Stamp

The relative time, in seconds, when the fault occurred. As measured from time 0, which is the last time the Safety
Controller was powered up.

Name of I/O or System
This is an ASClI-string describing the source of the fault.

Error Code, Advanced Error Code, Error Index Message

The Error Code and the Advanced Error Code, taken together, form the Safety Controller Fault Code. The format for
the Fault Code is Error Code ‘dot’ Advanced Error Code. For example, a Safety Controller Fault Code of
2.1 is represented by an Error Code of 2 and an Advanced Error Code of 1. The Error Message Index value is the
Error Code and the Advanced Error Code together, and includes a leading zero with the Advanced Error Code, if
necessary. For example, a Safety Controller Fault Code of 2.1 is represented by an Error Message Index of 201.
The Error Message Index value is a convenient way to get the complete Fault Code while only reading a single 16-
bit register.

PLC Input Assembly Instance 103 (0x67)—35 Registers (Reset/Cancel Delay)

This Assembly Instance is used to communicate the state of all 256 Virtual Outputs and Faults and to provide the feedback
information required to execute virtual resets and cancel delays.

WORD # WORD NAME DATA TYPE

0 VO1 - VO16 (see Flags on p. 182) 16-bit integer
1 VO17 - VO32 (see Flags on p. 182) 16-bit integer
2 VO33 - V048 (see Flags on p. 182) 16-bit integer
3 VO49 - VO64 (see Flags on p. 182) 16-bit integer
4 VO65 - VO80 (see Extended Flags on p. 183) 16-bit integer
5 VO81 - VO96 (see Extended Flags on p. 183) 16-bit integer
6 VO97 - VO112 (see Extended Flags on p. 183) 16-bit integer
7 VO113 - VO128 (see Extended Flags on p. 183) 16-bit integer
8 VO129 - VO144 (see Extended Flags on p. 183) 16-bit integer
9 VO145 - VO160 (see Extended Flags on p. 183) 16-bit integer
10 VO161 - VO176 (see Extended Flags on p. 183) 16-bit integer
11 VO177 - VO192 (see Extended Flags on p. 183) 16-bit integer
12 VO193 - V0208 (see Extended Flags on p. 183) 16-bit integer
13 V0209 - V0224 (see Extended Flags on p. 183) 16-bit integer
14 V0225 - V0240 (see Extended Flags on p. 183) 16-bit integer
15 V0241 - VO256 (see Extended Flags on p. 183) 16-bit integer
16 Fault bits for VO1 - VO16 (see Flags on p. 182) 16-bit integer
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WORD # WORD NAME DATA TYPE

17 Fault bits for VO17 — VO32 (see Flags on p. 182) 16-bit integer
18 Fault bits for VO33 — VO48 (see Flags on p. 182) 16-bit integer
19 Fault bits for VO49 — VO64 (see Flags on p. 182) 16-bit integer
20 Fault bits for VO65 — VO80 (see Extended Flags on p. 183) 16-bit integer
21 Fault bits for VO81 — VO96 (see Extended Flags on p. 183) 16-bit integer
22 Fault bits for VO97 — VO112 (see Extended Flags on p. 183) 16-bit integer
23 Fault bits for VO113 — VO128 (see Extended Flags on p. 183) 16-bit integer
24 Fault bits for VO129 — VO144 (see Extended Flags on p. 183) 16-bit integer
25 Fault bits for VO145 — VO160 (see Extended Flags on p. 183) 16-bit integer
26 Fault bits for VO161 — VO176 (see Extended Flags on p. 183) 16-bit integer
27 Fault bits for VO177 — VO192 (see Extended Flags on p. 183) 16-bit integer
28 Fault bits for VO193 — VO208 (see Extended Flags on p. 183) 16-bit integer
29 Fault bits for VO209 — VO224 (see Extended Flags on p. 183) 16-bit integer
30 Fault bits for VO225 — V0240 (see Extended Flags on p. 183) 16-bit integer
31 Fault bits for VO241 — VO256 (see Extended Flags on p. 183) 16-bit integer
32 Virtual Reset/Cancel Delay (1-16) Feedback [RCD Feedback 16-bit integer

Register Bits] (see Virtual Manual Reset and Cancel Delay (RCD)
Sequence on p. 54)

33 reserved 16-bit integer
34 RCD Actuation Code Feedback [RCD Enable Feedback Register] | 16-bit integer
(see Virtual Manual Reset and Cancel Delay (RCD) Sequence on
p. 54)

PLC Input Assembly Instance 104 (Ox68)—112 Registers (Reset/Cancel Delay
plus ISD)

This Assembly Instance is used to communicate the state of all 256 Virtual Outputs and Faults and to provide the feedback
information required to execute virtual resets and cancel delays plus communicating performance and status information
about ISD devices.

WORD # WORD NAME DATA TYPE

0 VO1 -VO16 (see Flags on p. 182) 16-bit integer
1 VO17 - VO32 (see Flags on p. 182) 16-bit integer
2 VO33 - V048 (see Flags on p. 182) 16-bit integer
3 V049 - VO64 (see Flags on p. 182) 16-bit integer
4 VOB65 - VO8O0 (see Extended Flags on p. 183) 16-bit integer
5 V081 - VO96 (see Extended Flags on p. 183) 16-bit integer
6 V097 - VO112 (see Extended Flags on p. 183) 16-bit integer
7 VO113 - VO128 (see Extended Flags on p. 183) 16-bit integer
8 V0129 - VO144 (see Extended Flags on p. 183) 16-bit integer
9 V0145 - VO160 (see Extended Flags on p. 183) 16-bit integer
10 VO161 - VO176 (see Extended Flags on p. 183) 16-bit integer
11 VO177 - VO192 (see Extended Flags on p. 183) 16-bit integer
12 V0193 - V0208 (see Extended Flags on p. 183) 16-bit integer
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WORD # WORD NAME DATA TYPE
13 V0209 - V0224 (see Extended Flags on p. 183) 16-bit integer
14 V0225 - V0240 (see Extended Flags on p. 183) 16-bit integer
15 V0241 - VO256 (see Extended Flags on p. 183) 16-bit integer
16 Fault bits for VO1 - VO16 (see Flags on p. 182) 16-bit integer
17 Fault bits for VO17 — VO32 (see Flags on p. 182) 16-bit integer
18 Fault bits for VO33 — VOA48 (see Flags on p. 182) 16-bit integer
19 Fault bits for VO49 — VO64 (see Flags on p. 182) 16-bit integer
20 Fault bits for VO65 — VO80 (see Extended Flags on p. 183) 16-bit integer
21 Fault bits for VO81 — VO96 (see Extended Flags on p. 183) 16-bit integer
22 Fault bits for VO97 — VO112 (see Extended Flags on p. 183) 16-bit integer
23 Fault bits for VO113 — VO128 (see Extended Flags on p. 183) 16-bit integer
24 Fault bits for VO129 — VO144 (see Extended Flags on p. 183) 16-bit integer
25 Fault bits for VO145 — VO160 (see Extended Flags on p. 183) 16-bit integer
26 Fault bits for VO161 — VO176 (see Extended Flags on p. 183) 16-bit integer
27 Fault bits for VO177 — VO192 (see Extended Flags on p. 183) 16-bit integer
28 Fault bits for VO193 — VO208 (see Extended Flags on p. 183) 16-bit integer
29 Fault bits for VO209 — VO224 (see Extended Flags on p. 183) 16-bit integer
30 Fault bits for VO225 - VO240 (see Extended Flags on p. 183) 16-bit integer
31 Fault bits for VO241 — VO256 (see Extended Flags on p. 183) 16-bit integer
32 Virtual Reset/Cancel Delay (1-16) Feedback [RCD Feedback 16-bit integer
Register Bits] (see Virtual Manual Reset and Cancel Delay (RCD)
Sequence on p. 54)
33 reserved 16-bit integer
34 RCD Actuation Code Feedback [RCD Enable Feedback Register] = 16-bit integer
(see Virtual Manual Reset and Cancel Delay (RCD) Sequence on
p. 54)
35-36 ISD System Status — Chain 1 Device Count 32-bit integer
37-38 ISD System Status — Chain 2 Device Count 32-bit integer
39-40 ISD System Status — Chain 1 Device On/Off Status (see ISD 32-bit integer
System Status Words on p. 183)
41-42 ISD System Status — Chain 2 Device On/Off Status (see ISD 32-bit integer
System Status Words on p. 183)
43-44 ISD System Status — Chain 1 Fault Status (see ISD System Status | 32-bit integer
Words on p. 183)
45-46 ISD System Status — Chain 2 Fault Status (see ISD System Status  32-bit integer
Words on p. 183)
47-48 ISD System Status — Chain 1 Marginal Status (see ISD System 32-bit integer
Status Words on p. 183)
49-50 ISD System Status — Chain 2 Marginal Status (see ISD System 32-bit integer
Status Words on p. 183)
51-52 ISD System Status — Chain 1 Alert Status (see ISD System Status | 32-bit integer
Words on p. 183)
53-54 ISD System Status — Chain 2 Alert Status (see ISD System Status | 32-bit integer
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Specific Data Detailed Description on p. 179)

WORD # WORD NAME DATA TYPE

55-56 ISD System Status — Chain 1 Reset Status (see ISD System 32-bit integer
Status Words on p. 183)

57-58 ISD System Status — Chain 2 Reset Status (see ISD System 32-bit integer
Status Words on p. 183)

59-60 ISD System Status — Chain 1 Actuator Recognized (see ISD 32-bit integer
System Status Words on p. 183)

61-62 ISD System Status — Chain 2 Actuator Recognized (see ISD 32-bit integer
System Status Words on p. 183)

63-64 ISD System Status — Chain 1 System Status (see ISD Chain 32-bit integer
System Status on p. 45)

65-66 ISD System Status — Chain 2 System Status (see ISD Chain 32-bit integer
System Status on p. 45)

67-99 reserved 16-bit integer

100 ISD Read Request Acknowledge (see Request Performance and | 16-bit integer
Status Information about an Individual Device via ISD on p. 45)

101 ISD Chain Requested Acknowledge (see Request Performance 16-bit integer
and Status Information about an Individual Device via ISD on p.
45)

102 ISD Device Requested Acknowledge (see Request Performance | 16-bit integer
and Status Information about an Individual Device via ISD on p.
45)

103-111 ISD Individual Device-Specific Data (see ISD Individual Device- 16-bit integer

ISD Individual Device-Specific Data Detailed Description

The following table describes Assembly Instance 104 (0x68) WORD #103-111 or Explicit Message Read ISD Response

WORD #68-76.

Table 15: ISD Individual Device-Specific Data Detailed Description

WORD.BIT # Information Data size
103.0 Safety Input Fault 1 bit
103.1 reserved 1 bit
103.2 Sensor Not Paired 1-bit
103.3 ISD Data Error 1-bit
103.4 Wrong Actuator/Button Status/Input Status 1-bit
103.5 Marginal Range/Button Status/Input Status 1-bit
103.6 Actuator Detected 1-bit
103.7 Output Error 1-bit
103.8 Input 2 1-bit
103.9 Input 1 1-bit
103.10 Local Reset Expected 1-bit
103.11 Operating Voltage Warning 1-bit
103.12 Operating Voltage Error 1-bit
103.13 Output 2 1-bit
103.14 Output 1 1-bit
103.15 Power Cycle Required 1-bit
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WORD.BIT # Information Data size
104.0 Fault Tolerant Outputs 1-bit
104.1 Local Reset Unit 1-bit
104.2 Cascadable 1-bit
104.3 High Coding Level 1-bit

104.4 to 104.7 Teach-ins Remaining 4-bit

104.8 to 104.12 Device ID 5-bit
104.13 to 105.2 Range Warning Count 6-bit
105.3 to 105.7 Output Switch-off Time 5-bit
105.8 to 105.15 Number of Voltage Errors 8-bit
106.0 to 106.7 Internal Temperature 2 8-bit
106.8 to 106.15 Actuator Distance 22 8-bit
107.0to 107.7 Supply Voltage 2 8-bit
107.8 to 107.11 Expected Company Name 4-bit
107.12to 107.15 | Received Company Name 4-bit
108 Expected Code 16-bit

109 Received Code 16-bit

110 Internal Error A 16-bit

111 Internal Error B 16-bit

12.4.6 Configuration Assembly Object

The Safety Controller does not use a Configuration Assembly Object.

Because some EtherNet/IP clients require one, use Instance 128 (0x80) with a size of zero registers (16-bit).

12.4.7 Fault Examples

The following figure shows a fault from the Banner Safety Controller Software fault log.
Figure 182. Fault Log with One Fault

I Fault Log l
Number | Time | Type Source Code |
5 00:32:30 Input MO THC1 2.2 =
-]
Clear Fault Logl [ Close

The following figure shows the same fault as seen in the EtherNet/IP registers.

23 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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Figure 183. EtherNet/IP Registers with One Fault

= X526: Jomsi) {anmk AB:ETHER
= X526:.Data Ioas) {...} |Decimal INT[150)
ia_‘:;xszm.nmm; Time Stamp 1950 Dec?mal INT
4+ X526 Data[1] . 0 Decimal INT
+ X526 Data[2] 1/0 or System Name Length r 4 Decimal INT
+ X526:1.Data[3] (# of ASCII Characters | ¢ Decimal INT
I+ X526:1.Data[4) [THT! ASCI INT

+ X526:1.Data[5] e ASCII INT

- X526:1.Dat: 1/0 or System Name Length (Space 1] Decimal INT
+ X526 Datz_ for 12 of ASCII Characters 0 Decimal INT
+ X526:1.Data[8] 0 Decimal INT
+ XS526:1.Data[9] . 0 Decimal INT
+ X5261.Data[10] Error Code -C 2 Decimal INT
+ X526:1.Data[11] Advanced Error Code L. 2 Decimal INT
+ X526:1.Data[12] Fault Error Message Index = 202 Decimal INT
+' XS526:1.Data[13] Reserved r 34 Decimal INT
+ X5261.Datal14] L Deciml INT

Note the ControlLogix string format, wherein the ASCII characters are shown, two per register, backwards. “THC1”
becomes “HT” in register 4, followed by “1C” in register 5.

Fault Error Message Index 202 = Fault Code 2.2 (Simultaneity Fault). For more Fault information, see XS/SC26-2 Fault Code
Table on p. 283 or SC10-2 Fault Code Table on p. 287.

The following figure shows two faults in the XS26-2E software fault log.
Figure 184. Fault Log with Two Faults

Number | Time | Type Source Code |
6 | 00:3525 | Input MO:THCL 22 EI
5 00:32:30 Input MO:THCL 2
=]
Clear Fault Lﬂg] [ Close l

The following figure shows the same two faults in the PLC registers. Note how the newer Error #2 pushes Error #1 down the
list.
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Figure 185. EtherNet/IP Registers with Two Faults

=I-X5261 o b [l AB.ETHERMET_...
= X526:1.Data e {+2.]) |Decimal INT[150]

+ ®526:1.Datal0] Time Stamp 2125 Decfmd INT
+ X5261.Datall] L o Decimal INT
#5261.Datafz] | 1/0 or System Name Length _[ 4] Decimal INT

i+ X526:1.Dataf3] (# of ASCII Characters 0 Decimal INT
HS26:0.Datafd] 'HI' ASCIH INT

+ %5261 Datal5] e ASCI INT
I+ %526:1.C I/0 or System Name Length (Space 0 g Decimal INT
+ WS2ELL for 12 of ASCII Characters 0 o Decimal INT
+- X526 Datal8] 0 o Decimal INT
- K526:1.Datalg] L o B LE Decimal INT
- X526 Datal10] Error Code - 2 Decimal INT
- X526:1.Data[11] Advanced Error Code <_ 2 Decimal INT
i+ X526:1.Data[12] Fault Error Message Index :l: 202 Decimal INT
+ XS261Data(13] _[ 34 |Decimal INT
+ X261 Datal14] Reserved 1 Decimal INT
X526:1.Data[15] Time Stamp 1950 Decimal INT

+ XS26:.Data(16] 0 Decimal INT
+ XS526:1.Data[l  1/0 or System Name Length [~ 4 Decimal INT
+- %5261 Datal18] (# of ASCII Characters | @ Decimal INT
+ XS26:1.Data19] [ 'HT" - ASCIH INT
+ X526 Datal20] et ;T cn INT
I+ %526:1.C 1/0 or System Name Length (Space 0 ’5 Decimal INT
+ XSZEIL for 12 of ASCII Characters 0 t Diecimal INT
I+ X526 Data[23] 0 Ll Decimal INT
- X526 Datal24] L o Decimal _|INT
1+ X526:1.Diata[25] Error Code L 2 Decimal INT
+-¥526:1.Dataf26] Advanced Error Code < 2 Diecimal INT
i+ X526:1Dataf27] Fault Error Message Index =~ 202 Decimal INT
H Reserved 24 Decimal INT
+ X5261Datel25] L : Decimal INT

12.4.8 Flags

Words 0 through 7, defined below, appear as the first 8 words in Assembly Instances 100, 101, and 103.

Table 16: Word #0, Virtual Output 1-16

Bit Position
15 12 11 10 9 8 7 6 5 4 3 2 1 0
VO16 VO14 VO13 VvO12 VOo11 VO10 Vo9 Vo8 Vo7 Vo6 V05 VO4 VO3 Vo2 Vo1
Table 17: Word #1, Virtual Output 17-32
Bit Position
15 12 1 10 9 8 7 6 5 4 3 2 1 0
V032 VO30 V029 VO28 vo27 VO26 V025 V024 vO23 VO22 VO21 V020 VO19 VO18 VO17
Table 18: Word #2, Virtual Output 33-48
Bit Position
15 12 11 10 9 8 7 6 5 4 3 2 1 0
V048 VO46 VO45 V044 V043 V042 VO41 VO40 V039 VO38 VO37 VO36 VO35 VO34 V033
Table 19: Word #3, Virtual Output 49-64
Bit Position
15 12 1 10 9 8 7 6 5 4 3 2 1 0
V064 V062 Vvoeé1 V060 V059 VO58 V057 V056 V055 VO54 V053 V052 V051 V050 V049
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Table 20: Word #4, Fault Flag bits for Virtual Output 1-16

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VO16 VO15 VO14 VO13 VO12 VO11 VO10 Vo9 Vo8 Vo7 Vo6 VO5 Vo4 VO3 Vo2 VO1

Table 21: Word #5, Fault Flag bits for Virtual Output 17-32 Fault Flag

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
V032 VO31 VO30 V029 V028 vO27 VO26 VO25 V024 V023 V022 VO21 V020 VO19 VO18 VO17

Table 22: Word #6, Fault Flag bits for Virtual Output 33-48

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
V048 VO47 VO46 VO45 VO44 V043 V042 VO41 VO40 VO39 VO38 V037 VO36 VO35 VO34 VO33

Table 23: Word #7, Fault Flag bits for Virtual Output 49-64

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VO64 V063 VO62 VO61 VO60 VO59 VO58 VO57 VO56 VO55 VO54 VO53 VO52 VO51 VO50 VO49

12.4.9 Extended Flags

In addition to the first 64 virtual outputs listed above, Assembly Instance 103 adds 192 more (for a total of 256). The fault
flag bits shift downward to make room for all 256 virtual outputs to be together.

Words 0 through 3 are the same as seen in Flags on p. 182. In the case of Assembly Instance 103 the following changes are
made:

Word #4 - Virtual Outputs 65 through 80, where VOB65 is found in bit 0 and VO8O0 in bit 15

Word #5 — Virtual Outputs 81 through 96, where VO81 is found in bit 0 and VO96 in bit 15

Word #6 - Virtual Outputs 97 through 112, where VO97 is found in bit 0 and VO112 in bit 15

Word #7 — Virtual Outputs 113 through 128, where VO113 is found in bit 0 and VO128 in bit 15

Word #8 — Virtual Outputs 129 through 144, where VO129 is found in bit 0 and VO144 in bit 15

Word #9 - Virtual Outputs 145 through 160, where VO145 is found in bit 0 and VO160 in bit 15

Word #10 - Virtual Outputs 161 through 176, where VO161 is found in bit 0 and VO176 in bit 15

Word #11 — Virtual Outputs 177 through 192, where VO177 is found in bit 0 and VO192 in bit 15

Word #12 - Virtual Outputs 193 through 208, where VO193 is found in bit 0 and VO208 in bit 15

Word #13 - Virtual Outputs 209 through 224, where VO209 is found in bit 0 and VO224 in bit 15

Word #14 - Virtual Outputs 225 through 240, where VO225 is found in bit 0 and VO240 in bit 15

Word #15 - Virtual Outputs 241 through 256, where VO241 is found in bit 0 and VO256 in bit 15

Word #16 through #19 are the same as Word #4 through #7 as seen in Flags on p. 182. Assembly Instance 103 also
includes more fault flag bits, as seen below

e Word #20 - Fault Bits for VO65 through VO80, where the fault for VO65 is found in bit 0 and VO80 in bit 15

This pattern continues for Word #21 through #31, covering the remainder of the fault bits for the 256 total Virtual Outputs.

12.4.10 ISD System Status Words

The ISD System Status words as found in PLC Input Assembly Instance 104 (0x68), words 39-62, are defined below.

Each of these System Status Words are not meant to be seen as a single 32-bit integer, but rather as an array of 32
individual ISD device status bits, where bit 0 is assigned to ISD device 1, bit 1 is assigned to ISD device 2, and so on until
bit 31 is assigned to the 32" ISD device on that chain.
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e  Word #39-40 Chain 1 Device On/Off Status—Chain 1, ISD device 1 on/off is Word 39, bit 0; chain 1, ISD device 32
on/off is Word 40, bit 15

e Word #41-42 Chain 2 Device On/Off Status—Chain 2, ISD device 1 on/off is Word 41, bit 0; chain 2, ISD device 32
on/off is Word 42, bit 15

e  Word #43-44 Chain 1 Fault Status—Chain 1, ISD device 1 fault status is Word 43, bit 0; chain 1, ISD device 32 fault
status is Word 44, bit 15

e  Word #45-46 Chain 2 Fault Status—Chain 2, ISD device 1 fault status is Word 45, bit 0; chain 2, ISD device 32 fault
status is Word 46, bit 15

e  Word #47-48 Chain 1 Marginal Status—Chain 1, ISD device 1 marginal status is Word 47, bit 0; chain 1, ISD device
32 marginal status is Word 48, bit 15

e Word #49-50 Chain 2 Marginal Status—Chain 2, ISD device 1 marginal status is Word 49, bit 0; chain 2, ISD device
32 marginal status is Word 50, bit 15

e Word #51-52 Chain 1 Alert Status—Chain 1, ISD device 1 alert status is Word 51, bit 0; chain 1, ISD device 32 alert
status is Word 52, bit 15

e  Word #53-54 Chain 2 Alert Status—Chain 2, ISD device 1 alert status is Word 53, bit 0; chain 2, ISD device 32 alert
status is Word 54, bit 15

e  Word #55-56 Chain 1 Reset Status—Chain 1, ISD device 1 reset status is Word 55, bit 0; chain 1, ISD device 32
reset status is Word 56, bit 15

e Word #57-58 Chain 2 Reset Status—Chain 2, ISD device 1 reset status is Word 57, bit 0; chain 2, ISD device 32
reset status is Word 58, bit 15

¢ Word #59-60 Chain 1 Actuator Recognized—Chain 1, ISD device 1 actuator recognized is Word 59, bit 0; chain 1,
ISD device 32 actuator recognized is Word 60, bit 15

e Word #61-62 Chain 2 Actuator Recognized—Chain 2, ISD device 1 actuator recognized is Word 61, bit 0; chain 2,
ISD device 32 actuator recognized is Word 62, bit 15

12.4.11 RSLogix5000 Configuration (Explicit Messaging)

The Safety Controller supports a number of different Explicit Messaging connections. In addition to the Assembly Instances
from the previous section, there are some extra Assembly Instances that can only be accessed via Explicit Messaging.

Choices for Explicit Message Connections

Read Safety Controller Outputs

To perform a one-time read of one of the T>O Safety Controller output/PLC input Assembly Instances from Outputs from
the Safety Controller (Inputs to the PLC) on p. 172, use Service Type 14 (Get Attribute Single, hex OE), Class 4, Instance 100
(0x64) or 101 (0x65) or 102 (0x66) or 103 (0x67) or 104 (0x68), Attribute 3. A successful Explicit Message of this type
returns the appropriate Assembly Instance as shown in Outputs from the Safety Controller (Inputs to the PLC) on p. 172.

See an example of this type of connection in Read Safety Controller Outputs Example on p. 187.

Write Safety Controller Inputs

To perform a one-time write of the data in the Safety Controller Input (PLC Output) Assembly Instances from Inputs to the
Safety Controller (Outputs from the PLC) on p. 170, use Service Type 16 (Set Attribute Single, hex 10), Class 4, Instance
112 (0x70) or 113 (0x71) or 114 (0x72), Attribute 3. The size of the MSG Source Element (a user-defined tag array) is given
by the Assembly Object in question. A successful Explicit Message of this type writes the relevant data to the Safety
Controller; see Inputs to the Safety Controller (Outputs from the PLC) on p. 170.

See an example of this type of connection in Write Safety Controller Inputs Example on p. 189.

= Note: Not all Safety Controllers support virtual inputs.

Virtual Output Status

To get the current status of the first 64 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE), Class 0x64,
Instance 1, Attribute 1. A successful Explicit Message of this type returns two 32-bit integers representing the status of VO1
through VO64. See an example of this type of connection in Read Virtual Output Status Example on p. 190.

Read Extended Virtual Output Status

To get the current status of all 256 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE), Class 0x75, Instance
1, Attribute 1. A successful Explicit Message of this type returns eight 32-bit integers containing Virtual Output status bits
VO1 through VO256.
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Virtual Output Fault Bits

To get the current status of the first 64 Virtual Output Fault Bits, use Service Type 14 (Get Attribute Single, hex OE), Class
0x65, Instance 1, Attribute 1. A successful Explicit Message of this type returns two 32-bit integers representing the status
of the Fault Bits for VO1 through VO64.

Read Extended Virtual Output Fault Bits

To get the current status of all 256 Virtual Output Fault Bits, use Service Type 14 (Get Attribute Single, hex OE), Class 0x76,
Instance 1, Attribute 1. A successful Explicit Message of this type returns eight 32-bit integers containing Virtual Output
Fault Bits VO1 Fault through VO256 Fault.

Individual Fault Index Values

To get a specific Fault Index Value for one of the first 64 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x6F, Instance 1-64 (choose one), Attribute 1. A successful Explicit Message of this type returns a single 16-bit
register representing the Fault Index value for one of the Virtual Outputs.

Read Extended Individual Fault Index Values

To get a specific Fault Index Value for one of the 256 Virtual Outputs, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x7A, Instance 1-255 (choose one), Attribute 1. A successful Explicit Message of this type returns a 16-bit register
representing the Fault Index value for one of the Virtual Outputs.

Write Virtual Inputs (Virtual Manual Reset and Cancel Off Delay)

To write Virtual Reset/Cancel Delay bits to the Safety Controller, use Service Type 16 (Set Attribute Single, hex 10), Class
0x78, Instance 1, Attribute 1. The length of the data to be written is two 32-bit integers (8 bytes). A successful Explicit
Message of this type writes Virtual Reset/Cancel Delay bits VRCD1 through VRCD16 and the RCD Actuation Code.

= Note: Not all Safety Controllers support virtual inputs.

Word # Word Name Data Type

0 VRCD (VRCD1-16) (see Virtual Manual Reset and Cancel Delay 16-bit integer
(RCD) Sequence on p. 54)

1 reserved 16-bit integer

2 RCD Actuation Code [RCD Enable] (see Virtual Manual Reset and | 16-bit integer
Cancel Delay (RCD) Sequence on p. 54)

3 reserved 16-bit integer

Read Virtual Outputs (Virtual Manual Reset and Cancel Off Delay Feedback)

To read the status of Virtual Output bits related to the Virtual Manual Reset and Cancel Off Delay Feedback from the Safety
Controller, use Service Type 14 (Get Attribute Single, hex OE), Class 0x79, Instance 1, Attribute 1. A successful Explicit
Message of this type returns two 32-bit integers containing Virtual Reset/Cancel Delay Feedback bits VRCD Feedback 1
through VRCD Feedback 16 and the RCD Actuation Code Feedback.

= Note: Not all Safety Controllers support virtual inputs.

Word # Word Name Data Type

0 VRCD Feedback (VRCD1-16) (see Virtual Manual Reset and 16-bit integer
Cancel Delay (RCD) Sequence on p. 54)

1 reserved 16-bit integer
2 RCD Actuation Code Feedback [RCD Enable Feedback] (see 16-bit integer
Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54)

3 reserved 16-bit integer
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Write ISD Request

To write a request for ISD device information to the Safety Controller, use Service Type 16 (Set Attribute Single, hex 10),
Class 0x81, Instance 1, Attribute 1. The length of the data to be written is three 16-bit integers (6 bytes). A successful

Explicit Message of this type writes the ISD Request to the Safety Controller.

= Note: Not all Safety Controllers support ISD.

Word # Word Name Data Type

0 ISD Read Request (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

1 ISD Chain Requested (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

2 ISD Device Requested (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

Read ISD Response

To read the Safety Controller’'s Response to an ISD Request (see Write ISD Request on p. 186) , use Service Type 14 (Get
Attribute Single, hex OE), Class 0x80, Instance 1, Attribute 1. A successful Explicit Message of this type returns 77 words

containing the information shown below.

= Note: Not all Safety Controllers support ISD.

Word # Word Name Data Type

0-1 ISD System Status — Chain 1 Device Count 32-bit integer

2-3 ISD System Status — Chain 2 Device Count 32-bit integer

4-5 ISD System Status — Chain 1 Device On/Off Status (see ISD 32-bit integer
System Status Words on p. 183)

6-7 ISD System Status — Chain 2 Device On/Off Status (see ISD 32-bit integer
System Status Words on p. 183)

8-9 ISD System Status — Chain 1 Fault Status (see ISD System Status | 32-bit integer
Words on p. 183)

10-11 ISD System Status — Chain 2 Fault Status (see ISD System Status  32-bit integer
Words on p. 183)

12-13 ISD System Status — Chain 1 Marginal Status (see ISD System 32-bit integer
Status Words on p. 183)

14-15 ISD System Status — Chain 2 Marginal Status (see ISD System 32-bit integer
Status Words on p. 183)

16-17 ISD System Status — Chain 1 Alert Status (see ISD System Status | 32-bit integer
Words on p. 183)

18-19 ISD System Status — Chain 2 Alert Status (see ISD System Status | 32-bit integer
Words on p. 183)

20-21 ISD System Status — Chain 1 Reset Status (see ISD System 32-bit integer
Status Words on p. 183)

22-23 ISD System Status — Chain 2 Reset Status (see ISD System 32-bit integer
Status Words on p. 183)

24-25 ISD System Status — Chain 1 Actuator Recognized (see ISD 32-bit integer
System Status Words on p. 183)

26-27 ISD System Status — Chain 2 Actuator Recognized (see ISD 32-bit integer
System Status Words on p. 183)

28-29 ISD System Status — Chain 1 System Status (see ISD Chain 32-bit integer

System Status on p. 45)
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Word # Word Name Data Type

30-31 ISD System Status — Chain 2 System Status (see ISD Chain 32-bit integer
System Status on p. 45)

32-64 reserved 16-bit integer

65 ISD Read Request Acknowledge (see Request Performance and | 16-bit integer
Status Information about an Individual Device via ISD on p. 45)

66 ISD Chain Requested Acknowledge (see Request Performance 16-bit integer
and Status Information about an Individual Device via ISD on p.
45)

67 ISD Device Requested Acknowledge (see Request Performance | 16-bit integer
and Status Information about an Individual Device via ISD on p.
45)

68-76 ISD Individual Device-Specific Data (see ISD Individual Device- 16-bit integer

Specific Data Detailed Description on p. 179)

Individual Fault Log Entry

To get a specific entry from the 10 entry Fault Log, use Service Type 14 (Get Attribute Single, hex OE), Class 0x71, Instance
1, Attribute 1-10 (choose one). A successful Explicit Message of this type will return a single 15 register entry from the fault
log, as defined below. Note that Attribute = 1 references the most recent entry in the error log, while Attribute = 10 is the
oldest entry.

Word # Word Name Data Type

0-1 Fault #1 Time Stamp 32-bit integer

2-9 Fault #1 Name of I/0 or System 2-word length + 12-ASCII characters
10 Fault #1 Error Code 16-bit integer

11 Fault #1 Advanced Error Code 16-bit integer

12 Fault #1 Error Message Index 16-bit integer

13-14 reserved 16-bit integer

System Information

Some system information can be accessed using Service Type 14 (Get Attribute Single, hex OE), Class 0x72, Instance 1,
Attribute 1-4 (choose one, see the following table). A successful Explicit Message of this type returns the system
information seen below (size and data type vary). See an example of this type of connection in Read System Information
Example on p. 191.

Attribute System Value Data Type

1 Seconds Since Boot 32-bit integer

2 Operating Mode 16-bit integer

3 ConfigName 2-word length + 16-ASCII characters
4 Config CRC 32-bit integer

Examples of Explicit Message Connections

Read Safety Controller Outputs Example

To perform a one-time read of the 100 (0x64) Assembly Instance, use Service Type 14 (Get Attribute Single, hex OE), Class
4, Instance 100, Attribute 3. A successful Explicit Message of this type will return all 8 registers of the 100 (0x64) Assembly
Instance, as defined in Configuration Assembly Object on p. 180.

The following figure shows the MSG command for this explicit message.
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Figure 186. MSG Command— Configuration Tab

=T
Message Configuration - MSG_100 ﬁ

Corfiguration | Commurication I Tag

Message Type: [CJP Generic -

Service ’Get Atiribute Single v] Sl nent:
Type:

ource Length: o (Bykes)

B | (Hex) Class: 4 Hex)  pectination Expllat_AE_lOO =
Element:

Instance: 100 Attribute: 3 (Hex)

Code:

® Enable ) Enable Waiting ) Start ® Done Done Length: 16

‘) Emor Code: Extended Emor Code: [ Timed Out &

Ermor Path:

Eror Texd: )

(oK J[ Game J[ oo |
-
Figure 187. MSG Command—Communication Tab
s " iR
Message Cenfiguration - XS MSG_100 M

Communication™ | Tag
@ Path: Ethemet, 2, 192.168.0.124) [ T ]

Ethemet, 2, 192.168.0.128

Broadcast:

Communication Methad :
@ CIP DH+ Channel A N 10

Diestination Link:

glozi’cr:‘:tll.lD Source : tdl Destination Made: :_3
[ Connected | Cache Connections * _| Large Connection
® Enable ) Enable Watting ) Start ® Done Done Length: 16
i) Emor Code: Extended Emor Code: [ Timed Qut &
Ermor Path:
Eror Tead:
u o) o) o ) )

The following figure shows the user-defined array (called XS_Explicit_AE_100) showing all 8 registers.
Figure 188. User-Defined Array

Fra] {+..]|Decimal INT[S]
2 Decimal INT
0 Decimal INT
[+ -X5_Explicit_AE_100[2] ] Diecimal INT
[+ -X5_Explict_AE_100[3] a Decimal INT
1+-X5_Explicit_AE_100[4] 0 Decimal INT
[+ X5_Explict_AE_100[5] 0 Decimal INT
[+ XS5 Explicit_AE_100[5] ] Decimal INT
+-X5_Explict_AE_100[7] 0 Decimal INT

In this example data, we can see that VO2 is currently ON. VO2 is word 0, bit 1> 2/A1 =2
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Write Safety Controller Inputs Example

To perform a one-time write of the data in the Safety Controller Input (PLC Output) Assembly Instance 112 (0x70), use
Service Type 16 (Set Attribute Single, hex 10), Class 4, Instance 112 (0x70), Attribute 3. The size of the MSG Source
Element (a user-defined tag array) is 4 bytes in this case.

The following figure shows the user-defined array (called AE112) to be written to the Safety Controller.
Figure 189. User-Defined Array to be Written to the Safety Controller

4 AF112 i | fod Decimal INT[2]
B AEL12[0] 7 Decimal INT
B AE112[1] ] Decimal INT
The following figure shows the MSG command for this explicit message.
Figure 190. MSG Command— Configuration Tab
Message Configuration - M5G_SCL0 | &3]
Corfiguration 1 Communication I Tag

Message Type: [CIP Generic or.

Service lset Attribute Single .] Source Element:  AE112 -

Type:

Source Length: 1 & (Bytes)

(Hexy Class: | 4 (Hex)

Instance: Attribute: (Hex)
nstance: 112 ibute: 3 LBkt New Tag...

) Enable 3 Enable Watting ) Start ® Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Qut 4
Ermor Path: Ethemet, 2, 192.168.0.128

Ermor Te:

QK H Cancel ] Apply
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Figure 191. MSG Command—Communication Tab

i

P\i":fac:ag_e Coﬁfigura:'t:ion —'MSG_":{GU

Communication | Tag

@ Path: Browse. ..
Ethemet, 2, 152.168.0.128
Broadcast:
Communication Methad
@CIP DHs Channel A |0
glﬂirﬁ:aﬁ[‘ Source Link: |0 E E_:
[ Connected |Cache Connections 4= | Large Connection
3 Enable 3 Enable Waiting ) Start W Done Done Length: 0
i) Emor Code: Extended Ermor Code: [ Timed Qut 4
Eror Path: Ethemet, 2, 152.168.0.128
Ermor Test:

Read Virtual Output Status Example

To perform a one-time read of the current status of the first 64 Virtual Outputs, use Service Type 14 (Get Attribute Single,
hex OE), Class 0x64, Instance 1, Attribute 1. A successful Explicit Message of this type returns two 32-bit integers
representing the status of VO1 through VO64.

The following figure shows the MSG command for this explicit message.
Figure 192. MSG Command— Configuration Tab

Message Cenfiguration - XS_VO_MSG m

Configuration | Communication I Tag

Message Type: [CIF’ Generic -

Service (et Attribute Single
Type:

Lengkh: | D

) Clss: 64 o) pecgnation X5_Explidt_VO_StatL +
Element:

} Instance: .1 Atfribute: -1 {Hex)

lala

2 Enable < Enable Waiting 3 Start 3 Done Done Length: 0
3 Emor Code: Extended Emor Code: [ Timed Out «
Emor Path:
Ermor Text:
[ ok ][ Gancel || epiy Help
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Figure 193. MSG Command—Communication Tab

Message Configuration - X5_VO_MSG

S

Corfiguration | Commurication™ I—Tag

@ Path: Ethemet, 2, 192.168.0.124]
Bthemet, 2, 192.162.0.128

Broadcast:

Communication Method

Browse...

@ CP DH+ A u ¥
CIP With 0 [0 B
Source |D i =
[ Connected | Cache Connections L3 || Large Connection
3 Enable ) Enable Waiting ) Start ) Done Done Length: 0
\| 0 EmorCode: Extended Emor Code: [ Timed Out «
Ermor Path:
Emor Text:
OK || Camcd |[ My |[ Heb |
K = — —d

The following figure shows the user-defined array (called XS_Explicit_VO_Status) showing two 32-bit integers.

Figure 194. User-Defined Array

= -%S_Explict_WVO_Status b {...}|Decimal DHMT2]
_Bxplicit_ WO Status[0] 1 Decimal DINT
XS _Bxplicit_ WO _Status[1] 0 Decimal DINT

In this example data, we can see that VO1 is currently ON. VO1 is word 1, bit 0 > 270 = 1

Read System Information Example

Some system information can be accessed using EtherNet/IP Explicit Messages. One such piece of data is the
Configuration Name from the Safety Controller. To get this information, use Service Type 14 (Get Attribute Single, hex OE),
Class 0x72, Instance 1, Attribute 3. A successful Explicit Message of this type will return the 32-bit length and ASCII string

comprising the Safety Controller Configuration Name.

The following figure shows the MSG command for this explicit message.

Figure 195. MSG Command— Configuration Tab

Message Configuration - X5_Explicit Config_Mame_MSG

Configuration | Communication [ Tag |

Message Type:

[cIP Generic

Service ’Get Attribute Single

Type: )
. £ iHex) Class: 72 ) pectination X5 _Expligt_Config_N
: Element:
Instance: 1 Atfribute: 3 (Hex)
|
3 Enable  _» Enable Waiting ) Start i Done Done Length: 0
) Emor Code: Extended Emor Code: [ Timed Out €
Ermor Path:
Emor Text:
[ ok || Ccancel App Help
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Figure 196. MSG Command—Communication Tab

Message Configuration - X5_Explicit_Config_Name_MSG Lﬁ

Configuration | Communication™ | Tag

@ Path: Ethemet, 2, 192.163.0.124] Browse...
Ethemet, 2, 152.168.0.128

Broadcast:

Communication Method
@CcP DH+

CIP With
Source 1D

1=
]

[ Connected Cache Connections € Large Connection

3 Enable ) Enable Waiting 2 Start 3 Done Done Length: 0

| 3 Emor Code: Extended Emor Code: [ Timed Out €

Ermor Path:
Ermor Test:

(T = .

L — o]

The following figure shows the user-defined array (called XS_Explicit_Config_Name) showing all 8 registers.
Figure 197. User-Defined Array

= ¥5_Bxplicit_Config_Mame E ] {...}|Decimal INT[10]
1+ ¥5_Bwplicit_Config_Name[0] 12 Decimal INT
sfi—j-XS_Explicit_Config_Name{'l] a Decimal INT
[+-%5_Bwplicit_Config_Name[2] *1B" ASCII INT
I+ ¥5_Bxplicit_Config_Name[3] ‘na’ ASCIHI INT
[+/-X5_Bwplicit_Config_Name[4] L ASCII INT
[+ %S_Explicit_Corfig_Namel5] *GC” ASCI INT
1+ ¥5_Bxplicit_Config_Name[6] *fn" ASCII INT
|+ X5 _Bwplicit_Config_Name[7] 0 ol ASCII INT
1+ ¥S_Bwplicit_Config_Name[8] ] Decimal INT
sfj—j-XS_Explidt_Conﬁg_Name{B] 1] Decimal INT

Note that the first two registers are a 32-bit integer describing how many ASCII characters are coming in the Config Name.
Here that value is 72. ASCII characters are packed, two per register, in the so-called ControlLogix String Format. The Config
name here is Blank Config, but the ControlLogix string format displays those characters, two per line, in reverse order.

Step-by-Step Explicit Messages
Making an explicit message connection from scratch in an Allen-Bradley PLC program requires the following steps.

1. Make a new tag with the Message data type.

2. Make a new tag to act as a Destination Element (a 16-bit array large enough to hold the data that will be requested).

3. Add a MSG command to your ladder logic (using the Message tag from #1 and the Destination Element from #2).
The Class, Instance, and Attribute values depend on the data desired.

4. In the Communication tab of the MSG command, enter the path to the Safety Controller: for example, Ethernet,
2, 192.168.0.128, where the 2is used for EtherNet/IP connections in the PLC and the IP Address shown is that
of the Safety Controller.

12.4.12 EIP on Omron PLC Configuration

The following figures show an EtherNet/IP Connection between a Safety Controller and an Omron CJ2H PLC.
1. Open the Omron Network Configurator software.
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Figure 198. Omron Network Configurator Software
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2. Add the correct PLC to the network.
3. Right click on the PLC and click Change Node Address to change the IP address.

Figure 199. Right-Click Menu

lﬂﬁhmm[ﬂiﬁ!Tﬂﬂpﬁn
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AT
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Here is the PLC’s IP address:
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Figure 200. PLC IP Address

Change 1P Address ﬂ

Mew IP Addrsss: | 192 . 188 . 0 . 99 |

| Cancel

4. Install the Safety Controller EDS file.

a) Go to EDS_File > Install.
b) Browse to and select the EDS file.
c) Double click the new item from the list at left to add it to the network.

Figure 201. Add the Safety Controller
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5. Right click on the Safety Controller, and click Change Node Address to change the IP address.
6. Enter the Safety Controller’s IP address.
Figure 202. Safety Controller IP Address

Change IP Address ﬂ

New P Addess: | 192 168 0 124 |

[ Caes

7. Double click on the PLC icon to edit the device parameters.
a) Select the Safety Controller from the Unregister Device List.
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Figure 203. Unregister Device List

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
Connections | Tag Sets
Unregister Device List
H# Product Name

1192 168.0.128

Banner X526 FID1/2

EE

Connections : 0/256 (0 :0. T:0)
Register Device List

Product Name 152 168.0.55 CJZ2B-EIP21 Variable Target Variable

Mew... Edit... Delete Edit All... Change Target Node 10...

To/From File

[ ok || Cancel |
b) Click the down arrow to send it to the Register Device List.
Figure 204. Register Device List
Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

Conngctions | Tag Sets

Unregister Device List

# Product Name
Connections : 0/256 (0 :0,T:0) -
Register Device List
Product Name 152.168.0.55 CJ2B-EIP21 Variable Target Variable

P 152.168.0.128 |

Edt... Delete

EditAl.. | | Change Target Node ID...

| | To,/From File |

|| Concel |
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196

c) Click the Tag Sets tab (to see the window below).

Figure 205. Tag Sets Tab

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

; | Connections | Tag Sets

In -Consume | Ot - Produce

Name

Ower ...

Size Bit D

New... Edit...

Delete

Expand Al Collapse All

| Edit Tags... ||Deiete

all of unused Tag Sets | |lsage Count : 0/256

| mpot | | To/From Fils

[ ok || Ccancel

d) Click Edit Tags....
The Edit Tags window displays.
e) Click on the In - Consume tab.

Figure 206. Edit Tag Window—In - Consume Tab

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

[ Connections | Tag Sets Edit Tags [ ~ |
In-Consume | Qut-Prd — = S
l— In - Corsume | Out - Pmduce|
MName " it D
Mame Ower .. Size Eit
New... Edit.. Mew... | Edit... Delete Al Collapse Al
oo | [ teeoon 0 | [ e

C o [ o ]
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f) Click New.
The Edit Tag window displays.

g) Select an appropriate type and size CPU Data Area.
In this example, the Safety Controller will be sending out 16-bit words, so the DM area works. Choose a Size
(number of bytes) equal to the desired EIP assembly instance. Here we are looking at /n - Consume (from the
PLC’s point of view), which is the T > O assemblies. See Inputs to the Safety Controller (Outputs from the PLC)

on p. 170 and Outputs from the Safety Controller (Inputs to the PLC) on p. 172 for more information on the
assembly objects. The choices are:

e VO Status/Fault - 100 (0x64), size 16 bytes
Fault Index Words - 101 (0x65), size 208 bytes
Error Log Only - 102 (0x66), size 300 bytes
Reset/Cancel Delay - 103 (0x67), size 70 bytes
VRCD plus ISD - 104 (0x68), size 224 bytes

Figure 207. Edijt Tag Window

Edit Tags

Ini- Consume | Out - Produce

Haie Ove ... Siee Eil

Edit Tag
Mame : |DOO00 |
Size: DB pye
[]Us=Bit Data
Lo 0z
Ovver Load
Dizable ® Enable
|_Fngst Cloze
Mew... Edit.. Dielete
Uzage count 04256 oK. Rl

h) After entering the Name (remember that this refers to a CPU Data Area on the PLC) and Size in bytes, click
Regist, then click Close.

i) Click on the Out- Produce tab.
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Figure 208. Out- Produce Tab

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21

Connections | T2g Sets | Edit Tags I

In - Consume | Qut - P
mi In - Consume | Out - Produce

Name | : T 1rt 1D
| Name Ovwer .. Size Eit
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
! [
New.. Bt f | [ Mew. || Edit. Delete JAl | Cola
|
Edit Tags { Usage count:  1/256 oK ol | To/From File
0K Cancel

j) Click New.
k) Choose an appropriate type and size CPU Data Area.

The choices are:
e 112 (0x70), size 2 bytes (no data in these registers)
e 113 (0x71), size 22 bytes (virtual reset, cancel delay bits)

Figure 209. Edijt Tag Window

Edit Tags

In - Consume | Out - Praduce

M armne Ower ... Size Bit

EditTag  [EH|

Mame : iDDD2DS |

Size: 222 Byte
[JUse Bit Data
Bit Size - D :
Ovwver Load
() Disable ® Enable

Mew... Edit.. Delete

Uszage count:  1/256 oK P

[) After entering the Name (remember that this refers to a CPU Data Area on the PLC) and Size in bytes, click
Regist, then click Close.

m) On the Edit Tags window, click OK.
The message “The new Tags will be registered as Tag sets” displays.

n) Click Yes.
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8. Double check the tags by clicking on both the In- Consume and Out- Produce tabs.

Figure 210. In- Consume Tab

Figure 211. Out- Produce Tab

Cdit Device Parameters : 192.168.0.95 CI2B-EIP21 Ed Edit Device Parameters : 192.168.0.95 CI2B-EIP21
| Connections | Tag Sets | Connections | T2g Sets
In - Consume | Out - Produce In -Consume | Out - Froduce |
Name Over .. Size Eit 1o Name: Over .. Size Bit D
& DO000D 208Byte Muto *|D00209 22Byte Auto
New Edt Delete Expand Al | | Collapse Al [ ew Delete Bomd il | | Colms=
Dide dof oawemd Yo S8 | Usage Count: . 2/255 B Jufonlc Delete all of unused Tag Sets | Usage Court: 2256 | Impont To/From Fie
oK Cancel oK Cancal
9. Go back to the Connections tab (to see the window below).
Figure 212. Edlit Device Parameters Window— Connections Tab
Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
Connections Tag Sets
Unregister Device List
# Product Name
Connections : 0/256 (0:0. T:0) 4 | ?
Register Device List
Product Name 192.168.0.95 CJ2B-EIP21 Variable
@ 192.168.0.128 (#128)B...
MNew. .. Edit.. Delete Edit All_.. [ Chanae Target Node 1D To/From File
Cance
10. Double click on the Safety Controller seen in the Register Device List.
The Edit Connection window opens.
11. Select the appropriate Connections and RPI.
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Figure 213. Edit Connections

It will add & connection configuration to originator device.

Plzaze configure the Tag Set each of originator device and target device.

Connection 10 Type | %] Fault Index Wards(101]

L

Originatar D evice WO Status/Faul100]
Faut Index words[101)
MNode Address: 192,11 Emmor Log Only(102)
| Reset/Cancel Delay(103)
Camment:  CIZB-'| Statuz/Faul(100
i,

Wl Fault Indas lwiords(107]
Input Tag Set: |4 1% Feset/Cancel Delay(103]

| D 00000 - 2088 yte] v #"

Connection T :
| -1
Tupe: Multi-cast connection w

| Output Tag Set: Edit Tag Sets

DO0209 - [22Byte] v *#

Connection Paint ta Port connection v

Type:

Hide Detail

Detail Parameter
Packet Interval [RPI) : 50.0 s [ 50,0 - 3200.0 ms |

Timneout Walue : 'F'acicet Interval [RF1) © 4 v/

Connection Structure

192.168.0.128 Banner X526 FID1/2 Edit Connection

arget Device

ode Address: 192.16E.0.128
Comment:  Banner %526 FID1/2

utput Tag Set :

Input_101 - [208Byte]

Input Tag Set:

Output_113 - [22Bute]

Connection Mame :
[Possible to amit]

& 132.168.0.90 CJZB-EIF21 ~

12. Click Regist, then click Close.
13. Click OK on the Edit Parameters window.

[ Fieqist
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Figure 214. Ediit Parameters Window

Edit Device Parameters : 192.168.0.95 CJ2B-EIP21
_Connecti-og_ Tag Sets

Unregister Device List

=3 Product Name
Connections : 2/256(0:2,T:0) -

Reaister Device List

Product Mame 152.168.0.55 CJ2B-EIP21 Varable Target Variable

‘ 152.168.0.128 (#128) B...

cgdefault_001 [nput]  DOO00D Input_101
default 001 [Output]  DOO209 Qutput_113
New... Edt... Delste EdtAl. | | Change TargetNodelD.. | To/fomFle |
| ok || caneel |

14. Go online and download the configuration to the PLC.
Figure 215. Download the Configuration

|| S | || e

Z* | @ EtherNet/IP_1

-~

Parameter

2% Monitor...
5
Reset  Qpen..
24 Saveas...
’i Maintenance Information... 7
4 Upload
Register to other Device L4 ﬁ
External Data 3 /| Verify
# Cut
Copy

15. On the "Downloading parameters to selected devices will start" message, click Yes.
16. Select a download option.
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Figure 216. Download Options

List of Device that are executing

The following devices are not in program mode.

# Product Mame
£ 192168095 CI2B-EIP21

Comment

Download after changed to Program mode

Drowrload with Current mode

17. Click Yes on the "Controller's mode will be returned to the state before starting download" message, then click OK
on the "Download of device parameter was completed" message.

18. Right click on the PLC icon and select Monitor.

This window shows whether the connection looks good. Blue icons indicate a connection is running fine and without

errors.

Figure 217. Monitor Device Window—Status 1 Tab

Monitor Device
Controller Emor History Tag Status Ethemet Information
Status 1 Status 2 Connection Emor History
Unit Status
Unit Crrar On-Line
Metworle Emor [+ Tag Data Link
Unit Memory Emor Change |P address in Run mode
Com. Controller Emor Enable User Specified Area
IF Address Duplicated Multiple Switch ON
LINK OFF Emer Eror History
Status Area Layout Emor
Network Status
Comparison Eror IP Address Table Emor
Tag Data Link Emor IP Router Table Emor
Invalid Parameter DNS Server Emor
140 Refresh Emor Routing Table Emor
Tag Database Emor Ethemet Bxt Config Logical Emor
[+ All Tag Data Link BOOTF Server Emor
[+ Tag Data Link SNTP Server Emor
Run FTP Server Address mismatch
Ethemet Link Status MNonvolatile Memory Emor
Ethemet Config Logical Emor
Target Node Status
@12
Close

19. Open the CX Programmer software.

20. Go to File > New.

The Change PLC window displays.
21. Select a PLC model, then click Settings.
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Figure 218. Monitor Device Window—Connection Tab

Maonitor Device

Conferbre iston |
Status 1 Status 2

Tag Status
Connection

Target Node Status

Ethemet Information
ElTor_H_istory

@122

Start Connection Stop Connection

Connection Status

Connection Name Type Status

@ 192.168.0.128 (#128) defaul_001  Out/in

00:0000
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Figure 219. Change PLC Window

=] C-Programmar - sl
Fic Edi Wiew Inset PLC. Pregam  Senulsion Tooh Window Help

s @ajsbnmoc|aeB 0t |ALS AR LI[RAR|LIE(DEDP|Lw ||

[xan] BEMEREE: rniw | —consni k[P ea[vunt BRG]
[EAFRrE &R PEE chsjvy e |[[MEGaarmnHyens ||t sream|-|

(e e |22 % W%

22. Select a CPU Type and click OK.

Figure 220. Device Type Settings Window

~ Hie Memony
|Nme 'I ™ Read Only

— Timer / Clock
¥ Installed

23. Select a Network Type and click OK.
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Figure 221. Change PLC Window

Change PLC “

— Device Mane
{MewPLC1
— Device Type
jcizH | | settings.. |
— MNetwork, Type
juse ~]  settings.. |
™ Show
— Comment

0k Cancel Help |

24. Go Online with the PLC; click Work Online.

Figure 222. Work Online

- | v
[Program i
3--% NewProject | ‘
28"~ | NeaPLC1[CI2H] Offline I [Section Ma

----- ™1 Data Type! Change... »
""" = Symbols Insert Program 5

----- 10 Tablea

% Settings ﬂork Online l
4% Memory Start PLC-2T Integrated Simulation

- %4 Programs &2 Work Online Simulator

E@ e E5 PLC Error Simulator
T

Operating Mode
% Monitoring

25. Click Yes to connect to the PLC.
26. Go to View > Windows > Watch.
27. Click on the top line in the Watch window.
The Edit dialog window opens.
Figure 223. Watch Window

[l

' Project / = Narme: | Address or Value: Zommen

5" PLC Na...l MName | Address | Data Type / Format | FB Usage| Value | Valuef... | Comment |

mL e |

28. Add some registers to the Watch window.
Figure 224. Ediit Dialog

Edit dialog Ex
PLC: | ] =]
Name or address: IDUUUUE‘ Browse. .. |
Diata Type / Format: IINT [Signed D ecimal Channel) ;I
ak I Cancel I

[ e e e
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Figure 225. Watch Window— Four Registers

WA
}\PFOJECT,'( =l Name: | Address or Value:
j—j PLC Na... | Mame '_Address |_Data Type / Format | FB Usage :_‘u‘alue | Value(Binary) -_'Commen
||| NewPLC1 Do INT iSigned Decimal, Channel] +2 0000 000D 000D 0010
MNewPLC1 D1 INT (Signed Decimal, Channel) 0 0000 D00 OO0 D000
MNewPLC1 D2 INT (Signed Decimal,Channel) 0 0000 0000 0000 D000

MNewPLC1 03 INT (Signed Decimal, Channel) 0000 0000 0000 DODD

0
B s,

In the Watch window in the preceding figure, there are four registers of Safety Controller Output (PLC Input) data.
Notice how Virtual Output #2 is currently on (DO register, bit 1).

12.5 Modbus/TCP

The Modbus/TCP protocol provides device information using register and coil banks defined by the slave device.

This section defines the register and coil banks. By specification, Modbus/TCP uses TCP port 502. The Safety Controller
does not support a Unit ID of 0 (sometimes called Slave ID or Device ID).

The following registers are used to send output values from the Safety Controller to the PLC. These can be read as Input
Registers (30000) using Modbus function code 04 (Read Input Registers). The same values can also be read as Holding
Registers (40000) using Modbus function code 03 (Read Holding Registers). The status information for all the virtual outputs
and their fault flags, contained in the first eight registers, can also be read as Inputs (10000) using Modbus function code 02
(Read Input Status).

= Note: FID 2 and later XS/SC26-2 Safety Controllers differ from FID 1 XS/SC26-2 models in that FID 2 and
later no longer allows access to the first 64 Virtual Outputs using Modbus/TCP Coils 0001-00064, nor the
first 64 Virtual Output Faults bits using Modbus/TCP Coils 00065-00128.

The First 64 Virtual Outputs and Virtual Output Faults (Inputs 10001-10128)
Table 24: 02: Read Input Status

Input # NAME Input # NAME

10001 VO1 10065 VO1 Fault bit
10002 VO2 10066 VO2 Fault bit
10003 VO3 10067 VO3 Fault bit
10063 VO63 10127 VO63 Fault bit
10064 VO64 10128 VO64 Fault bit
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All 256 Virtual Outputs and Virtual Output Faults (Inputs 11001-11256, 12001-12256)
Table 25: 02: Read Input Status

Input # NAME Input # NAME
11001 VO1 12001 VO1 Fault bit
11002 VO2 12002 VO2 Fault bit
11003 VO3 12003 VO3 Fault bit
11255 V0255 12255 V0255 Fault bit
11256 V0256 12256 V0256 Fault bit

Virtual Input, Virtual Reset/Cancel Delay Control and Feedback (Coils 3001-3064, 4001-4016, Inputs

15001-15016)

See Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54.
Table 26: 05: Write Single Coil; 02: Read Input Status

Input # NAME Input # NAME

3001 VI1 On/Off 15001 VRCD1 Feedback
3002 VI2 On/Off 15002 VRCD2 Feedback
3064 VI 64 On/Off 15016 VRCD16 Feedback
4001 VRCD1 On/Off

4002 VRCD2 On/Off

4016 VRCD16 On/Off

Safety Controller Output Registers (Modbus/TCP Input or Holding Registers)

206
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Input REG # | Holding WORD NAME DATA TYPE
REG #
1 1 VO1 - VO16 (see Flags on p. 216) 16-bit integer
2 2 VO17 - VO32 (see Flags on p. 216) 16-bit integer
3 3 VO33 - V048 (see Flags on p. 216) 16-bit integer
4 4 VO49 - VO64 (see Flags on p. 216) 16-bit integer
5 5 Fault bits for VO1 - VO16 (see Flags on p. 216) 16-bit integer
6 6 Fault bits for VO17 — VO32 (see Flags on p. 216) 16-bit integer
7 7 Fault bits for VO33 — VO48 (see Flags on p. 216) 16-bit integer
8 8 Fault bits for VO49 — VO64 (see Flags on p. 216) 16-bit integer
9 Virtual Input On/Off (1-16) 16-bit integer
10 Virtual Input On/Off (17-32) 16-bit integer
11 Virtual Input On/Off (33-48) 16-bit integer
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Input REG # Holding WORD NAME DATA TYPE
REG #
12 Virtual Input On/Off (49-64) 16-bit integer
13-16 13-16 reserved 16-bit integer
17 Virtual Reset/Cancel Delay (1-16) [RCD Register 16-bit integer
Bits] (see Virtual Manual Reset and Cancel Delay
(RCD) Sequence on p. 54)
18 18 reserved 16-bit integer
19 RCD Actuation Code [RCD Enable Register] (see 16-bit integer
Virtual Manual Reset and Cancel Delay (RCD)
Sequence on p. 54)
20 20 Virtual Reset/Cancel Delay (1-16) Feedback [RCD | 16-bit integer
Feedback Register Bits] (see Virtual Manual Reset
and Cancel Delay (RCD) Sequence on p. 54)
21 21 reserved 16-bit integer
22 22 RCD Actuation Code Feedback [RCD Enable 16-bit integer
Feedback Register] (see Virtual Manual Reset and
Cancel Delay (RCD) Sequence on p. 54)
23-40 23-40 reserved 16-bit integer
41 41 VO1 Fault Index 16-bit integer
42 42 VO2 Fault Index 16-bit integer
43 43 VOS3 Fault Index 16-bit integer
44 44 VO4 Fault Index 16-bit integer
45 45 VOS5 Fault Index 16-bit integer
46 46 VOB6 Fault Index 16-bit integer
47 47 VO7 Fault Index 16-bit integer
48 48 VO8 Fault Index 16-bit integer
49 49 VO9 Fault Index 16-bit integer
50 50 VO10 Fault Index 16-bit integer
51 51 VO11 Fault Index 16-bit integer
52 52 VO12 Fault Index 16-bit integer
53 53 VO13 Fault Index 16-bit integer
54 54 VO14 Fault Index 16-bit integer
55 55 VO15 Fault Index 16-bit integer
56 56 VO16 Fault Index 16-bit integer
57 57 VO17 Fault Index 16-bit integer
58 58 VO18 Fault Index 16-bit integer
59 59 VO19 Fault Index 16-bit integer
60 60 VO20 Fault Index 16-bit integer
61 61 VO21 Fault Index 16-bit integer
62 62 VO22 Fault Index 16-bit integer
63 63 VO23 Fault Index 16-bit integer
64 64 VO24 Fault Index 16-bit integer
65 65 VO25 Fault Index 16-bit integer
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Input REG # | Holding

REG #

WORD NAME

DATA TYPE

66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104

208

66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
920
91
92
93
94
95
96
97
98
99
100
101
102
103
104

VO26 Fault Index
VO27 Fault Index
VO28 Fault Index
VO29 Fault Index
VO30 Fault Index
VO31 Fault Index
VO32 Fault Index
VO33 Fault Index
VO34 Fault Index
VO35 Fault Index
VO36 Fault Index
VO37 Fault Index
VO38 Fault Index
VO39 Fault Index
VO40 Fault Index
VO41 Fault Index
VO42 Fault Index
VO43 Fault Index
VO44 Fault Index
VO45 Fault Index
VO46 Fault Index
VO47 Fault Index
VO48 Fault Index
VO49 Fault Index
VOS50 Fault Index
VO51 Fault Index
VO52 Fault Index
VO53 Fault Index
VO54 Fault Index
VO55 Fault Index
VO56 Fault Index
VO57 Fault Index
VO58 Fault Index
VO59 Fault Index
VOG60 Fault Index
VO61 Fault Index
VOB62 Fault Index
VOG63 Fault Index
VO64 Fault Index
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16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer




XS/SC26-2 and SC10-2 Safety Controllers

Input REG # | Holding

REG #

WORD NAME

DATA TYPE

105-106
107-108
109-110
111-112
113-114
115-116
117-118
119-120
121-122
123-124
125-126
127-128
129-130
131-132
133-134
135-136
137-138
139-140
141-142
143-144
145-146
147-148
149-150
151-152
153-154
155-156
157-158
159-160
161-162
163-164
165-166
167-168
169-170
171-172
173-174
175-176
177-178
179-180
181-182

105-106
107-108
109-110
111-112
113-114
115-116
117-118
119-120
121-122
123-124
125-126
127-128
129-130
131-132
133-134
135-136
137-138
139-140
141-142
143-144
145-146
147-148
149-150
151-152
153-154
155-156
157-158
159-160
161-162
163-164
165-166
167-168
169-170
171-172
173-174
175-176
177-178
179-180
181-182

VO1 Complete Fault Code

VO2 Complete Fault Code

VO3 Complete Fault Code

VO4 Complete Fault Code

VO5 Complete Fault Code

VO6 Complete Fault Code

VO7 Complete Fault Code

VO8 Complete Fault Code

VO9 Complete Fault Code

VO10 Complete Fault Code
VO11 Complete Fault Code
VO12 Complete Fault Code
VO13 Complete Fault Code
VO14 Complete Fault Code
VO15 Complete Fault Code
VO16 Complete Fault Code
VO17 Complete Fault Code
VO18 Complete Fault Code
VO19 Complete Fault Code
VO20 Complete Fault Code
VO21 Complete Fault Code
V022 Complete Fault Code
VO23 Complete Fault Code
V024 Complete Fault Code
VO25 Complete Fault Code
VO26 Complete Fault Code
V027 Complete Fault Code
V028 Complete Fault Code
VO29 Complete Fault Code
VO30 Complete Fault Code
VO31 Complete Fault Code
VO32 Complete Fault Code
VO33 Complete Fault Code
VO34 Complete Fault Code
VO35 Complete Fault Code
VO36 Complete Fault Code
VO37 Complete Fault Code
VO38 Complete Fault Code
VO39 Complete Fault Code
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32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
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Input REG # | Holding

REG #

WORD NAME

DATA TYPE

183-184
185-186
187-188
189-190
191-192
193-194
195-196
197-198
199-200
201-202
203-204
205-206
207-208
209-210
211-212
213-214
215-216
217-218
219-220
221-222
223-224
225-226
227-228
229-230
231-232
233-234
235-242
243

244

245

246-247
248-249
250-257
258

259

260

261-262
263-264
265-272

210

183-184
185-186
187-188
189-190
191-192
193-194
195-196
197-198
199-200
201-202
203-204
205-206
207-208
209-210
211-212
213-214
215-216
217-218
219-220
221-222
223-224
225-226
227-228
229-230
231-232
233-234
235-242
243

244

245

246-247
248-249
250-257
258

259

260

261-262
263-264
265-272

V040 Complete Fault Code
VO41 Complete Fault Code
V042 Complete Fault Code
V043 Complete Fault Code
VO44 Complete Fault Code
V045 Complete Fault Code
V046 Complete Fault Code
VO47 Complete Fault Code
V048 Complete Fault Code
V049 Complete Fault Code
VO50 Complete Fault Code
VO51 Complete Fault Code
VO52 Complete Fault Code
VO53 Complete Fault Code
VO54 Complete Fault Code
VO55 Complete Fault Code
VO56 Complete Fault Code
VO57 Complete Fault Code
VO58 Complete Fault Code
VO59 Complete Fault Code
VO60 Complete Fault Code
VO61 Complete Fault Code
VO62 Complete Fault Code
VO63 Complete Fault Code
V064 Complete Fault Code
Fault #1 Time Stamp

Fault #1 Name of I/0 or System

Fault #1 Error Code

Fault #1 Advanced Error Code

Fault #1 Error Message Index
reserved

Fault #2 Time Stamp

Fault #2 Name of I/0 or System

Fault #2 Error Code

Fault #2 Advanced Error Code

Fault #2 Error Message Index
reserved

Fault #3 Time Stamp

Fault #3 Name of I/0 or System
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32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters
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Input REG # Holding WORD NAME DATA TYPE
REG #

273 273 Fault #3 Error Code 16-bit integer

274 274 Fault #3 Advanced Error Code 16-bit integer

275 275 Fault #3 Error Message Index 16-bit integer

276277 276277 reserved 16-bit integer

278-279 278-279 Fault #4 Time Stamp 32-bit integer

280-287 280-287 Fault #4 Name of I/0 or System 2-word length + 12-ASCII characters
288 288 Fault #4 Error Code 16-bit integer

289 289 Fault #4 Advanced Error Code 16-bit integer

290 290 Fault #4 Error Message Index 16-bit integer

291-292 291-292 reserved 16-bit integer

293-294 293-294 Fault #5 Time Stamp 32-bit integer

295-302 295-302 Fault #5 Name of I/0 or System 2-word length + 12-ASCII characters
303 303 Fault #5 Error Code 16-bit integer

304 304 Fault #5 Advanced Error Code 16-bit integer

305 305 Fault #5 Error Message Index 16-bit integer

306-307 306-307 reserved 16-bit integer

308-309 308-309 Fault #6 Time Stamp 32-bit integer

310-317 310-317 Fault #6 Name of I/0 or System 2-word length + 12-ASCII characters
318 318 Fault #6 Error Code 16-bit integer

319 319 Fault #6 Advanced Error Code 16-bit integer

320 320 Fault #6 Error Message Index 16-bit integer

321-322 321-322 reserved 16-bit integer

323-324 323-324 Fault #7 Time Stamp 32-bit integer

325-332 325-332 Fault #7 Name of I/0 or System 2-word length + 12-ASCII characters
333 333 Fault #7 Error Code 16-bit integer

334 334 Fault #7 Advanced Error Code 16-bit integer

335 335 Fault #7 Error Message Index 16-bit integer

336-337 336-337 reserved 16-bit integer

338-339 338-339 Fault #8 Time Stamp 32-bit integer

340-347 340-347 Fault #8 Name of I/0 or System 2-word length + 12-ASCII characters
348 348 Fault #8 Error Code 16-bit integer

349 349 Fault #8 Advanced Error Code 16-bit integer

350 350 Fault #8 Error Message Index 16-bit integer

351-352 351-352 reserved 16-bit integer

353-354 353-354 Fault #9 Time Stamp 32-bit integer

355-362 355-362 Fault #9 Name of I/0 or System 2-word length + 12-ASCII characters
363 363 Fault #9 Error Code 16-bit integer

364 364 Fault #9 Advanced Error Code 16-bit integer

365 365 Fault #9 Error Message Index 16-bit integer
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Input REG # Holding WORD NAME DATA TYPE
REG #
366-367 366-367 reserved 16-bit integer
368-369 368-369 Fault #10 Time Stamp 32-bit integer
370-377 370-377 Fault #10 Name of 1/0 or System 2-word length + 12-ASCII characters
378 378 Fault #10 Error Code 16-bit integer
379 379 Fault #10 Advanced Error Code 16-bit integer
380 380 Fault #10 Error Message Index 16-bit integer
381-382 381-382 reserved 16-bit integer
383-384 383-384 Seconds Since Boot 32-bit integer
385 385 Operating Mode 16-bit integer
386-395 386-395 ConfigName 2-word length + 16-ASCII characters
396-397 396-397 Config CRC 32-bit integer
398-900 398-900 reserved 16-bit integer
901 901 VO1 - VO16 (see Flags on p. 216) 16-bit integer
902 902 VO17 - VO32 (see Flags on p. 216) 16-bit integer
903 903 VO33 - V048 (see Flags on p. 216) 16-bit integer
904 904 VO49 - VOB64 (see Flags on p. 216) 16-bit integer
905 905 VOB65 - VO8O0 (see Extended Flags on p. 217) 16-bit integer
906 906 VO81 - VO96 (see Extended Flags on p. 217) 16-bit integer
907 907 VO97 - VO112 (see Extended Flags on p. 217) 16-bit integer
908 908 VO113 - VO128 (see Extended Flags on p. 217) 16-bit integer
909 909 V0129 - VO144 (see Extended Flags on p. 217) 16-bit integer
910 910 VO145 - VO160 (see Extended Flags on p. 217) 16-bit integer
911 911 VO161 - VO176 (see Extended Flags on p. 217) 16-bit integer
912 912 VO177 - VO192 (see Extended Flags on p. 217) 16-bit integer
913 913 VO193 - VO208 (see Extended Flags on p. 217) 16-bit integer
914 914 V0209 - VO224 (see Extended Flags on p. 217) 16-bit integer
915 915 V0225 - V0240 (see Extended Flags on p. 217) 16-bit integer
916 916 V0241 - V0256 (see Extended Flags on p. 217) 16-bit integer
917 917 Fault bits for VO1 - VO16 (see Flags on p. 216) 16-bit integer
918 918 Fault bits for VO17 — VO32 (see Flags on p. 216) 16-bit integer
919 919 Fault bits for VO33 — VO48 (see Flags on p. 216) 16-bit integer
920 920 Fault bits for VO49 — VO64 (see Flags on p. 216) 16-bit integer
921 921 Fault bits for VO65 — VO80 (see Extended Flags on | 16-bit integer
p. 217)
922 922 Fault bits for VO81 — VO96 (see Extended Flags on | 16-bit integer
p. 217)
923 923 Fault bits for VO97 — VO112 (see Extended Flags 16-bit integer
on p. 217)
924 924 Fault bits for VO113 — VO128 (see Extended Flags | 16-bit integer
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Input REG # Holding WORD NAME DATA TYPE
REG #

925 925 Fault bits for VO129 — VO144 (see Extended Flags | 16-bit integer
on p. 217)

926 926 Fault bits for VO145 — VO160 (see Extended Flags | 16-bit integer
on p. 217)

926 926 Fault bits for VO161 — VO176 (see Extended Flags | 16-bit integer
on p. 217)

928 928 Fault bits for VO177 — VO192 (see Extended Flags | 16-bit integer
on p. 217)

929 929 Fault bits for VO193 — VO208 (see Extended Flags | 16-bit integer
on p. 217)

930 930 Fault bits for VO209 - VO224 (see Extended Flags | 16-bit integer
on p. 217)

931 931 Fault bits for VO225 — VO240 (see Extended Flags | 16-bit integer
on p. 217)

932 932 Fault bits for VO241 — VO256 (see Extended Flags | 16-bit integer
on p. 217)

933-934 933-934 RCD bits feedback (see Virtual Manual Reset and | 32-bit integer
Cancel Delay (RCD) Sequence on p. 54)

935 935 RCD Enable feedback (see Virtual Manual Reset 16-bit integer
and Cancel Delay (RCD) Sequence on p. 54)

936 936 VO1 Fault Index 16-bit integer

937 937 VO2 Fault Index 16-bit integer

938 938 VOS3 Fault Index 16-bit integer

1190 1190 V0256 Fault Index 16-bit integer

1191-1192 | 1191-1192 | VO1 Complete Fault Code 32-bit integer

1193-1194 | 1193-1194 | VO2 Complete Fault Code 32-bit integer

1195-1196 | 1195-1196 | VO3 Complete Fault Code 32-bit integer

1197-1198 | 1197-1198 | VO4 Complete Fault Code 32-bit integer

1702-1703 | 1702-1703 | VO256 Complete Fault Code 32-bit integer

1704-1705 | 1704-1705 | ISD System Status- Chain 1 Device Count 32-bit integer

1706-1707 | 1706-1707 | ISD System Status- Chain 2 Device Count 32-bit integer

1708-1709 | 1708-1709 | ISD System Status- Chain 1 Device On/Off Status | 32-bit integer
(see ISD System Status Words on p. 183)

1710-1711 | 1710-1711 | ISD System Status- Chain 2 Device On/Off Status | 32-bit integer
(see ISD System Status Words on p. 183)

1712-1713 | 1712-1713 | ISD System Status- Chain 1 Fault Status (see ISD | 32-bit integer
System Status Words on p. 183)

1714-1715 | 1714-1715 | ISD System Status- Chain 2 Fault Status (see ISD | 32-bit integer
System Status Words on p. 183)

1716-1717 | 1716-1717 | ISD System Status- Chain 1 Marginal Status (see 32-bit integer
ISD System Status Words on p. 183)

1718-1719 | 1718-1719 | ISD System Status- Chain 2 Marginal Status (see 32-bit integer

ISD System Status Words on p. 183)
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and Status Information about an Individual Device
via ISD on p. 45)

Input REG # | Holding WORD NAME DATA TYPE
REG #
1720-1721 | 1720-1721 |ISD System Status- Chain 1 Alert Status (see ISD | 32-bit integer
System Status Words on p. 183)
1722-1723 | 1722-1723 | ISD System Status- Chain 2 Alert Status (see ISD 32-bit integer
System Status Words on p. 183)
1724-1725 | 1724-1725 | ISD System Status- Chain 1 Reset Status (see ISD | 32-bit integer
System Status Words on p. 183)
1726-1727 | 1726-1727 | ISD System Status- Chain 2 Reset Status (see ISD | 32-bit integer
System Status Words on p. 183)
1728-1729 | 1728-1729 | ISD System Status- Chain 1 Actuator Recognized | 32-bit integer
(see ISD System Status Words on p. 183)
1730-1731 | 1730-1731 | ISD System Status- Chain 2 Actuator Recognized | 32-bit integer
(see ISD System Status Words on p. 183)
1732-1733 | 1732-1733 | ISD System Status- Chain 1 System Status (see 32-bit integer
ISD Chain System Status on p. 45)
1734-1735 | 1734-1735 | ISD System Status- Chain 2 System Status (see 32-bit integer
ISD Chain System Status on p. 45)
1736-1768 | 1736-1768 | reserved 16-bit integer
1769 1769 ISD Read Request Acknowledge (see Request 16-bit integer
Performance and Status Information about an
Individual Device via ISD on p. 45)
1770 1770 ISD Chain Requested Acknowledge (see Request | 16-bit integer
Performance and Status Information about an
Individual Device via ISD on p. 45)
1771 1771 ISD Device Requested Acknowledge (see Request | 16-bit integer
Performance and Status Information about an
Individual Device via ISD on p. 45)
1772-1780 | 1772-1780 | ISD Individual Device-Specific Data 3! (see ISD 16-bit integer
Individual Device-Specific Data Detailed
Description on p. 214)
1781 ISD Read Request (see Request Performance and | 16-bit integer
Status Information about an Individual Device via
ISD on p. 45)
1782 ISD Chain Requested (see Request Performance 16-bit integer
and Status Information about an Individual Device
via ISD on p. 45)
1783 ISD Device Requested (see Request Performance | 16-bit integer

ISD Individual Device-Specific Data Detailed Description

The following table describes Data Input and Holding Registers 1772-1780.
Table 27: ISD Individual Device-Specific Data Detailed Description

Input REG # Holding REG # | Information Data size
1772.0 1772.0 Safety Input Fault 1 bit
17721 17721 reserved 1 bit

31 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion
Information on p. 248.
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Input REG # Holding REG # | Information Data size
1772.2 1772.2 Sensor Not Paired 1-bit
1772.3 1772.3 ISD Data Error 1-bit
1772.4 1772.4 Wrong Actuator/Button Status/Input Status 1-bit
1772.5 1772.5 Marginal Range/Button Status/Input Status 1-bit
1772.6 1772.6 Actuator Detected 1-bit
1772.7 1772.7 Output Error 1-bit
1772.8 1772.8 Input 2 1-bit
1772.9 1772.9 Input 1 1-bit
177210 1772.10 Local Reset Expected 1-bit
177211 177211 Operating Voltage Warning 1-bit
177212 177212 Operating Voltage Error 1-bit
177213 1772.13 OQutput 2 1-bit
177214 177214 Output 1 1-bit
1772.15 1772.15 Power Cycle Required 1-bit
1773.0 1773.0 Fault Tolerant Outputs 1-bit
17731 17731 Local Reset Unit 1-bit
1773.2 1773.2 Cascadable 1-bit
1773.3 1773.3 High Coding Level 1-bit

1773.4 to 1773.4 10 1773.7 | Teach-ins Remaining 4-bit
1773.7
1773.8 to 1773.8 to Device ID 5-bit
1773.12 1773.12
1773.13 to 1773.13 to Range Warning Count 6-bit
1774.2 1774.2
1774.3 to 1774.3 to 1774.7 | Output Switch-off Time 5-bit
1774.7
1774.8 to 1774.8 to Number of Voltage Errors 8-bit
1774.15 1774.15
1775.0 to 1775.0 to 1775.7 | Internal Temperature 22 8-bit
1775.7
1775.8 to 1775.8 to Actuator Distance 32 8-bit
1775.15 1775.15
1776.0 to 1776.0 to 1776.7 | Supply Voltage %2 8-bit
1776.7
1776.8 to 1776.8 to Expected Company Name 4-bit
1776.11 1776.11
1776.12 to 1776.12 to Received Company Name 4-bit
1776.15 1776.15
1777 1777 Expected Code 16-bit
1778 1778 Received Code 16-bit
1779 1779 Internal Error A 16-bit
1780 1780 Internal Error B 16-bit

32 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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==>
data.

12.5.1 Flags

Registers 1 through 8, defined below, appear as the first 8 words in register map.

Note: See ISD Individual Device-Specific Data on p. 46 for more information of the structure of the ISD

This represents the first 64 virtual outputs and the associated fault flags. The information in these registers can be read as

Input Registers (30000) using Modbus function code 04 (Read Input Registers). The same values can also be read as

Holding Registers (40000) using Modbus function code 03 (Read Holding Registers).

Table 28: Virtual Output 1-16

PLC Input register 30001 or Holding Register 40001, also Inputs 10001-16 or Coils 00001-16

bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit2 bit 1 bit 0
VO16 VO15 VO14 VO13 VO12 VO11 VO10 Vo9 Vo8 Vo7 Vo6 VOS5 Vo4 VO3 V02 VO1
Table 29: Virtual Output 17-32
PLC Input register 30002 or Holding Register 40002, also Inputs 10017-32 or Coils 00017-32
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
VO32 VO31 VO30 VO29 V028 VO27 VO26 V025 V024 V023 VvO22 Vo21 VO20 VO19 VO18 VO17
Table 30: Virtual Output 33-48
PLC Input register 30003 or Holding Register 40003, also Inputs 10033-48 or Coils 00033-48
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit2 bit 1 bit 0
V048 V047 VO46 VO45 VO44 V043 V042 VO41 V040 V039 V038 VO37 VO36 VO35 VO34 V033
Table 31: Virtual Output 49-64
PLC Input register 30004 or Holding Register 40004, also Inputs 10049-64 or Coils 00049-64
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
VO64 V063 V062 V061 VO60 VO59 VO58 VO57 VO56 VO55 VO54 VO53 V052 VO51 VO50 V049
Table 32: Virtual Output Fault 1-16
PLC Input register 30005 or Holding Register 40005, also Inputs 10033-48 or Coils 00033-48
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit2 bit 1 bit 0
VO15 VO14 VO13 VO12 VO11 VO10
VO16 fault VO9 fault | VO8 fault | VO7 fault | VOG6 fault | VOS5 fault | VO4 fault | VO3 fault | VO2 fault | VO1 fault
fault fault fault fault fault fault
Table 33: Virtual Output Fault 17-32
PLC Input register 30006 or Holding Register 40006, also Inputs 10049-64 or Coils 00049-64
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
VO32 fault VO31 VO30 V029 V028 VO27 V026 V025 V024 V023 V022 V021 VO20 VO19 VO18 VO17
a fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault
Table 34: Virtual Output Fault 33-48
PLC Input register 30007 or Holding Register 40007, also Inputs 10033-48 or Coils 00033-48
bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit2 bit 1 bit 0
VO48 fault V047 VO46 VO45 V044 V043 V042 VO41 VO40 V039 V038 VO37 VO36 VO35 VO34 V033
a fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

Table 35: Virtual Output Fault 49-64

PLC Input register 30008 or Holding Register 40008, also Inputs 10049-64 or Coils 00049-64
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bit 15 bit 14 bit 13 bit 12 bit 11 bit 10 bit 9 bit 8 bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0

VOB4 fault V063 V062 V061 VO60 VO59 V058 VO57 VO56 VO55 VO54 VO53 V052 VO51 VO50 V049
aul

fault fault fault fault fault fault fault fault fault fault fault fault fault fault fault

12.5.2 Extended Flags

All 256 Virtual Outputs can be accessed in a way similar to that seen in Flags on p. 216.

Inputs 11001 through 11256 represent all 256 possible Virtual Outputs. These Virtual Outputs can also be read as Input
Registers 901-916 or Holding Registers 901-916.

Inputs 12001 through 12256 are all 256 Virtual Output Faults. These Virtual Output Faults can also be read as Input
Registers 917-932 or Holding Registers 917-932.

12.6 PLC5, SL.C500, and MicroLogix (PCCCQC)

Allen-Bradley’s PLC5, SLC 500, and MicroLogix family of devices uses PCCC communications protocol.

PCCC is also known as EtherNet/IP transport class 3 and uses explicit Read and Write message commands, or EIP
messaging, placed into the ladder logic program, to interface with the Safety Controller.

These PLCs do not support cyclic EtherNet/IP 10 data transfer (referred to as EtherNet/IP in this manual). The programming
software used by these PLCs is RSLogix 5 (PLC5) or RSLogix 500 (SLC500 and MicrolLogix series).

The Safety Controller supports these PLCs using an input register array. The term /nput is from the point of view of the PLC.

12.6.1 PLC Configuration

The images below represent a typical configuration.
1. Read. Message command reading from N7 table on the Safety Controller.
Figure 226. MSG - N20:0 (51 Elements) Window— General Tab

MSG - N20:0 : (51 Elements) = | =

I*| MutiHap |

Thiz Contraller 1 1 Caontral Bits
Communication Command: [PLCS Read | Ignore if timed out (TO): m
Data Table Address: Ta be retried (MR [0]
Size in Elements: Awalting Execution [Ew): []
Channel;: Continuous Fun (CO); m
; Ermor [ER): IE
Target Device Messane done [DR): IE
Message Timeout Meszage Transmitting [ST):
Data Table Address: Meszage Enabled (EN):

‘wiaiting for Queue Space IE
Local / Remote FultiHop:

Eror-

Error Code(Hex): O

Errar Descriphion

Mo erars

2. Read. IP Address of the Safety Controller is entered here.
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3. Wirite. Message command writing to N11 table on Safety Controller.

218

Figure 227. MSG - N20:0 (51 Elements) Window—MultiHop Tab

] MSG - N20:0 : (51 Elements)

BN Eos

General
Ihs = Add Hop [el = Remove Hop
From Device ] From Port ToAddress Type I ToAddress
Thig SLC 5/05 Channel 1 EtherMet/|IF Device [zt 192.168.0128

T

Figure 228. MSG - MG9:1 (1 Elements) Window—General Tab

1 MSG - MGS:1 : (1 Elements)

E=N[ECR =

| Muititop |

Thiz Contraller

Channel: [1 [Inkegral]

Caontral Bits
Ignore if timed out [TO): m

— Target Device

Error Description

Mo erors

Communication Cammand:

PLCE Wwirite:

| Break Connection [BE]: E

Data Table Address:
Size in Elements:

Meszage Timeout :
Data Table Address:

N140

3

M11:0

Local / Remate : |Lacal MuliHop:  [yes

Raouting Infarmation File(B1): [R110:1

Awaiting E=ecution [EW):

Eror [ER]: E
Mezzage done [DM]: E

Meszage Transmitting (ST E
Mezzage Enabled [EM]:

Error

Error Code[Hex): 0

4. Write. IP Address of the Safety Controller is entered here.
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Figure 229. MSG - MG9:1 (1 Elements) Window—MultiHop Tab

MSG - MGB:1 : (1 Elements) = -2zl

Ins = Add Hop Del = Remove Hop
Fram Device | Frarm Port | ToAddress Type | ToAddress
This Micrologis Channel 1 Ethertet/IP Device [ztr): 192.168.0.128

12.6.2 Outputs from Safety Controller (Inputs to PLC)

The Output registers are used to push output values from the Safety Controller to the PLC. MSG (message) commands are
used to Read (N7) from the Safety Controller.

Table 36: N7 REGS

REG # WORD NAME DATA TYPE

0 VO1 -VO16 (see Flags on p. 228) 16-bit integer
1 VO17 - VO32 (see Flags on p. 228) 16-bit integer
2 VO33 - V048 (see Flags on p. 228) 16-bit integer
3 V049 - VO64 (see Flags on p. 228) 16-bit integer
4 Fault bits for VO1 - VO16 (see Flags on p. 228) 16-bit integer
5 Fault bits for VO17 — VO32 (see Flags on p. 228) 16-bit integer
6 Fault bits for VO33 — VOA48 (see Flags on p. 228) 16-bit integer
7 Fault bits for VO49 — VO64 (see Flags on p. 228) 16-bit integer
8-18 reserved 16-bit integer
19 Virtual Reset/Cancel Delay (1-16) Feedback [RCD Feedback 16-bit integer

Register Bits] (see Virtual Manual Reset and Cancel Delay (RCD)
Sequence on p. 54)

20 reserved 16-bit integer
21 RCD Actuation Code Feedback [RCD Enable Feedback Register] | 16-bit integer
(see Virtual Manual Reset and Cancel Delay (RCD) Sequence on
p. 54)
22-39 reserved 16-bit integer
40 VO1 Fault Index 16-bit integer
41 VO2 Fault Index 16-bit integer
42 VO3 Fault Index 16-bit integer
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REG #

WORD NAME

DATA TYPE

43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82

220

VO4 Fault Index

VOS5 Fault Index

VOG6 Fault Index

VO7 Fault Index

VO8 Fault Index

VO9 Fault Index

VO10 Fault Index
VO11 Fault Index
VO12 Fault Index
VO13 Fault Index
VO14 Fault Index
VO15 Fault Index
VO16 Fault Index
VO17 Fault Index
VO18 Fault Index
VO19 Fault Index
VO20 Fault Index
VO21 Fault Index
V022 Fault Index
VO23 Fault Index
VO24 Fault Index
VO25 Fault Index
VO26 Fault Index
VO27 Fault Index
V028 Fault Index
VO29 Fault Index
VO30 Fault Index
VO31 Fault Index
VOB32 Fault Index
VO33 Fault Index
VO34 Fault Index
VO35 Fault Index
VO36 Fault Index
VO37 Fault Index
VO38 Fault Index
VO39 Fault Index
VO40 Fault Index
VO41 Fault Index
VO42 Fault Index
VO43 Fault Index
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16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
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REG #

WORD NAME

DATA TYPE

83
84

85

86

87

88

89

2

o1

92

93

94

95

96

97

98

99

100

101

102

103
104-105
106-107
108-109
110-111
112-113
114-115
116-117
118-119
120-121
122-123
124-125
126-127
128-129
130-131
132-133
134-135
136-137
138-139
140-141

VO44 Fault Index

VO45 Fault Index

VO46 Fault Index

VO47 Fault Index

VO48 Fault Index

VO49 Fault Index

VO50 Fault Index

VO51 Fault Index

VO52 Fault Index

VO53 Fault Index

VO54 Fault Index

VO55 Fault Index

VO56 Fault Index

VO57 Fault Index

VO58 Fault Index

VO59 Fault Index

VOG0 Fault Index

VOG61 Fault Index

VOB62 Fault Index

VOG63 Fault Index

VO64 Fault Index

VO1 Complete Fault Code
VO2 Complete Fault Code
VO3 Complete Fault Code
VO4 Complete Fault Code
VO5 Complete Fault Code
VO6 Complete Fault Code
VO7 Complete Fault Code
VO8 Complete Fault Code
VO9 Complete Fault Code
VO10 Complete Fault Code
VO11 Complete Fault Code
VO12 Complete Fault Code
VO13 Complete Fault Code
VO14 Complete Fault Code
VO15 Complete Fault Code
VO16 Complete Fault Code
VO17 Complete Fault Code
VO18 Complete Fault Code
VO19 Complete Fault Code
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16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
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REG #

WORD NAME

DATA TYPE

142-143
144-145
146-147
148-149
150-151
152-153
154-155
156-157
158-159
160-161
162-163
164-165
166-167
168-169
170-171
172-173
174-175
176-177
178-179
180-181
182-183
184-185
186-187
188-189
190-191
192-193
194-195
196-197
198-199
200-201
202-203
204-205
206-207
208-209
210-211
212-213
214-215
216-217
218-219
220-221

222

V020 Complete Fault Code
VO21 Complete Fault Code
VO22 Complete Fault Code
V023 Complete Fault Code
VO24 Complete Fault Code
VO25 Complete Fault Code
V026 Complete Fault Code
VO27 Complete Fault Code
VO28 Complete Fault Code
V029 Complete Fault Code
VO30 Complete Fault Code
VO31 Complete Fault Code
V032 Complete Fault Code
VO33 Complete Fault Code
VO34 Complete Fault Code
VO35 Complete Fault Code
VO36 Complete Fault Code
VO37 Complete Fault Code
V038 Complete Fault Code
VO39 Complete Fault Code
VO40 Complete Fault Code
VO41 Complete Fault Code
VO42 Complete Fault Code
VO43 Complete Fault Code
V044 Complete Fault Code
VO45 Complete Fault Code
VO46 Complete Fault Code
V047 Complete Fault Code
VO48 Complete Fault Code
VO49 Complete Fault Code
VO50 Complete Fault Code
VO51 Complete Fault Code
VO52 Complete Fault Code
VO53 Complete Fault Code
VO54 Complete Fault Code
VO55 Complete Fault Code
VO56 Complete Fault Code
VO57 Complete Fault Code
VO58 Complete Fault Code
VO59 Complete Fault Code
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32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer




XS/SC26-2 and SC10-2 Safety Controllers

REG #

WORD NAME

DATA TYPE

222-223
224-225
226-227
228-229
230-231
232-233
234-241
242
243
244
245-246
247-248
249-256
257
258
259
260-261
262-263
264-271
272
273
274
275-276
277-278
279-286
287
288
289
290-291
292-293
294-301
302
303
304
305-306
307-308
309-316
317
318
319

VO60 Complete Fault Code
VO61 Complete Fault Code
VO62 Complete Fault Code
V063 Complete Fault Code
VO64 Complete Fault Code
Fault #1 Time Stamp

Fault #1 Name of I/0 or System
Fault #1 Error Code

Fault #1 Advanced Error Code
Fault #1 Error Message Index
reserved

Fault #2 Time Stamp

Fault #2 Name of I/0 or System
Fault #2 Error Code

Fault #2 Advanced Error Code
Fault #2 Error Message Index
reserved

Fault #3 Time Stamp

Fault #3 Name of I/0 or System
Fault #3 Error Code

Fault #3 Advanced Error Code
Fault #3 Error Message Index
reserved

Fault #4 Time Stamp

Fault #4 Name of I/0 or System
Fault #4 Error Code

Fault #4 Advanced Error Code
Fault #4 Error Message Index
reserved

Fault #5 Time Stamp

Fault #5 Name of I/0 or System
Fault #5 Error Code

Fault #5 Advanced Error Code
Fault #5 Error Message Index
reserved

Fault #6 Time Stamp

Fault #6 Name of I/0 or System
Fault #6 Error Code

Fault #6 Advanced Error Code

Fault #6 Error Message Index

www.bannerengineering.com - Tel: + 1 888 373 6767

32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
16-bit integer
32-bit integer

2-word length + 12-ASCII characters

16-bit integer
16-bit integer
16-bit integer
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REG # WORD NAME DATA TYPE

320-321 reserved 16-bit integer

322-323 Fault #7 Time Stamp 32-bit integer

324-331 Fault #7 Name of I/0 or System 2-word length + 12-ASCII characters
332 Fault #7 Error Code 16-bit integer

333 Fault #7 Advanced Error Code 16-bit integer

334 Fault #7 Error Message Index 16-bit integer

335-336 reserved 16-bit integer

337-338 Fault #8 Time Stamp 32-bit integer

339-346 Fault #8 Name of I/0 or System 2-word length + 12-ASCII characters
347 Fault #8 Error Code 16-bit integer

348 Fault #8 Advanced Error Code 16-bit integer

349 Fault #8 Error Message Index 16-bit integer

350-351 reserved 16-bit integer

352-353 Fault #9 Time Stamp 32-bit integer

354-361 Fault #9 Name of I/0O or System 2-word length + 12-ASCII characters
362 Fault #9 Error Code 16-bit integer

363 Fault #9 Advanced Error Code 16-bit integer

364 Fault #9 Error Message Index 16-bit integer

365-366 reserved 16-bit integer

367-368 Fault #10 Time Stamp 32-bit integer

369-376 Fault #10 Name of 1/O or System 2-word length + 12-ASCII characters
377 Fault #10 Error Code 16-bit integer

378 Fault #10 Advanced Error Code 16-bit integer

379 Fault #10 Error Message Index 16-bit integer

380-381 reserved 16-bit integer

382-383 Seconds Since Boot 32-bit integer

384 Operating Mode 16-bit integer

385-394 ConfigName 2-word length + 16-ASCII characters
395-396 Config CRC 32-bit integer

397-899 reserved 16-bit integer

900 VO1 - VO16 (see Flags on p. 228) 16-bit integer

901 VO17 - VO32 (see Flags on p. 228) 16-bit integer

902 VO33 - V048 (see Flags on p. 228) 16-bit integer

903 VO49 - VO64 (see Flags on p. 228) 16-bit integer

904 VOB65 - VO8O0 (see Extended Flags on p. 229) 16-bit integer

905 VO81 - VO96 (see Extended Flags on p. 229) 16-bit integer

906 V097 - VO112 (see Extended Flags on p. 229) 16-bit integer

907 VO113 - VO128 (see Extended Flags on p. 229) 16-bit integer

908 VO129 - VO144 (see Extended Flags on p. 229) 16-bit integer

909 V0145 - VO160 (see Extended Flags on p. 229) 16-bit integer

224
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REG #

WORD NAME

DATA TYPE

910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932

933
934

935
936
937

1190

1191-1192
1193-1194
1195-1196
1197-1198

1701-1702
1703-1704

VO161 - VO176 (see Extended Flags on p. 229)
VO177 - VO192 (see Extended Flags on p. 229)
VO193 - VO208 (see Extended Flags on p. 229)
V0209 - V0224 (see Extended Flags on p. 229)
V0225 - V0240 (see Extended Flags on p. 229)
V0241 - VO256 (see Extended Flags on p. 229)
Fault bits for VO1 - VO16 (see Flags on p. 228)

Fault bits for VO17 — VO32 (see Flags on p. 228)
Fault bits for VO33 — VOA48 (see Flags on p. 228)
Fault bits for VO49 — VO64 (see Flags on p. 228)

Fault bits for VO65 — VO80 (see Extended Flags on p. 229)
Fault bits for VO81 — VO96 (see Extended Flags on p. 229)
Fault bits for VO97 — VO112 (see Extended Flags on p. 229)

Fault bits for VO113 — VO128 (see Extended Flags on p.

Fault bits for VO129 - VO144
Fault bits for VO145 - VO160
Fault bits for VO161 - VO176
Fault bits for VO177 - VO192
Fault bits for VO193 - VO208
Fault bits for VO209 - VO224
Fault bits for VO225 - V0240
Fault bits for VO241 - VO256

—_ e~~~ o~ o~~~

see Extended Flags on p.
see Extended Flags on p.
see Extended Flags on p.
see Extended Flags on p.
see Extended Flags on p.
see Extended Flags on p.
see Extended Flags on p.

see Extended Flags on p.

22
22
22
22
22
22
22
22
22

9)
9)
9)
9)
9)
9)
9)
9)
9)

Virtual Reset/Cancel Delay (1-16) Feedback [RCD Feedback

Register Bits] (see Virtual Manual Reset and Cancel Delay (RCD)

Sequence on p. 54)

reserved

RCD Actuation Code Feedback [RCD Enable Feedback Register]
(see Virtual Manual Reset and Cancel Delay (RCD) Sequence on

p. 54)

VO1 Fault Index
VO2 Fault Index
VO3 Fault Index

V0256 Fault Index

VO1 Complete Fault Code
VO2 Complete Fault Code
VO3 Complete Fault Code
VO4 Complete Fault Code

V0256 Complete Fault Code
ISD System Status — Chain 1 Device Count
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16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer
16-bit integer

16-bit integer
16-bit integer

16-bit integer
16-bit integer
16-bit integer

16-bit integer
32-bit integer
32-bit integer
32-bit integer
32-bit integer

32-bit integer
32-bit integer
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REG #

WORD NAME

DATA TYPE

1705-1706
1707-1708

1709-1710

1711-1712

1713-1714

1715-1716

1717-1718

1719-1720

1721-1722

1723-1724

1725-1726

1727-1728

1728-1730

1731-1732

1733-1734

1735-1766
1768

1769

1770

17711779

ISD System Status — Chain 2 Device Count

ISD System Status — Chain 1 Device On/Off Status (see ISD
System Status Words on p. 183)

ISD System Status — Chain 2 Device On/Off Status (see ISD
System Status Words on p. 183)

ISD System Status — Chain 1 Fault Status (see ISD System Status
Words on p. 183)

ISD System Status — Chain 2 Fault Status (see ISD System Status
Words on p. 183)

ISD System Status — Chain 1 Marginal Status (see ISD System
Status Words on p. 183)

ISD System Status — Chain 2 Marginal Status (see ISD System
Status Words on p. 183)

ISD System Status — Chain 1 Alert Status (see ISD System Status
Words on p. 183)

ISD System Status — Chain 2 Alert Status (see ISD System Status
Words on p. 183)

ISD System Status — Chain 1 Reset Status (see ISD System
Status Words on p. 183)

ISD System Status — Chain 2 Reset Status (see ISD System
Status Words on p. 183)

ISD System Status — Chain 1 Actuator Recognized (see ISD
System Status Words on p. 183)

ISD System Status — Chain 2 Actuator Recognized (see ISD
System Status Words on p. 183)

ISD System Status — Chain 1 System Status (see ISD Chain
System Status on p. 45)

ISD System Status — Chain 2 System Status (see ISD Chain
System Status on p. 45)

reserved

ISD Read Request Acknowledge (see Request Performance and
Status Information about an Individual Device via ISD on p. 45)

ISD Chain Requested Acknowledge (see Request Performance
and Status Information about an Individual Device via ISD on p.
45)

ISD Device Requested Acknowledge (see Request Performance
and Status Information about an Individual Device via ISD on p.
45)

ISD Individual Device-Specific Data 28 (see ISD Individual Device-
Specific Data Detailed Description on p. 226)

32-bit integer
32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

32-bit integer

16-bit integer
16-bit integer

16-bit integer

16-bit integer

16-bit integer

=

Note: See ISD Individual Device-Specific Data on p. 46 for more information of the structure of the ISD
data.

ISD Individual Device-Specific Data Detailed Description
The following table describes N7 REG #1771-1779.

33 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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Table 37: ISD Individual Device-Specific Data Detalled Description
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REG # Information Data size
1771.0 Safety Input Fault 1 bit
17711 reserved 1 bit
1771.2 Sensor Not Paired 1-bit
1771.3 ISD Data Error 1-bit
1771.4 Wrong Actuator/Button Status/Input Status 1-bit
1771.5 Marginal Range/Button Status/Input Status 1-bit
1771.6 Actuator Detected 1-bit
1771.7 Output Error 1-bit
1771.8 Input 2 1-bit
1771.9 Input 1 1-bit
1771.10 Local Reset Expected 1-bit
1771.11 Operating Voltage Warning 1-bit
1771.12 Operating Voltage Error 1-bit
177113 Output 2 1-bit
1771.14 Output 1 1-bit
1771.15 Power Cycle Required 1-bit
1772.0 Fault Tolerant Outputs 1-bit
17721 Local Reset Unit 1-bit
1772.2 Cascadable 1-bit
1772.3 High Coding Level 1-bit
1772.4t0 1772.7 | Teach-ins Remaining 4-bit
1772.8to 1772.12 | Device ID 5-bit
17721310 1773.2 | Range Warning Count 6-bit
1773.3t0 1773.7 | Output Switch-off Time 5-bit
1773.8t0 1773.15 | Number of Voltage Errors 8-bit
1774.0to 1774.7 | Internal Temperature 34 8-bit
1774.8t0 1774.15 | Actuator Distance 34 8-bit
1775.0t0 1775.7 | Supply Voltage 3 8-bit
1775.8 10 1775.11 | Expected Company Name 4-bit
1775.12 10 1775.15 | Received Company Name 4-bit
1776 Expected Code 16-bit
1777 Received Code 16-bit
1778 Internal Error A 16-bit
1779 Internal Error B 16-bit

=

data.

Note: See ISD Individual Device-Specific Data on p. 46 for more information of the structure of the ISD

34 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.
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12.6.3 Inputs to Safety Controller (Outputs from PLC)

The Input registers are used to send information to the Safety Controller from the PLC. MSG (message) commands are used

to Write (N11) to the Safety Controller.
Table 38: N11 REGS

REG # WORD NAME DATA TYPE

0-7 reserved 16-bit integer

8 Virtual Input On/Off (1-16) 16-bit integer

9 Virtual Input On/Off (17-32) 16-bit integer

10 Virtual Input On/Off (33-48) 16-bit integer

11 Virtual Input On/Off (49-64) 16-bit integer

12-15 reserved 16-bit integer

16 Virtual Reset/Cancel Delay (1-16) [RCD Register Bits] (see Virtual | 16-bit integer
Manual Reset and Cancel Delay (RCD) Sequence on p. 54)

17 reserved 16-bit integer

18 RCD Actuation Code [RCD Enable Register] (see Virtual Manual 16-bit integer
Reset and Cancel Delay (RCD) Sequence on p. 54)

19 ISD Read Request (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

20 ISD Chain Requested (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

21 ISD Device Requested (see Request Performance and Status 16-bit integer
Information about an Individual Device via ISD on p. 45)

12.6.4 Flags

Registers 0 through 7, defined below, appear as the first 8 words in the N7 register map.

Table 39: Register #0, Virtual Output 1-16, Bit Position

Bit Position
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VO16 VO15 VvO14 VO13 VO12 VO11 VO10 VO9 vVO8 Vo7 VO6 VO5 VO4 VO3 Vo2 VO1
Table 40: Register #1, Virtual Output 17-32, Bit Position
Bit Position
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
V032 VO31 VO30 V029 V028 vo27 VO26 V025 V024 V023 V022 V021 V020 VO19 VO18 VO17
Table 41: Register #2, Virtual Output 33-48, Bit Position
Bit Position
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
V048 V047 VO46 VO45 V044 V043 V042 VO41 VO40 V039 V038 VO37 VO36 VO35 VO34 V033
Table 42: Register #3, Virtual Output 49-64, Bit Position
Bit Position
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
VO64 V063 V062 VO61 VO60 VO59 VO58 VO57 VO56 VO55 VO54 VO53 V052 VO51 VO50 V049
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Table 43: Register #4, Fault Flag bits for Virtual Output 1-16, Bit Position

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VO16 VO15 VO14 VO13 VO12 VO11 VO10 VO9 VO8 Vo7 VO6 VO5 VO4 VO3 Vo2 VO1

Table 44: Register #5, Fault Flag bits for Virtual Output 17-32 Fault Flag, Bit Position

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
V032 VO31 VO30 V029 V028 vo27 V026 V025 V024 V023 vo22 VO21 V020 VO19 VO18 VO17

Table 45: Register #6, Fault Flag bits for Virtual Output 33-48, Bit Position

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VO48 V047 VO46 V045 V044 V043 V042 VO41 VO40 V039 V038 VO37 VO36 VO35 VO34 V033

Table 46: Register #7, Fault Flag bits for Virtual Output 49-64, Bit Position

Note that not every Virtual Output has a defined Fault Flag.

Bit Position
15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
VO64 V063 VO62 VO61 VO60 VO59 VO58 VO57 VO56 VO55 VO54 VO53 VO52 VO51 VO50 VO49

12.6.5 Extended Flags

All 256 Virtual Outputs can be accessed in a way similar to that seen in Flags on p. 228.
All 256 possible Virtual Outputs can be read as Registers 900-915.
All 256 possible Virtual Output Faults can be read as Registers 916-931.

12.7 PROFINET®

PROFINET®38 is a data communication protocol for industrial automation and processes. PROFINET 10 defines how
controllers (IO controllers) and peripheral devices (IO devices) exchange data in real time.

Banner Safety Controller supports PROFINET IO. The data communication protocol is TCP/IP; the data transmission
medium is copper wire; the PROFINET conformance class is CC-A. %6

= Note: In this document, outputs from the Safety Controller device are referred to as "inputs" to the

controller (PLC). Outputs from the controller (PLC) are referred to as "inputs" to the Safety Controller
device.

12.7.1 PROFINET and the Safety Controllers

This section covers instructions for XS/SC26-2 Safety Controllers with the FID 2 designation on the product label and a date
code of 1706 or later, and also FID 3 and later XS/SC26-2 Safety Controllers.

This section also covers the SC10-2.
PROFINET real time data is sent and received via slots.

35 PROFINET® is a registered trademark of PROFIBUS Nutzerorganisation e.V.
86 CC-A ensures that the device has the minimum properties regarding functionality and interoperability.
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= Note: The GSDML file is available for download at http://www.bannerengineering.com.

12.7.2 General Station Description (GSD) File

The General Station Description (GSD) file contains module information, such as:
e Configuration data
e Data information (pass count, inspection status, etc.)
¢ Diagnostics

12.7.3 PROFINET IO Data Model

The PROFINET IO data model is based on the typical, expandable field device that has a backplane with slots. Modules and
submodules have different functionalities.

Modules are plugged into slots; submodules are plugged into subslots. In the PROFINET 10 data model, Slot O Subslot 1 is
reserved for the Device Access Point (DAP) or network interface.

Both modules and submodules are used to control the type and volume of data that is sent to the controller (PLC).
e A submodule is typically designated as input type, output type, or combined input/output type
e Aninput submodule is used to send data to the controller (PLC)
e An output submodule is used to receive data from the controller (PLC)
e The combined input/output submodule simultaneously receives and sends data in both directions

12.7.4 Configuring the Safety Controller for a PROFINET 10
Connection

Connect the Safety Sontroller to the PC via the SC-USB2 USB cable.
Open the Banner Safety Controller Software, and click the Industrial Ethernet tab.
From the dropdown list on the left, select Profinet.

PoN~

Click E[:' to add information to the PROFINET Submodules.

Auto Configure can assist in this task.

Provide the appropriate password to change the configuration and network settings for the Safety Controller.
6. Make sure the Safety Controller has a valid and confirmed configuration file.

o

= Note: If a Virtual Reset or Cancel Delay is used, an Actuation Code must be created in Network

Settings. Then the code must be sent to the Safety Controller using Send in Network Settings.

12.7.5 Description of Modules

Table 47: Assignment of Slots
In this table, the I/O direction is from the point of view of the PLC.

Slot Module Function I/0 Module Name Module Size
(Bytes)
1 User Defined Status Bits (0-31) In 4 Status Bytes, Bits 0..31_1 4
2 User Defined Status Bits (32-63) In 4 Status Bytes, Bits 0..31_2 4
3 Safety Controller Fault Bits (0-31) In 4 Status Bytes, Bits 0..31_3 4
4 Safety Controller Fault Bits (32-63) In 4 Status Bytes, Bits 0..31_4 4
5 Safety Controller Input Status Bits (0-31) | In 4 Status Bytes, Bits 0..31_5 4
6 Safety Controller Input Status Bits (32-63) | In 4 Status Bytes, Bits 0..31_6 4
7 Safety Controller Input Status Bits (64-95) | In 4 Status Bytes, Bits 0..31_7 4
8 18;;<)aty Controller Input Status Bits (96— In 4 Status Bytes, Bits 0..31_8 4
9 1Sggt)ety Controller Input Status Bits (128- In 4 Status Bytes, Bits 0..31_9 4
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Slot Module Function I/0 Module Name Module Size
(Bytes)
10 Safety Controller Output Status Bits (0-31) In 4 Status Bytes, Bits 0..31_10 4
11 Safety Controller Output Status Bits (32— | In 4 Status Bytes, Bits 0..31_11 4
63)
12 Safety Controller Output Status Bits (64—  In 4 Status Bytes, Bits 0..31_12 4
95)
13 Virtual 1/0 (On/Off/Mute Enable) Bits (0- Out 8 Bytes Virtual On/Off/ME Data_1 8
63)
14 Virtual Reset, Cancel Delay Bits (0-16) Out 2 Bytes RCD Data_1 2
15 Reset, Cancel Delay Actuation Code Out 2 Byte RCD Actuation Code_1 2
16 Virtual Reset, Cancel Delay Bits (0-16) In RCD Data Feedback Register_1 2
Feedback
17 Reset, Cancel Delay Actuation Code In RCD Passcode Feedback Register_1 2
Feedback
18% | Fault Log In Fault Log Buffer Module 300
1987 | System Information In System Information Module 30
20 ISD Status In ISD Status Information Module 128
21 ISD Individual Device Information In/Out | ISD Individual Status Information 24 In/6 Out
Module
= Note: See ISD Individual Device-Specific Data on p. 46 for more information on the structure of the ISD
data.
User Defined Status Bits

The first two slots are always filled with User Defined Status Bit modules. These modules include 64 bits worth of virtual
status output information of any type.

Table 48: User Defined Status Bits (0-31) Module (Ident 0x100) [fixed in Slot 1]

PLC Input Data Name

Input Data Type

PLC Output Data Name

Output Data Type

User-Defined Status bits 0-7 Byte
User-Defined Status bits 8-15 Byte
User-Defined Status bits 16-23 Byte
User-Defined Status bits 24-31 Byte

Not applicable

Not applicable

Table 49: User Defined Status Bits (32-63) Module (Indent 0x100) [fixed in Slot 2]

PLC Input Data Name

Input Data Type

PLC Output Data Name

Output Data Type

User-Defined Status bits 32-39 Byte
User-Defined Status bits 40-47 Byte
User-Defined Status bits 48-55 Byte
User-Defined Status bits 56-63 Byte

Not applicable

Not applicable

37 The Fault Log and System Information Modules are not used by the default connection.
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Fault Bits

Slots 3 and 4 are always filled with 64-bits of Fault type virtual status output information from the Safety Controller.
Table 50: Safety Controller Fault Bits (0-31) Module (Ident 0x100) [fixed in Slot 3]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Fault bits 0-7 Byte Not applicable Not applicable
Fault bits 8-15 Byte

Fault bits 16-23 Byte

Fault bits 24-31 Byte

Table 51: Safety Controller Fault Bits (32-63) Module (Ident 0x100) {fixed in Slot 4]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Fault bits 32-39 Byte Not applicable Not applicable
Fault bits 40-47 Byte
Fault bits 48-55 Byte
Fault bits 56-63 Byte

Input Status Bits

Slots 5 through 9 are always reserved for 160 bits of Safety Controller input information. An expandable (XS26) safety
controller might have up to 154 inputs, if all of eight possible expansion cards were used as 16 channel inputs (in addition to
the 26 inputs built into the Base Controller).

Table 52: Safety Controller Input Status Bits (0-31) Module (Ident 0x100) [fixed in Slot 5]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Input Status bits 0-7 Byte Not applicable Not applicable
Input Status bits 8-15 Byte

Input Status bits 16-23 Byte

Input Status bits 24-31 Byte

Table 53: Safety Controller Input Status Bits (32-63) Module (Ident 0x100) [fixed in Slot 6]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Input Status bits 32-39 Byte Not applicable Not applicable
Input Status bits 40-47 Byte

Input Status bits 48-55 Byte

Input Status bits 56-63 Byte
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Table 54: Safety Controller Input Status Bits (64-95) Module (Ident 0x100) [fixed in Slot 7]

Table 55: Safety Controller Input Status Bits (96-127) Module (Ident 0x 100) [fixed in Slot 8]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Input Status bits 64-71 Byte Not applicable Not applicable
Input Status bits 72-79 Byte

Input Status bits 80-87 Byte

Input Status bits 88-95 Byte

Table 56: Safety Controller Input Status Bits (128-159) Module (Ident 0x100) [fixed in Slot 9]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Input Status bits 96-103 Byte Not applicable Not applicable
Input Status bits 104-111 Byte

Input Status bits 112-119 Byte

Input Status bits 120-127 Byte

Output Status Bits

Slots 10 through 12 are reserved for 96 safety controller output type virtual status output bits.
Table 57: Safety Controller Output Status Bits (0-31) Module (Ident 0x100) [fixed in Slot 10]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Input Status bits 128-135 Byte Not applicable Not applicable
Input Status bits 136-143 Byte

Input Status bits 144-151 Byte

Input Status bits 152-159 Byte
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PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Output Status bits 0-7 Byte Not applicable Not applicable
Output Status bits 8-15 Byte

Output Status bits 16-23 Byte

Output Status bits 24-31 Byte
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Table 58: Safety Controller Output Status Bits (32-63) Module (Ident 0x100) [fixed in Slot 11]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Output Status bits 32-39 Byte Not applicable Not applicable
Output Status bits 40-47 Byte

Output Status bits 48-55 Byte

Output Status bits 56-63 Byte

Table 59: Safety Controller Output Status Bits (64-95) Module (Ident 0x100) [fixed in Slot 12]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Output Status bits 64-71 Byte Not applicable Not applicable
Output Status bits 72-79 Byte

Output Status bits 80-87 Byte

Output Status bits 88-95 Byte

Virtual On, Off, Mute Enable Bits

Slot 13 is filled with 64 virtual non-safety inputs, to be used as virtual on/off inputs (to the Safety Controller) or virtual mute
enable inputs (to the Safety Controller).

Table 60: Virtual On/Off/Mute Enable Bits (0-63) Module (Ident 0x200) [fixed in Slot 13]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Not applicable Not applicable Virtual On/Off/ME bits 0-7 Byte

Virtual On/Off/ME bits 8-15 Byte

Virtual On/Off/ME bits 16-23 Byte

Virtual On/Off/ME bits 24-31 Byte

Virtual On/Off/ME bits 32-39 Byte

Virtual On/Off/ME bits 40-47 Byte

Virtual On/Off/ME bits 48-55 Byte

Virtual On/Off/ME bits 56-63 Byte

Virtual Reset, Cancel Delay (VRCD) Bits

16 virtual non-safety inputs can be found in slot 14, to be used in the virtual reset, cancel delay sequence.
See Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54.
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Table 61: Virtual Reset, Cancel Delay Bits (0-63) Module (Ident 0x300) [fixed in Slot 14]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Not applicable Not applicable VRCD bits 0-7 Byte
VRCD bits 8-15 Byte

Reset, Cancel Delay (RCD) 16-bit Actuation Code

Slot 15 contains the RCD Actuation Code, an important code word used in the virtual reset, cancel delay sequence.
See Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54.

Table 62: Reset, Cancel Delay Actuation Code Module (Ident 0x301) [fixed in Slot 15]

PLC Input Data Name

Input Data Type

PLC Output Data Name

Output Data Type

Not applicable

Not applicable

Reset, Cancel Delay Actuation
Code

Unsigned 16

Virtual Reset, Cancel Delay Feedback Bits

Slot 16 includes feedback bits for the 16 virtual non-safety inputs found in slot 14. They are used in the virtual reset, cancel

delay sequence.

See Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54.
Table 63: Virtual Reset, Cancel Delay Bits (0-63) Module (Ident 0x400) [fixed in Slot 16]

PLC Input Data Name

Input Data Type

PLC Output Data Name

Output Data Type

VRCD Feedback bits 0-7
VRCD Feedback bits 8-15

Byte
Byte

Not applicable

Not applicable

Reset, Cancel Delay 16-bit Actuation Code Feedback

Slot 17 includes the RCD Actuation Code feedback value, an important code word used in the virtual reset, cancel delay

sequence.

See Virtual Manual Reset and Cancel Delay (RCD) Sequence on p. 54.
Table 64: Reset, Cancel Delay Actuation Code Module (Ident 0x401) [fixed in Slot 17]

PLC Input Data Name

Input Data Type

PLC Output Data Name

Output Data Type

Reset, Cancel Delay Actuation
Code Feedback

Unsigned 16

Not applicable

Not applicable
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Fault Log Entries
Slot 18 can be filled with the optional Fault Log Buffer Module.
Table 65: Safety Controller Fault Log Buffer Module (Ident 0x500) [optional; fixed in Slot 18 when used]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
Fault Log entry 1 (most recent) 15 words Not applicable Not applicable
Fault Log entry 2 15 words
Fault Log entry 3 15 words
Fault Log entry 4 15 words
Fault Log entry 5 15 words
Fault Log entry 6 15 words
Fault Log entry 7 15 words
Fault Log entry 8 15 words
Fault Log entry 9 15 words
Fault Log entry 10 (oldest) 15 words
Fault Log Entry Type Length (Words)
Timestamp UDINT 2
Name Length DWORD 2
Name String String 6
Error Code WORD 1
Advanced Error Code WORD 1
Error Index Message WORD 1
reserved WORD 2
Fault Time Stamp

The relative time, in seconds, when the fault occurred. As measured from time 0, which is the last time the Safety
Controller was powered up.

Name Length
The number of ASCII characters in the “Name String”.

Name String
An ASCII-string describing the source of the fault.

Error Code, Advanced Error Code, Error Index Message

The Error Code and the Advanced Error Code, taken together, form the Safety Controller Fault Code. The format for
the Fault Code is Error Code ‘dot’ Advanced Error Code. For example, a Safety Controller Fault Code of
2.1 is represented by an Error Code of 2 and an Advanced Error Code of 1. The Error Message Index value is the
Error Code and the Advanced Error Code together, and includes a leading zero with the Advanced Error Code, if
necessary. For example, a Safety Controller Fault Code of 2.1 is represented by an Error Message Index of 201.
The Error Message Index value is a convenient way to get the complete Fault Code while only reading a single 16-
bit register.
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System Information Buffer
Slot 19 can be filled with the optional System Information Buffer Module.

Table 66: Safety Controller System Information Buffer Module (Ident 0x600) [optional; fixed in Slot 19 when used]

PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
System Information Buffer 30 words Not applicable Not applicable
System Information Buffer Type Length (Words)

Seconds Since Boot UDINT 2

Operating Mode WORD 1

Length of Config Name DWORD 2

Config Name String 8

Config CRC WORD 2

Seconds Since Boot

A 32-bit integer representation of the number of seconds since powering up the safety controller.
Operating Mode

The current operational state of the safety controller.

Operating Mode Value Description

1 (0x01) Normal Operating Mode (including I/O faults, if present)
2 (0x02) Configuration Mode

4 (0x04) System Lockout

65 (0x41) Waiting for System Reset/Exiting Configuration Mode
129 (0x81) Entering Configuration Mode

Length of Config Name
The number of ASCII characters in the “Config Name”.
Config Name
An ASCII-string describing the source of the fault.
Config CRC
The Cyclic Redundancy Check (CRC) value for the current Safety Controller configuration.

ISD Status Information Module

Slot 20 can be filled with the optional ISD Status Information Module.
See also ISD System Status Words on p. 183 and ISD Chain System Status on p. 45.
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PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
ISD System Status — Chain 1 Unsigned 32 Not applicable Unsigned 16
Device Count

ISD System Status — Chain 2 Unsigned 32
Device Count

ISD System Status — Chain 1 Unsigned 32
Device On/Off Status

ISD System Status — Chain 2 Unsigned 32
Device On/Off Status

ISD System Status — Chain 1 Unsigned 32
Fault Status

ISD System Status — Chain 2 Unsigned 32
Fault Status

ISD System Status — Chain 1 Unsigned 32
Marginal Status

ISD System Status — Chain 2 Unsigned 32
Marginal Status

ISD System Status — Chain 1 Unsigned 32
Alert Status

ISD System Status — Chain 2 Unsigned 32
Alert Status

ISD System Status — Chain 1 Unsigned 32
Reset Status

ISD System Status — Chain 2 Unsigned 32
Reset Status

ISD System Status — Chain 1 Unsigned 32
Actuator Recognized

ISD System Status — Chain 2 Unsigned 32
Actuator Recognized

ISD System Status — Chain 1 Unsigned 32
System Status

ISD System Status — Chain 2 Unsigned 32
System Status

64 bytes reserved Byte

ISD Individual Device Information Module

Slot 21 can be filled with the optional ISD Individual Device Information Module.

See also Request Performance and Status Information about an Individual Device via ISD on p. 45 and ISD Individual
Device-Specific Data Detailed Description on p. 239.
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PLC Input Data Name Input Data Type PLC Output Data Name Output Data Type
ISD Read Request Acknowledge | Unsigned 16 ISD Read Request Unsigned 16
ISD Chain Requested Unsigned 16 ISD Chain Requested Unsigned 16
Acknowledge ISD Device Requested Unsigned 16
ISD Device Requested Unsigned 16
Acknowledge
ISD Individual Device-Specific Byte
Data (18 Bytes) %8
ISD Individual Device-Specific Data Detailed Description
The following table describes Slot 21 %,
Table 67: ISD Individual Device-Specific Data Detailed Description
Module Input Information Data size
206.0F4:F20 Safety Input Fault 1 bit
206.1 reserved 1 bit
206.2 Sensor Not Paired 1-bit
206.3 ISD Data Error 1-bit
206.4 Wrong Actuator/Button Status/Input Status 1-bit
206.5 Marginal Range/Button Status/Input Status 1-bit
206.6 Actuator Detected 1-bit
206.7 Output Error 1-bit
207.0 Input 2 1-bit
2071 Input 1 1-bit
207.2 Local Reset Expected 1-bit
207.3 Operating Voltage Warning 1-bit
207.4 Operating Voltage Error 1-bit
207.5 Output 2 1-bit
207.6 Output 1 1-bit
207.7 Power Cycle Required 1-bit
208.0 Fault Tolerant Outputs 1-bit
208.1 Local Reset Unit 1-bit
208.2 Cascadable 1-bit
208.3 High Coding Level 1-bit
208.7 to 208.4 Teach-ins Remaining 4-bit
209.4 t0 209.0 Device ID 5-bit
210.2 to 209.5 Range Warning Count 6-bit
210.7 t0 210.3 Output Switch-off Time 5-bit

38 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion

Information on p. 248.

39 The Slot 21 example assumes that the slot starts a %1200 for its location. There is a header portion before the data begins. The example also
assumes data is in byte format.
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Module Input Information Data size
211 Number of Voltage Errors 8-bit
212 Internal Temperature 40 8-bit
213 Actuator Distance 4° 8-bit
214 Supply Voltage “° 8-bit
215.3t0215.0 Expected Company Name 4-bit
215.7t0 2154 Received Company Name 4-bit
217 to 216 Expected Code 16-bit
219to 218 Received Code 16-bit
221 to 220 Internal Error A 16-bit
223 to 222 Internal Error B 16-bit

12.7.6 Configuration Instructions

Installing the GSD File

Use these instructions to install the GSD file in the Siemens TIA Portal (v13) software. Use these instructions as a basis for
installing the GSD file in another controller (PLC).
1. Download the GSD file from www.bannerengineering.com.
Start the Siemens TIA Portal (v13) software.
Click Open existing project.
Select a project and open it.
Click Devices & networks after the project has been uploaded.

ok wDd

40 For conversion to Internal Temperature, Actuator Distance, and Supply Voltage, see ISD: Temperature, Voltage, and Distance Conversion
Information on p. 248.
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Figure 230. Devices and Networks

4 Siemens - Banner_Profinet_IVU

First steps
Open existing project Project: "Banner_Profinet_IVU" was opened successfully. Please select the next step:
Create new project
proj I “\\_\
Migrate project
b Close project
y N Configure a device
Q;;w Write PLC program
Welcome Tour
First steps ; Configure
] technology objects
I /l Configure an HMl screen
P
Installed software
Help
@’ User interface language
Open the project view
} Project view Opened project: C:\Users\usera\Documents\Automation\Banner_Profinet_IVU\Banner_Profinet_IVU

6. Click Configure networks.
Figure 231. Configure Networks

Siemens - Banner_Profinet_.NU

Devices & : @ Show all devices
networks g

® Add new device

. Configure networks

Network view displays.
7. Click Options and select Manage general station description file (GSD).
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Figure 232. Options—Install the GSD

Options [Tools Window Help

1 Settings

Support packages

Manage general station description files (G5D)
Start Automation License Manager

#| Show reference text

[l Global libraries

The Install general station description file window opens.
8. Click the browse button (...) to the right of the Source path field.
Figure 233. Manage GSD Files

Source path: | F:IProduct Data Files|GSD files | [_J
Content of imported path
[ File Versicn Language Status Info
vl GSDML-V2.32-BannerEngineering: V2.32 English, Ger... Already installed ¥526 Base ...
[<] i ]
| pelete | [mswi| | cancel |
_————————

9. Navigate to the location the Safety Controller GSD file was downloaded to.
10. Select the Safety Controller GSD file.
11. Click Install.
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Figure 234. Hardware Catalog
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» (i Balluff GmbH 5
~ [ Banner Engineering Corp.
~ [ Banner e
[l =26

el s R

The system installs the Safety Controller GSD file and places it in the Hardware catalog. In the above example, the
Safety Controller GSD file is located under Other field devices > PROFINET IO > I/0 > Banner Engineering Corp. >

Banner.

= Note: If the Safety Controller GSD file does not install properly, save the log and contact Banner
Engineering Corp.

Changing the Device IP Address
Use these instructions to change the IP address of the Safety Controller device, using the Siemens TIA Portal (v13)
software. Use these instructions as a basis if you are using another controller (PLC).
1. Start the Siemens TIA Portal (v13) software.
Click Open existing project.

2.
3. Select a project an open it.
4. Click Devices & networks after the project has been uploaded to go to Network view.

Figure 235. Network View

PLC 1 X526 R
CPU1511-1... X526 ﬂ
PLC_1

. {PLC_1.PROFINET 10-... st

Network View displays.
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o

Double-click on the Safety Controller icon to open the Device view.

6. Click on the Safety Controller icon in the graphic area of the Device view to open the Module properties window.
The module can now be configured.

7. Click Properties.
Click General.
9. Select PROFINET interface > Ethernet addresses.

Figure 236. Ethernet Addresses

©

|ﬂPmperlies H:i-llnfu ,iJHEDiagnus!ics |

J General H 10 tags || Systermn constants || Texis ‘
- General il [ Use 1P protocol [~}
Catalog information (®) Set IP address in the project
~ PROFINET interface [X1]
IPaddress: | 192 .168.0 .128
General =

Ethemet addresses:

» Advanced opticns
Hardwiare identifier

Identification & Maintenance

Hardware identifier

]

outera sles—a o o
() IP address is set directly at the device

i PROFINET

[¥ Generate PROFINET device name automatically

PROFINET device name |26 ]

Converted name: |26 ‘

Device number. [1 [=)

10. Select Set IP address in the project.
Figure 237. Set IP Address

IP protocol

EUSE IF protocol

(#) [ SetiF address in the project

IPaddress: | 192 . 168 .0 _ 4

subnet mask
Use router

Router address 0 -0

=1
=}

O IF address is set directly at the device

The project sets the IP address of the device.
11. Enter the IP address.
12. Right-click on the device icon and select Online & diagnostics.

Figure 238. Select Online & Diagnostics

&

—
==
_ g
L W Change device
Write I0-Device name to Micre Memory Card
M cut Crr+x
25 Copy Ctrl+C
[ Paste Ctri+v
¥ Delete Del
Rename F2
& Go to topology view
g GO to network view
] Compile Y et
Download to device »
& Goonline Cr+K
] General 10 tags Sy &¥ Go offline Ctrlam [
- General ] Online & diagnostics
Catalog information 1 Assign device name —
+ PROFINET interface [X1] Recei arms
General
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Figure 239. Online & Diagnostics

= Diagnostics
General
Diagnostic status
} PROFIMETinterface
* Functions
Assign IP address
Astign name

Reset to factory settings

The Online & diagnostics window displays.
13. Select Assign IP address under Functions.
14. Click Accessible devices.

Figure 240. Assign IP Address —Accessible Devices

Assign IP address

MAC address: 00 -00 -00 -00 -00 -00 Accessible devices

IPaddress: 192 . 168 .0 .1
Subnetmask: 255 .255.255 .0

D Use router
Router address: 92 .168 . 0

The Select device window searches the network for available devices.
15. Determine the device to be adjusted via the MAC address and select it.
16. Click Apply.

Figure 241. Select the Device and Apply Changes

Select device

Type of the PGIPC interface:  [B_PnilE
PGIPC interface:

[l intel(R) 8257 7L Gigabit Network Connection |+ €[ &l]

Accessible nodes of the selected interface:

Device Device type Type Address

MAC address
plc1 CPUIS11-1PN  PNIE 192.168.071  28-63-36-85-2F-44
pn_iolm IM155-6 PN ST PNIIE 192.168.0.99  28-63-36-24-A3-1D
m X526 %526 PNIE 192.168.0.128 | 00-23-D9-00-DF-11
e
[\ FlashiLED
Startsearch J
Online status information:

=2 Retrieving device information...
Scan and information retrieval completed.

EINE

["] Display only error messages

r Apply | Lancel

The IP address for the device is updated.
17. Click Assign IP address to complete the step.
This step is completed for every device.
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Note: PROFINET devices commonly lack an IP address on startup (IP address = all zeros). However,
Safety Controller devices require an IP address to connect to Banner Safety Controller to set the device
configuration.

By default, each camera shipped from the factory is assigned the IP address 192.168.0.128. The default
address can be changed using Banner Safety Controller.

Immediately after the PROFINET protocol has been enabled in the camera, but before the PLC discovers
and connects to the camera, the camera will retain its IP address. After the PLC discovers and connects
to the camera, the behavior of the IP address depends on how the PLC was configured to assign the
camera IP address. Two configuration options are available.

Figure 242. Siemens TIA Portal (v13): IP Protocol Options

IP protocol

¥ Use IP protocal

(® [SetiF address in the project

IPaddress: | 192 . 168 . 0 .4

(O) IPaddress is set directly at the device

e The IP address is set in the project: If the PLC is told to assign the camera IP address (for
example, using the Set IP address in the project option in Siemens TIA Portal), the camera
receives the specified address, but only after the program has been loaded into the PLC and is
running.

If the camera is restarted after it was discovered and configured by the PLC, the camera has an
IP address of 0.0.0.0 until the PLC discovers it and assigns it the specified address again.

When the camera has no IP address assigned, it is still possible to assign an IP address to the
camera using Banner Safety Controller. However, if this address is different than what is specified
in the PLC, the camera reverts to the address specified in the PLC when the PLC becomes active
again.

e The IP address is set at the device: If the PLC is told that the camera IP address is configured at
the device (for example, using the IP address is set directly at the device option in Siemens TIA
Portal), the camera always retains the IP address that was assigned to through Banner Safety
Controller.

These configuration options conform to the PROFINET standard.

Changing the Device Name

Use these instructions to change the name of the Safety Controller device, using the Siemens TIA Portal (v13) software. Use
these instructions as a basis if you are using another controller (PLC).

1. Open a project and click on Devices & networks to go to the Network view.
Figure 243. Network View

PLC 1 X526 0 .
CPU1511-1... X526 ﬂ
PEEST _—

i

j :

E:u-m;ﬂ:u-m-_ﬂ:mi PLC 1 _qu FiN ET IO-:. ;;;a:u-;n-_m:um-_m:'i

Network view displays.
2. Right-click on the Safety Controller icon and select Assign device name.

246 www.bannerengineering.com - Tel: + 1 888 373 6767



Figure 244. Ethernet Addresses

PLC 1 X526
CPU1511-1... X526
RLE 7

XS/SC26-2 and SC10-2 Safety Controllers
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The Assign PROFINET device name window displays, and the software searches for devices of the same type.

Figure 245. Ethernet Addresses

Assign PROFINET device name. %
Confiaured PROFINET dev
PROFINET device name: [ xs26 [=]
Devicetype:  [xs26 |
Online access
Type of the PGIFC interface:  [B_FuiE [+]
PGIPC interface: [l Incel(R) 32577LM Gigabit Network Connection || @ [:c])
ﬁ; Device filter
[¥ Only show devices of the same type
[] ©nly show devices with bad parameter settings
[T only show devices without names
Accessible devices in the network:
1P address MAC address Device PROFINET device name Status
0.0.00 00-23-D9-00-DF-11  X526-2 - ! Nodevice name assigned
[] Flash LED
| & I
l Update list Assign name
Online status information:
(i} Search completed. 1 of 3 devices were found.
[e] [ [2]
Close |

3. Enter the desired name in the PROFINET device name field.

= Note: Each name can be used only once.

4. Click Assign name.
The device now has a PROFINET name.
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12.8 ISD: Temperature, Voltage, and Distance Conversion Information

Figure 246. Ethernet Addresses

Assign PROFINET device name. X

Confiaured PROFINET dev
PROFINET device name: | xs26 [=]
Device type:  [xs26 ]

Online access _
Type of the PIFC interface: o]

PGIPC interface: Rl Intel(R) 825771 Gigabit Network Connection | | @@

ﬁ; Device filter

[¥ Only show devices of the same type

("] ©nly show devices with bad parameter settings
[~} Only show devices without names

Accessible devices in the network:

IF address MAC address Device PROFINET device name Status
0.0.00 00-23-D9-00-DF-11 X526-2 X526 & oK
[C] Flash LED
[«] [T =]
[ ‘Update list il Assign name |

Online status information:
(i} Search completed. 1 of 3 devices were found.
@  The PROFINET device name "xs26" was successfully assigned to MAC address "00-23-D9-00-DF-11".

[ <] [ [2]

Close

Download an AOI from www.bannerengineering.com to insert into the PLC program to perform the conversions from the

obtained values to the real values.

12.8.1 1SD: Supply Voltage

To obtain the actual voltage reading from the ADC value sent to the PLC, multiple the ADC value by 0.1835.

Supply Voltage = ADC Value x 0.1835

12.8.2 ISD: Internal Temperature

First, shift the ADC value left by 2 bits. Then, convert the binary reading into a number. If the number matches an ADC value
in the following table, read the temperature. If the number is between the readings in the table, use the following formula to

obtain the actual temperature.

248 www.bannerengineering.com - Tel: + 1 888 373 6767


http://www.bannerengineering.com

XS/SC26-2 and SC10-2 Safety Controllers

Table 68: Temperature
Internal Temperature = ((A-L) / (H-L)) x 5 + T

ADC Reading Temperature (°C)
A 41 -40
the ADC Value obtained from the controller
L 54 -35
the ADC value on the lookup table less than or equal to A 69 -30
H 88 -25
the ADC value on the lookup table greater than A 110 -20
T 136 -15
the temperature associated with the L value 165 -10
199 -5
237 0
278 5
321 10
367 15
414 20
461 25
508 30
554 35
598 40
640 45
679 50
715 55
748 60
778 65
804 70
829 75
850 80
869 85
886 90
901 95
914 100
926 105
936 110

12.8.3 ISD: Actuator Distance

Convert the binary reading into a number. If the number matches an ADC value in the following table, read the distance. If
the number is between the readings in the table, use the following formula to obtain the actual distance.
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Actuator Distance = ((A-L) / (H-L)) + D

A

the ADC Value obtained from the controller

the ADC value on the lookup table less than or equal to A

the ADC value on the lookup table greater than A

the distance associated with the L value

Table 69: Distance

ADC Reading Distance (mm)
<62 <7
62 7
65 8
77 9
110 10
133 11
148 12
158 13
163 14
169 15
172 16
176 17
180 18

>180 >18
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13 System Checkout

13.1 Schedule of Required Checkouts

Verifying the configuration and proper functioning of the Safety Controller includes checking each safety and non-safety
input device, along with each output device. As the inputs are individually switched from the Run state to the Stop state, the
safety outputs must be validated that they turn On and Off as expected.

Banner Engineering highly recommends performing the checkouts as described. However, a qualified person (or team)
should evaluate these generic recommendations considering their specific application and determine the appropriate
frequency of checkouts. This will generally be determined by a risk assessment, such as the one contained in ANSI B11.0.
The result of the risk assessment will drive the frequency and content of the periodic checkout procedures and must be
followed.

A WARNING: Do Not Use Machine Until System Is Working Properly

If all of these checks cannot be verified, do not attempt to use the safety system that includes the Banner
device and the guarded machine until the defect or problem has been corrected. Attempts to use the
guarded machine under such conditions could result in serious injury or death.

A comprehensive test must be used to verify the operation of the Safety Controller and the functionality of the intended
configuration. Initial Setup, Commissioning, and Periodic Checkout Procedures on p. 252 is intended to assist in
developing a customized (configuration-specific) checklist for each application. This customized checklist must be made
available to maintenance personnel for commissioning and periodic checkouts. A similar, simplified daily checkout checklist
should be made for the operator (or Designated Person #1). It is highly recommended to have copies of the wiring and logic
diagrams and the configuration summary available to assist in the checkout procedures.

A WARNING:

e Perform Periodic Checkouts

e Failure to perform these checks could create a dangerous situation that could result in serious
injury or death.

e The appropriate personnel must perform the commissioning, periodic, and daily safety system
checks at the suggested times to ensure that the safety system is operating as intended.

Commissioning Checkout: A Qualified Person #! must perform a safety system commissioning procedure before the
safeguarded machine application is placed into service and after each Safety Controller configuration is created or
modified.

Periodic (Semi-Annual) Checkout: A Qualified Person #! must also perform a safety system re-commissioning semi-annually
(every 6 months) or at periodic intervals based on the appropriate local or national regulations.

Daily Operational Checks: A Designated Person #! must also check the effectiveness of the risk reduction measures, per the
device manufacturers' recommendation, each day that the safeguarded machine is in service.

A WARNING: Before Applying Power to the Machine

Verify that the guarded area is clear of personnel and unwanted materials (such as tools) before applying
power to the guarded machine. Failure to follow these instructions could result in serious injury or death.

13.2 Commissioning Checkout Procedure

Before proceeding, verify that:
¢ All solid state and relay output terminals of the complete Safety Controller system are not connected to the
machine. Disconnecting all of the Safety Controller's safety output plug-on terminals is recommended.
e Power has been removed from the machine, and no power is available to the machine controls or actuators

Permanent connections are made at a later point.

41 See Glossary on p. 295 for definitions.
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13.2.1 Verifying System Operation

The commissioning checkout procedure must be performed by a Qualified Person *2. It must be performed only after
configuring the Safety Controller and after properly installing and configuring the safety systems and safeguarding devices
connected to its inputs (see Safety Input Device Options on p. 32 and the appropriate standards).

The commissioning checkout procedure is performed on two occasions:
1. When the Safety Controller is first installed, to ensure proper installation.
2. Whenever any maintenance or modification is performed on the System or on the machine being guarded by the
System, to ensure continued proper Safety Controller function (see Schedule of Required Checkouts on p. 251).

For the initial part of the commissioning checkout, the Safety Controller and associated safety systems must be checked
without power being available to the guarded machine. Final interface connections to the guarded machine cannot take
place until these systems have been checked out.

Verify that:

¢ The Safety Output leads are isolated —not shorted together, and not shorted to power or ground
e If used, the external device monitoring (EDM) connections have been connected to +24 V dc via the N.C.

monitoring contacts of the device(s) connected to the safety outputs, as described in External Device Monitoring
(EDM) on p. 63 and the wiring diagrams

e The proper Safety Controller configuration file for your application has been installed into the Safety Controller

¢ All connections have been made according to the appropriate sections and comply with NEC and local wiring
codes

This procedure allows the Safety Controller and the associated safety systems to be checked out, by themselves, before
permanent connections are made to the guarded machine.

13.2.2 Initial Setup, Commissioning, and Periodic Checkout
Procedures

There are two ways to verify that the Safety Outputs are changing state at the appropriate times in the initial configuration

check out phase (open the Configuration Summary tab in the Software to view the Start-up test and Power-up configuration
settings):

e Monitor the LEDs associated with the inputs and outputs. If the input LED is green, the input is high (or 24 V). If the

input LED is red, the input is low (or 0 V). Similarly, if the RO1 or RO2 output contacts are closed, the corresponding
LED is green. If the contacts are open, the LED is red.

e Start the Live Mode in the Software (the Safety Controller must be powered up and plugged in to the PC via the SC-
USB2 cable).

Start-Up Configuration

Outputs associated with Two-Hand Control, Bypass, Press Control, or Enabling Device functions do not turn on at power-

up. After power-up, switch these devices to the Stop state and back to the Run state for their associated outputs to turn
On.

For the Press Control Function follow the process discussed in Press Control (XS/SC26-2 FID 4 and later) on p. 142.

If configured for Normal Power-Up
If latch function is not used: verify that Safety Outputs turn on after power-up.

If either input devices or outputs use the latch function: verify that Safety Outputs do not turn on after the power-up
until the specific manual latch reset operations are performed.

If configured for Automatic Power-Up

Verify that all Safety Outputs turn On within approximately 7 seconds (outputs with On-Delay enabled may take
longer to turn On).

If configured for Manual Power-Up
Verify that all Safety Outputs remain Off after power up.
Wait at least 10 seconds after power-up and perform the Manual Power-Up reset.
Verify that the Safety Outputs turn On (outputs with On-Delay enabled may take longer to turn On).

42 5ee Glossary on p. 295 for definitions.
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A CAUTION: Verifying Input and Output Function

The Qualified Person is responsible to cycle the input devices (Run state and Stop state) to verify that the
Safety Outputs turn On and Off to perform the intended safeguarding functions under normal operating
conditions and foreseeable fault conditions. Carefully evaluate and test each Safety Controller
configuration to make sure that the loss of power to any safeguarding input device, the Safety Controller,
or the inverted input signal from a safeguarding input device, do not cause an unintended Safety Output
On condition, mute condition, or bypass condition.

= Note: If an Input or Output indicator is flashing red, see Troubleshooting on p. 278.

Safety Input Device Operation (E-stop, Rope Pull, Optical Sensor, Safety Mat,
Protective Stop)

1. While the associated Safety Outputs are On, actuate each safety input device, one at a time.
2. Verify that each associated Safety Output turns Off with the proper Off-Delay, where applicable.
3. With the safety device in the Run state:

¢ [f a safety input device is configured with a Latch Reset function,

1. Verify that the Safety Output remains Off.
2. Perform a latch reset to turn the outputs On.
3. Verify that each associated Safety Output turns On.
¢ [f no Latch Reset functions are used, verify that the Safety Output turns On

ﬁ Important: Always test the safeguarding devices according to the recommendations of the device
manufacture.

In the sequence of steps below, if a particular function or device is not part of the application, skip that step and proceed to
the next check list item or to the final commissioning step.

Two-Hand Control Function without Muting

1. Make sure the Two-Hand Control actuators are in the Stop state.

2. Make sure that all other inputs associated with Two-Hand Control function are in the Run state and activate the
Two-Hand Control actuators to turn the associated Safety Output On.

3. Verify that the associated Safety Output remains Off unless both actuators are activated within 0.5 seconds of each
other.

4. Verify that Safety Output turns Off and remains Off when any single hand is removed and replaced (while
maintaining the other actuator in the Run state).

5. Verify that switching a safety input (non Two-Hand Control actuator) to the Stop state causes the associated Safety
Output to turn Off or stay Off.

6. If more than one set of Two-Hand Control actuators are used, the additional actuators need to be activated before
the Safety Output turns On. Verify that the Safety Output turns Off and remains Off when any single hand is
removed and replaced (while maintaining the other actuators in the Run state).

Two-Hand Control Function with Muting

1. Follow the verification steps in Two-Hand Control function above.

2. Activate the Two-Hand Control actuators then activate the MP1 sensors.

3. With the MSP1 sensors active, remove your hands from the Two-Hand Control and verify that the Safety Output
stays On.

4. Verify that the Safety Output turns Off when either:
e MSP1 sensors are switched to the stop state
e Mute time limit expires

5. For multiple Two-Hand Control actuators with at least one set of non-mutable actuators: verify that while in an
active mute cycle, removing one or both hands from each non-muted actuators causes the Safety Outputs to turn
Off.
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Bidirectional (Two Way) Muting Function (Also valid for Zone Control Mute
Functions)

1. With the muted safeguard in the Run state, activate the Mute Enable input (if used) and then activate each mute
sensor, in sequential order, within 3 seconds.

2. Generate a stop command from the muted safeguarding device:
a) Verify that the associated Safety Outputs remain On.
b) If a mute time limit has been configured, verify that the associated Safety Outputs turn Off when the mute timer
expires.
c) Repeat above steps for each Muting Sensor Pair.
d) Verify proper operation with each muted safeguarding device.

e) Generate a stop command from any non-muted safeguarding devices one at a time while in the mute cycle and
verify that the associated Safety Outputs turn Off.

f) Verify the mute process in the opposite direction, repeating the process above, activating the mute sensors in
the reverse order.

Unidirectional (One Way) Muting Function

1. With the mute sensors not activated, muted safeguarding devices in the Run state and Safety Outputs On:
a) Activate Muting Sensor Pair 1.
b) Change the muted safeguarding device to the Stop state.
c) Activate Muting Sensor Pair 2.
d) Deactivate Muting Sensor Pair 1.
2. Verify the associated Safety Output remains On throughout the process.
3. Repeat the test in the wrong direction (Muting Sensor Pair 2, then the safeguarding device, then Muting Sensor Pair
1).
4. Verify that when the safeguard changes to the Stop state the output turns Off.

If a mute time limit has been configured

Verify that the associated Safety Outputs turn Off when the mute timer expires.

Mute Function with Power-Up Operation (not applicable for Two-Hand Control)

Turn the Safety Controller power Off.

Activate the Mute Enable input if used.

Activate an appropriate Muting Sensor Pair for starting a mute cycle.
Make sure that all mutable safeguarding devices are in the Run state.
Apply power to the Safety Controller.

Verify that the Safety Output turns On and that a mute cycle begins.
Repeat this test with the mutable safeguard device in the Stop state.
Verify that the Safety Output stays Off.

©ONOOhON =

Mute Function with Mute-Dependent Override

Make sure mute sensors are not activated and mute safeguarding devices are in the Run state.
Verify that the Safety Outputs are On.

Switch the safeguarding device to the Stop state.

Verify that the Safety Output turns Off.

Activate one of the mute sensors.

Verify the optional mute lamp is flashing.

Start the mute dependent override by activating the Bypass Switch.

Verify that the Safety Output turns On.

Verify that the Safety Output turns Off under any of the following conditions:
e Bypass (Override) Time limit expires

e Mute sensors are deactivated

e The Bypass device is deactivated

©X NSO~ LN~
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Mute Function with Bypass

1. Verify that each safety input, that can be both muted and bypassed, is in the Stop state.

2. Verify that when the Bypass Switch is in the Run state:

a) The associated Safety Outputs turn On.

b) The associated Safety Outputs turn Off when the bypass timer expires.

Change the Bypass Switch to the Run state and verify that the associated Safety Outputs turn On.

4. Switch the associated non-bypassed input devices to their Stop state (one at a time) and verify that associated
Safety Outputs turn Off while the Bypass Switch is in the Run state.
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Bypass Function

1. Verify that the associated Safety Outputs are Off when the safety inputs to be bypassed are in the Stop state.

2. Verify that when the Bypass Switch is in the Run state:

a) The associated Safety Outputs turn On.

b) The associated Safety Outputs turn Off when the bypass timer expires.

Change the Bypass Switch to the Run state and verify that the associated Safety Outputs turn On.

4. One at a time, switch the non-bypassed input devices to the Stop state and verify that the associated Safety
Outputs turn Off while the Bypass Switch is in the Run state.

w

Safety Output Off-Delay Function

1. With any one of the controlling inputs in the Stop state and the delayed Safety Output in an Off delay state, verify
that the Safety Output turns Off after the time delay is over.

2. With any one of the controlling inputs in the Stop state and the Off Delay timer is active, switch the input to the Run
state and verify that the Safety Output is On and remains On.

Safety Output Off-Delay Function—Cancel Delay Input

With the associated inputs in the Stop state and the delayed Safety Output in an Off delay state, activate the Cancel
Delay input and verify that the Safety Output turns Off immediately.

Safety Output Off-Delay Function—Controlling Inputs

1. With any one of the controlling inputs in the Stop state and the delayed Safety Output is in an Off delay state, switch
the input to the Run state.
2. Verify that the Safety Output is On and remains On.

Safety Output Off-Delay Function and Latch Reset

1. Make sure the associated input devices are in the Run state so that the delayed Safety Output is On.

2. Start the off delay time by switching an input device to the Stop state.

3. Switch the input device to the Run state again during the Off-Delay time and push the Reset button.

4. Verify that the delayed output turns Off at the end of the delay and remains Off (a latch reset signal during the delay
time is ignored).

www.bannerengineering.com - Tel: + 1 888 373 6767 255



XS/SC26-2 and SC10-2 Safety Controllers

Enabling Device Function without Secondary Jog Output
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. With the associated inputs in the Run state and the Enabling Device in the Stop state, verify that the Safety Output

is On.

. With the Enabling Device still in the Run state and the associated Safety Output On, verify that the Safety Output

turns Off when the Enabling Device timer expires.

. Return the Enabling Device to the Stop state and then back to the Run state, and verify that the Safety Outputs

turns On.

. Switch the Enabling Device to the Stop state, and verify that the associated Safety Outputs turn Off.
. Switch each E-stop and Rope Pull device associated with the Enabling Device function to the Stop state, and verify,

one at a time, that the associated Safety Outputs are On and in the Enable mode.

. With the Enabling Device in the Stop state, perform a reset.
. Verify that control authority is now based on associated input devices of the Enabling device function:

a) If one or more input devices are in the Stop state, verify that the output is Off.
b) If all of the input devices are in the Run state, verify that the output is On.

Enabling Device Function—With Jog feature on the Secondary Output
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. With the Enabling Device and the Jog button in the Run state in control of the primary Safety Output, verify that the

output turns Off when either the Enabling Device or the Jog button is switched to the Stop state.

. With the Enabling Device in control of the primary Safety Output and the Jog button in control of the secondary

output verify that the primary Output turns:
a) On when the Enabling Device is in the Run state.
b) Off when the Enabling Device is in the Stop state and the Jog button is in the Run state.
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3. Verify that the output turns On only when the Enabling Device is in the Run state while the Jog button is in the Run
state.

4. Verify that the secondary Output turns:
a) On when the Enabling Device and the jog button are in the Run state.
b) Off when the either the Enabling Device or the job button are in the Stop state.

Press Control Function Block with Single Actuator Control Configured

1. Make sure the Non-Mutable Safety input, Mutable Safety Stop input (if configured), and the TOS are ON.
Perform a reset cycle.

Momentarily turn ON the GO input. Verify the down motion starts.

Use a test piece to block the Mutable Safety Stop input. Verify the down motion stops.

Clear the Mutable Safety Stop input and perform a reset cycle.

Momentarily turn ON the GO input. Verify the ram moves up to the TOS position and stops.

Momentarily turn ON the GO input. Verify the ram moves down.

When the ram reaches the BOS point and starts its upward motion, block the Mutable Safety Stop input with the
test piece. Verify that the ram continues to move up to the TOS position.

O N ORMDN

Press Control Function Block with the Manual Upstroke Setting Configured

1. Make sure the Non-Mutable Safety input, Mutable Safety input, and TOS are ON.

Perform a reset cycle, turn on PIP (if used), and then engage the GO input. Verify the Down output turns ON.
Disengage the GO input. Verify the Down output turns OFF.

Engage the GO input. The Down output should turn back ON.

Use a test piece to block the Mutable Safety Stop input. Verify the down motion stops.

Clear the Mutable Safety Stop input and perform a reset cycle.

Engage the GO input. Verify the ram moves up to the TOS position and stops.

Engage the GO input. After the RAM reaches the BOS point, verify the Down output turns OFF and the Up output
turns ON.

9. With the test piece, block the Mutable Safety Stop input. Verify the up motion stops.
10. Release the GO input.

11. Clear the Mutable Safety Stop input.

12. Perform a reset cycle.

13. Engage the GO input to drive the ram back to the TOS position.

©NOOkA LD

Press Control Mode Function Block Checks

If the Dual Pressure setting is selected, verify all outputs are working correctly. The high-pressure output should only turn on
in Run mode.
1. Make sure the Non-Mutable Safety input, Mutable Safety input, and TOS are ON (but all Mode inputs are OFF).
2. Perform a reset cycle, turn on PIP (if used), and then engage the GO input. Verify no output turns on.
3. Turn off the GO input.
4. Select the RUN state, perform a reset cycle, then engage the GO input. The Down output should turn ON. (Run a
complete cycle then stop, including cycling the PIP input).
Turn off the Run input and turn on the Inch Down input.
6. Perform a reset cycle and then engage the GO input. Verify the Down output cycles on and off (and verify the ram
speed is within inch specifications).
7. At the BOS point of the process, turn off the Inch Down input and turn on the Inch Up input.

8. Perform a reset cycle and then engage the GO input. Verify the Up output cycles on and off (and verify the ram
speed is within inch specifications).

o

Press Control SQS (or SQS & PCMS) Checks

If the Dual Pressure setting is selected, verify the high-pressure output only turns on when the ram is moving down from
SQS to BOS.

See Press Control Inputs Function Block on p. 144 for specific GO, SQS and Ft. Pedal configurations and behaviors.

1. Make sure the Non-Mutable Safety input, Mutable Safety input, and TOS are ON.
2. Perform a reset cycle, turn on PIP (if used), and then engage the GO input. Verify the Down output turns ON.
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3. Verify that the ram stops at the SQS (or SQS & PCMS sensors) sensor(s).

Release (turn off) the GO input. Verify that the gap of the tools is less than 6 mm (finger safe). Verify that the Mutable
Safety Stop input is now muted.

Engage the Ft. Pedal input. Verify that the ram moves from the SQS point to the BOS point and stops.
Release the Ft. Pedal input.

Engage the GO input. Verify the RAM returns to the TOS point and stops.

Release the GO input.

P
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14 Status and Operating Information

Operate the XS/SC26-2 Safety Controller using either the onboard interface or Software to monitor ongoing status.
Operate the SC10-2 Safety Controller using the Software to monitor ongoing status.

141 XS/SC26-2 LED Status

43

44

LED Status Meaning
Off Initialization Mode
Sequence:
Al Green Onfor0.5s )
Power applied
Red On for 0.5 s
Off for 0.5 s minimum
Off Power Off
Green: Solid Run mode
Power/Fault Configuration Mode
Green: Flashing OR
Manual Power-Up mode
Red: Flashing Non-operating Lockout condition
Off No link to the PC established
usB Green: Solid Link to the PC established
(FID 2 or earlier Base . ) .
Controller) Green: Flashing for 5 s, then off | SC-XM2/3 configuration match
Red: Flashing for 5 s, then off SC-XM2/3 configuration mismatch
Off No link established and configured Safety Controller
Green: Solid USB cable connected to a configured Safety Controller
No link established and factory default Safety Controller
Green: Flashing OR
USB cable connected and factory default Safety Controller
Green: Flashing for 4 s, then Configured new SC-XM2/3 43 (locked or unlocked) plugged into a factory default Safety
Green ON Controller
Configured and unlocked new SC-XM2/3 43 plugged into a configured Safety Controller
with a matching configuration, matching passwords, and matching or mismatched network
uUsSB Green: Flashing for 5 s, then off (s)ettmgs
R
(FIDg:r:tlraot"eerr)B ase Old SC-XM2/3 44 is inserted into FID 3 or later controller (configured or factory default) and
has a matching configuration
Green: Flashing for 5 s, then Configured and locked new SC-XM2/3 43 plugged into a configured Safety Controller with a
Red flashing matching configuration and matching passwords but mismatched network settings
Configured new SC-XM2/3 43 (locked or unlocked) plugged into a configured Safety
Controller with a mismatched configuration, a mismatched password, or a blank SC-XM2/3
Red: Flashing plugged in
OR
Blank SC-XM2/3 plugged into a factory default Safety Controller or a configured Safety
Controller
- 44 .o ; )
Red: Flashing for 5 s, then off Old SC ?(M2/3 is |ns.erted .mto FID 3 or later controller (configured or factory default) and
has a mismatched configuration
Inputs Green: Solid No input faults

"New SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.2 or later, or that
was created from an FID 3 or later Safety Controller.
"Old SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.1 or earlier, or
that was created from an FID 2 or earlier Safety Controller.
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LED Status Meaning
Red: Flashing One or more inputs is in the Lockout condition
Off Output not configured
Green: Solid Safety Output On
S01, SO2
Red: Solid Safety Output Off
Red: Flashing Safety Output fault detected or EDM fault detected or AVM fault detected

LED Status for Split Outputs

Meaning

Green: Solid Both outputs are On

Red: Solid SO1 and/or SO2 Off

Red: Flashing SO1 and/or SO2 fault detected

Ethernet Diagnostic LEDs

Amber LED Green LED Description

On Varies with traffic Link established/normal operation
Off Off Hardware failure

Amber LED and Green LED Flash in Unison

Description

5 flashes followed by several rapid flashes
1 flash every 3 seconds

2 flash repeating sequence

3 flash repeating sequence

4 flash repeating sequence

5+ flash repeating sequence

Normal power up

Contact Banner Engineering

In the past 60 seconds, a cable was unplugged while active
A cable is unplugged

Network not enabled in the configuration

Contact Banner Engineering

PROFINET Flash Command Meaning

< Power / Fault
“ZusB
H<Inputs
@<so1

@Zs02

A <=

The Base Controller LEDs flash for 4 | The flashing LEDs indicate that the Base Controller is connected. It is the result of the "Flash LED" command
seconds from the PROFINET network.

14.2 Input Module Status Indicators

The following information is for models XS8si and XS16si.

LED Status

Meaning

Sequence:

Green ON for 0.5 s
Red ON for 0.5 s
OFF for 0.5 s minimum

All

Power Applied
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LED Status Meaning
Off Initialization Mode
Green: On Power On
Power Indicator Off Power Off
Red: Flashing Non-Operating Lockout Condition
Green: ON Transmitting or receiving data
. . Red: On No communication
Transmit / Receive
Indicator Red: Flashing Communication fault detected
OR
Safety Bus communication issue
Green: On No input faults
Input Indicator
Red: Flashing Input fault detected

14.3 Output Module (Solid State or Relay) Status Indicators

The following information is for models XS2so, XS4so, XS1ro, and XS2ro.

Power Indicator

Transmit / Receive
Indicator

Safety Output Indicators

OFF for 0.5 s minimum
Off
Off
Green: On
Red: Flashing
Green: On
Red: On

Red: Flashing

Off

Green: On

Red: On

Red: On

Red: Flashing

LED Status Meaning
Sequence:
Green ON for 0.5 s Power Applied
All Red ON for 0.5 s

Initialization Mode

Power Off

Power On

Non-Operating Lockout Condition
Transmitting or receiving data

No communication

Communication fault detected
OR
Safety Bus communication issue

Output not configured

Two single channel Safety Outputs (both On)
OR
Dual channel or One single channel Safety Output On

Two single channel Safety Outputs (1 On and 1 Off)

Two single channel Safety Outputs (both Off)
OR
Dual channel or One single channel Safety Output Off (other channel not used)

Safety Output fault detected

14.4 SC10-2 LED Status

Use the following table to determine the status of the Safety Controller.
The LEDs are always on unless the Safety Controller is off.
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LED Status Meaning
Off Initialization Mode
Sequence: Power applied

All

Green Onfor0.5s
Red On for 0.5 s
Off for 0.5 s minimum

Green: Solid 24V dc connected
Green: Flashin Configuration or Manual Power-Up mode
Power/Fault (1) ¢ ¢ P

Configuration via SC-XM3: Cycle Power

Red: Flashing Non-operating Lockout condition

Green: Solid USB cable connected or SC-XM3 plugged in

Green: Flashing Factory default Safety Controller; no USB cable connected or SC-XM3 plugged in

Green: Fast flashing for 3 s, then Configured (locked or unlocked) SC-XM3 plugged into a factory default Safety Controller;

solid the configuration, network settings, and passwords transfer from the SC-XM3 to the Safety
Controller

Green: Flashing for 3 s, then solid Configured and unlocked SC-XM3 plugged into a configured Safety Controller with a
matching configuration and matching passwords

USB (1) = Note;: If there are mismatched network settings, the network
settings transfer from the Safety Controller to an unlocked SC-XM3.
Network settings do not transfer to a locked SC-XM3.

Green: Flashing for 3 s, then Red: Configured and locked SC-XM3 plugged into a configured Safety Controller with a matching

Flashing configuration and matching passwords, but mismatched network settings

Red: Solid Configured Safety Controller; no USB cable connected or SC-XM3 plugged in

Red: Flashing Configured (locked or unlocked) SC-XM3 plugged into a configured Safety Controller with a
mismatched configuration, a mismatched password, or a blank SC-XM3 plugged into any
Safety Controller

Green: Solid 24V dc and no fault

Green: Solid Input configured as status output and active

Inputs (10) Red: Solid 0V dc and no fault

Red: Solid Input configured as status output and inactive

Red: Flashing All terminals of a faulted input (includes shared terminals)

Green: Solid On (contacts closed)

RO1, RO2 (2) Red: Solid

Red: Flashing

Off (contacts open) or not configured

Safety Output fault detected or EDM fault detected or AVM fault detected

Ethernet Diagnostic LEDs

Amber LED Green LED Description

On Varies with traffic Link established/normal operation
Off Off Hardware failure

Amber LED and Green LED Flash in Unison Description

5 flashes followed by several rapid flashes Normal power up

1 flash every 3 seconds Contact Banner Engineering

2 flash repeating sequence In the past 60 seconds, a cable was unplugged while active
3 flash repeating sequence A cable is unplugged

4 flash repeating sequence Network not enabled in the configuration
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Amber LED and Green LED Flash in Unison Description

5+ flash repeating sequence Contact Banner Engineering

PROFINET Flash Command Meaning

All LEDs flash for 4 seconds The flashing LEDs indicate that the SC10-2 is connected. It is the result of the "Flash LED" command from the

PROFINET network.

14.5 Live Mode Information: Software

To display real-time Run mode information on a PC, the Safety Controller must be connected to the computer via the SC-

USB2 cable. Click Live Mode to access the Live Mode tab. This feature continually updates and displays data, including
Run, Stop, and Fault states of all inputs and outputs, as well as the Fault Codes table. The Equipment tab and the
Functional View tab also provide device-specific visual representation of the data. See Live Mode on p. 116 for more
information.

The Live Mode tab provides the same information that can be viewed on the Safety Controller onboard display (XS/SC26-2
models with display only).

14.6 Live Mode Information: Onboard Interface

To display real-time Run mode information on the Safety Controller onboard display (models with display only), select
System Status 5 from the System Menu (see XS/SC26-2 Onboard Interface on p. 152 for navigation map). System Status
shows input device and Safety Output states; Fault Diagnostics shows current Fault information (a brief description, remedy
step(s), and the Fault Code) and provides access to the Fault Log.

The Safety Controller display provides the same information that can be viewed via the Live Mode function in the Software.

14.7 Lockout Conditions

Input lockout conditions are generally resolved by repairing the fault and cycling the input Off and then back On.

Output lockout conditions (including EDM and AVM faults) are resolved by repairing the fault and then cycling the Reset
Input connected to the FR node on the Safety Output.

System faults, such as low supply voltage, overtemperature, voltage detected on unassigned inputs, or Press Control faults
may be cleared by cycling the System Reset input (any Reset Input assigned to be the System Reset). Only one reset
button, either physical or virtual, can be configured to perform this operation.
A system reset is used to clear lockout conditions not related to safety inputs or outputs. A lockout condition is a response
where the Safety Controller turns Off all affected Safety Outputs when a safety-critical fault is detected. Recovery from this
condition requires all faults to be remedied and a system reset to be performed. A lockout will recur after a system reset
unless the fault that caused the lockout has been corrected.
A system reset is necessary under the following conditions:

e Recovering from a system lockout condition

e Starting the Safety Controller after a new configuration has been downloaded

e Recovering from a Press Control fault

45 gystem Status is the first screen that displays when the Safety Controller turns On after a reset. Click ESC to view the System Menu.

www.bannerengineering.com - Tel: + 1 888 373 6767 263



XS/SC26-2 and SC10-2 Safety Controllers

For internal faults, the System Reset likely will not work. The power will have to be cycled in an attempt to run again.

A WARNING: Non-Monitored Resets

If a non-monitored reset (either latch or system reset) is configured and if all other conditions for a reset
are in place, a short from the Reset terminal to +24 V will turn On the safety output(s) immediately.

A WARNING: Check Before Reset

When performing the system reset operation, it is the user’s responsibility to make sure that all potential
hazards are clear and free of people and unwanted materials (such as tools) that could be exposed to the
hazard. Failure to follow these instructions could result in serious injury or death.

14.8 Recovering from a Lockout

To recover from a lockout condition:
e Follow the recommendation in the fault display (LCD models)
e Follow the recommended steps and checks listed in the XS/SC26-2 Fault Code Table on p. 283 or SC10-2 Fault
Code Table on p. 287
e Perform a system reset
e Cycle the power and perform a system reset, if needed

If these steps do not remedy the lockout condition, contact Banner Engineering (see Repairs and Warranty Service on p.
291).

14.9 SC10-2 Using Automatic Terminal Optimization

Follow these steps for an example configuration that uses the Automatic Terminal Optimization (ATO) feature.

= Note: This procedure is an example only.
1. Click New Project to start a new project.

2. Select SC10-2 Series.

3. Define the project settings and click OK.

= Note: Make sure that Disable Automatic Terminal Optimization Feature checkbox is clear.

The project is created.

On the Equipment tab, click "7 below the Safety Controller.

The Add Equipment window opens.

Add an Emergency Stop button, and click OK to accept the default settings.
Click 7.

Add an Optical Sensor, and click OK to accept the default settings.

Click “L1".

Add a Gate Switch, and click OK to accept the default settings.

0 Go to the Wiring Diagram tab, and notice the terminals that are used.

oD © N oo
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Figure 247. Wiring Diagram tab with an E-stop button, optical sensor, and gate switch
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Symbols are shown using the Stop state signal convention except for Emergency Stop, Rope Pull, Gate Switch, and
Safety Mat inputs.

11'Go to the Equipment tab and click oar,
12. Add a second Gate Switch, and click OK to accept the default settings.

13. Go to the Wiring Diagram tab, and notice that external terminal blocks (ETB) have been added to accommodate the
second Gate Switch.

=

Note: External terminal blocks are user-provided.
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Figure 248. Wiring Diagram Tab with Three E-stop Buttons and ETBs
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1410 SC10-2 Example Configuration without Automatic Terminal
Optimization

Follow these steps for an example configuration where the Automatic Terminal Optimization (ATO) feature is disabled.

= Note: This procedure is an example only.

1. Click New Project to start a new project.
2. Select SC10-2 Series.
3. Define the project settings, select the Disable Automatic Terminal Optimization Feature checkbox, and click OK.
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= Note: Make sure that Disable Automatic Terminal Optimization Feature checkbox is selected.

Figure 249. Disable Automatic Terminal Optimization Feature Selected

Start a New SC10 Project

@ Configuration Name  MNew Config

Project |Mew Project

Author

Notes

Project Date l 3/27/2019 l

Disable Automatic Terminal Optimization
Feature

OK l [ Cancel ]

The project is created.

On the Equipment tab, click 7 below the Safety Controller.

The Add Equipment window opens.

Add an Emergency Stop button, and click OK to accept the default settings.
Click .

Add an Optical Sensor, and click OK to accept the default settings.

Click 7.

Add a Gate Switch, and click OK to accept the default settings.

O Go to the Wiring Diagram tab, and notice the terminals that are used.

o© N oo
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Figure 250. Wiring Diagram tab with an E-stop button, optical sensor, and gate switch
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11. Go to the Equipment tab and and try to add another Gate Switch.

No other equipment can be added ('ﬂj does not appear) because the ATO feature is disabled and there are not
enough terminals to support more equipment.
12. Go to the Functional View tab and try to add another Gate Switch.
No other equipment can be added here either because the ATO feature is disabled.
13. Click Cancel.
14. On the Functional View tab, click on the Gate Switch and then click Edit to change the properties.
a) Change the 103 and 104 terminals to 101 and 102 respectively.

Figure 251. Gate Switch Properties

Gate Switch Properties

@] Name |MO:G51

Dual-Channel 4 terminal |:|

Info

[MOssc102-re | [101 [L]ins [L]io2 [.]ms |.]
[] Enable Startup Test

@Advanced [ Delete l [ 0K ] [ Cancel

b) Click OK.
15. Go to the Wiring Diagram tab and notice that external terminal blocks (ETB) have been added to accommodate the
change in terminal assignments of the Gate Switch.

268 www.bannerengineering.com - Tel: + 1 888 373 6767



Figure 252. Wiring Diagram tab with an E-stop button, optical sensor, gate switch, and ETBs
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16. Go to the Functional View tab to try to add another Gate Switch.
Another Gate Switch can now be added because terminal optimization has been done manually.

17. Add a second Gate Switch and click OK to accept the default settings.
18. Go to the Wiring Diagram tab and notice the second Gate Switch has been added and no additional ETB has been

added.
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Figure 253. Wiring Diagram tab with an E-stop button, optical sensor, gate switches, and ETBs
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1411 XS/SC26-2 Models without an Onboard Interface: Using the SC-
XM2/3

This procedure is for XS/SC26-2 and XS/SC26-2e models.
Use an SC-XM2 or SC-XM3 to:

=

270

Store a confirmed configuration
Quickly configure multiple XS/SC26-2 Safety Controllers with the same configuration (FID 3 and later)
Replace one XS/SC26-2 Safety Controller with another using the SC-XM2/3 (FID 3 and later)

Note: The Banner Engineering programming tool (SC-XMP2) and Banner Safety Controller Software are
required to write a confirmed configuration to an SC-XM2/3. This limits access to authorized personnel.

. Create the desired configuration using the Software.

Using the latest version of the Software is recommended, however some functions are not available to older Safety
Controllers. See the Checklist on the left side of the software screen for additional information as you create the
configuration.

Review and confirm the configuration by loading it onto an XS/SC26-2.
After review and approval, the configuration can be saved and used by the Safety Controller.
Write the confirmed configuration to the SC-XM2/3 using the programming tool.

= Note: Only a confirmed configuration can be stored on the SC-XM2/3. See Write a Confirmed

Configuration to an SC-XM2/3 using the Programming Tool on p. 80.
Use a label to indicate the configuration that is stored on the SC-XM2/3.

Install and/or connect power to the desired XS/SC26-2 (factory default Safety Controller or configured Safety
Controller).

e FID 1 or FID 2 Controllers: The USB LED is off.
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¢ FID 3 or later Controllers: The USB LED flashes green if the XS/SC26-2 is a factory default Safety Controller.
The USB LED is off if the Safety Controller is a configured controller.

Insert the SC-XM2/3 into the micro USB port on the XS/SC26-2.
= Note: For additional information regarding the LEDs, see XS/SC26-2 LED Status on p. 259.

FID 1 or FID 2 Safety Controller
e [f the USB LED flashes green for 5 seconds, the configuration on the Safety Controller and the SC-XM2/3
match.
e |f the USB LED flashes red for 5 seconds, the configuration on the Safety Controller and the SC-XM2/3 do
not match.

FID 3 or later Factory Default Safety Controller

e [f the USB LED flashes green for 4 seconds, then stays on, the configuration, network settings, and
passwords automatically download to the Safety Controller.

e [f the USB LED flashes red for 5 seconds, the configuration on the SC-XM2/3 was created using an older
version of the Software (4.1 or earlier) or using an FID 2 or earlier Safety Controller and is inserted into an FID
3 or later Safety Controller. This means that the configuration cannot automatically be loaded unless the SC-
XM2/3 configuration is re-created using software version 4.2 or later or using an FID 3 or later Safety
Controller with a display.

FID 3 or later Configured Safety Controller

e If an old #6¢ SC-XM2/3 is inserted and the USB LED flashes green for 5 seconds, the configuration on the
Safety Controller and the SC-XM2/3 match.

e If an old #6 SC-XM2/3 is inserted and the USB LED flashes red for 5 seconds, the configuration on the SC-
XM2/3 does not match.

e If anew* SC-XM2/3 is inserted and the USB LED flashes green for 5 seconds, the configuration and
passwords on the Safety Controller and the SC-XM2/3 match. Also, if the network settings do not match
(XS/SC26-2e models), the network settings of the Safety Controller transfer to the SC-XM2/3, as long as the
SC-XM2/3 is not locked. If the SC-XM2/3 is locked, the USB LED flashes red for 5 seconds and if the SC-
XM2/3 is not removed during these 5 seconds, the Safety Controller enters a lockout state.

e If anew* SC-XM2/3 is inserted and the USB LED flashes red, the configuration or the passwords on the
Safety Controller and the SC-XM2/3 do not match. If the SC-XM2/3 is not removed within 5 seconds, the
power/fault LED flashes red and the Safety Controller enters a lockout state.

If the Safety Controller entered a lockout state, remove the SC-XM2/3 and cycle the power or perform a system
reset.

For factory default FID 3 or later Safety Controllers: When the USB LED stops fast flashing, cycle the power or
perform a system reset.

The Safety Controller is ready for commissioning. See Commissioning Checkout Procedure on p. 251.

1412 XS/SC26-2 Models with an Onboard Interface: Using the SC-
XM2/3

This procedure is for XS/SC26-2d and XS/SC26-2de models.
Use an SC-XM2 or SC-XM3 to:

=

1.

Store a confirmed configuration
Quickly configure multiple XS/SC26-2 Safety Controllers with the same configuration
Replace one XS/SC26-2 Safety Controller with another using the SC-XM2/3 (FID 3 or later feature)

Note: The Banner Engineering programming tool (SC-XMP2) and Banner Safety Controller Software are
required to write a confirmed configuration to an SC-XM2/3. This limits access to authorized personnel. A
configuration may also be written to an SC-XM2/3 using a Safety Controller with an onboard interface
(XS/SC26-2d and -2de models).

Note: The LEDs behave the same way with or without an onboard interface (for more details, see XS/
SC26-2 Models without an Onboard Interface: Using the SC-XM2/3 on p. 270), however the following
procedure focuses on what happens on the display.

Create the desired configuration using the Software.

46 "Old SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.1 or earlier, or that
was created from an FID 2 or earlier Safety Controller.

47 "New SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.2 or later, or that
was created from an FID 3 or later Safety Controller.
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Using the latest version of the Software is recommended, however some functions are not available to older Safety
Controllers. See the Checklist on the left side of the software screen for additional information as you create the
configuration.

2. Review and confirm the configuration by loading it onto an XS/SC26-2.
After review and approval, the configuration can be saved and used by the Safety Controller.

3. Write the confirmed configuration to the SC-XM2/3 using the programming tool or the onboard interface (XS/
SC26-2d and -2de models).

= Note: Only a confirmed configuration can be stored on the SC-XM2/3.

4. Use a label to indicate the configuration that is stored on the SC-XM2/3.
5. Install and/or connect power to the desired XS/SC26-2 (factory default Safety Controller or configured Safety
Controller).
e FID 1 or FID 2 Controllers: The USB LED is off.
e FID 3 or later Controllers: The USB LED flashes green if the XS/SC26-2 is a factory default Safety Controller.
The USB LED is off if the Safety Controller is a configured controller.
6. Insert the SC-XM2/3 into the micro USB port on the XS/SC26-2.
FID 1 or FID 2 Safety Controller

¢ |f an old *8 or new #® SC-XM2/3 is plugged into a configured FID 1 or FID 2 Safety Controller, one of the
following screens displays based on whether or not the configuration matches the Safety Controller:

Figure 254. Match Figure 255. Mismatch
AM matches #M does not
the active match the
configuration. active configuration.
Press <0K> to continue Press <0K> to continue

For instructions on importing data from the SC-XM2/3, see XS/SC26-2 Configuration Mode on p. 152.
e [f a blank SC-XM2/3 is plugged into a configured FID 1 or FID 2 Safety Controller, the display indicates the
issue:

Figure 256. Blank SC-XMZ2/3

%M has no configuration.

Press <0K> to continue

FID 3 or later Factory Default Safety Controller
e |fan old 8 SC-XM2/3 is plugged into a factory default FID 3 or later Safety Controller, the configuration will
not match:

Figure 257. Mismatch

#M does not
match the
active configuration.

Press <0K> to continue

48 "Old SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.1 or earlier, or that
was created from an FID 2 or earlier Safety Controller.

49 "New SC-XM2/3": an SC-XM2/3 that contains information that was created using the Banner Safety Controller Software Version 4.2 or later, or that
was created from an FID 3 or later Safety Controller.
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e |f a new“ SC-XM2/3 is plugged into a factory default FID 3 or later Safety Controller, the configuration,
network settings, and passwords automatically download to the Safety Controller. The display indicates the
autoload:

Figure 258. Autoload Status

%M Card De

Loading configuration
automatically from
the XM card.

Flease wait...

After the autoload is done, the display shows: “Config received, please power cycle or system reset”.
e If a blank SC-XM2/3 is plugged into a factory default FID 3 or later Safety Controller, the display indicates
the issue and begins the count down to a system lockout:

Figure 259. SC-XMZ2/3 Error

#M Card Detected

#M card read error or
content invalid.

System Lockout in
3 seconds unless
#M card removed

If the SC-XM2/3 is not disconnected from the Safety Controller within 3 seconds, the Safety Controller
enters a lockout state:

Figure 260. System Lockout

%M Card Detected

#M card read error or
content invalid.

& System Lockout &
Flease remove XM card

FID 3 or later Configured Safety Controller
e If an old #8 SC-XM2/3 is plugged into a configured FID 3 or later Safety Controller, one of the following
screens displays based on whether or not the configuration matches the Safety Controller:

Figure 261. Match Figure 262. Mismatch
AM matches #M does not
the active match the
configuration. active configuration.
Press <0K> to continue Press <0K> to continue

For instructions on importing data from the SC-XM2/3, see XS/SC26-2 Configuration Mode on p. 152.
e Ifanew* SC-XM2/3 is plugged into a configured FID 3 or later Safety Controller and the configuration and
password match, one of the following displays:
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Figure 263. XS/SC26-2d Models: Network settings ignored Figure 264. XS/SC26-2de Models: Display indicates match

Config: Match
Network: Match
Fassword: Match

Config: Match
Network: Ignore
Fassword: Match

Press <0K> to continue. Press <0K> to continue.

Also, if the network settings do not match (XS/SC26-2de models), the network settings of the Safety
Controller transfer to the SC-XM2/3. When this is complete, the display shows the following:

Figure 265. Network Update

Config: Match
Network: Updated
Password: Match

Press <0K> to continue,

Click OK. If the updated fails (for example, the SC-XM2/3 is locked), the display indicates why it failed and
begins the countdown to a system lockout:
Figure 266. Network Update Failed

Card Detected

Failed to update XM's
network settings due
to ¥M being locked.

Swstem Lockout in
3 seconds unless
#M card removed

If the SC-XM2/3 is not disconnected from the Safety Controller within 3 seconds, the Safety Controller
enters a lockout state:
Figure 267. System Lockout

.ard Detected

Failed to update XM's
network settings due
to ¥M being locked.

& System Lockout &
Flease remove XM card

o If a new* SC-XM2/3 is plugged in a configured FID 3 or later Safety Controller, but the configuration and/or
the password do not match, the display indicates the issue and begins the count down to a system lockout:

Figure 268. XS/SC26-2d Models: Mismatch Figure 269. XS/SC26-2de Models: Mismatch

Config: Mismatch
Network: Match
Fazzword: Match

Config: Mismatch
Hetwork: Ignore
Fazzword: Match

Sustem Lockout in
3 seconds unless
#M card removed

Sustem Lockout in
3 seconds unless
#M card removed
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If the SC-XM2/3 is not disconnected from the Safety Controller within 3 seconds, the Safety Controller
enters a lockout state:

Figure 270. XS/SC26-2d Models: System Lockout Figure 271. XS/SC26-2de Models: System Lockout

#M Card Detected

Config: Mismatch Config: Mismatch
Hetwork: Ignore Hetwork: Match
Fassword: Match Password: Match
& System Lockout & & System Lockout &
Please remove XM card Flease remove XM card
OR OR
Enter Configuration Mode Enter Configuration Mode

For instructions on importing data from the SC-XM2/3, see XS/SC26-2 Configuration Mode on p. 152.
e If a blank SC-XM2/3 is plugged into a configured FID 3 or later Safety Controller, the display indicates the
issue and begins the count down to a system lockout:

Figure 272. SC-XMZ2/3 Error

#M Card Detected

#M card read error or
content invalid.

System Lockout in
3 seconds unless
#M card removed

If the SC-XM2/3 is not disconnected from the Safety Controller within 3 seconds, the Safety Controller
enters a lockout state:

Figure 273. System Lockout

#M Card Detected

#M card read error or
content invalid.

& System Lockout &
Please remove XM card

7. If the Safety Controller entered a lockout state, remove the SC-XM2/3 and cycle the power or perform a system
reset.

8. For factory default Safety Controllers: When the USB LED stops fast flashing, cycle the power or perform a system
reset.

The Safety Controller is ready for commissioning. See Commissioning Checkout Procedure on p. 251.

1413 SC10-2: Using the SC-XM3

Use an SC-XMS to:
e Quickly configure multiple SC10-2 Safety Controllers with the same configuration
¢ Replace one SC10-2 Safety Controller with another using the SC-XM3 from the old Safety Controller

= Note: The Banner programming tool ( SC-XMP2) and Software are required to write a confirmed

configuration to an SC-XM83. This limits access to authorized personnel.

1. Create the desired configuration using the Software.
2. Review and confirm the configuration by loading it onto an SC10-2.

After review and approval, the configuration can be saved and used by the Safety Controller.
3. Write the confirmed configuration to the SC-XM3 using the programming tool.
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= Note: Only confirmed configurations can be stored on the SC-XM3. See Write a Confirmed

Configuration to an SC-XM2/3 using the Programming Tool on p. 80.

4. Use a label to indicate the configuration that is stored on the SC-XM3.
5. Install and/or connect power to the desired SC10-2 (factory default Safety Controller or configured Safety
Controller).
e If the SC10-2 is a factory default Safety Controller, the power/fault LED is on green and the USB LED flashes
green to indicate that the Safety Controller is waiting for a configuration.
e [fthe SC10-2 is a configured Safety Controller, the power/fault LED is on green and the USB LED is on red.
6. Insert the SC-XM3 into the micro USB port on the SC10-2.

Factory Default Safety Controller
e The USB LED fast flashes for 3 seconds, then stays on, and the configuration, network settings, and
passwords automatically download to the Safety Controller. Then, the power/fault LED flashes green to
indicate that the Safety Controller is waiting for a power cycle.
Configured Safety Controller
e If the configuration and passwords on the Safety Controller and the SC-XM3 match, the USB LED flashes
green for 3 seconds and then stays on. Also, if the network settings do not match, the network settings of
the Safety Controller transfer to the SC-XM3 after 3 seconds, as long as the SC-XM3 is not locked. If the
SC-XM3 is locked, the controller enters a lockout state.
¢ [f the configuration or the passwords on the Safety Controller and the SC-XM3 do not match, the USB LED
flashes red. If the SC-XMS is not disconnected from the Safety Controller within 3 seconds, the power/fault
and USB LEDs flash red and the Safety Controller enters a lockout state due to the mismatch.
7. Cycle the power.
The power/fault LED is green, the USB LED is green (if the SC-XM3 is still plugged in) or red (no SC-XM3 or USB
cable connected), and the Input and Ouput LEDs show actual input status.

The Safety Controller is ready for commissioning. See Commissioning Checkout Procedure on p. 251.

1414 Reset the Safety Controller to Factory Defaults

Use the following procedure to reset the XS/SC26-2 with FID 3 or later or the SC10-2 Safety Controller to the factory default
settings.

= Note: XS/SC26-2 with FID 1 or FID 2 using Software version 4.2 or later will show the Reset to Factory
Default option in gray.

The Safety Controller must be powered up and connected to the PC via the SC-USB2 cable.

1 Click &
2. Click Reset to Factory Default.

A caution displays reminding you that all settings will change to factory defaults.
3. Click Continue.

The Enter Password screen opens.

4. Enter the User1 password and click OK.
The Safety Controller is updated to the factory default settings and a confirmation window displays.

5. Click OK.
6. Cycle the power.
The reset to factory default process is complete.

1415 Factory Defaults

The following table lists some of the factory default settings for both the Safety Controller and the Software.

Setting Factory Default Applicable Product

AVM Function 50 ms XS/SC26-2, SC10-2
Closed-to-Open Debounce Time 6 ms XS/SC26-2, SC10-2
EDM No monitoring XS/SC26-2, SC10-2
Function Block: Bypass Block—Default Nodes IN, BP XS/SC26-2, SC10-2
Function Block: Bypass—Time Limit 1s XS/SC26-2, SC10-2
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Setting Factory Default Applicable Product
Function Block: Delay Block— Default Nodes IN XS/SC26-2, SC10-2
Function Block: Delay Block—Output Delay 100 ms XS8/SC26-2, SC10-2
Function Block: Enabling Device Block—Default Nodes ED, IN, RST XS/SC26-2, SC10-2
Function Block: Enabling Device Block—Time Limit 1s XS/SC26-2, SC10-2
Function Block: Latch Reset Block— Default Nodes IN, LR XS/SC26-2, SC10-2
Function Block: Muting Block—Default Nodes IN, MP1 XS/SC26-2, SC10-2
Function Block: Muting Block—Time Limit 30s XS/SC26-2, SC10-2
Function Block: Two-Hand Control Block—Default Nodes TC XS/SC26-2, SC10-2
Function Block: One Shot Block—Default Nodes IN XS/SC26-2
Function Block: One Shot Block—Time Limit 100 ms XS8/SC26-2

Industrial Ethernet: String (EtherNet/IP and PCCC Protocol) | 32 bit

Network Settings: Gateway Address
Network Settings: IP Address

0.0.0.0
192.168.0.128

Network Settings: Link Speed and Duplex Mode Auto Negotiate

Network Settings: Subnet Mask
Network Settings: TCP Port
Open-to-Closed Debounce Time
Password User1

Password User2

Password User3

Power up mode

Safety Outputs

Safety Outputs: Power-up Mode
Safety Outputs: Split (Safety Outputs)
Simulation Mode: Simulation Speed
Automatic Terminal Optimization
Status Output Signal Conventions

Status Output Flashing Rate

255.255.255.0
502

50 ms

1901

1902

1903

Normal
Automatic reset (trip mode)
Normal

Function in pairs
1

Enabled

Active = PNP On

None

XS/SC26-2, SC10-2
XS8/SC26-2, SC10-2
XS8/8C26-2, SC10-2
XS/SC26-2, SC10-2
XS8/SC26-2, SC10-2
XS/SC26-2, SC10-2
XS/SC26-2, SC10-2
XS8/SC26-2, SC10-2
XS/8C26-2, SC10-2
XS/SC26-2, SC10-2
SC10-2

XS/SC26-2, SC10-2
XS/SC26-2
XS8/SC26-2
XS8/SC26-2, SC10-2
SC10-2

XS8/SC26-2, SC10-2
XS/SC26-2
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15 Troubleshooting

The Safety Controller is designed and tested to be highly resistant to a wide variety of electrical noise sources that are
found in industrial settings. However, intense electrical noise sources that produce EMI or RFI beyond these limits may
cause a random trip or lockout condition. If random trips or lockouts occur, check that:

¢ The supply voltage is within 24 V dc + 20%

¢ The Safety Controller’s plug-on terminal blocks are fully inserted

¢ Wire connections to each individual terminal are secure

¢ No high-voltage or high-frequency noise sources or any high-voltage power lines are routed near the Safety
Controller or alongside wires that are connected to the Safety Controller
Proper transient suppression is applied across the output loads
The temperature surrounding the Safety Controller is within the rated ambient temperature (see Specifications and
Requirements on p. 19)

15.1 Software: Troubleshooting

Live Mode button is unavailable (grayed out)

1. Make sure the SC-USB2 cable is plugged into both the computer and the Safety Controller.

EE==1N Note: Use of the Banner SC-USB2 cable is preferred. If other USB cables are used, make sure
that the cable includes a communication line. Many cell phone charging cables do not have a
communication line.

Verify that the Safety controller is installed properly—see Verifying Driver Installation on p. 281.
Exit the Software.

Unplug the Safety controller and plug it back in.

Start the Software.

ok eDN

Unable to read from the Safety Controller or send the configuration to the Safety Controller (buttons grayed out)

1. Make sure Live Mode is disabled
2. Make sure the SC-USB2 cable is plugged into both the computer and the Safety Controller

= Note: Use of the Banner SC-USB2 cable is preferred. If other USB cables are used, make sure
that the cable includes a communication line. Many cell phone charging cables do not have a
communication line.

Verify that the Safety Controller is installed properly —see Verifying Driver Installation on p. 281.
Exit the Software.

Unplug the Safety Controller and plug it back in.

Start the Software.

o0 sw

Unable to move a block to a different location

Not all blocks can be moved. Some blocks can be moved only within certain areas.

e Safety Outputs are placed statically and cannot be moved. Referenced Safety Outputs can be moved anywhere
within the left and middle areas.

e Safety and Non-Safety Inputs can be moved anywhere within the left and middle areas.
¢ Function and Logic blocks can be moved anywhere within the middle area.

SC-XM2/3 button is unavailable (grayed out)

1. Make sure all connections are secure—SC-XMP2 to the USB port of the computer and to the SC-XM2 or SC-XM3
drive.

2. Verify that the SC-XMP2 Programming Tool is installed properly —see Verifying Driver Installation on p. 281.
Exit the Software.

4. Disconnect and re-connect all connections— SC-XMP2 to the USB port of the computer and to the SC-XM2 or
SC-XM3 drive.

5. Start the Software.

5
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Note: Contact a Banner Applications Engineer if you require further assistance.

15.2 Software: Error Codes

The following table lists error codes that are encountered when attempting to make an invalid connection between blocks
on the Functional View tab.

A

WARNING:

Configuration Conforms to Applicable Standards

¢ Failure to verify the application may result in serious injury or death.

¢ The Banner Safety Controller Software primarily checks the logic configuration for connection
errors. The user is responsible for verifying the application meets the risk assessment
requirements and that it conforms to all applicable standards.

Software Code | Error

Al
A2
A3

B.2

B.3
B.4

B.5

B.6
B.7
C.1

C.2

D.1

E.1
E.2
E.3
E.4

E.5

F.1

F.2
F.3

G.1

G.2

G.3

This connection creates a loop.
A connection from this block already exists.
Connecting a block to itself is not allowed.

This Bypass Block is connected to the TC node of a Two-Hand Control Block. You can connect only a Two-Hand Control input to the
IN node of this Bypass Block.

This Bypass Block is already connected to another block.
This Bypass Block is connected to the TC node of a Two-Hand Control Block and cannot be connected to any other blocks.

Cannot connect Two-Hand Control Input to the IN node of this Bypass Block because it has the "Output turns OFF when both inputs
(IN and BP) are ON" option disabled.

The IN node of a Bypass Block cannot be connected to Emergency Stop and Rope Pull inputs.
The IN node of a Bypass Block cannot be connected to Emergency Stop and Rope Pull inputs via other blocks.
Only a Cancel OFF-Delay input can be connected to the CD node.

A Cancel OFF-Delay input can be connected only to the CD node of a Safety Output, One Shot Function Block, or Delay Function
Block.

This External Device Monitoring input is configured for a Dual-Channel 2 Terminal circuit and can be connected only to the EDM node
of a Safety Output.

The Enabling Device Block output nodes (P or S) can be connected only to the IN node of a Safety Output.

The IN node of an Enabling Device Block cannot be connected to Emergency Stop and Rope Pull inputs.

The ED node of an Enabling Device Block can be connected only to an Enabling Device input.

The ED node of an Enabling Device Block cannot be connected to Emergency Stop and Rope Pull inputs via other blocks.

An Enabling Device Block that has a Two-Hand Control input connected to the IN node cannot be connected to a Safety Output that
has Safety Output Delay set to "Off Delay".

Emergency Stop and Rope Pull inputs cannot be muted, and thus cannot be connected to the IN node of a Mute Function Block or the
M Safety input of the Press Control Inputs Function Block.

Emergency Stop and Rope Pull inputs cannot be connected to a Latch Reset Block that is connected to a Muting Block.
A Latch Reset Block that is connected to an Emergency Stop or a Rope Pull input cannot be connected to a Muting Block.

XS/SC26-2 FID 1, 2, & 3 and SC10: Only a Manual Reset output can be connected to the FR node of a Safety Output.

XS/SGC26-2 FID 4 or later: Only a Manual Reset input or an output node of a Reset-Designated OR Block can be connected to the FR
node of a Safety Output.

XS/SC26-2 FID 1, 2, & 3 and SC10: Only a Manual Reset input can be connected to the LR node of a Latch Reset Block or Safety
Output.

XS/SC26-2 FID 4 or later: Only a Manual Reset input or the output node of a Reset-Designated OR Block can be connected to the LR
node of a Latch Reset Block or Safety Output.

XS/SC26-2 FID 1, 2, & 3 and SC10: Only a Manual Reset output can be connected to the RST node of an Enabling Device Block.

XS/SC26-2 FID 4 or later: Only a Manual Reset input or an output node of a Reset-Designated OR Block can be connected to the RST
node of an Enabling Device Block.
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Software Code | Error

G.4

G.5

G.6

H.1

H.2

J.1

J.3

KA

K.2

K.3

L1

L2

L.3

L.4

P.1

P.2

P.3

P.4

P.5

280

XS/SC26-2 FID 1, 2, & 3 and SC10: A Manual Reset input can be connected only to LR and FR nodes of a Safety Output, an LR node
of a Latch Reset Block, an RST node of an Enabling Device Block, and SET and RST nodes of the Flip-Flop Blocks.

XS/SC26-2 FID 4 or later: A Manual Reset input can be connected only to LR and FR nodes of a Safety Output, an LR node of a Latch
Reset Block, an RST node of an Enabling Device Block, SET and RST nodes of the Flip-Flop Blocks, RST node of a Press Control
Block, and an input node of a Reset-Designated OR Block.

The input node of a Reset-Designated OR Block can be connected only to a Manual Reset, Virtual Manual Reset input, and the output
node of a Reset-Designated OR Block.

The output node of a Reset-Designated OR Block can be connected only to LR and FR nodes of a Safety Output, an LR node of a
Latch Reset Block, an RST node of an Enabling Device Block, SET and RST nodes of the Flip-Flop Blocks, and an input node of a
Reset-Designated OR Block.

A latch reset block already connected to a function block cannot connect to a Mute block.
A latch reset block already connected to a Mute block cannot connect to another function block.

Only Muting Sensor Pair, Optical Sensor, Gate Switch, Safety Mat, or Protective Stop inputs can be connected to the MP1 and MP2
nodes of a Muting Block or to the MP1 node of a Two-Hand Control Block.

The MP1 and MP2 nodes of a Muting Block and the MP1 node of a Two-Hand Control Block can be connected to inputs that are using
only Dual-Channel circuits.

A Muting Sensor Pair input can be connected only to MP1 and MP2 nodes of a Muting Block or the MP1 node of a Two-Hand Control
Block.

XS/SC26-2 FID 1, 2, & 3 and SC10 FID 1: A Two-Hand Control Block can be connected only to the IN node of an Enabling Device
Block or the IN node of a Safety Output.

XS/SC26-2 FID 4 or later or SC10 FID 2 or later :A Two-Hand Control Block can be connected only to a Logic Block (excluding Flip-
Flop Blocks), the IN node of an Enabling Device Block, or the IN node of a Safety Output.

Only Two-Hand Control inputs or Bypass Blocks with Two-Hand Control inputs connected to them can be connected to the TC node
of a Two-Hand Control Block. A Bypass Block with a Two-Hand Control input connected to its IN node can only be connected to the
TG node of a Two-Hand Control Block.

X8/SC26-2 FID 1, 2, & 3 and SC10 FID 1: A Two-Hand Control input can be connected only to a Two-Hand Control Block (TC node) or
Bypass Block (IN node).

XS/SC26-2 FID 4 or later or SC10 FID 2 or later: A Two-Hand Control input can be connected only to a Two-Hand Control Block (TC
node), Bypass Block (IN node), Logic Block (excluding Flip-Flop Blocks), Press Control Block (GO node), or an output without an OFF-
delay.

XS/SC26-2 FID 1, 2, & 3 and SC10 FID 1: A Safety Output that has Safety Output Delay set to "OFF-Delay" cannot be connected to a
Two-Hand Control Block.

XS/SG26-2 FID 4 or later or SC10 FID 2 or later: A Safety Output that has Safety Output Delay set to "OFF-Delay" cannot be directly
connected to a Two-Hand Control Block.

A Safety Output that has Safety Output Delay set to "OFF-Delay" cannot be connected to a Two-Hand Control Block via an Enabling
Device Block.

This Safety Output is disabled because a Status Output is using its terminals.

The IN node of a Safety Output cannot be connected to External Device Monitoring, Adjustable Valve Monitor, Mute Sensor Pair,
Bypass Switch, Manual Reset, Mute Enable, or Cancel OFF-Delay inputs.

A Safety Output block that has LR (Latch Reset) function enabled cannot be connected to Two-Hand Control Blocks or Enabling
Device Blocks.

XS/SC26-2 FID 1, 2 & 3 and SC10 FID 1: A Safety Output block that has Power up Mode set to "Manual Reset" cannot be connected
to Two-Hand Control Blocks or Enabling Device Blocks.

XS/SC26-2 FID 4 or later or SC10 FID2 or later: A Safety Output block that has Power up Mode set to 'Manual Reset' cannot be
connected to Two-Hand Control Inputs, Two-Hand Control Blocks, or Enabling Device Blocks.

Only physical or virtual ON/OFF inputs can be connected to the RUN, INCH UP, and INCH DOWN nodes of the Press Control Mode
Function Block.

Only a physical ON/OFF Input can be connected to the TOS and BOS nodes of the Press Control Function Block, and the PIP node of
the Press Control Inputs Function Block.

Only an SQS Input can be connected to the SQS Input node of the Press Control Input function block.

The only input that can be connected to the M Sensor input of the Press Control Input function block is a Press Control Mute Sensor
input device.

When the Press Control block is configured for Single Actuator Control, the GO input node can only be connected to a Cycle Initiation
Input, a Foot Pedal Input, or a Two-Hand Control Input. When the Press Control Block is configured for Manual Upstroke Setting, the
GO input node can only be connected to a Foot Pedal Input or Two-Hand Control Input.
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Software Code | Error

the Press Control Input function block.

P.6 If Single Actuator Control is selected in the Press Control Function Block, then Sequential Stop (SQS) and Manual Upstroke are not
allowed.

P.7 Only a physical ON/OFF input or a Foot Pedal input can be connected to the Ft Pedal input of the Press Control Inputs Function Block.

P.8 The Press Control Function Block output nodes (U, D, H, and L) can be connected only to the IN node of a Safety Output.

P.9 When the Press Control Mute Sensor input is not selected, only a dual-channel SQS input can be connected to the SQS input node of

15.3 Verifying Driver Installation

This section applies to both the XS/SC26-2 and the SC10-2.

Windows 7, 8 and 10

1. Click Start.

2. Type "Device Manager" in the Search for programs and files field at the bottom and click Device Manager when

Windows locates it.
Expand the Ports (COM & LPT) dropdown menu.

3

4. Find XS26-2 Expandable Safety Controller followed by a COM port number (for example, COMS3). It must not have
an exclamation mark, a red x, or a down arrow on the entry. If you do not have any of these indicators, your device
is properly installed. If any of the indicators appear, follow the instructions after this table to resolve these issues.

XS/SC26-2 Safety Controller Drivers

SC-XMP2 Drivers

—_

Expand the Ports (COM & LPT) dropdown menu.
2. Find XS26-2 Expandable Safety Controller
followed by a COM port number (for example,
COMB). It must not have an exclamation mark, a
red x, or a down arrow on the entry. If you do not
have any of these indicators, your device is
properly installed. If any of the indicators appear,
follow the instructions after this table to resolve
these issues.

Expand the Universal Serial Bus controllers
dropdown menu.

Find XMP2 Programmer A and XMP2 Programmer
B. Either one of the entries must not have an
exclamation mark, a red x, or a down arrow on the
entry. If you do not have any of these indicators,
your device is properly installed. If any of the
indicators appear, follow the instructions after this
table to resolve these issues.
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Windows 7, 8 and 10

Figure 275. SC-XMP2 Drivers installed correctly
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Figure 274. XS/SC26-2 Safety Controller Drivers installed correctly
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To resolve an exclamation mark, a red x, or a down arrow indicator:
1. Make sure your device is enabled:

a. Right-click on the entry that has the indicator.
b. If you see Disable, the device is enabled; if you see Enable, the device is disabled.
¢ |f the device is enabled, continue with troubleshooting steps.
e [f the device is disabled, click Enable. If this does not remove the indicator, continue to the
next step.

2. Unplug the USB cable either from the Safety Controller or from the computer, wait a few seconds and plug
it back in. If this does not remove the indicator, continue to the next step.

3. Try plugging in the Safety Controller to a different USB port. If this does not remove the indicator, continue
to the next step.

4. Reboot your computer. If this does not remove the indicator, continue to the next step.

5. Uninstall and re-install the software from Add/Remove Programs or Programs and Features located in the
Control Panel. If this does not remove the indicator, continue to the next step.
6. Contact a Banner Applications Engineer.

To resolve the Safety Controller listed in Device Manager as 'Generic USB Device', follow these steps.

1. Right click on the Generic USB Device port that is the Banner Safety Controller.

Click Update Driver.

Select Browse my Computer for Driver Software.

Click the Browse box to the right of the Search this Location box. A new window opens.

Select Local Disk (C:) > Program Files (x86) > Banner Engineering > Banner Safety Controller > Driver.
Click OK, closes this window.

In the update driver box, click Next. The driver should now be updated.

Nookoh

You might have to close the Banner Safety Controller Software and open it again. The USB ports should now link
Banner Safety Controllers to the Software.
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Depending on the configuration, the Safety Controller is able to detect a number of input, output, and system faults,

including:

e A stuck contact
* An open contact

e A short between channels

e A short to ground

¢ A short to a voltage source
e A short to another input
e Aloose or open connection

e An exceeded operational time limit
e A power drop

¢ An overtemperature condition

When a fault is detected, a message describing the fault displays in the Fault Diagnostics menu (LCD models). For models
not equipped with an LCD, use the Live Mode tab in the Software on a PC connected to Safety Controller with the SC-
USB2 cable. Fault diagnostics are also available over the network. An additional message may also be displayed to help

remedy the fault.

=

15.4.1 XS/SC26-2 Fault Code Table

The following table lists the Safety Controller Fault Code, the message that displays, any additional messages, as well as

the steps to resolve the fault.

Note: The fault log is cleared when power to the Safety Controller is cycled.

The Error Code and the Advanced Error Code, taken together, form the Safety Controller Fault Code. The format for the
Fault Code is Error Code ‘dot’ Advanced Error Code. For example, a Safety Controller Fault Code of 2.1 is
represented by an Error Code of 2 and an Advanced Error Code of 1. The Error Message Index value is the Error Code and
the Advanced Error Code together, and includes a leading zero with the Advanced Error Code, if necessary. For example, a
Safety Controller Fault Code of 2.1 is represented by an Error Message Index of 201. The Error Message Index value is a
convenient way to get the complete Fault Code while only reading a single 16-bit register.

Fault Code Displayed Message Additional Message Steps to resolve
Base Module or Solid State Module
A Safety Output appears On when it should be Off:
B Modul Solid e Check for a short to the external voltage source
S:ste Module or ol e  Check the DC common wire size connected to the Safety Output
ate Module loads. The wire must be a heavy-gauge wire or be as short as possible
1.1 Output Fault Check for shorts to minimize resistance and voltage drop. If necessary, use a separate
Relay Module DC common wire for each pair of outputs and/or avoid sharing this DC
common return path with other devices (see Common Wire Installation
n/a on p. 61)
Relay Module
e Replace Relay module
Base Module or Solid State Module
A Safety Output is sensing a fault to another voltage source while the output is
On:
e Check for a short between Safety Outputs
Base Module or Solid e Check for a short to the external voltage source
State Module e Check load device compatibility
10 Output Fault Check for shorts e Check the DQ common wire size connectgd to the Safety Output )
loads. The wire must be a heavy-gauge wire or be as short as possible
Relay Module to minimize resistance and voltage drop. If necessary, use a separate
n/a DC common wire for each pair of outputs and/or avoid sharing this DC
common return path with other devices (see Common Wire Installation
on p. 61)
Relay Module
* Replace Relay module
13-18 Internal Fault B Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291)
1.9 Output Fault Internal Relay Failure ¢ Replace Relay module
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Fault Code Displayed Message Additional Message Steps to resolve
- Sequence timing error:
1.10 Output Fault Check Input Timing e Perform a System Reset to clear the fault
On a dual-channel input, or a complementary input, with both inputs in the Run
state, one input went to the Stop state then back to Run.
On a dual-complementary input, with both pairs of inputs in the Run state, one
2.1 Concurrency Fault Cycle Input pair of inputs went to the Stop state then back to Run.
e Check the wiring
e Check the input signals
e Consider adjusting the debounce times
On a dual-channel input, or a complementary input, one input went into the Run
state but the other input did not follow the change within 3 seconds.
. . On a dual-complementary input, one pair of inputs went into the Run state but
2.2 Simultaneity Fault Cycle Input the other pair of inputs did not follow the change within 3 seconds.
e Check the wiring
e Check the input signal timing
On a dual-complementary input, with both inputs of one complementary pair in
the Run state, one input of this complementary pair changed to Stop then back
to Run:
23o0r25 Concurrency Fault Cycle Input e Check the wiring
e Check the input signals
e  Check the power supply providing input signals
e Consider adjusting the debounce times
On a dual-complementary input, one input of a complementary pair went into
the Run state, but the other input of the same complementary pair did not follow
240r2.6 Simultaneity Fault Cycle Input the change within the time limit:
e Check the wiring
e Check the input signal timing
27 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291)
Input stuck high:
2.8-29 Input Fault Check Terminal xx e Check for shorts to other inputs or other voltage sources
e Check the input device compatibility
2.10 Input Fault Check Terminal xx e Check for a short between inputs
211-2.12 Input Fault Check Terminal xx e  Check for a short to ground
. Input stuck low
2.13 Input Fault Check Terminal xx e Check for a short to ground
. Missing test pulses:
214 Input Fault Check Terminal xx e Check for a short to other inputs or other voltage sources
2.15 Open Lead Check Terminal xx e Check for an open lead
216-2.18 | Input Fault Check Terminal xx Missing test pulses:
: : P e  Check for a short to other inputs or other voltage sources
2.19 Open Lead Check Terminal xx e  Check for an open lead
. Missing test pulses:
2.20 Input Fault Check Terminal xx e Check for a short to ground
2.21 Open Lead Check Terminal xx e  Check for an open lead
222-2.23 Input Fault Check Terminal xx e Check for an unstable signal on the input
2.24 g;;;séztévated While Perform System Reset | A Two-Hand Control input was activated (turned On) while it was bypassed.
After the associated Safety Output turned Off, the AVM input did not close
before its AVM monitoring time expired:
Monitoring Ti e The AVM may be disconnected. Check the wiring to the AVM
onitoring fimer e Either the AVM is disconnected, or its response to the Safety Output
2.25 Input Fault ET(E)slree(;j Before AVM turning Off is t00 slow
e Check the wiring to the AVM
e Check the timing setting; increase the setting if necessary
e Contact Banner Engineering
The AVM input was open, but should have been closed, when the associated
2.26 Input Fault gﬁ'tv' Lﬂ\:?lﬂ(;zegr\]/\/hen Safety Output was commanded On:
P e The AVM may be disconnected. Check the wiring to the AVM
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Fault Code

Displayed Message

Additional Message

Steps to resolve

3.1

3.2

3.4

3.5
3.6
3.7

3.8

3.9

3.10

51-53

6.xx

71

7.2

7.3

7.4

7.5

7.6

7.7

7.8

7.9

EDMxx Fault

EDMxx Fault

EDMxx Fault

EDMxx Fault
EDMxx Fault
EDMxx Fault

AVMxx Fault

Input Fault

Internal Fault

Internal Fault

Internal Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Press Control Fault

Check Terminal xx

Check Terminal xx

Check Terminal xx

Check Terminal xx
Check Terminal xx

Check Terminal xx

Perform System Reset

AVM Not Closed When

Output Turned On

Check TOS and BOS

Check TOS and SQS

Check TOS and PCMS

Check SQS and BOS

Check TOS

Check BOS

Check Mode Selection

Inputs

Check Foot Pedal Input

EDM contact opened prior to turning On the Safety Outputs:
e Check for a stuck On contactor or relay
e  Check for an open wire

EDM contact(s) failed to close within 250 ms after the Safety Outputs turned Off:
e  Check for a slow or stuck On contactor or relay
e  Check for an open wire

EDM contact pair mismatched for longer than 250 ms:
e  Check for a slow or stuck On contactor or relay
e Check for an open wire

e Check for an unstable signal on the input
e Check for a short to ground
e Check for a short between inputs

After this Safety Output turned Off, an AVM input associated with this output did
not close before its AVM monitoring time expired:
e The AVM may be disconnected or its response to the Safety Output
turning Off may be too slow
e Check the AVM input and then perform a System Reset to clear the
fault

The AVM input was open, but should have been closed, when the associated
Safety Output was commanded On:
e The AVM may be disconnected. Check the wiring to the AVM

Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291)

See the following table.

Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291)

Invalid configuration data. Possible internal failure:
e Try writing a new configuration to the Safety Controller

TOS and BOS inputs on at the same time
e Check for shorts on the TOS and BOS inputs
e  Check for functional issues with the TOS and BOS devices

TOS and SQS inputs on at the same time
e Check for shorts on the TOS and SQS inputs
e Check for functional issues with the TOS and SQS devices

TOS and PCMS inputs on at the same time
e Check for shorts on the TOS and PCMS inputs
e Check for functional issues with the TOS and PCMS devices

SQS to BOS sequencing error (BOS came on before SQS)
e  Check wiring of SQS and BOS sensors
e Check for placement and functional issues of SQS and BOS sensors

TOS Timeout error (On automatic upstroke, the internal 30 second time limit was
exceeded)

e Check the wiring of the TOS system

e Check for placement and functional issues of the TOS sensor

BOS Timeout error (On automatic downstroke, the internal 30 second time limit
was exceeded)

e  Check the wiring of the BOS system

e Check for placement and functional issues of the BOS sensor

Mode Selection Error (more than one mode selection input on at the same time
e  Check the wiring from the mode state inputs
e  Check the Mode selection switch for faults

Index Error (Internal Configuration Error)
Contact Banner Engineering (see Repairs and Warranty Service on p. 291)

Foot pedal Error (When configured with a SQS, the Ft Pedal input node came on
instead of the GO input node)

e  Sequencing error

e [fit persists check wiring of THC and Foot Pedal inputs
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Fault Code Displayed Message Additional Message Steps to resolve
Down AVM Error (Down AVM is in wrong state when compared to expected
. state)
7.10 Press Control Fault Check Down Cylinder e Check Down AVM wiring
e Check Down AVM sensor and Down Stroke system
Up AVM Error (Up AVM is in wrong state when compared to expected state)
7.11 Press Control Fault Check Up Cylinder e  Check Up AVM wiring
e Check Up AVM sensor and Up Stroke system
High AVM Error (High AVM is in wrong state when compared to expected state)
7.12 Press Control Fault Check High Cylinder e Check High AVM wiring
e  Check High AVM sensor and High Stroke system
Low AVM Error (Low AVM is in wrong state when compared to expected state)
7.13 Press Control Fault Check Low Cylinder e  Check Low AVM wiring
e  Check Low AVM sensor and Low Stroke system
SQS to PCMS SQS to PCMS simultaneity error (3 second time limit between inputs exceeded)
7.14 Press Control Fault Simuﬁaneit e  Check wiring of SQS and PCMS
y e  Check placement of SQS and PCMS with considerations to ram speed
SQS State error (SQS state level not as expected during the press cycle)
7.15 Press Control Fault Check SQS State e Check wiring of the SQS input
e Check the placement of the SQS sensor and its functionality
PCMS State error (PCMS state level not as expected during the press cycle)
7.16 Press Control Fault Check PCMS State e Check wiring of the PCMS input
e  Check the placement of the PCMS sensor and its functionality
TOS State error (TOS state level not as expected during the press cycle)
717 Press Control Fault Check TOS State e Check wiring of the TOS input
e Check the placement of the TOS sensor and its functionality
BOS State error (BOS state level not as expected during the press cycle)
7.18 Press Control Fault Check BOS State e Check wiring of the BOS input
e Check the placement of the BOS sensor and its functionality
10.xx Internal Fault ~ Internal failure—Contact Banner Engineering (see Repairs and Warranty Service

on p. 291)

For fault codes 4.x, check the fault log for additional faults to determine the specific module in which the original fault

occurred.
Fault Code Displayed Message Additional Message Steps to resolve
The supply voltage dropped below the rated voltage for longer than 6 ms:
Check the power e Check the power supply voltage and current rating
4.1 Supply Volt L
Upply Voltage Low supply e  Check for an overload on the outputs that might cause the power
supply to limit the current
A configuration parameter has become corrupt. To fix the configuration:
4.0 Internal Fault ¢ Replace the configuration by using a backup copy of the configuration
’ ¢ Recreate the configuration using the Software and write it to the Safety
Controller
43— 411 Internal Fault B Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
412 Configuration Timeout | Check Configuration The Safety Cc?ntroller was left in Configuration mode for more than one hour
without pressing any keys.
413 Configuration Timeout | Check Configuration The Safety C).olntroller was left in Configuration mode for more than one hour
without receiving any commands from the Software.
414 Conflgu_ratlon Confirm Configuration The conflguratllon was .not cgnflrmgd after being edited:
Unconfirmed e Confirm configuration using the Software
4.15-4.19 Internal Fault B Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
Unassianed Terminal in This terminal is not mapped to any device in the present configuration and
4.20 9 Check Terminal xx should not be active:
Use .
e Check the wiring
401434 Internal Fault ~ Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
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Fault Code Displayed Message Additional Message Steps to resolve
4.35 Overtemperature B An internal overtemperature condition has occurred. Verify that the ambient and
i P output loading conditions meet the specifications of the Safety Controller.
4.36 - 4.39 Internal Fault R Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
Module . .
4.40-4.41 _— . Check module power | An output expansion module lost contact with the Base Controller.
Communication Failure
4.42 Module Mismatch B The modu!e or modules detected do not match the Safety Controller
configuration.
Module . .
4.43 _— . Check module power | An expansion module lost contact with the Base Controller.
Communication Failure
4.44 — 4.45 Internal Fault B Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
4.46 — 4.47 Internal Fault _ Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
4.48 Unused output Check output wiring | A voltage was detected on an unconfirmed terminal.
4.49 — 4.55 Internal Fault ~ Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
Display Communication Failure:
4.56 Display Comm Failure - e  Cycle power to the Safety Controller. If fault code persists, contact
Banner Engineering (see Repairs and Warranty Service on p. 291
457 - 4.59 Internal Fault ~ Internal failure—Contact Banner Engineering (see Repairs and Warranty Service
on p. 291).
4.60 Output Fault Check for shorts An output terminal detected a short. Check output fault for details.

15.4.2 SC10-2 Fault Code Table

The following table lists the Safety Controller Fault Code, the message that displays, any additional messages, as well as
the steps to resolve the fault.

The Error Code and the Advanced Error Code, taken together, form the Safety Controller Fault Code. The format for the
Fault Code is Error Code ‘dot’ Advanced Error Code. For example, a Safety Controller Fault Code of 2.1 is
represented by an Error Code of 2 and an Advanced Error Code of 1. The Error Message Index value is the Error Code and
the Advanced Error Code together, and includes a leading zero with the Advanced Error Code, if necessary. For example, a
Safety Controller Fault Code of 2.1 is represented by an Error Message Index of 201. The Error Message Index value is a
convenient way to get the complete Fault Code while only reading a single 16-bit register.

Fault Code Fault Code Description Steps to resolve
1.1-12 Output Fault Replace the Safety Controller
1.3-1.8 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291)
1.9 Output Fault Replace the Safety Controller
Sequence timing error:
1.10 Output Fault
Uiput Fau e Perform a System Reset to clear the fault
On a dual-channel input, or a complementary input, with both inputs in the Run state, one input
went to the Stop state then back to Run.
On a dual-complementary input, with both pairs of inputs in the Run state, one pair of inputs
went to the Stop state then back to Run.
2.1 Concurrency Fault

e  Check the wiring

e  Check the input signals

e Consider adjusting the debounce times
e Cycle input
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Fault Code Fault Code Description Steps to resolve
On a dual-channel input, or a complementary input, one input went into the Run state but the
other input did not follow the change within 3 seconds.
On a dual-complementary input, one pair of inputs went into the Run state but the other pair of
29 Simultaneity Fault inputs did not follow the change within 3 seconds.
®  Check the wiring
e Check the input signal timing
e Cycleinput
On a dual-complementary input, with both inputs of one complementary pair in the Run state,
one input of this complementary pair changed to Stop then back to Run.:
e  Check the wiring
23o0r25 Concurrency Fault e Check the input signals
e  Check the power supply providing input signals
e  Consider adjusting the debounce times
e Cycleinput
On a dual-complementary input, one input of a complementary pair went into the Run state, but
the other input of the same complementary pair did not follow the change within the time limit:
2.40r26 Simultaneity Fault e Check the wiring
e Check the input signal timing
e Cycleinput
2.7 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291)
Input stuck high:
2.8-29 Input Fault e Check for shorts to other inputs or other voltage sources
e Check the input device compatibility
210 Input Fault e  Check for a short between inputs
211-2.12 Input Fault e Check for a short to ground
213 Inout Fault Input stuck low
. ut Fau
P e Check for a short to ground
Missing test pulses:
2.14 Input Fault ssing test puises ,
e Check for a short to other inputs or other voltage sources
2.15 Open Lead e  Check for an open lead
Missing test pulses:
2.16-2.18 Input Fault Issing test puises ,
e Check for a short to other inputs or other voltage sources
2.19 Open Lead e Check for an open lead
Missing test pulses:
2.20 Input Fault
P e Check for a short to ground
2.21 Open Lead e  Check for an open lead
222-223 Input Fault e Check for an unstable signal on the input
2.24 Input Activated While A Two-Hand Control input was activated (turned On) while it was bypassed.
Bypassed
After the associated Safety Output turned Off, the AVM input did not close before its AVM
monitoring time expired:
e The AVM may be disconnected. Check the wiring to the AVM
e  Either the AVM is disconnected, or its response to the Safet tput turni ff is t
205 Input Fault , p Safety Output turning Off is too
slow
e  Check the wiring to the AVM
e  Check the timing setting; increase the setting if necessary
e Contact Banner Engineering
The AVM input was open, but should have been closed, when the associated Safety Output was
2.26 Input Fault commanded On:
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e The AVM may be disconnected. Check the wiring to the AVM
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Fault Code Fault Code Description Steps to resolve
EDM contact opened prior to turning On the Safety Outputs:
3.1 EDMxx Fault e Check for a stuck On contactor or relay
e  Check for an open wire
EDM contact(s) failed to close within 250 ms after the Safety Outputs turned Off:
3.2 EDMxx Fault e Check for a slow or stuck On contactor or relay
e  Check for an open wire
EDM contact pair mismatched for longer than 250 ms:
3.4 EDMxx Fault e  Check for a slow or stuck On contactor or relay
e Check for an open wire
3.5 EDMxx Fault e Check for an unstable signal on the input
3.6 EDMxx Fault e  Check for a short to ground
3.7 EDMxx Fault e Check for a short between inputs
After this Safety Output turned Off, an AVM input associated with this output did not close before
its AVM monitoring time expired:
3.8 AVMxx Fault e The AVM may be disconnected or its response to the Safety Output turning Off may be
too slow
e  Check the AVM input and then perform a System Reset to clear the fault
The AVM input was open, but should have been closed, when the associated Safety Output was
3.9 Input Fault commanded On:
e The AVM may be disconnected. Check the wiring to the AVM
3.10 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291)
The supply voltage dropped below the rated voltage for longer than 6 ms:
heck th I It t rati
41 Supply Voltage Low e Check the power supply voltage and curren .ra ing o
e Check for an overload on the outputs that might cause the power supply to limit the
current
A configuration parameter has become corrupt. To fix the configuration:
4.2 Internal Fault ¢ Replace the configuration by using a backup copy of the configuration
e Recreate the configuration using the Software and write it to the Safety Controller
43-4.12 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291).
413 Configuration Timeout The Safety Controller was left in Configuration mode for more than one hour without receiving
any commands from the Software.
. . X The configuration was not confirmed after being edited:
414 Configuration Unconfirmed i i . i
e Confirm configuration using the Software
415-4.19 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291).
) N This terminal is not mapped to any device in the present configuration and should not be active:
4.20 Unassigned Terminal in Use L
e Check the wiring
4.21-4.34 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291).
An internal overtemperature condition has occurred. Verify that the ambient and output loading
4.35 Overtemperature e e
conditions meet the specifications of the Safety Controller.
4.36 -4.47 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291).
4.48 Unused output A voltage was detected on an unconfirmed terminal.
4.49 -4.59 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291).
4.60 Output Fault An output terminal detected a short. Check output fault for details.
5.1-53 Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291)
Invalid configuration data. Possible internal failure:
6.XX Internal Fault N § i
e Try writing a new configuration to the Safety Controller
10.xx Internal Fault Internal failure—Contact Banner Engineering (see Repairs and Warranty Service on p. 291)
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16 Components and Accessories

16.1 Replacement Parts and Accessories

Model Description Applicable Product
SC-UsB2 USB cable XS/SC26-2, SC10-2
SC-XMP2 Programming tool for SC-XM2/3 XS/SC26-2, SC10-2

DIN-SC DIN End Clamp XS8/SC26-2, SC10-2
SC-XM2 External memory drive for the XS/SC26-2 XS/SC26-2

SC-XM3 External memory drive for the SC10-2 XS/SC26-2, SC10-2
SC-TS2 Screw terminal blocks controller XS/8C26-2

SC-TS3 Screw terminal blocks expansion module XS/SC26-2

SC-TC2 Spring cage terminal blocks controller XS/SC26-2

SC-TC3 Spring cage terminal blocks expansion module XS/SC26-2

16.2 Ethernet Cordsets

Catb5e Shielded Cordsets Catbe Crossover Shielded Cordsets Length
STPO7 STPX07 21 m(7 ft)
STP25 STPX25 7.62 m (25 ft)
STP50 STPX50 15.2 m (50 ft)
STP75 STPX75 22.9 m (75 ft)

16.3 Interface Modules

See datasheet p/n 62822 and p/n 208873 and EDM and FSD Hookup on p. 63 for more information.

Model Input Voltage Inputs Safety Outputs Aux. Outputs Output Rating EDM Contacts
IM-T-9A 3 N.O. -
6 amps
IM-T-11A ~ 2N.O. 1N.C.
24V dc 2 (d;‘:'ol‘f:;”"e' 2N.C.
SR-IM-9A 3N.O. - See datasheet for
SR-IM-11A 2 N.O. 1N.C. specifications

16.3.1 Mechanically Linked Contactors

Mechanically Linked Contactors provide an additional 10 or 18 amp carrying capability to any safety system. If used, two
contactors per Safety Output pair are required for Category 4. A single OSSD output with 2 contactors can achieve
Category 3. The N.C. contacts are to be used in an external device monitoring (EDM) circuit.

See EDM and FSD Hookup on p. 63 for more information.

Model Supply Voltage Inputs Outputs Output Rating
11-BG00-31-D-024 10 amps
24V dc 2 (dual-channel hookup) 3N.O.and 1 N.C.
BF1801L-024 18 amps
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17 Product Support and Maintenance

17.1 Cleaning

1. Disconnect power to the Safety Controller.

2. Wipe down the polycarbonate enclosure and the display (models with display) with a soft cloth that has been
dampened with a mild detergent and warm water solution.

17.2 Repairs and Warranty Service

Contact Banner Engineering for troubleshooting of this device. Do not attempt any repairs to this Banner device; it contains
no field-replaceable parts or components. If the device, device part, or device component is determined to be defective by
a Banner Applications Engineer, they will advise you of Banner's RMA (Return Merchandise Authorization) procedure.

i} Important: If instructed to return the device, pack it with care. Damage that occurs in return shipping is
not covered by warranty.

To assist Banner Engineering with troubleshooting a problem, while the PC is connected to the Safety Controller, go to Help
in the software and click Support Information. Click Save Controller Diagnostics (located at Help > Support Information) to
generate a file that contains status information. This information may be helpful to the support team at Banner. Send the file
to Banner according to the instructions provided on screen.

17.3 Contact Us

Banner Engineering Corp. headquarters is located at:

9714 Tenth Avenue North
Minneapolis, MN 55441, USA
Phone: + 1 888 373 6767

For worldwide locations and local representatives, visit www.bannerengineering.com.

17.4 Banner Engineering Corp. Limited Warranty

Banner Engineering Corp. warrants its products to be free from defects in material and workmanship for one year following the date of shipment. Banner Engineering Corp. will
repair or replace, free of charge, any product of its manufacture which, at the time it is returned to the factory, is found to have been defective during the warranty period. This
warranty does not cover damage or liability for misuse, abuse, or the improper application or installation of the Banner product.

THIS LIMITED WARRANTY IS EXCLUSIVE AND IN LIEU OF ALL OTHER WARRANTIES WHETHER EXPRESS OR IMPLIED (INCLUDING, WITHOUT LIMITATION, ANY
WARRANTY OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE), AND WHETHER ARISING UNDER COURSE OF PERFORMANCE, COURSE OF DEALING
OR TRADE USAGE.

This Warranty is exclusive and limited to repair or, at the discretion of Banner Engineering Corp., replacement. IN NO EVENT SHALL BANNER ENGINEERING CORP. BE
LIABLE TO BUYER OR ANY OTHER PERSON OR ENTITY FOR ANY EXTRA COSTS, EXPENSES, LOSSES, LOSS OF PROFITS, OR ANY INCIDENTAL, CONSEQUENTIAL OR
SPECIAL DAMAGES RESULTING FROM ANY PRODUCT DEFECT OR FROM THE USE OR INABILITY TO USE THE PRODUCT, WHETHER ARISING IN CONTRACT OR
WARRANTY, STATUTE, TORT, STRICT LIABILITY, NEGLIGENCE, OR OTHERWISE.

Banner Engineering Corp. reserves the right to change, modify or improve the design of the product without assuming any obligations or liabilities relating to any product
previously manufactured by Banner Engineering Corp. Any misuse, abuse, or improper application or installation of this product or use of the product for personal protection
applications when the product is identified as not intended for such purposes will void the product warranty. Any modifications to this product without prior express approval
by Banner Engineering Corp will void the product warranties. All specifications published in this document are subject to change; Banner reserves the right to modify product
specifications or update documentation at any time. Specifications and product information in English supersede that which is provided in any other language. For the most
recent version of any documentation, refer to: www.bannerengineering.com.

For patent information, see www.bannerengineering.com/patents.
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17.5 Banner Engineering Corp. Software Copyright Notice

This software is protected by copyright, trade secret, and other intellectual property laws. You are only granted the right to use the software and only for the purposes
described by Banner. Banner reserves all other rights in this software. For so long as you have obtained an authorized copy of this software directly from Banner, Banner
grants you a limited, nonexclusive, nontransferable right and license to use this software.

You agree not to use, nor permit any third party to use, this software or content in a manner that violates any applicable law, regulation or terms of use under this Agreement.
You agree that you will not reproduce, modify, copy, deconstruct, sell, trade or resell this software or make it available to any file-sharing or application hosting service.

Disclaimer of Warranties. Your use of this software is entirely at your own risk, except as described in this agreement. This software is provided "AS-IS." To the maximum
extent permitted by applicable law, Banner, it affiliates, and its channel partners disclaim all warranties, expressed or implied, including any warranty that the software is fit for
a particular purpose, title, merchantability, data loss, non-interference with or non-infringement of any intellectual property rights, or the accuracy, reliability, quality or content
in or linked to the services. Banner and its affiliates and channel partners do not warrant that the services are secure, free from bugs, viruses, interruption, errors, theft or
destruction. If the exclusions for implied warranties do not apply to you, any implied warranties are limited to 60 days from the date of first use of this software.

Limitation of Liability and Indemnity. Banner, its affiliates and channel partners are not liable for indirect, special, incidental, punitive or consequential damages, damages
relating to corruption, security, loss or theft of data, viruses, spyware, loss of business, revenue, profits, or investment, or use of software or hardware that does not meet
Banner minimum systems requirements. The above limitations apply even if Banner and its affiliates and channel partners have been advised of the possibility of such
damages. This Agreement sets forth the entire liability of Banner, its affiliates and your exclusive remedy with respect to the software use. You agree to indemnify and hold
Banner and its affiliates and channel partners harmless from any and all claims, liability and expenses, including reasonable attorney's fees and costs, arising out of your use of
the Services or breach of this Agreement (collectively referred to as "Claims"). Banner reserves the right at its sole discretion and at its own expense, to assume the exclusive
defense and control of any Claims. You agree to reasonably cooperate as requested by Banner in defense of any Claims.
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18 Standards and Regulations

The list of standards below is included as a convenience for users of this Banner device. Inclusion of the standards below
does not imply that the device complies specifically with any standard, other than those specified in the Specifications

section of this manual.

18.1 Applicable U.S. Standards

ANSI B11.0 Safety of Machinery, General Requirements,
and Risk Assessment

ANSI B11.1 Mechanical Power Presses
ANSI B11.2 Hydraulic Power Presses

ANSI B11.3 Power Press Brakes

ANSI B11.4 Shears

ANSI B11.5 Iron Workers

ANSI B11.6 Lathes

ANSI B11.7 Cold Headers and Cold Formers
ANSI B11.8 Drilling, Milling, and Boring
ANSI B11.9 Grinding Machines

ANSI B11.10 Metal Sawing Machines

ANSI B11.11 Gear Cutting Machines

ANSI B11.12 Roll Forming and Roll Bending Machines

ANSI B11.13 Single- and Multiple-Spindle Automatic Bar
and Chucking Machines

ANSI B11.14 Coil Slitting Machines

18.2 Applicable OSHA Regulations

ANSI B11.15 Pipe, Tube, and Shape Bending Machines
ANSI B11.16 Metal Powder Compacting Presses
ANSI B11.17 Horizontal Extrusion Presses

ANSI B11.18 Machinery and Machine Systems for the
Processing of Coiled Strip, Sheet, and Plate

ANSI B11.19 Performance Criteria for Safeguarding
ANSI B11.20 Manufacturing Systems

ANSI B11.21 Machine Tools Using Lasers

ANSI B11.22 Numerically Controlled Turning Machines
ANSI B11.23 Machining Centers

ANSI B11.24 Transfer Machines

ANSI/RIA R15.06 Safety Requirements for Industrial Robots
and Robot Systems

ANSI NFPA 79 Electrical Standard for Industrial Machinery

ANSI/PMMI B155.1 Package Machinery and Packaging-
Related Converting Machinery — Safety Requirements

OSHA Documents listed are part of: Code of Federal Regulations Title 29, Parts 1900 to 1910
OSHA 29 CFR 1910.212 General Requirements for (Guarding of) All Machines

OSHA 29 CFR 1910.147 The Control of Hazardous Energy (lockout/tagout)

OSHA 29 CFR 1910.217 (Guarding of) Mechanical Power Presses
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18.3 Applicable European and International Standards

EN ISO 12100 Safety of Machinery — General Principles for Design — Risk Assessment and Risk Reduction
ISO 13857 Safety of Machinery — Safety Distances to Prevent Hazard Zones Being Reached

ISO 13850 (EN 418) Emergency Stop Devices, Functional Aspects — Principles for Design

ISO 13851 Two-Hand Control Devices - Principles for Design and Selection

IEC 62061 Functional Safety of Safety-Related Electrical, Electronic and Programmable Control Systems

EN ISO 13849-1 Safety-Related Parts of Control Systems

EN 13855 (EN 999) The Positioning of Protective Equipment in Respect to Approach Speeds of Parts of the Human Body
ISO 14119 (EN 1088) Interlocking Devices Associated with Guards — Principles for Design and Selection

EN 60204-1 Electrical Equipment of Machines Part 1: General Requirements

IEC 61496 Electro-sensitive Protection Equipment

IEC 60529 Degrees of Protection Provided by Enclosures

IEC 60947-1 Low Voltage Switchgear — General Rules

IEC 60947-5-1 Low Voltage Switchgear — Electromechanical Control Circuit Devices

IEC 60947-5-5 Low Voltage Switchgear — Electrical Emergency Stop Device with Mechanical Latching Function
IEC 61508 Functional Safety of Electrical/Electronic/Programmable Electronic Safety-Related Systems

IEC 62046 Safety of Machinery — Applications of Protective Equipment to Detect the Presence of Persons

1ISO 16092-1 Machine Toll Safety —Presses, Part 1 Generic Safety Requirements

1ISO 16092-3 Machine Tool Safety —Presses, Part 3 Safety Requirements for Hydraulic Presses

ISO 16092-4 Machine Tool Safety—Presses, Part 4 Safety Requirements for Pneumatic Presses

ISO 4413 Hydraulic Fluid Power—General Rules and Safety Requirements for Systems and their Components
ISO 4414 Pneumatic Fluid Power—General Rules and Safety Requirements for Systems and their Components
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19 Glossary

Automatic Reset

The safety input device control operation setting where the
assigned safety output will automatically turn on when all of its
associated input devices are in the Run state.

Change of State (COS) Complementary Contacts

The change of an input signal when it switches from Run-to-Stop Two sets of contacts which are always in opposite states.

or Stop-to-Run state. Concurrent (also Concurrency)

Closed-Open Debounce Time The setting in which both channels must be off at the same time
Time to bridge a jittery input signal or bouncing of input contacts before turning back on. If this is not satisfied, the input will be in a
to prevent nuisance tripping of the Controller. Adjustable from 6 fault condition.
ms to 100 ms. The default value is 6 ms (50 ms for mute sensors).

Designated Person Dual-Channel

A person or persons identified and designated in writing, by the Having redundant signal lines for each safety input or safety
employer, as being appropriately trained and qualified to perform a output.
specified checkout procedure.

Diverse-Redundancy

The practice of using components, circuitry or operation of
different designs, architectures or functions to achieve redundancy
and to reduce the possibility of common mode failures.

Fault

A state of a device characterized by the inability to perform a
required function, excluding the inability during preventive
maintenance or other planned actions, or due to lack of external
resources. A fault is often the result of a failure of the device itself,
but may exist without prior failure.

Hard (Fixed) Guard

Screens, bars, or other mechanical barriers affixed to the frame of
the machine intended to prevent entry by personnel into the
hazardous area(s) of a machine, while allowing the point of
operation to be viewed. The maximum size of the openings is
determined by the applicable standard, such as Table O-10 of
OSHA 29CFR1910.217, also called a "fixed barrier guard."

ISD

The In-Series Diagnostics (ISD) communication protocol provides
performance and status information from each device in a chain to
the PLC and/or HMI. Notification is sent for the opening or closing
of a door, mismatched or misaligned sensors and actuators, and a
range of additional system health attributes.

Machine Response Time Manual reset

The time between the activation of a machine stopping device and The safety input device control operation setting where the

the instant when the dangerous parts of the machine reach a safe assigned safety output will turn On only after a manual reset is

state by being brought to rest. performed and if the other associated input devices are in their
Run state.
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Off Signal

The safety output signal that results when at least one of its
associated input device signals changes to the Stop state. In this
manual, the safety output is said to be Off or in the Off state when
the signal is 0 V dc nominally.

On Signal
The safety output signal that results when all of its associated
input device signals change to the Run state. In this manual, the

safety output is said to be On or in the On state when the signal is
24V dc nominally.

Open-Closed Debounce Time
Time to bridge a jittery input signal or bouncing of input contacts
to prevent unwanted start of the machine. Adjustable from 10 ms
to 500 ms. The default value is 50 ms.

Pass-Through Hazard

A pass-through hazard is associated with applications where
personnel may pass through a safeguard (which issues a stop
command to remove the hazard), and then continues into the
guarded area, such as in perimeter guarding. Subsequently, their
presence is no longer detected, and the related danger becomes
the unexpected start or restart of the machine while personnel are
within the guarded area.

PELV

Protected extra-low voltage power supply, for circuits with earth
ground. Per IEC 61140: "A PELV system is an electrical system in
which the voltage cannot exceed ELV (25 V ac rms or 60 V ripple
free dc) under normal conditions, and under single-fault
conditions, except earth faults in other circuits."

Qualified Person

A person who, by possession of a recognized degree or certificate
of professional training, or who, by extensive knowledge, training
and experience, has successfully demonstrated the ability to solve
problems relating to the subject matter and work.

Run Signal
The input signal monitored by the Controller that, when detected,
causes one or more safety outputs to turn On, if their other
associated input signals are also in the Run state.
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SELV
Separated or safety extra-low voltage power supply, for circuits
without earth ground. Per IEC 61140: "A SELV system is an
electrical system in which the voltage cannot exceed ELV (25 V ac
rms or 60 V ripple free dc) under normal conditions, and under
single-fault conditions, including earth faults in other circuits."

Simultaneous (also Simultaneity)
The setting in which both channels must be off at the same time
AND, when they turn back on, they must turn on within 3 seconds
of each other. If both conditions are not satisfied, the input will be
in a fault condition.

Single-Channel
Having only one signal line for a safety input or safety output.

Start Up Test

For certain safety devices, like safety light screens or safety gates,
it can be an advantage to test the device on power up at least one
time for proper function.

Stop Signal
The input signal monitored by the Controller that, when detected,
causes one or more safety outputs to turn Off. In this manual,
either the input device or device signal is said to be in the Stop
state.

System Reset
A configurable reset of one or more safety outputs to turn On after
Controller power-up, when set for manual power-up, or lockout
(fault detection) situations.
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bidirectional muting 254
bypass 138, 255
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cable pull 34
cancel delay 54, 255
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mode 152

sample 81

summary 152
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display 114

read 114

view 114
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CSV file 108, 109
cycle initiation 49

D

daily checkout 251
DAP 230
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defaults 276

delay

cancel 255
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Device Access Point
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save safety controller 291
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display controller data 114
driver installation
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DWORD 155
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E-stop button 33, 253
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EDM 63

emergency stop button 33
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F

factory defaults 276
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faults 283, 287
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G
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Install 240
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Hex 155
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107-110
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J

jog 256
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L

Ladder Logic tab 102
language

selection of 92
latch reset 255
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LED 259-261
LED status 259-261
live mode 116, 263, 278
lockout 263, 264
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M

mat, safety 38-41
ME 138
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safety mat 40
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model # 152
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bypass 255
mute enable 138
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network settings
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off delay 255
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one shot block 140
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OR 98
output

mute lamp 139
output functionality 71
override

mute-dependent 254

P

password 9, 113

password manager 9, 113

PC requirements 25

periodic checkout 251

press control 71, 83, 85

press control block 142-145, 147
press control function block 49
press control mute sensor 50
print 112

printing configuration 112
PROFINET 229-240, 243, 246
programming tool 9

project settings 94

protective stop 35, 253
protective stop circuits 65

R

RCD 54
read controller data 114
repairs 291

replacement parts
SC10-2 290
XS/SC26-2 290
retrieve current controller
information 114
rope pull 34, 253
RS Flip-Flop 99

S

safety circuit integrity levels 33
safety controller data
display 114
safety distance
safety mat 40
two-hand control 37
safety edge 38-41
safety input device 28-31
safety input device operation 253
safety mat 38-41, 253
safety output
off-delay 255
safety outputs 12, 13
safety relay outputs 18
safety stop 35
safety stop circuits 65
sample configuration 81, 83, 85, 86,
89
save project 79, 80
save safety controller diagnostics
291
saving configuration 79, 80
SC-USB2 8
SC-XM2 8, 9, 270, 271
SC-XM3 9, 270, 271, 275
SC-XMP2 programming tool 9
secondary output 256
semi-annual checkout 251
sequential stop 49
set display contrast 152
settings
project 94
simulation mode 119, 122
simulation mode tab 119, 122
software 26
Software 90, 92, 94-100, 102, 103,
105, 107-114, 116, 119,
122,123
specifications
SC10-2 21
XS/SC26-2 19
SQS 49
SR Flip-Flop 99
start-up configuration 252
status indicator 259-261
status output 69, 70
status outputs
SC10-2 18
XS/SC26-2 13
status outputs, virtual 72
String 155
switch

bypass 42, 43
system checkout 251
system reset 263
system status 152

T

tab
Configuration Summary 111
Equipment 95
Functional View 96-100
Industrial Ethernet 105,
107-110
ISD 103
Ladder Logic 102
Live Mode 116
Simulation Mode 119, 122
Wiring Diagram 100
test pulse 18, 264
THC
, See two hand control
time limit
mute 254
time limit, mute 139
two hand control 36, 37
two way 254
two way muting 254
two-hand control
with muting 253
without muting 253
two-hand control block 148, 151

U

UDINT 155

UINT 155

unidirectional muting 254
USB 8

\"

verifying driver installation 281
view controller data 114
virtual manual reset 54
virtual non-safety input devices 54,
57
virtual status outputs
SC10-2 18
XS/SC26-2 13

w

warranty 291
Wiring Diagram tab 100
Word 155

X

XM2

, See SC-XM2
XM3

, See SC-XM3
XML file 108, 109
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