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Hardware Architecture: Development Environment
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Lab Manual for RN-174 Evaluation Board

Lab Equipment

For this lab, you need the following hardware and software.

Hardware
¢ RN-174 evaluation board, which contains the RN-171 WiFly module
Personal computer with a USB port
USB-to-serial cable
Null modem
10-pin serial cable
9-V battery clip

Software
e Tera Term software (http://sourceforge.jp/projects/ttssh2/releases/)
o Portpeeker software ( http://www.linklogger.com/portpeeker.htm)
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Lab 1:
Association & UDP

Purpose:

This lab will teach you how to:

Differentiate between infrastructure and ad hoc networks.
Configure module parameters.

Scan, join, and authenticate to wireless networks.

Discover the WiFly module on your wireless network via UDP.

Page | 4
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Overview:

In this procedure, you will set up hardware, configure the module on the evaluation
board, associate with a network, and configure and capture UDP data.

The WiFly module supports the following security modes:

WEP 64, WEP 128 OLD/NOT SECURE
WPA1 TKIP

WPA2 AES has not been compromised
Enterprise is not currently supported

Infrastructure Networking

& >

192.168.0.3

174.201.25.16 Access Point
DHCP server
To Internet 192.168.0.1
Ad Hoc Networking
169.254.1.2

.169.254'1'1 169'254.1.3 .

169.254.1.3
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Procedure (Part 1):

& Computer Management

File Action View Help
«=|E BE) &

A& Computer Management (Local | =z MITCH-PC

4 {f} System Tools -1 Batteries
(D) Task Scheduler 1% Computer

Event Viewer -y Disk drives
> @] Shared Folders L Display adapters
> @ Reliability and Performz 5 DVD/CD-ROM drives
5 Device Manager % Human Interface Devices
4 5] Storage 4 IDE ATA/ATAPI controllers
i2f Disk Management i) TEEE 1284.4 compatible printer
_57; Services and Applications IEEE 1394 Bus host controllers
125 Imaging devices

@2 Keyboards

i) Mice and other pointing devices

-[=] Modems

- Monitors

Network adapters

Portable Devices

7 Ports (COM & LPT)

T Prolific USB-to-Serial Comm Port (COMSS)
n Processors

% Sound, video and game controllers

-4 Sterage controllers
[i)-{8 System devices

Universal Serial Bus controllers

- || VSO devices

Connect the evaluation board.

a. Connect the board to your computer.

b. Connect the battery (the green LED blinks slowly).
c. Use the device manager to find the COM port.

== = ]
- . COMA9 - Mitch's Terminal VT o] 15 jas
TCPAP 10.20.20.113
’*:‘T“"‘Y e File Edit Setup Control Window Help
8SH S$SH2 2-21-D> -
e UNSPEC
2.21.D>
o Serial Port [CoMas_~] 2 21.0>
e
Set Factory Defaults
2.21.0>
reboot
Reboot*WiFly Uer 2.21.D, 11-20-20818
<l | MAC Addr=AA:12:h8:@AR:37:2d

Launch command mode.

a. Run Tera Term.
b. Open the assigned COM port. The serial port settings are: 9600 baud, 8
bits, no parity, 1 stop bit, and no flow control.
c. Type $$$.
d. The module responds with <CMD>.
Review and reset the configuration.
a. Check the configuration and firmware version.
i. gete
ii. ver
b. Perform a factory reset (starts module in a known state).
i. factory R
i. reboot

22 R0UING BTN
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Auto—Assoc RovingNet chan=1 mode=0PEN SCAN OK
Joining RovingMet now..
2.21.D>

Associated?

DHCP: Start

DHCP in 268%ms,. lease=3608s
IF=UP

DHCP=0N
IP=192.168.1.116:2088
NM=255 _255.255.8
GW=192.168.1.28

2.21.D>

leave

DeAuth

2.21.D>

join RovingNet

Auto—Assoc RovingNet chan=1 mode=0PEN SCAN OK
Joining RovingMet now..
2.21.D>

Associated?

DHCP: Start

DHCP in 25ms. lease=3688s
IF=UP

DHCP=0N
IP=192.168.1.116:2088
NM=255 255 .255.8
GW=192.168.1.28

leave

@ COM49 - Mitch’s Terminal VT == = |
File Edit Setup Control Window Help
SCAMN:Found 8 -
Num 881D Ch RSSI Sec MAC Address Suites

1 QITDFY A1 -5A Open ?a:1f:61:9h:98:27 Adhoc 2008 a

2 SensorNet 81 -53 WPA2PSK AA:15:f9:38:bd:bhA AESHM-AES 31A4 a

3 TheLoft 81 —34 WPA2PSK BAA:15:6d:fa:53:86 AESM-AES 3188 a

4 RovingNet 81 —44 Open B@:15:6d:eB:a3:59 2188 a

5 CoolBox 11 —84 WPA2PSK BAA:16:b6h:45:63:98 AESM-AES 3184 a

6 ap—ssid-change—me 11 —-78 WPA2PSK @A:14:6c:1f:f7:5¢ AESM-AES 3184 2

? airlink-11 11 -78 UWPAvl AA:18:A2:7@:7e:e8 TKIPM-TKIP 3188 bhc

8 rovingl 11 -74 Open BB:15:6d:e8:a%9:2h 2184 2

2.21.D>

2.21.D>

Join # 4

4. Search for networks.
a. $$$ (enter command mode)
b. scan
5. Join a network.
a. join#1 (remember the spaces)
b. leave
c. join <string>
(e.g., join RovingNET)
d. leave
6. Auto-join a network with persistent configuration.
a. set wlan ssid <string>
b. set wlan pass <string>
c. save
d. reboot

TIP: If the network is secure, set the pass phrase with set wlan pass <string> before

joining the network.
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Lab 1 Interim Summary

So far, you have configured the module via the UART in command mode. Next, you will
observe the Wi-Fi activity using PortPeeker on a PC.

—

Wi-Fi
User Data

A|lB UART

R4
R4
A4
-
m—)
)

)

Command
Mode

mmm"-.-mmml.'::Lm
[::-I--

Procedure (Part 2):

=, PortPeeker Configuration R — [ESrE=—=) 2 PortPecker =]
Fetozal Port [F5555 ™ Save Captures ofies [ChProzam Fles (golPorbesion i e o
C TCP @& UDP Configure Start Stoy Clear&ll [§ Search & >
Intetace [192168012 v Buler Sizs [16. kb el LA S5 23 i &
Z o = ZELEELEE, 192 .168.0.15 : 2000 Length = 116 bytes
O Connect Send MD5 = 9FCH228F15718E973C3C245 C1BDDDCK
1272010 23:38:46 793
0 01 02 03 04 05 06 07 08 0S5 OaA OB OC 0D OE OF 012345678SABCDEF 0ooo U0 23 12 FA BA 62 02 39 07 DO 00 00 05 D6 0OC 07 * c.9
D010 OD 16 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 0O Tine WOT SET
0020 57 €9 46 6C 79 20 56 &5 72 20 32 2E 32 31 2E 44  WiFly Ver 2.21.D
0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 §7 €9 46 6C . 11-20-2010WiFl
0040 79 2D 47 §3 58 00 00 DO 0D 00 00 00 00 00 00 00  $-GSA.........
0050 00 00 00 00 DO 00 00 DO 00 0 00 00 00 00 00 Q0 ..............
006D 00 14 01 00 00 00 00 00 G0 00 00 0D OO0 0D 0D OO
0070 0D 00 00 01
192 168.0.15 : 2000 Length = 116 bytes
D s i IJEcho Datalpyt MD5 = BBDA710F7BEADGDOB3S607646C774B00
0 01 02 03 04 05 06 07 08 09 OA OB OC 0D OE OF 0123456789ABCDEF ———— 1272010 23:38:55,087
0000 00 23 12 FA BA 63 02 3A 07 DO 00 00 05 DE 0C 07  .#...c.:......
0010 0D 16 54 63 6D 65 20 4E 4F G4 20 53 45 54 00 00 . .Time NOT SET
0020 57 €9 46 6C 79 20 56 &5 72 20 32 2E 32 31 2E 44  WiFly Ver 2.21.D
0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 57 65 46 6C . 11-20-2010WiFl
0040 79 2D 47 53 58 00 00 00 00 00 00 00 DD DD 0D DO y—GSX
005D 00 00 00 00 00 00 00 00 00 00 0D 0D DD 0D 0D OO
DOED DO 14 01 00 00 00 00 00 00 00 OO 00 0D 0D 0D OO E
0070 0D 00 00 01

1. Associate the PC with the same AP as the module.
a. Enter command mode and retrieve the module’s IP address.
b. Ensure that the PC is on the same subnet.
2. Launch and Configure PortPeeker.
a. Click configure.
b. Set port number to 55555 (default).
c. Set protocol to UDP.
d. Click OK.
3. Start UDP Packet Capture by clicking Start.
If the PC & module are on same subnet, broadcast packets are shown.
If there are multiple nodes on the network, look for YOUR IP address.

22 R0UING BTN
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The following figure illustrates the process of device discovery via UDP broadcast. The
module sends a UDP broadcast at programmable intervals to make itself discoverable.
The UDP broadcast contains information that identifies the module on the network.

=

192.168.0.6

D)

192.168.0.7
192.168.0.5

174.201.25.16 Access Point

DHCP server 192.168.0.2

Jo Internet

192.168.0.1

C=

192.168.0.4
192.168.0.8
UDP Server
192.168.0.100
2 PortPecker T T 3, PortPesker S L. Vikwar == =)
File Search Edit Help File Search Edit Help
Corfigre i Stat W Stop X Cleardll T Search @) e Confioue§3 Stat o/ Stop X Cleardll [} Seach @) -
[ z A
192.168.1.116 : 2000 Length = 116 bytes
192 .168.1.116 : 2000 Length = 116 bytes MD& = 36EEB70CFC3AD3ID00BS3ICI2096B1701B
MDS = DBC15116F9247357AEA4ACH23D73A57Y —— 12/2-2010 22:02:55.751
—-—— 12,2/2010 21:57:51 641 0000 00 15 6D E2 43 59 01 27 07 DO 00 00 1F &4 OB D9 P ) LT« LAY
0000 00 15 &D EB A3 59 01 26 07 DO 00 00 1E 33 0B D9 . ¥ 3 0010 0D 16 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 00 ..Time NOT SET..
0010 0D 06 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 00 Time NOT SET 00200 57 €9 46 6C 79 20 56 65 72 20 32 2E 32 31 2E 44  WiFly Ver 2.2L.D
0020 57 69 46 6C 79 20 56 65 72 20 32 2E 32 31 2E 44 WiFly Ver 2.21.D 0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 52 6F 63 6B, 11-20-2010Rack
0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 52 ¢F 63 6B, 11-20-2010Rock 0040 41 6E 64 52 6F 6C 6C 57 69 46 69 00 00 00 00 00 AndRollWiFi
0040 41 6E 64 52 6F 6C 6C 57 69 46 69 00 00 00 00 00 AndRollViFi 0050 00 00 00 OO0 00 00 0O 00 OO 00 00 00 00 OO0 0O OO .. o :
0050 00 00 00 00 00 00 00 OO 00 0O 00 00 00 00 00 OO & e 0060 00 00 8D 71 Ei 08 AC 3E 59 3F F4 08 17 08 24 32 q...»¥? §2 =
0060 00 00 &D 00 00 00 00 OO 00 0O 00 00 00 00 00 OO .. - 0070 02 32 00 01 2 0 I
0070 00 00 00 01
3
= 5
4 } 4 »
UDPPort 35535 Closed | | nHsfom2ps UDP Part 55555 Closed 2HisfomlBs
|—— = — - == === — - — = =
4. Set the UDP broadcast interval.
a. Enter command mode
i. get broadcast (observe current interval)
i. setbi3 (b=broadcast, i=interval)

ii. save & reboot
b. Review the UDP messages in PortPeeker.
5. Enable the sensor data in the UDP broadcast.
a. Enter command mode.
i. setqs Oxff (set sensor mask)
ii. save to make persistent (reboot not required).
b. Review the UDP messages in PortPeeker.

22 R0UING BTN
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Device names can identify products on the network. You can also append the device ID
to the UDP broadcast.

—r - - [SE =T

3 PortPeeker

File Search Edit Help

Configus 3 Stat & Stop 3 Clearall T Sesrch ) -

192.168.0.15 ; 2000 Length = 116 bytes

HDS = 4854C40E207375D2E219EE01181E44E7

—— 12-7-2010 23:17:19.075

0000 00 23 12 FA BA 63 02 38 07 DO 00 00 00 CE 0C 09 .#...c.8. ......

0010 0D 16 54 63 6D 65 20 4E 4F 54 20 53 45 54 00 00  ..Time NOT SET.

0020 57 69 46 6C 79 20 56 65 72 20 32 2E 32 31 2E 44 WiFly Ver 2.21.D
gl - > —— — 0030 2C 20 31 31 2D 32 30 2D 32 30 31 30 57 69 46 6C . 11-20-2010WiFl

L_r:‘— COM15 - Mitch's Terminal VT 0040 79 2D 47 53 58 00 00 00 00 00 OO0 00 00 OO OO 00 w—GSE..........

- - — - 0050 00 00 00D 00 00 00 00 00 00 00 00 00 00 00 00 00
‘Flla Edit Setup Control Window Help 0060 00 08 68 00 00 00 00 00 00 00 00 00 00 00 00 00  ..h............
0070 00 00 00 01

et o

0inTmr=1000
eplace =Ax24
eviceld=UiFly-GE8X
assword=
ormat=Ax@

192 168.0 15 2000 Length = 116 hytes

MDS = FD1737A37BADBBBDCEBS9AS5AB39ERDS

——— 12-7-2010 23:17:50.104

ooon 00 23 12 FA Ba 63 02 39 07 DO 00 00 00 ED OC 08 #

o9
0010 0D 06 54 69 6D 65 20 4E 4F 54 20 53 45 54 00 00 Tine NOT SET

2.21.D> 0020 57 63 46 6C 79 20 56 65 72 20 32 2E 32 31 2E 44  WiFly Ver 2.21.D |2|
e ¥ Ver 2.21.D |2/

et o d RockAindRollWiFi 0030  2C 20 31 31 2D 32 30 2D 32 30 31 30 52 6F 63 6B, 11-20-2010Rock

OK 0040 41 6E 64 52 6F 6C 6C 57 69 46 £3 00 00 00 00 00  AndRollWiFi

2.91.D> {0050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ...............

i 0060 00 14 01 00 00 00 00 00 00 00 00 00 00 00 00 00

; i s 0070 00 00 0D 01

toring in config

2.21.D>

ehoot

Reboot=*WiFly Uer 2.21.D, 11-28-2010
AC Addr=-AA:12:hE:A0:89:a3

6. Set the device ID.
a. Enter command mode.
i. get option
i. set od RockAndRollWiFi
ii. save & reboot
b. Review the UDP messages in PortPeeker.
7. Set the broadcast UDP port.
a. Enter command mode.
i. get broadcast
i. setb p 50000 (b=broadcast, p=port)
ii. Save & reboot not required.
b. Reconfigure PortPeeker to listen for UDP packets on port 50000
c. Review the UDP messages in PortPeeker.

(o=optional, d=devicelD)

TIP: UDP Broadcast on by Default. Set Interval to 0 to Turn It Off.

22 R0UING BTN
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— ee— ]

5 PortPecker

File Search Edit Help
Configue 3 Stat o Stop 3 Cleardll T Search &) -

192.168.0.15 2000 Length = 1 by

MDS = 2510C39011C5EE7D4182423E3AE95E91

——— 1272010 23:52:02 365

oono 68 h

192 1e8.0. 15 2000 Length = 1

HDS = E1671737C52E15F7633BDBJSEEJIECEZ

———— 1272010 23:52:02.559

aooo 65 e

192.168.0.15 2000 Length = 1 by
MDE = 2DE95EBE1A9267E7A1188556E2013E33

———— 12-7/2010 23:52:02.724
2.21.])) oooo gc/ 1
et ip
= 192 168.0 .15 2000 L h = 1 by
MDS = ZDEBEEBEIABZE'JE?gliBBEEE\EZDISEES
IF=UP
HCP=0N BEEE 122(7:/2EI1EI 23:52:02.890 i
IP=1922.168.8.15:2008
M-255.255.255.8 SERRE Bl m
I|'|l=192 .168.3.1 ———— 12-7-2010 23:52:03 056
0ST=1292.168_HA.12:55555 anal ek l
ROTO=UDP .
192.168.0.15 2000 L h = 1 by
TU-1524 el e Solee
LAGS =8x7 0000 6F . 4
ACKUP=0.8.8.8 5

8. UDP mode is not enabled by default. Enable UDP by setting the remote host,
port, and protocol.
a. Enter command mode.
i. factory R
ii. Associate with AP
ii. setip host <address>
iv. setip remote 50000
v. setip proto1 (IP protocol bitmask; 1 = UDP, see following

table)
Bit Position Protocol
0 UDP
1 TCP Server & Client (Default)

Secure (only receive packets with IP address
matches the store host IP)

TCP Client only

HTTP client mode

AW N

vi. set comm timer 1000 (try 10, see the change)
vii. getip
viii. save & reboot
b. Type characters; they appear in PortPeeker.

TIP: The IP Protocol Value Is a Bit Mask. You Can Enable Both TCP & UDP Messages.

22 R0UING BTN
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LAB 1 Conclusion
You have completed Lab 1. You have learned that:

e The RN-174-K with a terminal emulator and serial cable provides a simple,
effective development environment.

e Joining networks is easy.

e You can discover WiFly devices via UDP broadcast.

e The module sends UART data as UDP packets when associated with a
network in UDP mode.

Page | 12
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Lab 2:
TCP

Purpose:

This lab will teach you how to:

Connect from the module to a remote host using TCP (client).
Connect to module from remote host using TCP (server).
Distinguish between TCP modes.

Automatically open TCP connections using a timer.

Control TCP connections with a microcontroller.

Trigger a TCP flush based on different events.

TCP connections are point-to-point connections that provide reliable, guaranteed, in
order data delivery. They are also known as sockets. See the following figure.

Access Point

192.168.1.50 DHCP server 192.168.1.200
Listen on Port 2000 Listen on Port 5000
open 192.168.1.200 5000 —————> <€—— open 192.168.1.50 2000

WiFly Module Opens TCP Connection Remote Host Opens TCP Connection

= Sensing applications = Industrial controls
= Sending data to web server = Home automation
= Data acquisition systems = Universal remotes

Fleet management

Page | 13
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Procedure:

= PortPecker Configuration [ESREER) [ portpecker - 1CP Port 80 5
File Scarch Edit Hel
i Fort [0 I Save Captures t fles [C\Frogiam Fles\ParPecken g £
@ TP  UDP — Configure i3 Stan W Stop 3 Clearal T§  Search Q) !
Interface [10211554 BufterSize [15 kb

¥ View Connect Requests 7 Vien Connect Messages 2 View Disconnect Messages [ View Ertor Messaga

0n Comnest Send
| 0 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D OE OF 0123456789ABCDEF

OnDataln [~ Echo Data Input
0 01 02 03 04 05 06 07 08 09 0A 0B OC 0D OE OF 0123456789ABCDEF

0 Hits from 0 IPs.

TCP Listening on Port 80

1. Associate your computer with the AP.
2. Launch PortPeeke.
3. Configure PortPeeke.
a. Click Configure (note your PC’s IP address in the Interface box).
b. Set port to 5000 (the port number matches the remote port of the WiFly
module).
c. Set the protocol to TCP.
4. Click Start to capture TCP packets.

Page | 14
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w PortPeeker - TCP Port 5000
File Search Edit Help

Cunfiguretl Stat o” Stop I Clear &l w SEarch(g -

TCP Connection Request
———— 127242010 00:44:11 187

192 .168.1.124 : 57339 TCP Connected ID = 1
———— 12-2/2010 00:44:11.187
Status Code: 0 OK

192 168.1.124 : 57339 TCF Data In Length 7 bytes

MDE = 86158138AD2CAS43B96494CI9FECEN51E

——— 12+2-2010 00;44:11.187

oooo 2 48 45 4AC 4C 4F 24 *HELLO=

192.168.1.124 : 57339 TCP Disconnected ID = 1
———— 12/2/2010 00:45:56.812
Status Code: 36864 [36864] (no description available)

5. With the module connected to the PC over the USB-Serial cable, open Tera
Term on the serial COM port.
6. Restore the module to the factory defaults:
a. Enter command mode.
b. factory R
c. Associate with AP.
d. save & reboot
7. Open a TCP connection using the command open </P_address> 5000
*OPEN* is shown on serial port (Tera Term window) and a packet with *HELLO*
is shown on PortPeeker.
8. Close the TCP connection:
a. Enter command mode.
b. close
c. Close string *CLOS” displayed in Tera Term.
9. Extra credit: change the COM timer to 2000 and observe the difference on Port
Peeker.

Page | 15
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B 192.168.1.124 - Tera Term VT

Fle Edt Setup Control Window Help

Tera Term: New connection g] pAELLO A
@ TCPHIP el 92.168.1.124] | \
¥ History N *HELLO*
Service: & Telnet TCP poruk: !EI]I]I] i
O 88H SSH version: ‘SSTCL
© Other

Protocol: :l‘JNSPEC v
L =

C Serial

[ox | [cancar ] [ ree ]

10. In command mode, obtain the module’s IP address using get ip.
11. Open Telnet Connection from PC Using Tera Term (Use Existing Instance)
a. Click File > New connection.
b. Select TCP/IP.
c. Select Telnet.
d. In Host field, type the module’s IP address.
e. TCP porti# is 2000 (default listening port).
f. Click OK.
The *HELLO* message is shown in the Telnet window indicating a successful
TCP connection.
12. Type in the Telnet window; data appears in the serial port window and vice
versa.
13. You can configure the module remotely over Telnet by entering command mode.

The module supports three TCP modes:

e TCP client and server mode

— Default mode initiates and accepts TCP connections

— Currently supports one active connection at a time

— Concurrent TCP connections supported in future
e TCP client ONLY mode

— ONLY initiates TCP connections; cannot accept incoming connections
e Secure mode

— ONLY receives packets from host that matches stored host IP address

TIP: Refer to User Manual for More Details on TCP Modes

22 R0UI1G LECTEEN
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1
3
|

Tera Term: Error ===

14. Set up the module in TCP mode.
a. setip proto 8
b. save & reboot
15. Open a new Telnet connection to the module from Tera Term. The second
connection is refused, indicating that the TCP_Client mode is working correctly.

The module can automatically open a TCP connection to the remote host on powerup or
when waking from sleep.

e Auto-Connect Controlled by autoconn Setting
— set sys auto 1 /I Attempts to open TCP connection immediately
once only
— set sys auto <value>  // Attempts to open TCP connection every
/I <value> seconds
— set sys auto 255 /I Attempts to open TCP connection once &
/I go back to sleep immediately
/ when connection is closed
e Auto-Connect Requires Module to Store Remote Host’s IP Address & Port #
— setip host <host IP address>
— set ip remote <port>
e Once TCP Connection Is Opened, It Can Be Closed in Several Ways
— close command
— Idle timer
— Remote host
e |dle Timer Closes TCP Connection after Preset # of Seconds of No Activity
(No Tx or Rx) on the TCP Link
— setcomidle <value>  //Closes the TCP connection after <value> seconds
of inactivity

22 R0UI1G LECTEEN
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& COM18 - Tera Term VT
File Edit Setup Control ‘Window Help

*OPEN»*CL08 *%CLOS %*0PENs»CL0S »%0PEN: 5 %0OPEN EN#>CLOS:

*OPEN**CLOS*...

16. Configure the module open a TCP Connection Every 10 seconds, Drops
Connection after 3 seconds Inactivity

set ip host <address>

set ip remote 5000

set sys auto 10

set comm idle 3

save

f. reboot

17. PortPeeker: Connection Opens & Closes

18. Tera Term: Open & Close Strings Shown when Each Connection Opens &
Closes

Pooow

The firmware uses GPIO 4, 5 & 6 to blink the status LEDs on the evaluation board (see
Section 2.4 in the user manual for the standard LED function). Alternative functions are
described below:

GPIO Function Description

4 (GRN) Output High once associated, authenticated & has IP address.

5 (RED) Input Set high to trigger TCP connection, low to disconnect.

6 (YLW) Output High when connected over TCP, low when disconnected.

The microcontroller opens or closes the TCP connection to the stored remote host by
driving GPIO5 high or low. This setup requires a hardware configuration that is not part
of this lab. The microcontroller can monitor the TCP connection status by readying
GPIO6:

e High = Connected
e Low = Not Connected

22 R0UI1G LECTEEN
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This signal instructs the microprocessor that

it is OK to open a TCP connection. GP104 = High by WiFly Module

Event: the microprocessor wants to open a

TCP connection to the stored remote host. GPIOS = High by Microprocessor

This signal instructs the microprocessor that
the TCP connection is open andit can begin
sending/receiving data over the TCP link. To
close the conenction, the microprocessor
drives GPI05 low.

GPI06 = High by WiFly Module

19. Enable Alternative Functions

a. set wlan ssid <string>

b. set sys iofunc 0x70

c. save

d. reboot

e. Evaluation board LEDs do not turn on
20. After Module Associates with AP

a. Associate with AP

b. save & reboot

c. Green LED goes on (GPI104)
21. Connect/Disconnect TCP Connection

a. Enter command mode ($$$)

b. open <address><value>

Embedded WiFly
Microprocessor Module

Event: The WiFly module is associated with
an access point and has a valid IP address.

The WiFly module is instructed to open a TCP/IP
connection to the stored remote host.

Event: The WiFly module successfully opens the
TCP connection to the stored remote host.

c. Red LED blinks & connection closed because RN-174-K board's GPIO5

pulled to GND
d. Enter command mode ($$9$)
e. leave /I disassociate from AP
f. Green LED goes OFF

22 R0UI1G LECTEEN
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B COM18B - Tera Term VT

File Edt Setup Control Window Help

lset comm open HAPPY A
AOK =
n%ﬁ21.n> set comm close HOLIDAYS

2.21.D> set comm remote HAPPY_NEW_YEAR

AOK

conf i
-21. ehoot

*Rehoot>WiFly Uer 2.21.D, 11-28-2818

MAC Addr=BA:12:b8:0A:86:98

Auto-Assoc RovingNet chan=1 mode=0PEN SCAN OK

oining RovingNet now..

=READY *

Associated?

IDHCP: Start

HCP in 19ms. lease-36088s

pen
2.21.D> HAPPYCHD
ose

OLIDAYS<2.21.D>

T ——e—

22. Microcontroller Can Look for UART comm Strings as Indication of TCP
Connection Status:
Factory reset
reboot
Associate with AP
set ip host <address>
set ip remote 5000
set comm open HAPPY
set comm close HOLIDAYS
set comm remote HAPPY_NEW_YEAR
save & reboot
Enter command mode
open
See open string in Tera Term
. See remote string in PortPeeker
Enter command mode
close
See close string in Tera Term

TOS3ITATTSQTOQ0TY

Tip: Microcontroller Can Read UART Open & Close Strings to Determine TCP
Connection Status

When data is written to the module’s UART, the TCP packets are forwarded based on:
e Flush timer
e Flush size
e Match character

A TCP packet is sent when any of these events occur. The parameters are logically
ORed to determine when a TCP packet is sent. When configured correctly, the module
can be optimized for low latency or high throughput.

e Low latency: use lower flush timer value and flush size
e High throughput: use higher flush timer value and flush size
Tip: Module Tries to Optimize Automatically for Bandwidth by Increasing Default Flush

Size with Higher Baud Rates
22 01116 LELTIEN
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& PortPesker - TCP Port 5000 EEX

File Search Edit Help

Configue 3 Stat o Stop X Clearal [H Seach 5 [ENREERI -

TCP Connection Request
———— 12/6-2010 14:41:33 890

192 168.1.235 : 49119 TCP Connected ID = 1
———— 12/6-2010 14:41:33 890
Status Cods: 0 OK

192 . 168.1.235 : 49113 TCF Data In Length 7 bytes

HDS = 86158138AD2CAB43E96494CIFSCENS1E

——— 12-6-2010 14:41:33.890

oooo 2h 48 45 4C 4C 4F 24 *HELLO=

192 168.1.235 : 49119 TCP Data In Length 9 bytes

MD5 = BCCA7DB524948BEDE73EADF12C89B182

———— 12-6-2010 14:41:37 843

oooo 31 32 33 34 35 36 37 38 41 123456784

TCP Listening on Port 5000 2 Hits from 1 IPs

23. Forwarding Packets Based on Flush Timer
set comm timer 1000
b. save
c. open
d. Type text after TCP connection opens
e. After you stop typing, TCP packet is sent
1 second later
24. Forward Packets Based on Match Character
a. setctO (why do we send this command?)
b. set comm match 65

This parameter expects ASCII decimal character or HEX value of the

match character (e.g., 65 = Capital A)

save

open

Type 12345678A

TCP packet sent out after you type A character
Observe packet in PortPeeker

25. What Do You Learn from Using ‘get ¢ Command?

@~0oo
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Lab 2 Conclusion
You have completed Lab 2. You have learned that:

e The module can open a TCP connection to the remote host and accept incoming
connections from the remote host.
e Auto-Connect automatically opens a TCP connection
e The idle timer can automatically close a TCP connection
e Alternative GPIO functions allow a microcontroller to control and monitor TCP
connections
e comm open, close, and remote strings can indicate the TCP connection status
e TCP packets are forwarded based on
— Packet size
— Match character
—  Flush timer

Page | 22
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Lab 3:
Sleep/Wake Timers & FTP Client Mode

Purpose:

This lab will teach you how to:

Configure the module in a low power state.
e Upgrade the module firmware via FTP.
e Create log files on FTP Server for
o Data acquisition systems
o Fleet management systems
o Upgrade embedded CPU firmware

WiFly modules are designed to be ultra-low power. Therefore, you can build applications
that can run on batteries for a prolonged time. To take advantage of the ultra-low power
mode, put the module in a sleep state. The module draws 4 uA current while in a sleep
state.

Sleep Command Sensor Inputs (Sens 0-3 pins)
Sleep Timer On RX data
GPIO 8 from micro controller CTS pin from micro controller

Force Awake pin from micro controller

Wake Timer

Page | 23
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Procedure:

Awake State

Sleep State ——

Sleep Wake Sleep
Timer Timer Timer

1. Configure module in sleep/wake cycle.
a. Enter command mode.
b. factory R
c. Associate module with AP.
d. save & reboot
2. Set Wake Timer: # Seconds in Deep Sleep before Wake Up.
a. set sys wake 10
3. Set Sleep Timer: # Seconds before Entering Deep Sleep.
a. set sys sleep 5
b. save & reboot
c. LEDs cycle on & off (except blue).
d. Observe module reboot on wake up in Tera Term.

TIP: Do Not Set Sleep Timer to Less than 2 Seconds or It Is Hard to Go into Command
Mode & Reconfigure Module before It Sleeps Again

S
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[ COMIS5 - Mitch's Terminal VT 4 ’ =RAC X

File Edit Setup Control Window Help

1
Dir=public
T imeout =48
FTP_mode=8x8
£2.21.D>
llset ftp a 192.168.1.45
AOK

Msave
Storing in config

<2.21.D>

reboot

=Rehoot*iFly Uer 2.21.D. 11-26-2618

MAC Addr=BB:12:h8:13:31:25

Auto—-Assoc RovingNet chan=1 mode=0PEN SCAN OK
WJoining RovingMNet now..

=READY =

Associated?

DHCP: Start

DHCP in 2ims. lease=36888s

IF=UP

{DHCP=0N

I1P=192.168.1.56:20008

NM=255.255.255.8

GW=192.168.1.28

Listen on 2008

CMD

£2.21.D>

Ftp u

1<2.21.D>

FTP connecting to 192.168.1.45
FTP file=52

4. Module defaults to connect to Roving Network’s FTP server.
5. Module must be associated to a network with Internet access.
6. Use Local FTP Server.
a. Enter command mode
b. factory R
c. Associate module with AP
d. save & reboot
Update Firmware.
Enter command mode
set ftp address </ocal FTP_server>
ftp update
ver
reboot
Enter command mode
ver

N

@roooow

NOTE: After Downloading New Firmware, Restore Module to Factory Defaults Before
Using It

Page | 25
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. - —
| COM1S - Mitch's Terminal VT a* | r

o e S

File Edit Setup Control Window Help

2.21.D>

1s

FL# SIZ FLAGS

11 19 3 WiFly GSX-2.21
3a 1 18 config

31 1 18 my_config

32 1 3 WiFly GSE-2.21.D
33 19 3 WiFly GSX-2.21.D

86 Free. Boot=32. Backup=33
2.21.D>

et Boot Image 32, =0K

W=192.168.1.20
isten on 2888

The firmware is stored in embedded flash memory. The boot image is the firmware
version that the module is currently running. After a successful update, the boot image

changes to the new firmware file.

8. Change Boot Image
a. Enter command mode
9. View Files in Flash
b. Enter command mode
c. lIs
10. Change Boot Image
d. Enter command mode
e. boot image <file_name>
f. reboot

22 R0UI1G LECTEEN
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[ COMIS - Mitch's Terminal VT T [E=REET =X
i,

File Edit Setup Control Window Help

2.21.D>
2.21.D>

2.21.D>
ehoot

READY =

IF=UP
HCP=0N

isten on 2888
MD

2.21.D>
2.21.D>
2.21.D>

PEN»*=CLOS =
€2.21.D>

2.21.D>

et ftp timer 28

toring in config

Reboot*WiFly Uer 2.21.D, 11-28-2818

AC Addr=BA:12:hB:13:31:25

uto—Assoc RovingMet chan=1 mode=0PEN SCAN OK
WJoining RovingNet now..

WPHCE in 17ms. lease=316808s

[1P=192.168.1.56
[INM=255 255 255
W=192.168.1.20

= 2800
a

tp put mitch—file
TP connecting to 192.168.1.45

tp get mitch—file

TP connecting to 192.168.1.45
PEN*THis is my fie =CLOS#=

= - !

The FTP client can stream files to/from an FTP server, which is useful in applications
such as data logging. FTP servers can accept multiple clients concurrently.

11. Configure FTP Setup

ST@re 0T

Enter command mode

factory R & reboot

Associate module with AP

set ftp address <address> (e.g., ftp svr addr)
set ftp user <string> (e.g., roving)

set ftp pass <string>  (e.g., Pass123)

set ftp dir <string> (e.g., public)

set ftp timer 20

save & reboot

12. Create and Read File on Server

o ow

Enter command mode

ftp put <string>

Type characters, wait until “CLOS* shown
ftp get <string>

22 R0UI1G LECTEEN
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Lab 3 Conclusion
You have completed Lab 3. You have learned that:
e Sleep and wake timers allow the module to deep sleep to save power and
periodically connect to the network.
You can use the FTP client to update firmware.

e You can use the FTP put and get commands to transfer files.
FTP put combined with sleep/wake is useful for data logging applications.
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Lab 4:
Enabling HTTP Client Mode

Purpose:

This lab will teach you how to:

e Program the module to post analog sensor data to web server without having to
use a micro controller
Configure the module to send data to a web server periodically

e Program module to wake up of different trigger options

Host Web

/ Application
HTTP mode allows you to analog sensor data and module data to a web server as
key/value pairs. To enable this mode, use the set ip proto 18 command. The module

connects to a web server using the IP address or URL. The web server listens on port
80 (default) for incoming connections. For each request:

e Web server responds with 200 OK
e Closes the connection

22 R0UING BTN
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Procedure:

1. In HTTP Client Mode, Module Sends Request Message

a

. GET

/server3.php?value=0F3000001111222233334444555566667777\n\n
b. Request message includes comm remote string & sensor readings
2. Configure HTTP Client Mode and Request Message

a. Go into command mode
b. Associate the module with AP
c. setip proto 18 // Enable HTTP & TCP protocols
d. setip host0 /I Set IP address if known
e. set dns name www.rovingnetworks.com // Set DNS name if not
f. setip remote 80 // Standard web server port
g. set comm remote GET$/server3.php?value= /I'$ is replaced by
space character
h. set q sensor Oxff /I Sample all sensors inputs
i. set option format 7 // Send header & sample sensor
data
j. save & reboot
k. Enter command mode
. open
Format
2BYeS | Chan0 | Chan1 |Chan2 |Chan3 |Chan4 |Chan5 |Chan6 | Chan7
O0F30 0000 1111 2222 3333 4444 5555 6666 7777

*OPEN*HTTP/1.1 200 OK

Date: Fri, 19 Nov 2010 19:24:07 GMT
Server: Apache

X-Powered-By: PHP/5.2.13
Connection: close

Content-Type: text/html

Server accepted values <br />

ID: O<br />

VALUE: 0D16CF2907ED3EB640AB07E607F4321C3219

RTC: 0

*CLOS* GPIO values

Sensor Data

@ Mozilla Firefox

File Edit View History Bookmarks Tools Help

& -c

£ Most Visited !& Roving

72y || ] http://192168.145/result.htm

Salesforce

ratoert e R | Bl T~ |
Report generated by the SERVER:

\ VALUE [m[RTC

‘UD]673A508953ED9409508ODOE18321?320]3 |0— 0

Report generated by the SERVER:
\ VALUE I [RTC

‘ODI6?3A008963EDE408A07FD080A3lEB31F6 E 0

| Mitch's Stuff !ﬂ rn-bluetooth-um|

wj Roving Metworks | Bluetooth Wirele... | |P'| Pandora Radio - Listen to Freel

3. Open Web Browser. The PC must be associated with your AP connected to the
internet

4. In Address Bar, type www.rovingnetworks.com/wiflys/view. Enter your MAC
address to view the data posted by your module.

5. For this lab, go to the IP address of the local web server provided by the
instructor. <IP_Address>/results.htm

L[ l[fnerwo

S
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Tera Term Output

*OPEN*SEND-WEBPOST

HTTP/1.1 200 OK

Date: Mon, 06 Dec 2010 17:56:28 GMT

Server: Apache

X-Powered-By: PHP/5.2.13

Connection: close

Content-Type: text/html

Server accepted values <br />  Device ID

ID: servertest<br />

VALUE: 0D16CF2908043E854020080108043236323A
RTC: 32d82 g -
*CLOS*  Real Time Clock

TIME Date: 0511112, Time: 14:53:50

VALUE 0D1754202F736572766572332E7068703F76
DEVICE_ID Webscan-test
MAC 00:06:66:71:3a:4a
B5SID 00:26:f2:4f:39:d6
RTC 4fadBbb2
BATTERY a0
GPIO_STATUS d10
VIAKE_REASON Watchdog

SEQUENCE_NUMBER b2

I R T e e R T

RESTART_COUNTER 2

RSSI b0

Append Device ID & RTC Value to Sensor Data so Server Can Identify It
a. Device String: Appends &id=<value>, where <value> is device ID string
set with set opt device <string> command
b. Real-Time Clock: Appends &rtc=<time>, where <time> is real-time clock
value in message as 32-bit HEX value in format aabbccddeeff
Turn Off Auto Connect
a. Go into command mode
b. Setsysauto0
c. Save & reboot
Append Device Name & RTC
a. Go into command mode
b. set option device <string>
c. time // Get network time
d. set option format 31
e. save & reboot
Post Data
a. Go into command mode
b. open

22 R0UI1G LECTEEN
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The module can wake on receiving UART data, associate with an AP, and send a
request message containing the UART data:

10. factory R & reboot
11. Associate module to AP

12. set ip proto 18 // set HTTP client mode

13. set ip host 0 //'IP address of web server

14. set dns hame www.rovingnetworks.com // OR DNS name

15. set ip remote 80 // Web server port

16. set comm remote GET$/server3.php?value= /I Set request message
header

17. set uart mode 2 /I Automatically connect using trigger mode

18. set sys trigger 1 // Wake up on uart RX data

19. set sys sleep 10 // Put WiFly module to sleep after 10
seconds

20. set option format 1 // Sends out HTTP header

21. set comm timer 2500 /I Allows multiple keystrokes per request

22. save & reboot

In Tera Term, type characters to wake the module, associate to AP, and send data as an
HTTP message to the web server.

NOTE: You Cannot Send both Sensor & UART Data in Same Request Message.

OPEN*SEND-WEBPOST

HTTP/1.1 200 OK

Date: Mon, 06 Dec 2010 18:25:36 GMT
Server: Apache

X-Powered-By: PHP/5.2.13
Connection: close

Content-Type: text/html

Server accepted values <br />

ID: O<br />

VALUE: oving < Data with first byte missing
RTC: 0

*CLOS*

When serial UART data arrives, the module auto-connects to the web server and sends:
GET /server3.php?value=<user’s serial data> \n\n
NOTE: First Data Byte Dropped because Module Must Initialize before Sending Data

over Wireless Interface. To Avoid This Issue, the Module Should Wake on CTS Signal
Using set sys trigger 2 or Send First Byte Twice.
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Lab 4 Conclusion
You have completed Lab 4. You have learned that:

e Module Supports HTTP Client Mode Natively
e When Configured, the Module Can Append
— GPIO values
— Sensor data
— Real-time clock
— Device name
— UART data
e Module Can Wake Up on UART Data
— May result in dropping first byte
— Waking up on CTS is better option

22 R0UING BTN
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Lab 5:
Access Point (AP) Mode

Purpose:

This lab will teach you how to:

Create a default AP network.

Create a custom AP network in software.

Connect to the AP network created by the module.
View associated devices and lease times.

Roving Networks’ modules now have the capability to act as a soft access point. The
advantages of this mode are:

Enables Android devices to talk to modules without need for infrastructure
Runs a DHCP server

Supports up to 7 clients

Supports routing between clients

Will support WPA2-AES personal security in future

€

Access Point
DHCP server

UDP Server
192.168.0.100
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Procedure:

1. Download Firmware Supporting AP Mode via FTP
a. RN-131: ftp update wifly-242.img
b. RN-171: ftp update wifly7-242.img
c. RN-370: ftp update wiflyA-242.img
2. Install Jumper at J6 to Enable AP Mode in Hardware
a. SSID: WiFlyAP-XX, where XX is last two bytes of MAC address
b. Channel: 1
c. DHCP server: Enabled
d. IP address: 1.2.3.4
e. Netmask: 255.25.5255.0
f. Gateway: 1.2.3.4
3. Create Custom AP Network with User-Defined Settings

a. setwlan join7 // Create AP mode network
b. set wlan channel <value> /I Specify channel to create
/I network
c. set wlan ssid <string> /I Set up network SSID
d. setip dhcp 4 // Enable DHCP server
e. setip address <address> /I Specify IP address
f. setip net <address> /I Specify subnetmask
g. setip gateway <address> // Spcify gateway
h. save /] Store settings
i. reboot /I Reboot module in AP mode
| (2. COM3 - Tera Term VT [al@=]
File Edit Setup Control Window Help
CHD -

2.41> vebhoot

*Reboot*WiFly Uer 2.41, B4-85-2812 on 131C11
MAC Addr=0B:PB6:66:14:e5:57

=READY =

AP mode as WiFly—-GSH-57 on chan 1

Listen on 28088

DCHP Server Init

DHCP: 1.2.3.18 lease to DI-SUB8AAL

DHCP: 1.2.3.11 lease to =

DHCP: 1.2.3.12 lease to Rohit—s—iPad-2

4. From PC/Mobile Phone/Tablet, Connect to Module-Created Network. The
module Displays Client’s Device Name.

I TITTNEIE
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(4. COM3 - Tera Term VT

File Edit Setup Control Window Help

(===

2.41% show
.2.3.10.80:24
-11.f8a:
-12,a4:
.13.88:
-14,.84:
.15.88:
.16.88:
.17.88:
.18.88:
19.88:

:27.85211.DT-5VBBGBB1
:59,.85488 .=
:h5.86815, . Rohit—=s—iP
-8a.a,

t89.8,

:@@.8,

88,8,

99,8,

@@ 8,

88,8,

Sy L
B I B0 R 0 N DO B BRI B

(3]

R

(SRR TAYATATATATATAT
.

ad—2

5. View Device Lease Times using the show lease command.

D cOM3 - Tera Term VT

File Edit™ Setup Control Window Help

= ==

2.41> zhow associated
1,80:24:8c:31:e5:27.247041,.0,2
2,.fB:ch:al:2b:63:59.121817.8,.59
3,a4:67:06:26:6d:-h5.12314,8,.167
2.41>

6. View List of Connected Devices using the show associated command.
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