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March 2022 Release of Digi IX20 firmware version 22.2:

® \/PN enhancements:

¢ Renamed VPN > IPsec > Tunnels > Policies > Local
network setting to Local traffic selector and
added Remote traffic selector.

e Added a Dynamic option to the Local traffic
selector to configuration of a local network by
protocol and/or port instead of a network address
range.

e Added Protocol and Port match criteria for Local
traffic selector and Remote traffic selector.

¢ Added VPN > IPsec > Advanced > Debug level to
specify the logging verbosity of IPsec messages in
the device system logs.

= Added Realport support.

®  Enhancements to communications with Digi Remote
Manager:

* Enhanced security for communications with Digi
Remote Manager by using client-side certificates.

¢ The default URL for the device's Remote Manager
connection is now edpl2.devicecloud.com. This
URL is required to utilize the client-side certificate
support.
® New Switch SIM SureLink action for WWAN interfaces,
which allows SureLink to be configured to switch to the
alternate SIM if the modem is connected but SureLink
test are failing.
¢ New Switch SIM fail count option to determine
how many SureLink failures are required prior to
switching to the alternate SIM.
= New Socket ID string option to send the configured
text to the remote server(s) when a TCP socket
connection is opened to the serial port.
® New cat Admin CLI command for displaying file
contents.

June 2022 Release of Digi IX20 firmware version 22.5:

® 5G enhancements:
» Added 5G slice support for configuring the slice
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type for the 5G modems.

= Added WAN Bonding as an add-on feature via Digi
Remote Manager for bonding multiple outbound
Internet connections together for increased maximum
throughput or data redundancy.

®  Surelink enhancements:

¢ Enabled Surelink reset_modem action by default on
cellular interfaces and set fail count to three.

¢ Updated Surelink reset_modem action to
automatically power cycle the modem in the event
that the modem fails to reset.
®  Serial port support enhancements:

e Added serial PPP dial-in mode to handle AT-based
connection requests from a device connected to a
serial port and provide IPv4 networking to the
device.

= Added the ability to configure CPU performance and
power consumption.

®  Added cellular APN and cellular connection duration as
datapoints sent to Digi Remote Manager.

®  Wi-Fi scanner enhancements:

¢ Added support for sending an HTTP or TCP stream
of results from the Wi-Fi scanner to one or more
remote servers.

® SCEP enhancements:

¢ New SCEP client settings and underlying
functionality to support connecting to additional
SCEP servers.

¢ Added show scep Admin CLI command to show
the sync status, expiration dates, and additional
details of any configured SCEP clients.

® \/PN enhancements:

* Include the hostname of the device in the client
.ovpn file listed on the Status > OpenVPN > Servers
page in the web Ul.

® | ocation services enhancements:

* New settings to control the NMEA message content
that the devices sends when there is no valid fix
from any of the configured location sources.

L September 2022 Release of Digi IX20 firmware version 22.8:

® Cellular modem enhancements:
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¢ Added modem ota download and system
firmware ota download commands for
downloading cellular modem and device firmware.

¢ Added cellular carrier name and PLMN ID to the
Modems Status page in the Web UL.

¢ Enhanced access technology options to set the
modem to 5G-only, including setting to 5G SA-only,
NSA-only, or both NSA/SA-modes.

® VPN enhancements:

¢ Added Dynamic Multipoint VPN (DMVPN) support.

e Added a Strict routing setting to IPsec tunnels that
routes packets through the tunnel if both the
source IP and destination IP match the IPsec
tunnel’s policies. This makes IPsec behave like a
policy-based VPN, rather than a route-based VPN.

¢ Added the Microsoft version of the Challenge-
Handshake Authentication Protocol (MS-CHAPv2) as
an option for L2TP network servers authentication
methods.

= Container support:

e Container support now a premium feature, enabled
through Digi Remote Manager.
¢ Added new metrics for sending container status,
name, CPU load, and disk usage as datapoints to
DigiRM.
®  Added support for running a PPPoE server when an
interface is in IP passthrough mode.
= Added ability to specify DFS channels for Wi-Fi client
background scanning when DFS client support is
enabled.
® Added a show eth Admin CLI command to show the
link status of each Ethernet port.
= Added a poweroff CLI command to perform a graceful
shutdown of the device without automatically
rebooting.

= Added the ability to turn off all LEDs on the device to
reduce power consumption.

M December 2022 Release of Digi IX20 firmware version 22.11:

= Updated the Linux kernel to version 5.19.

® The intelliFlow feature now integrates with Digi Remote
Manager to provide aggregated insights and analytics
for all Digi devices in your environment.
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® Added an MQTT broker service, including support for:

e Multiple MQTT clients with unique topics and
authentication credentials.

e Pre-shared key encryption with multiple
configurable keys.

e Pattern filtering for topic access control.
= Added support for Next-hop routing protocol (NHRP).
= Added support for mGRE tunnels.
= Added support for ICMP redirect messages.

= Added a polling interval to control how often the
cellular modem is polled for signal strength and other
status.

® New commands: tail and grep.

= Add Timeout option to modem Carrier Scan window in
the Web UI.

® Added advanced watchdog to:

e Monitor critical services and reboot the device if
those services fail.

e Monitor memory usage and log errors or reboot the
device based on current memory usage.

= Added the ability to have serial port data written to the
system log.

¢ Removed options in the local web Ul and Admin CLI
for manually starting, stopping, and clearing serial
logs. These actions are now controlled under the
data logging configuration settings.

N May 2023 Release of Digi IX20 firmware version 23.3:

= Surelink:
* Redesigned Surelink configuration settings.

¢ Added show surelink state Admin CLI command to
display the overall pass/fail status of enabled
Surelink tests.

= WAN bonding

» Added options for WAN bonding configuration to
set modes for the bonded tunnel and for each
bonded interface.

* Added new show wan-bonding Admin CLI
command.

= New configuration settings for LXC containers:
e Start on boot to configure the container to start
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when the system boots.

» Restart timeout to configure the container to
restart if it stops.

e Optional parameters to include optional
parameters for the container.

¢ Mounted directories to setup shared directories
between the host filesystem and the container.

® Added a AT&T LWM2M support setting to enable or
disable AT&T lightweight M2M on cellular modems.

" VPN:

e DMVPN phase 1 spoke support with NHRP or mGRE,
including compatibility with Cisco DMVPN hubs.

¢ Added support for SHA2 ciphers for IKEv2 IPsec
tunnels.

® Disabled mDNS by default for improved cellular
performance.

® |f the device has a configured System > Name, it is now
displayed on the Dashboard.

Trademarks and copyright

Digi, Digi International, and the Digi logo are trademarks or registered trademarks in the United States
and other countries worldwide. All other trademarks mentioned in this document are the property of
their respective owners.

© 2023 Digi International Inc. All rights reserved.

Disclaimers

Information in this document is subject to change without notice and does not represent a
commitment on the part of Digi International. Digi provides this document “as is,” without warranty of
any kind, expressed or implied, including, but not limited to, the implied warranties of fitness or
merchantability for a particular purpose. Digi may make improvements and/or changes in this manual
or in the product(s) and/or the program(s) described in this manual at any time.

Warranty

To view product warranty information, go to the following website:

www.digi.com/howtobuy/terms

Customer support

Gather support information: Before contacting Digi technical support for help, gather the following
information:

Product name and model
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Product serial number (s)

Firmware version

Operating system/browser (if applicable)
Logs (from time of reported issue)

Trace (if possible)

Description of issue

Steps to reproduce

Contact Digi technical support: Digi offers multiple technical support plans and service packages.
Contact us at +1 952.912.3444 or visit us at www.digi.com/support.

Feedback

To provide feedback on this document, email your comments to
techcomm@digi.com

Include the document title and part number (IX20 User Guide, 90002381 N) in the subject line of your
email.
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What's new in Digi 1X20 version 23.3

Release of Digi IX20 firmware version 23.3:

= Surelink:
* Redesigned Surelink configuration settings.

¢ Added show surelink state Admin CLI command to display the overall pass/fail status of
enabled Surelink tests.

= WAN bonding

* Added options for WAN bonding configuration to set modes for the bonded tunnel and for
each bonded interface.

e Added new show wan-bonding Admin CLI command.
= New configuration settings for LXC containers:
 Start on boot to configure the container to start when the system boots.
* Restart timeout to configure the container to restart if it stops.
» Optional parameters to include optional parameters for the container.
e Mounted directories to setup shared directories between the host filesystem and the

container.
® Added a AT&T LWM2M support setting to enable or disable AT&T lightweight M2M on cellular
modemes.
= VPN:
* DMVPN phase 1 spoke support with NHRP or mGRE, including compatibility with Cisco
DMVPN hubs.

* Added support for SHA2 ciphers for IKEv2 IPsec tunnels.
= Disabled mDNS by default for improved cellular performance.

® |f the device has a configured System > Name, it is now displayed on the Dashboard.
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Digi 1X20 Quick Start

Migrating from a WR-series device? Click here for information and tools to set up your new IX-series

router.

Step 1: Connect your device

1. Insert your activated SIM (2FF) card(s) provided by your cellular carrier into the CORE modem,
and insert the CORE modem device:

a.

Identify the SIM 1 and SIM 2 slots on the CORE modem. If using only one SIM card, insert it
into SIM 1. A second SIM may be inserted into slot SIM 2 for an alternate wireless carrier.

For high-vibration environments, apply a thin layer of dielectric grease to the SIM contacts.

If the IX20 device is used in an environment with high vibration levels, SIM card
contact fretting may cause unexpected SIM card failures. To protect the SIM cards, Digi
strongly recommends that you apply a thin layer of dielectric grease to the SIM contacts
prior to installing the SIM cards. See Apply Dielectric Grease over SIM Contacts for
instructions.

Insert the SIM cards into the CORE modem.

On the 1X20 back panel, remove the CORE modem cover by loosening the cover plate
thumb screw and removing the cover plate.

WWAN-2 Digi CORE Modem
~
a

(J

Cover plate
thumb screw

e. With the antennas SMA connectors pointing outward, slide the CORE modem into the IX20

IX20 User Guide
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Digi IX20 Quick Start Apply Dielectric Grease over SIM Contacts

f. Secure the CORE modem with the supplied anchor screw. Use either a Philips #0 or a Torx
T10 driver. Torque screw to 2 in Ibs (225 mN m) maximum.

g. Cover the installed Digi1002-CM unit with the CORE modem cover and secure the
coverplate by tightening the thumb screw.

Digi CORE Modem
a

()

Cover plate
thumb screw

Apply Dielectric Grease over SIM Contacts

Digi recommends using either ...the Loctite® LB 8423 Dielectric Grease or Synco Lube®
Silicone Dielectric Grease.

a. Use a sheet of paper or cardboard over the area where you intend to work.

b. Use isopropyl alcohol and a cotton-tipped applicator to gently clean the SIM contacts.
Using isopropyl alcohol requires a well vented environment. Demineralized water can also
be used as an alternative.

SIM
Contacts

¢. Once the surface is clean and dry, apply a small amount of dielectric grease in a thin layer
over the contacts. Use a new cotton-tipped applicator to work the grease smoothy over
the contacts. Apply gentle pressure.

d. When the dielectric grease has been applied, insert the SIM into the SIM slot as described
above.
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Digi IX20 Quick Start Apply Dielectric Grease over SIM Contacts

2. Attach cellular antennas.

Securely finger tighten each antenna to the threaded barrel using the nut at the base of the
antenna.

Digi CORE Modem

3. Use an Ethernet cable connect the 1X20's WAN/ETH1 port to the internet, such as a home
internet router or LAN Ethernet port in an office environment.
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Digi IX20 Quick Start Step 2: Connect DC power

Step 2: Connect DC power

TAfl WAN/ETHI  ETH2 SM  ERASE '

Step 3: Set up access to Digi Remote Manager

= |f you already have a Digi Remote Manager account, skip to Register your device.

= |f you prefer to configure the device locally rather than using Remote Manager, see Firmware
configuration in the IX20 User Guide.

To set up access to Remote Manager:

1. Go to shop.digi.com to create a new Remote Manager account.
You will receive an email from Remote Manager after your registration is complete.

2. Click the link in the email to go to Remote Manager and click Forgot Password to set up your
login and password.

3. Loginto Remote Manager.

Step 4: Register your device

Register the device as instructed by the getting started wizard.

Step 5: Complete setup

1. The device should connect within a couple of minutes.
Connection Status
v Connected

2. If newer firmware is available, Remote Manager will prompt you to update the device. Click
Update to update the firmware. Remote Manager will perform the update in the background
and let you know when the device is up to date.
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Digi IX20 Quick Start Step 6: Configure cellular APN

Updating the firmware on your device

@

3. Click Done when the firmware update is complete.

Step 6: Configure cellular APN
If you installed a SIM in step 3, the device will attempt to setup the APN automatically. However, if
your SIM was setup with a custom APN, you will need to configure it manually:

Navigate to the Settings tab in the Remote Manager Device Details view.

Expand the Config menu item and click on the Network settings menu.

Expand Interfaces > Modem > modem > APN list > APN list 1.

For APN, enter the custom APN provided by your cellular provider.

Click Apply.

ok w N

Navigate back to the Details tab and watch for confirmation of cellular connectivity.

IX20 User Guide
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Digi I1X20 hardware reference

Digi 1X20 features and specifications
The Digi IX20 key features include:

Industrial grade components.
Operating temperatures:
e |IX20W (Wi-Fi enabled version): -20C to +70C/-4F to +158F.
e |X20 (non-Wi-Fi version): -40C to +70C/-40F to +158F.
Plug-in LTE modem (1002-CM).
802.11b/g/n/ac 2.4/5Ghz Wi-Fi (Wi-Fi enabled IX20W model only).
Two 10/100 BaseT Ethernet ports for high-speed connectivity.

For a detailed list of IX20 hardware specifications, see

https://www.digi.com/products/networking/cellular-routers/industrial/digi-ix20#specifications.

IX20 accessories

When accessories are purchased with the 1X20 device, the following are provided:

Cellular antennas.

Wi-Fi antennas (for the IX20W device only).
Power supply.

Ethernet cable.

DIN rail mounting bracket,

DIN rail mounting clip,

IX20 front view

The following figure shows the front view of the IX20W enabled model.

IX20 User Guide
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Digi IX20 hardware reference IX20 LEDs

rr\

Item Decription

WIFI Wi-Fi enabled model only.
antenna
connector

WAN/ETH1  Ethernet port, WAN-enabled by default.
ETH2 Ethernet port, LAN-enabled by default

Serial port | See Digi IX20 serial connector pinout for information about the serial port pin-out.

SIM button | The SIM button is used to manually toggle between the two SIM slots included in the

CM module.
ERASE The ERASE button is used to perform a device reset, and it has three modes:
button . . . . .

1. Configuration reset: Pressing the ERASE button one time will reset the
device configurations to the factory default. It will not remove any
automatically generated certificates and keys.

2. Full device reset: After the device reboots from the first button press, press
the ERASE button again before the device is connected to the internet to also
remove generated certificates/keys.

3. Firmware reversion: Press and hold the ERASE button and then power on
the device to boot to the version of firmware that was used prior to the
current version.

LEDs See IX20 LEDs,
Power IX20 power supply requirements.
suppy

IX20 LEDs

The I1X20 LEDs are located on the top front panel. The number of LEDs varies by model. During
bootup, the front-panel LEDs light up in sequence to indicate boot progress.
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Digi IX20 hardware reference

AR
N (P

Power

INT

i
|

off
No power.

Solid green
Device has power

off
The WAN/ETH1 Ethernet port not connected.

Flashing green
The WAN/ETH1 Ethernet port is connecting.

Solid green
The WAN/ETH1 Ethernet port is connected and
has activity.

Wi-Fi Service (IX20W model only)

IX20 User Guide

off
No Wi-Fi access points or Wi-Fi clients are
enabled.

Solid green

Wi-Fi access points or Wi-Fi clients are enabled.

IX20 LEDs
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Digi IX20 hardware reference

SIM1

Indicates that SIM1 is in use.

SIM2

off
SIM1 not in use.

Solid green
SIM1is in use.

Indicates that SIM2 is in use.

LTE

off
SIM2 not in use.

Solid green
SIM2 is in use.

IX20 LEDs

Indicates that the status of the cellular module and the ETH2 Ethernet port connection:

IX20 User Guide

Solid yellow (or orange)
Initializing or starting up.

Flashing yellow (or orange)

In the process of connecting to the
cellular network and to a device on
its ETH2 port.

Flashing green

Connected to 2G or 3G1 and is in the
process of connecting to any device
on its ETH2 port, or nothing is
connected to the port.

Flashing blue

Connected to 4G LTE and in the
process of connecting to a device on
its ETH2 port.

Flashing white

ETH2 port connection established
and in the process of connecting to
the cellular network.

Solid green
Connected to 2G or 3G and also has
a device linked to its ETH2 port.

Solid blue
Connected to the 4G LTE and also
has a device link to its ETH2 port.
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Digi IX20 hardware reference IX20 LEDs

Alternating Red/yellow (or orange)
Upgrading firmware.

A WARNING! DO NOT POWER OFF DURING FIRMWARE UPGRADE.

1. Or an unknown type of cellular network.

Signal quality indicators
LEDs labeled 1 through 5 Indicate the cellular service quality level.

Signal bars Weighted dBm Signal strength % Quality
| -113 to -99 0% to 23% Bad

] -98 to -87 24% to 42% Marginal
III -86 to -76 43% to 61% OK

Tl -75 to -64 62% to 80% Good
T -63 to -51 81% to 100% Excellent

The weighted dBm measurements are negative numbers, meaning values closer to zero denote a
larger number. For example, a -85 is a better signal than -90.

See Signal quality bars explained for more information regarding how signal strength is
calculated and subsequently displayed via the LED indicators.

Ethernet Link and Activity

The LEDs on the WAN/ETH1 and ETH2 ports indicate that the Ethernet network interface is up and
there is activity on the network interface.

Left LED (on top of port connector)

® Off: No Ethernet link detected.
®m Solid amber: Ethernet link detected.
= Blinking amber: Indicates Ethernet traffic.

Right LED (on top of port connector)
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Digi IX20 hardware reference IX20 LEDs

= Off: No Ethernet link detected.
= Solid green: 10/100 Mbps link detect