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Include the document title and part number (XCTU User Guide, 90001458-13 B) in the subject line of
your email.

XCTU User Guide


http://www.digi.com/support
mailto:techcomm@digi.com

Contents

XCTU reqUIremMeNtS .
Operating SyStemS ..
System requiremMents .
Supported RF modules ... ..

INStall XCTU - WINdOWS ...
XCTU UPates oo

INStall XCTU - LINUX ... et
XCTU UPates il

INStall XCTU - OSX ..
XCTU UPates ... e e

Optional: Manually install USB drivers .. ... ...

Radio communication protocols ... ... .
Radio module operating modes ... oo
AT operating MoOde ... ... ..
APl operating Mode ... ... o e
APl escaped operating mode ... L
AP T amMes .
AT settings or COMMaNGS ... ..
Configuring in AT MOGe ... o e
Configuring in APl MoOde ... .. e
Localradio modules .. .... ... o i e

WOTKING @r€@ ...ttt
SEatUS DA .

XCTU User Guide



APPCArANCE .
Automatic updates
CONSOlES ...
Firmware updates
N OO K e
Radio firmware library
XCTU Working mModes .. ... oo
Configuration working mode
Consoles working mode
Network working mode

Add a radio module manually .. ... ..
Add a programmable radio module
Discover local radio modules ... il
Radio module information panel

Module Icon

Expand/Collapse radio modules list
Module information box
Organize your modules
Find radio modules
Sort radio modules
Clear radio MOdUIES . ..o
Discover remote radio modules
Find radio modules

Configuration working mode
Configuration toolbar .. ... . .. i
Firmware information panel
Firmware settings
Setting status
SettiNg CYPOS
Special fuNCtioNS ... e

Read radio module configuration

Write module Settings .. ... o i e

Load default firmware settings

Update firmware .
Cellular modem firmware updates
Remote firmware updates
Bootloader updates ... il

Work with configuration profiles
Create a configuration profile
Apply a configuration profile ... ...
Load and edit a configuration profile

Search for a firmware setting .. ...

Configure remote modules securely

Configure a Wi-Fiaccess POiNt ... .. ... .

Enable and configure Bluetooth

XCTU User Guide 5



View firmware release notes

Consoles working mode
Console status

Communicate with modules running in API or API escaped mode
Y e el o o =
Filter sent and received frames
Add an APl frame ..
Manage APl frames ... .
Send a single APl frame ... ... .
Send a sequence of AP frames
Save an APl console SeSSiON ..

Communicate with modules running in AT mode
AT CONSOlE . ..l
Add a data packet ... ...
Manage data packets ... ... ... e
Send asingle packet ... .. . e
Send a sequence of packets
Save an AT console session

Console log files ... o L
Console session records
Data records

Network working mode . ... ... . .
Network toolbar ...
Network scan status
Graph view
Table view

Change network perspectiVe ... ... .
Set network layout . L
Filter network connections by quality
Take a screenshot of the network
Set zoom level in Graph view
Export a network table

Set general preferences .. ..
Set appearance preferences ...
Set automatic software update preferences
Set console preferences

XCTU User Guide



Set firmware update preferences .. ...
Set network discovery preferences ...
Set network appearance preferences ... ..
Set radio firmware library preferences .. ..
Set MicroPython Terminal preferences ............o i

Update radio firmware lbrary . ...
Install legacy radio firmware ... .. . il
Install XCTU updates ... . L
Open change 08 . ..

Understanding the XCTU command line interface ....... ... ... ...
List all commands ... il
Program argUMENES L e

List ports via command line ... . ..
O IONS .

Load profile via command line __ ... ..
O IONS .
EXAMIPLES ...

Update firmware via command line ... ..
St OPIONS ...
EXaMIPLeS

Frames generator tool .. il
XBee APl Frame generator dialog ... ... . ..
ASCIH HEX CONVEISION e
Generate an APl frame ... L

Frames interpreter tool .. ... L
XBee APl Frames interpreter dialog ... ... . ..
Decode a frame . .

XBee recovery t00l ... L
Recover a radio module dialog ... ... lll...
Recover a radio module ... ..

Load console session tool ... ... .
Console session viewer dialog ... i
Load @ console SeSSION ... .

Range test 100l ... .. oo
Radio range test dialog ... ... o i
Device Selection ... .
Range Test Configuration ... .. . . . i
Data representation ... ...
Supported ProduCtsS ... ...
Special considerations ... ... ..
RaNge TSt il
Perform a range test .. .

Firmware explorer tool ... ..
Firmware explorer dialog ... ... L

XCTU User Guide



Firmware selection panel .. ... .. .
Firmware toolbar . .
Firmware settings panel ... . .. i
Inspect a firmware VerSION .. .
Serial console tool . ... ...
Serial console dialog ...........oo o
Open a serial console SeSSION ... .
Configure the serial port settings ... ... ...
Open a serial console SesSiON .. .
Spectrum analyzer ool ... .
Spectrum analyzer dialog ... ..
Device SeleCtion ... .. .
Analysis configuration ... ... ..
Channels Chart ... .
Channelsummary values ... ... . .
Number of sSamples .
Analyze the spectrum of a radio band ...
Throughput t00l .. .. e
Throughput dialog . ... ... .
Device SeleCtion ... .. .
Throughput session configuration ............. ... i i
Data representation .. ... ... ..ol
Supported prodUcts ...
Special considerations ... ... . oL
Measure the transfer ratio between two radio modules ... ... ...
MicroPython Terminal tool . ... . ..
Configure the serial port settings - MicroPython Terminaltool ... . .. .._.............
Open a MicroPython Terminal session .. ..
File system manger tool ... ..o o
File system manager dialog ....... ... i
File System Manager SeCtionS ... ... ... oot
Interact with XBee file system ... ...
Update the file system of remote devices ... ll...
Profile Editor tool ..l
Profile Editor dialog .. ... ..
Profile Editor toolbar . ... ..

How to update the firmware of your modules ... ... . ..
Step 1: Add the module to XCTU ... .
Step 2: Update the firmware .
Over-the-air firmware update considerations ... ... ...

How to visualize your network . ...
Step 1:Scan the network ..
Step 2: Explore the network ... ...

Troubleshooting: General ... ... o
Troubleshooting: Networking .. ... ... ... e
Troubleshooting: Firmware update ... ... .. .. . .
Troubleshooting: Add radio module ... ...

XCTU User Guide



XCTU User Guide



Download

and install XCTU

This section contains download and install instructions based on operating system. XCTU is
compatible with Linux, 0SX, and Windows. It may be necessary to configure your system prior to
installing XCTU for the first time.

XCTU requUIremMeNntS L.
INstall XCTU - WindOWS ..

Install XCTU - Linux
Install XCTU - OSX
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Download and install XCTU

XCTU requirements

Operating systems

XCTU is compatible with the following operating systems:

m  Windows Vista/7/8/10 (32-bit or 64-bit versions)
m Mac OS X v10.6 and higher versions (64-bit only)
m Linux with KDE or GNOME window managers (32-bit or 64-bit versions)

System requirements

HDD space 500 MB 1GB
RAM memory 2 GB 4GB
CPU Dual-core processor | Quad-core processor

Supported RF modules

XCTU requirements

XCTU supports configuration and communication for most Digi RF modules. XCTU uses a serial link to
interact with these radio modules, providing an easy-to-use and intuitive graphical interface. The

following is a complete list of XCTU-compatible RF modules:

m XBee®/XBee-PRO® RF Module Family
o XBee SX
o XBee-PRO SX
o XBee 802.15.4
o XBee-PRO 802.15.4
o XBee ZB
« XBee-PRO ZB
o Programmable XBee-PRO ZB
o XBee ZB SMT
o XBee-PRO ZB SMT
o Programmable XBee-PRO ZB SMT
o XBee-PRO 900HP
o Programmable XBee-PRO 900HP
o XBee-PRO XSC
o XBee-PRO 900
o XBee-PRO DigiMesh 900
o XBee DigiMesh 2.4
o XBee-PRO DigiMesh 2.4
o XBee-PRO 868

XCTU User Guide
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Download and install XCTU Install XCTU - Windows

o XBee Wi-Fi

o XBee 865LP

o Programmable XBee 865LP

o XBee Cellular

o XBee 868LP SX

o XBee Thread

» XBee3 (Zigbee, DigiMesh 2.4,802.15.4 and Cellular)
m XTend® RF Module family
m XLR PRO radio solution
= XLR Module

Install XCTU - Windows

Follow the steps below to download and install XCTU on your computer.

1. Visit www.digi.com/xctu.
2. Click Download XCTU.

3. Under Utilities, click the Windows installer link.

4. When the file has finished downloading, run the executable file and follow the steps in the XCTU
Setup Wizard.

A “What’s new” dialog appears when XCTU opens the first time after the installation.

XCTU updates

You may be notified about XCTU software updates once XCTU has loaded. You should always update
XCTU to the latest available version. See Install XCTU updates.

Install XCTU - Linux

By default, access to the serial and USB ports in Linux is restricted to root and dialout group users. To
access your XBee devices and use XCTU to communicate with them, your Linux user must belong to
this group.

To add your Linux user to the dialout group:

1. Open aterminal console.

2. Execute this command:
sudo usermod -a -G dialout <user>

where <user> is the user you want to add to the dialout group.

3. Log out and log in again with your user in the system.

Then download and install XCTU:
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Download and install XCTU Install XCTU - OSX

4. Visit www.digi.com/xctu.
5. Click Download XCTU.
Under Utilities, click the Linux installer link.

7. When the file has finished downloading, run the executable file and follow the steps in the XCTU
Setup Wizard.

A “What’s new” dialog appears when XCTU opens the first time after the installation.

XCTU updates

You may be notified about XCTU software updates once XCTU has loaded. You should always update
XCTU to the latest available version. See Install XCTU updates.

Install XCTU - OSX

OSX version 10.8 (Mountain Lion) and greater only allows you to install applications downloaded from
the Apple Store. To install XCTU, you must temporarily disable this setting.

Follow these steps to enable installation of "unsigned" software:

1. Click the Apple icon in the top-left corner of your screen and choose System Preferences.
2. Click the Security & Privacy icon.

3. To edit security settings, click the padlock icon in the bottom left of the window.

4

Enter your Mac credentials and click Unlock. The Allow applications downloaded from dialog
appears.

5. Click the Anywhere radio button and, in the confirmation window, click Allow From
Anywhere.

We recommend you set this option back to Mac App Store or Mac App Store and identified
developers once you have finished installing XCTU.

Then download and install XCTU:

6. Visit www.digi.com/xctu.
7. Click Download XCTU.
8. Under Utilities, click the OSX installer link.

9. When the file has finished downloading, unzip and run the executable file and follow the steps
in the XCTU Setup Wizard.

A “What’s new” dialog appears when XCTU opens the first time after the installation.

XCTU updates

You may be notified about XCTU software updates once XCTU has loaded. You should always update
XCTU to the latest available version. See Install XCTU updates.

Optional: Manually install USB drivers

When you connect the XBee board to your computer for the first time, USB drivers are installed
automatically. There are times when this does not occur, and you need to install device drivers
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Download and install XCTU

manually:

1. Find the appropriate USB drivers on the Digi support site.
2. Choose your operating system.

3. Download and run the file.

4. Follow the steps in the installation wizard.

XCTU User Guide
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RF concepts and terminology

This section contains concepts regarding radio frequency modules and the XCTU application itself.
Understanding these concepts will help you work most effectively with XCTU.

Radio communication protocols ..
Radio module operating modes ...
AP A S .
AT settings or COMMANGS ... ... ...t
Local radio modules . ...
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RF concepts and terminology RF modules

RF modules

A radio frequency (RF) module is a small electronic circuit used to transmit and receive radio signals
on different frequencies. Digi produces a wide variety of RF modules to meet the requirements of
almost any wireless solution, such as long-range, low-cost, and low-power modules. The most popular
wireless products are the XBee RF modules.

XCTU is compatible with Digi's XBee and XTend RF modules and XLR PRO. For a complete list of XCTU-
compatible modules, see XCTU requirements.

XBee RF modules

XBee is the brand name of a family of RF modules produced by Digi. They are
modular products that make deploying wireless technology easy and cost-
effective. Digi has made multiple protocols and RF features available in the
popular XBee footprint, giving customers enormous flexibility to choose the best
technology for their needs.

XBee RF modules are available in two form-factors, Through-Hole and Surface Mount, with different
antenna options. One of the most popular features of these modules is that almost all of them are
available in the Through-Hole form factor and share the same footprint.

XTend RF modules

XTend family devices are long-range RF modules produced by Digi that provide

'\.__. oy . . . .
: o unprecedented range in a low-cost wireless data solution. They were engineered
. T to provide customers with an easy-to-use RF solution that provides reliable
L delivery of critical data between remote devices. These modules transfer
standard asynchronous serial data streams, operate within the ISM 900 MHz

frequency band, and sustain up to 115.2 Kbps data throughput.

XLR PRO radio solutions

The XLR PRO is an ultra long-range, rugged 900MHz radio solution designed for
optimal performance even in the most challenging RF environments. Leveraging
Digi's patent-pending Chirp Spread Spectrum technology, the XLR PRO provides
industry-leading receive sensitivity and interference immunity, making it ideal for
deployments in noisy RF environments like oil fields. The XLR PRO includes 2
Ethernet ports and 1 serial port, enabling wireless data communications
between Ethernet and/or serial devices up to distances of over 90 miles.

Radio firmware

Radio firmware is program code stored in a radio module's persistent memory that provides the
control program for the device. Digi periodically releases new radio firmware versions to fix bugs or
improve functionality. You may need to add these firmware files to XCTU's radio firmware library. You
can use XCTU to update or change the firmware of a module if, for example, you want to change the
role of a device or you want to use the latest firmware version.

XCTU User Guide 16



RF concepts and terminology Radio communication protocols

Radio communication protocols

A radio communication protocol is a set of rules for data exchange between radio devices. An RF
module supports a specific radio communication protocol depending on the module and its radio
firmware.

The following is the complete list of protocols supported by the XBee radio modules:

m |EEE 802.154

m ZigBee

m ZigBee Smart Energy

m DigiMesh (Digi proprietary)

m ZNet

m [EEE 802.11 (Wi-Fi)

= Point-to-multipoint (Digi proprietary)
m XSC (XStream-compatible)

0+—, 9 1 &
S . g
l"——:‘;;}/" ZigBee ¢ ¢

!

DigiMesh Multipoint

Not all XBee devices can run all listed communication protocols. The combination of XBee hardware
and radio firmware determines the protocol that an XBee device can execute. For more information
about the available XBee RF modules and the protocols they support, see XBee RF Family Comparison
Matrix.

Radio module operating modes

The operating mode of an XBee radio module establishes the way a user or any microcontroller
attached to the XBee communicates with the module through the Universal Asynchronous
Receiver/Transmitter (UART) or serial interface.

Depending on the firmware and its configuration, radio modules can work in three different operating
modes:
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RF concepts and terminology Radio module operating modes

m Application Transparent (AT) operating mode

m APl operating mode

m APl escaped operating mode
In some cases, the operating mode of a radio module is established by the firmware version, which
determines whether the operating mode is AT or API, and the AP setting of the firmware, which
determines if the APl mode is escaped (2) or not (1). In other cases, the operating mode is only

determined by the AP setting, which allows you to configure the mode to be AT (AP=0), APl (AP=1), or
API escaped (AP=2).

AT operating mode

In AT (Application Transparent) or transparent operating mode, all serial data received by the radio
module is queued up for RF transmission. When RF data is received by the module, the data is sent out
through the serial interface.

To configure an XBee module operating in AT, you must put it in command mode to send the
configuration commands.

AT Command mode

When the radio module is working in AT operating mode, you must use the command mode interface
to configure settings.

To enter AT command mode, send the three-character command sequence (usually "+++") within one
second. Once AT command mode has been instigated, the module sends an "OK\r", the command
mode timer is started, and the radio module is able to receive AT commands.

AT command structure
The structure of an AT command is:

AT[ASCII command][Space (optional)][Parameter (optional)][Carriage return]
For example:
ATNI MyDevice\r

If no valid AT commands are received within the command mode timeout, the radio module
automatically exits AT command mode. You can also exit command mode by issuing the CN command:

(ATCN\r)

API operating mode

API (Application Programming Interface) operating mode is an alternative to AT mode. API operating
mode requires that communication with the module be done through a structured interface. In other
words, data is communicated via API frames.

The API specifies how commands, command responses, and module status messages are sent and
received from the module using the serial interface. With API operating mode, you can:

m Configure the XBee module itself.

= Configure remote modules in the network.

m  Manage data transmission to multiple destinations.
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RF concepts and terminology APl frames

m Receive success/failure status of each transmitted RF packet.
m |dentify the source address of each received packet.

Depending on the AP parameter value, the radio module can operate in one of two modes: API (AP=1)
or APl escaped (AP=2) operating mode.

API escaped operating mode

AP| escaped operating mode (AP=2) is similar to APl mode except that when working in APl escaped
mode, some bytes of the API frame specific data must be escaped. Since XCTU is compatible with both
API and AP| escaped operating modes, you do not need to manually escape characters.

APl escaped operating mode increases the reliability of RF transmission by preventing conflicts with
special characters such as the start-of-frame byte (0Ox7E). APl non-escaped (API=1) operation relies
solely on the start delimiter and length bytes to differentiate API frames. In APl escaped mode, on the
other hand, those special bytes are escaped. Since 0x7E can only appear at the start of an API packet,
a module can always "assume" that a new packet has started if 0x7E is received at any time while in
APl escaped mode.

Escape characters

When sending or receiving an API frame in AP| escaped mode, specific data values must be escaped
(flagged) so they do not interfere with the data frame sequence.

To escape a data byte, insert 0x7D and follow it with the byte to be escaped XOR'd with 0x20. The
data bytes that need to be escaped are as follows:

m  Ox7E: Frame delimiter

m  Ox7D: Escape

m 0x11:XON

m 0x13: XOFF

XCTU automatically escapes the appropriate characters when interacting with AP| escaped
radio modules.

API frames

An API frame is the structured data sent and received through the serial interface of the radio module
when it is configured in API or AP| escaped operating modes. API frames are used to communicate
with the module or with other modules in the network. An API frame has the following structure:

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2-3) (Bytes 4-n) (Byte n + 1)
OX7E MSB LSB APIl-specific Structure 1 Byte
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RF concepts and terminology AT settings or commands

Feaoesapon

Start The first byte of a frame consisting of a special sequence of bits which indicate the
delimeter | beginning of a data frame. Its value is always Ox7E. This allows for easy detection of a
new incoming frame.

Length Specifies the total number of bytes included in the frame data field. Its two-byte value
excludes the start delimiter, the length, and the checksum.

Frame Composed by the API identifier and the API identifier-specific data. The content of the
data specific data depends on the API identifier (also called API frame type).

Checksum | The last byte of the frame. It helps test data integrity and is calculated by taking the
hash sum of all the API frame bytes that came before it, excluding the first three bytes
(start delimiter and length).

If your module is operating in API escaped operating mode, some bytes in the Length, Frame data, and
Checksum frame fields may need to be escaped. XCTU automatically performs this step and escapes
the appropriate characters. See AP| escaped operating mode.

Start Delimiter Length Frame Data Checksum
(Byte 1) (Bytes 2-3) (Bytes 4-n) (Byte n + 1)
Ox7E MSB LSB APIl-specific Structure 1 Byte

I
Characters Escaped If Needed

There are many different types of APl frames. You can use the Frames generator tool to learn
the specific data contained within a determined APl frame as well as to build and fill any type of API
frame. See Frames generator tool.

AT settings or commands

The firmware running in RF modules contains a set of settings and commands that can be configured
to change the behavior of the module or to perform any action related to it. Depending on the
protocol, the number of settings and their meanings varies, but all XBee RF modules can be configured
with AT commands.

All firmware settings or commands are identified with two ASCII characters. Applications and
documents refer to them as either AT settings or AT commands.

The configuration process of these AT settings varies depending on the operating mode of the RF
module.

Configuring in AT mode

In AT operating mode, you must put the module in a special mode called command mode so it can
receive AT commands. For more information about configuring RF modules working in AT operating
mode, see AT operating mode.
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RF concepts and terminology Local radio modules

Configuring in APl mode

To configure or execute AT commands when the RF module is in AP| operating mode, you must
generate an AT command API frame containing the AT setting identifier and the value of that setting,
and send it to the RF module. See API frames.

Local radio modules

A local radio module is any module added to the device list using the Add a radio module or Discover
radio modules buttons.

XCTU communicates directly with local modules, and they are physically attached to the PC through a
serial or USB port. A local radio module can discover remote modules in the same network if their
protocol is ZigBee or DigiMesh. A local module is configurable if Configuration working mode is active,
and you can communicate with a local module through its console when Consoles working mode is
active.

Remote radio modules

You can locate remote radio modules in the same network as a local module. A remote module is not
physically attached to your computer. Remote modules are displayed in a sub-list under the local
module, and that local module functions as an interpreter; without it, XCTU is unable to communicate
with the remote module. See Discover remote radio modules.

Communication between XCTU and a remote module takes place in two stages: serial communication
from XCTU to the local module, and wireless communication between the local module and the
remote module. XCTU uses the serial port to send a message intended for the remote module, along
with delivery specifics, to the local module. The local module then transmits the message wirelessly to
the remote module.

If the local device containing remote modules is configured in AT (transparent) operating mode, you
cannot configure its remote radio modules due to a protocol limitation. If the local radio module is
configured in API operating mode, you can configure its remote radio modules like any local module.
Since a remote radio module is not physically connected to the PC, it does not have a communication
console in Consoles working mode. For the same reason, you also cannot obtain a remote radio

module's network topology in Network working mode. See Consoles working mode and Network
working mode.
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XCTU overview

XCTU is divided into five main sections: the menu bar, main toolbar, devices list, working area, and

status bar.
!r.rl.l Wby repides Tonds  Helg .
® P BeEco Jj&
' RS Biedulded ﬂ Fle2es ol (i BBan
Click an Add.devb:e; or Change between £¥ Configuration,
I Discover devices tp add 2 Consoles and £* Network
radio modules to the list. working modes to display their

functionality in the working area.

Menu bar

The menu bar is located at the top of the application. You can use the menu bar to access all
XCTU features, tools, and working modes.

ACTU  Working modes Tools Help
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XCTU overview Main toolbar

Main toolbar

The main toolbar is located at the top of the application and is divided into three sections.
X Eico &

m The first section contains two icons used to add radio modules to the radio modules list. See
Add radio modules to XCTU.

N

m The second section contains the static XCTU functionality that does not require a radio module.
This section includes the XCTU tools, the XCTU configuration, the feedback form, and the help
and updates functions. See XCTU tools and Configure XCTU.

= The third section contains tabs corresponding to the three XCTU working modes. To use this
functionality, you must have added one or more radio modules to the list. See XCTU working
modes.

Devices list

The radio modules list, or devices list, is located on the left side of the tool and displays the radio
modules that are connected to your computer. If you know the serial port configuration of a radio
module, you can add it to the list directly. You can also use the discovery feature of XCTU to find radio
modules connected to your PC and add them to the list. See Add radio modules to XCTU.

Depending on the protocol of the local radio modules added, you can also add remote radio modules
to the list using the module's search feature.

@B Radio Modules @ '@ % 9

Click on #® Add devices or
#® Discover devices to add
radio modules to the list.
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XCTU overview Working area

Working area

The working area is the largest section and is located at the right side of the application. The contents
of the working area depend on the working mode selected in the toolbar. To interact with the controls
displayed in the working area, you must have added one or more radio modules to the list and one of
the modules must be selected.

ia- Radio Configuration

Change between $# Configuration,
£l Consoles and &® Network
working modes to display their
functionality in the working area.

Status bar

The status bar is located at the bottom of the application and displays the status of specific tasks,
such as the firmware download process.

XCTU preferences

To configure XCTU settings, click the Preferences button E on the XCTU toolbar.

Configuration preferences are grouped into categories listed on the left-hand side of the preferences
dialog box. You can configure settings in the following XCTU categories:

Appearance
You can configure some graphic aspects of the tool and how some elements are displayed.

Field Description

Font size Change all the XCTU texts size in percentage, from 50 to 120%.

Show top bar Displays an application top bar menu with texts.

menu

Show text on Displays the name of the action below each toolbar element for a better
toolbar actions understanding of the meaning of each action.

Use reduced Changes the size of the application toolbars reducing them.

toolbars size
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XCTU overview XCTU preferences

Automatic updates

Field Description

Automatically find | Enables or disables automatic XCTU updates. Uncheck if you do not want
new updates and | XCTU to update automatically.
notify me

Update schedule | Sets a schedule to search for updates or to update when XCTU is started. If you
select Look for updates on the following schedule, you must also specify

the search interval and hour.

Download options | Establishes when new updates should download and sets permissions for
whether updates are automatically downloaded.

When updates are | Sets the frequency of update notification.
found

Consoles

Field Description

API Configures the maximum number of API frames that can be displayed in the frames log

console | during a session. When the maximum limit is reached, the session starts overwriting
frames.

AT Configures the maximum number of bytes that can be displayed during a session. When

console | the maximum limit is reached, the session starts overwriting bytes.

MadCap:autonum="<span style="color: #84c361;" class="mcFormatColor"><b>Note
</b></span>">If you set high values for maximum API frames and/or AT bytes, you may notice
performance issues in the consoles.

Firmware updates

Field Description

Remote Configures the remote firmware update timeout in milliseconds. This value is the
firmware | maximum time the application will wait for answers sent by the remote node during
update remote firmware update before concluding that there was an error during the process.
timeout

Network

You can configure Network view in the Network preferences dialog. The first four options are
common to all networks:
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N T

Always clear the Network view | Clears Network view before each new network scan.
before starting

Remove nodes if they were not ' Removes any nodes not discovered in the last scan.
discovered in the last performed

scan

Stop after scan Sets the number of scans to perform before stopping the
discovery process. A value of '0' means the process will not stop
automatically.

Time between scans Sets the duration of time XCTU waits before starting a new

network scan. The value must be between 0 and 300 seconds.

The remainder of the options are specific to 802.15.4, DigiMesh, and ZigBee network types:

Fa oo

Discovery = Sets the method used by the network discovery process.

d
mode m Flood: The neighbor discovery process is performed for every node at the

moment it is found. Several discovery processes may be running at the same
time. This method may be faster, but it may also generate a lot of traffic and
saturate the network.

m Cascade: The neighbor discovery process is performed for every node as soon as
the discovery process finishes. Only one discovery process runs at a time. This
method may be slower, but it is likely to generate less traffic.

Neighbor = Sets the maximum duration, in seconds, the discovery process should spend finding
discovery = neighbors of a module. Value must be between 5 and 1800 seconds (30 minutes).

timeout
This timeout is highly dependent on the nature of the network. For DigiMesh, the value
should be greater than the highest NT (Node Discover Timeout) and include enough time
to let the message propagate, depending on the sleep cycle of your devices.

Time Sets the wait time between node neighbor requests. The value must be between 0 and

between | 300 seconds (5 minutes).

requests

For the Cascade method, this is the number of seconds to wait after completion of the
neighbor discovery process of the previous node.

For the Flood method, this is the minimum time to wait between each radio module's
neighbor requests.

The Cascade discovery method is recommended for large networks.

Network appearance
You can configure how node links are represented in Network graphic view.
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N

Connection default | Defines the default color of the node's connection lines.
color

Show colored Enables or disables the coloring of node connection lines based on their link
connections based | quality.
on their quality

DigiMesh / ZigBee  Enables you to modify the maximum and minimum values and RGB colors for
network each quality range. Click in the cell, type the value, and click Enter to change a
value.

Ranges include minimum values but not maximum values. When you change
the minimum value of a quality range, the maximum value of the next range
adopts a corresponding value.

Radio firmware library

You can instruct XCTU to look for new radio firmware when it starts up by checking Automatically
update the XBee Firmware Library each time XCTU is started. If this option is disabled, you can
only check for firmware updates manually.

XCTU working modes

XCTU operations are grouped into three working modes—Configuration, Consoles, and Network. The
selected working mode determines which specific operations you can perform with a radio module or
modules in your device list. You can only select one working mode at a time. By default, XCTU launches
in Configuration mode.

Configuration working mode

Use configuration working mode to configure a radio module selected from your device list. See
Configure your modules.

Consoles working mode

El- B

Use consoles working mode to interact or communicate with the selected radio module. See
Communicate with your modules.
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Network working mode

Use network working mode to discover and visualize the topology and interconnections of your
network. See View your radio network.
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This section describes how to add, discover and organize your radio modules in XCTU.

Add a radio module manually ... L
Add a programmable radio module
Discover local radio modules .. ..
Radio module information panel
Organize your ModuUles .. ... e
Discover remote radio modules

FINd 1adio MOAUIES. oo
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Add a radio module manually

If you know the serial configuration of your radio module, you can add it to the list manually.

Add a radio module manually

1. Click the Add a radio module button o from the toolbar. The Add a radio module
dialog opens.

Add a radio module
Select and configure the Serial/USE port where the radio i

module is connected to.

(@) Select the Serial/USB port:

T COmL Communications Port -
o COoM3 Intel(R) Active Management Technology - ... i |
T COMG  USB Serial Port 55‘
= COM13  USB Serial Port | |
T COM14  USB Serial Port

Refresh ports I

() Provide a port name manually:

Baud Rate 9600 -

Data Bits: |8 - |
Parity: None -
Stop Bits: |1 - |
Flow Control: | Nene v|

[] The radio module is programmable.,

Set defaults |

| Finsh || Cancel |

2. Select the serial port where the radio module is connected (or enter its name manually) and
configure the serial settings of the port.

3. Click Finish to add the radio module to the list of radio modules.

XCTU User Guide
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4.

5.

6.

If the settings were configured correctly and the radio module was connected to the selected
port, the module is displayed in the device list. For more information about the device list, see
Radio module information panel.

Name: ULTROM »
Function: ZigBee Router API -
Port: COMG - 9600/8/M/1/M - API1 -t

MAC: 0013A20040A9E856

If the settings were configured incorrectly, an Action Required dialog asks you to reset the
module. Reset the module. The action required dialog should close and your module should be
added to the list.

If your module could not be found, XCTU displays the Could not find any radio module dialog
providing possible reasons why the module could not be added. To resolve the issue, see
Troubleshooting for XCTU.

Could not find any radic module

Could not find any radio module connected to the specified
port and with valid settings. It might be caused by one of the
following reasons:

Radioc module not connected/Invalid settings

Make sure the device is connected and the serial port
settings are correct. Then, try again.

Sleeping radio module

The device could be sleeping; press the commissioning
button and retry the discover again.

Programmable radio module

The device could be a programmable radio module. Add
the device manually and select the 'programmable’

checkbox
Damaged radio module
The radic module might be damaged. Click the
'Recover' button to launch the recovery tool,
Recovery
[ Retry ] [ Cancel ]

You can also use the Add a radio module dialog to add programmable radio modules. See Add a

programmable radio module.

For more information, see Local radio modules and Radio module information panel.

Add a programmable radio module

Some radio module variants are programmable, which means they are able to run applications
written in C. Normally, they are known as Programmable XBee modules and can be identified by a
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part number ending in B on the back label.

XBee-PRO modules are often confused with Programmable XBee modules. The -PRO suffix
does not mean that the module is programmable.

To add a programmable radio module:

1. Click the Add a radio module button & from the toolbar. The Add a radio module
dialog opens.

Add a radio module
Select and configure the Serial/USE port where the radio

module is connected to.

(@ Select the Serial/USB port:

T COML Communications Port -

COMB  USB Serial Port F
) COML3  USE Serial Port |

g COM3 Intel(R) Active Management Technology - .. i ‘

= COM14  USE Serial Port

-

Refresh ports

() Provide a port name manually:

BaudRate 9600 &
Data Bits: |8 - |
Parity: [Nene - |
Stop Bits: |1 -
Flow Control: |None - |

[ The radio module is programmable.

Set defaults

| Finsh || Cancel |

2. Select the serial port to which the radio module is connected (or enter its name manually) and
configure the serial settings of the port.

Check the My radio module is programmable setting.
4. Click Finish.
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5. Reset your radio module when prompted. The module appears in the device list.

Mame:
Function:

Z B Port:

MAC

For more information, see Local radio modules and Radio module information panel.

Discover local radio modules

: SERIAL BYPASS b4
: ZigBee Router API

i)
: COMI14 - 115200/8/MN/1/N - API1
: 0013A200407216F3

Discover local radio modules

XCTU can discover radio modules that are connected directly to your computer. You can use the

discovery tool if you don't know the serial configuration of your radio module, don't know the port it is
connected to, or want to add multiple modules at once.

1. Click the Discover radio modules button [ E on the XCTU toolbar. The Discover radio

modules dialog box opens.

Select the ports to scan

Select the USB/Serial ports of your PC to be scanned when discovering
for radio modules.

Select the ports to be scanned:

comL
com3
COMB
W COMIL3
W COML4
@ COMI6

Coemmunications Port

Intel(R) Active Management Technology - SOL
USE Serial Port

USE Serial Port

USB Serial Port

USE Serial Port

Refresh ports

< Back

Select all ] [ Deselect all

@

2. Select the serial ports you would like to scan for radio modules. Click Next.

XCTU User Guide
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3. Select any port parameters you would like to include in the search process.

Discover local radio modules

Note XCTU displays estimated discovery time in the Set port parameters dialog. Adding more
port parameters to the search increases discovery time.

Set port parameters

Cenfigure the Serial/USE port parameters to discover radic modules,

Q

Estimated discovery time: 00:10

Baud Rate: Data Bits: Parity:
] 1200 & 0 7 Mone
] 2400 ‘5 8 ] Even
[ 4800 [] Mark
9600 [[] Odd
(] 19200 [ Space
[C] 38400 -
Stop Bits: Flow Control:
1 None [ Select all |
B 2 [] Hardware
] Xon/Xoff ’ Deselect all l
| Setdefaults |

Finish | | Cancel

XCTU User Guide
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4. Click Finish to initiate the discovery scan.

A new dialog opens, displaying devices found and estimated time remaining. You can click Stop
to halt the discovery process at any time. For example, you can stop the process if the modules
you were looking for are already found.

Search finished. 2 device(s) found

2 device(s) found | Qstop |

Devices discovered:

Port: COMB - 9600/8/N/1/N - APT1
Mame: ULTROM
MAC Address: 0013A20040A9E858

Port: COMI13 - 9600/8/MN/1/N - API1
Name: HULKBUSTER
MAC Address: 0013420040A9E818

Select all Deselect all

Your device was not found? Click here

Cancel Add selected devices

5. Select the box next to the module(s) you want to add to your device list and click Add selected
devices. The modules appear in the device list.

: ULTROM »
: ZigBee Router API

i
: COMBG - 9600/8/N/1/H - APIL
: 0013A20040A9E85B
: HULKBUSTER ¥
: ZigBee Router API

i
: COMI13 - 9600/8/N/1/H - API1
: 0013A20040A9E81E

For more information, see Local radio modules and Radio module information panel.

Radio module information panel

Local radio modules appear as big buttons in the modules list. Each module displays identifying
information about itself.
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: ULTROM »
: ZigBee Router API

: COMB - 9600/8/M/1/N - API1 <@
: 0013A20040A9E85B v

To work with a radio module, you must select it from the list of devices. When you hover over a
module, the background color changes to yellow.

Selecting a radio module refreshes the contents of the working area, displaying the information or
actions you can perform on the selected module. The contents of the working area depend on the
active working mode.

Module Icon

An icon on the left side of the information panel identifies the module type and protocol.

Icon Module type | Protocol
XBee ZigBee
E ZB
XBee DigiMesh (Digi's proprietary protocol)
E DM
XBee 802.15.4
XBee Point-to-multipoint
£
XBee Smart Energy
E SE
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XBee

ZN

XBee

XBee

XTend

XTend

I XLR

XLR Module

XBee

XCTU User Guide

ZNet

Wi-Fi

XStream Compatibility

XTend native

DigiMesh (Digi's proprietary protocol)

XLR-PRO native

XLR Module

SX

Radio module information panel
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XBee Cellular

XBee Thread

Each icon may contain a small image in the lower-right corner that identifies the role of that module
within its network:

Icon | Description

Coordinator

@ Router
9 End device

Buttons along the right-hand side of the module information panel perform actions on the selected

module:
Button | Name Description

Remove Removes the radio module from the list of devices. Also removes the
associated communication console and network view of that module.
Removes the local module and any associated remote modules.

Search Discovers remote radio modules in the same network. Dependent on
radio module protocol. Performs an SSID discovery for Wi-Fi modules,
and for any other protocol performs a discovery of remote radio
modules. See Discover remote radio modules and Active scan.

Expand/collapse | Expands and collapses the remote radio modules list.

New firmware indicator

When a radio module is not running the latest firmware version it is able to run, the New Firmware
control displays next to the name label for the information panel.

XCTU User Guide 38



Add radio modules to XCTU Radio module information panel

Name: LOCAL X
Function: XEBEE PRO 202.15.4 =
: - af - %

802 Port: COM15 - 3600/8/MN/1/M - API 1

MAC: 0013A20040A10188

>

This control indicates that there is a newer firmware version that can be flashed in the radio module.
If you click New Firmware, the Update firmware dialog is automatically opened for that radio
module. All of the available firmware versions for the radio module are listed in the dialog.

Remove a radio module

Click Remove * to remove a selected radio module from the list of devices. Removing a module
from the list also disables the associated communication console and network view of the module.

Clicking the Remove button of a remote module removes only that radio module from the sub-
list of remote modules. Click the Remove button of a local module with a sub-list of remote modules
removes the local module as well as all of its remote modules.

Expand/Collapse radio modules list

If the protocol of the radio module is ZigBee or DigiMesh and you have found remote modules in the

same network, you can use the expand/collapse ¥ buttonto expand or collapse the list of remote
modules under the local device.

This button is only enabled for local radio modules.
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Module information box

When you hover over the icon, XCTU displays additional information about the selected module,
including module type, family, protocol, device type, firmware, and hardware.

Module type: xB24-7B

Family: ABEE
Protocol: ZigBee
Device type: Router
Firmware: 2347

Hardware: 019

Organize your modules

The Radio Modules view contains a toolbar with options to manage radio modules in the list. These
options are only enabled when the list contains at least one radio module.

AR Radio Modules @ @ b Q

Find radio modules

Click the Find radio modules button @ to find local and remote radio modules in your list. For
details, see Find radio modules.

Sort radio modules
Radio modules are displayed in the order in which you added them to XCTU. Click the Sort radio

modules list button @ 7 to sort radio modules by name, function, serial port, or MAC address. Or
you can select a specific device and move it up/down in the list.

The sorting feature affects both local and remote radio modules.

Clear radio modules

Click Clear radio modules list 0 to remove all discovered modules from the radio modules list.
For more information, see Local radio modules and Remote radio modules.

Discover remote radio modules

You can execute a discovery process to locate remote radio modules in the same network as the local
(selected) module. To discover remote modules:

1. Select a module from your device list. If you do not have any modules in the list, see Add a radio
module manually or Discover local radio modules.
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2. Click the Discover radio nodes in the same network button @ . As XCTU discovers new
remote radio modules, they appear in the discovery process dialog box.

Discovering other radio modules in the network.

! —
Waiting for remote devices to answer...

2 new device(s) found

New remote devices discovered:
Mame: HULKBUSTER

MAC Address: 0013A20040A5E818

Mame: HULK
MAC Address: 0013A20040A9E805

Select all Unselect all

| Concd | |Addselected devices

3. Click Stop to halt the discovery process at any time.
4. Check the box next to the module(s) you want to add to your device list and click Add selected
devices. The discovered remote modules appear in the list of remote modules.

Name: ULTRON %
Function: ZigBee Router AP] -
Port: COMG - 9500/8/N/1/M - API1 &
MAC: 0013A20040A9E35B A
2 remote modules x

MName: HULKEUSTER

A z Function: ZigBee Router API X
R MAC: 0013A20040ASES18
Name: HULK
Function: ZigBee Coordinator AP] b 4

- MAC: 0013A2004040E2805

XBee Wi-Fi modules do not support the remote radio modules discovery feature. Instead, they

can look for access points.

For more information, see Remote radio modules.
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Find radio modules

To find local or remote radio modules, you must have already discovered the network they are on. You
can then use the Find radio modules search box to find radio modules by MAC address, name, network
address, and other search expressions.

1. Onthe Radio Modules toolbar, click the Find radio modules @ button.
The Find radio modules search box appears.

Find radio modules
Bl | )

2. Enter your search expression to find one or more modules.

For a list of search prefixes and wildcards, as well as sample searches, see Search expressions.

3. Press Enter.

The background color of the search box and search icon indicates status. Yellow indicates
matches found by XCTU, and red indicates no matches. Modules found along the list are also
highlighted in yellow.

i Radio Madules @ @ ¥ 0

Find radie modules

Name: ULTROM b i S
Function: ZigBee Router API Bl neHuk &
Port: COMG - 9600/8/N/L/M - Avax
MAC: 0013A20040A9EB5E A
" 3 remote modules e

Name: HULKBUSTER

Z' Function: ZigBee Router API *®
R MAC: 0012A20040A9EE1E
Name: HULK
ﬁ,_ Function: ZigBee Coordinator API X
- MAC: 0013A20040A9E805
) Name: BLACK WIDOW
, Function: ZigBee Router API X
o MAC: 0013A20040A9EE5D

Search expressions

You can enter the following search prefixes in the Find radio modules dialog box.

Search prefix Search by

MAC: (or no prefix) A MAC address
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Search prefix Search by

SH: Serial Number High

SL: Serial Number Low

NI: Node Identifier (only available in 802.15.4 and DigiMesh)

MY: 16-bit Network Address (only available in 802.15.4 and ZigBee)

You can also use a wildcard if you do not want to specify the entire parameter or if you want to find
more than one node.

*

any string
? any character
\ escape for literals (i.e. *,?,0r\)

Sample searches:

m To search for a module with node identifier (NI) "NODE1" and network address (MY) 0831,
enter

NI:NODE1l, or MY:0831
m To find all nodes whose MAC starts with 00 and ends with B, enter

MAC:00%B
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This section describes how to use Configuration working mode to configure your modules and change
application settings once you have added a radio module or modules to your list of devices.

Configuration working mode ... .. ... .
Read radio module configuration .. ... .. . .
Write module settings . il
Load default firmware settings ... ..
Update firmware ...
Work with configuration profiles ... ...
Search for a firmware setting ... ..
Configure remote modules securely . ... ... .. .
Configure a Wi-Fi @access POiNt ... .o .
Enable and configure Bluetooth ... .. . . i
View firmware release Nnotes ... . ..
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Configuration working mode

When you launch XCTU, Configuration working mode opens as the default operating mode.

The Configuration working mode allows you to configure any radio module that has been added to
your device list. When you select a module from the list, XCTU loads the firmware information of the
selected radio module and displays the firmware settings in the working area. It automatically reads
the values and fills in the fields.

Configuration toolbar

The Configuration toolbar presents the configuration actions you can perform with the selected radio
module and firmware settings.

42 1 ]
'Q a‘b& Iﬂ b ‘?‘ n Q, Parameter n A

TERTTYY

Read Write  Default Update  Profile

uon e osspion

Read module Reads the firmware settings for the selected radio module.
« settings

Write module Writes new firmware values to the selected radio module.

2N\ settings
g "

Load default Loads the default firmware values on to the selected radio module
! firmware but does not write them.
Iﬂ settings
Update Opens the Update the radio module firmware dialog, displaying
firmware available compatible firmware for the selected radio module.

n!’...
I
TEETTTY
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uon e oespon

Load/save Opens the Load configuration profile or Save configuration
configuration profile dialog.

‘O' profile

o Search Enables you to search firmware settings by AT parameter.

Expand/collapse | Expands or collapses all firmware settings sections.

:I —-I settings

Firmware information panel

The firmware information panel is located below the Configuration toolbar and displays information
about the firmware running in the selected radio module.

Product family: XBP24EZ7 Function set: ZigBee Router API  Firmware version: 2347

Firmware settings

XCTU displays firmware settings of the radio module below the firmware information panel. They are
divided into sections or categories with a short description in each. Read-only settings are displayed
with a gray label.
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* Networking
Change networking settings

i ID PANID D161 ($X*]
i SC Scan Channels 7FFF Bitfield 06
i SD Scan Duration 3 exponent G 9

i ZS ZigBee Stack Profile 0 (SX 2]
i NJ Mode Join Time FF %1 sec 9 9

i NW Network Watchdog Timeout 0 x1 minute 06
i IV Channel Verification ’Enabled 1] v] ‘ e G
i JN loin Motification ’Disabled [0] "] 9 G
i OP Operating PAN ID 0 @
i OI Operating 16-bit PAN ID FFFF e
i CH Operating Channel ] G

S

i  MNC Mumber of Re...ing Children C

The following table provides descriptions for the setting controls.

Feaompon

Information
button i |SD Scan Duration 3 exponent 9 O

Clicking the information button displays a short description of the setting, including
the default value and the valid range, if the setting is numeric.

i SD 5can Duration 3 exponent '8' G

Range: Ox0 - 0x07 (Default: 3)

Set/read the Scan Duration exponent. The exponent configures the -
duration of the active scan (PAN scan) on each channel in the SC

channel mask when attempting to join a PAM. 5can Time = 5C* (2 *

S0 *15.36ms. (SC=% channels) =

AT Displays the associated AT parameter of the setting. Some settings, such as actions,
parameter may not have an associated AT parameter.

In the example above, the AT parameter is SD.

Setting Displays the name of the setting.

name
In the example above, the setting name is Scan Duration.
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g ompon

Setting Contains the text box or combo box where the setting value must be entered or
configuration = configured. You can hover over the text box of a numeric setting to display the valid
control range for that setting. Always enter numeric values in hexadecimal format (without

the '0x' prefix), unless the hover text indicates that an ASCII value is required.

If the setting is configured with an invalid value, an explanation for the error
appears.

Value out of range. Valid range is 0x0 - 0x07

Set/read the Scan Duration exponent. The exponent configures the A
duration of the active scan (PAM scan) on each channel in the 5C

channel mask when atternpting to join a PAN. S5can Time = 5C* (2

S0 *15.36ms. (SC=# channels) =

Units label Displays the units of measure for that setting. Not all settings have a units label.
In the example above, the unit is exponent.

Value . :
calculator i SC Scan Channels 7FFF Bitfield S0

icon Clicking the value calculator icon launches a time or bitfield calculator for numeric

settings that are difficult to compute. The content of the calculator panel depends
on the setting.

Bitfield calculator

15 14 13 12 11 10 09 Of

P | Byte1: | O RIS R0 | 0| 1N |
Time calculator e SR :

0OF 06 05 04 03 02 01 0O
Time (ms): | 6000 ByteO: (1 ]2 ]2 ]1 |2 (3]21]|1
Hex: value: | 3C iWE T

Refreshand  Clicking the refresh button or write button () allows you to read or write the

write value of the setting. Some settings, such as the read-only settings, do not have a
buttons .
write button.
Setting status

XCTU delineates the status of each setting with background color and/or the color of a triangle
located next to the setting value. These are the possible statuses of a setting:

Green triangle The value of the setting has changed but it has
‘ not been written in the radio module yet.
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Setti

modules Configuration working mode

Blue triangle The value of the setting is written in the radio
module but is different from the default value.

Gray background The value of the setting is written in the radio
module and matches the default value.

Yellow background Indicates that the setting is highlighted
because it has been found using the Search
parameter control.

Red background The value of the setting is not valid.

ng types

There are different kind of settings that you can configure in a radio firmware. Depending on the
setting type they display different controls and options.

Numeric settings: These settings must always be configured with a numeric value in
hexadecimal format (without the '0x' prefix). Hovering over the text box of a numeric setting
displays the valid range for the setting. There are several types of settings:

i NJ Node Join Time FF x1 sec 6

Text settings: Text settings are very similar to the numeric settings, but they can be
configured with hexadecimal or ASCII characters. If you hover over the text box of a text
setting, a dialog displays the minimum and maximum characters and whether they must be an
ASCII or hexadecimal value.

i NI Mode Identifier BLACK WIDOW ‘ 8 @'

Combo settings: A combo box displays all the possible values of the setting with symbolic text,
to help you to choose the correct option.

i BD Baud Rate 9600 [3] '] 9 @

Read-only settings: These settings cannot be modified. They can only be read from the radio
module and their values are displayed in a label.

i OP Operating PAMID 0 @

Action settings: These settings can be neither read nor written. The main purpose of the
action settings is to execute a task or process in XCTU that implies some interaction with the
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radio module. To learn more about the Action settings see the Special functions topic.

i Active Scan Active Scan

Special functions

Some settings within XCTU cannot be read or written. Instead, they execute tasks or processes in
XCTU related to interaction with the radio module. The processes that these settings execute are
called special functions. At this time, XCTU has two special functions: Active scan and Bluetooth
Authentication.

Active Scan

The Active Scan function discovers and configures the access point for an XBee Wi-Fi module.

i Active Scan Active Scan

When you click the Active Scan button, XCTU reads the SSID configuration of the Wi-Fi module. If the
module has an SSID already configured, you need to clear the configuration and perform a new SSID
discovery. If the SSID configuration is empty, the nearby SSIDs are displayed in a new dialog.

Select the access point to connect,

S5ID name Link Mar... Security Channel Quality
T OMOLATF 24 WpaA2 1 48%
N Buffalo_AG300H_Open_... 19 Open 1 38%
T DAP-GUEST 15 WPA 1 30%
S IonRouter? 11 Open 7 22%
i WLAN_DGEA 14 WPA g 28%
S WLAN_5B 6 WEP 9 12%
F  roam_bg 30 WpaA2 10 60%

|

Refresh list

Access Point settings

Enter the password for the selected access point.

[¥] Save the SSID configuration in the module,

Connect Cancel

The dialog displays all the nearby access points as well as their security protocols and signal quality.
Select the Access Point you want the Wi-Fi module to connect to and, if necessary, configure the
password of the Access Point. The Access Point settings also have a check box that allows you to
permanently save the SSID configuration in the Wi-Fi module. If you uncheck this option, the next time
you reset the module the SSID configuration is cleared.
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Click Connect to connect the Wi-Fi module to that Access Point and refresh the settings of the radio
module.

Enable BLE and configure the BLE password

The Bluetooth Authentication function allows you to configure the security parameters of your XBee
device with Bluetooth Low Energy (BLE) support. This step is mandatory if you want to enable
Bluetooth on the module.

i Bluetooth Authentication Configure

XBee BLE security is based on the Secure Remote Password protocol. When you click the Configure
button, XCTU displays a dialog asking you to either:

1. Type a password, which you are asked for when you connect to the XBee via Bluetooth Low
Energy.

2. Enter arandom salt and a password verifier generated from a password and that salt (as
specified in the SRP protocol).

CAUTION! Only use the advanced configuration if you are familiar with the SRP protocol. You
& must know the password which originated the verifier since you will be asked for it when you
connect to the XBee via BLE.
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(®) Basic configuration

i Password: || £

() Advanced configuration
i alt 86831928 E’]

i Verifier | 43D61E546A7204D1BEEI37EBBOSDS748FSFFES | [T
OEDD72A2288B4894A08D24D25DECFETCCIELFE
AD73D3B2E14A67DBDGE61730CI4630801DA2242
AEABD4F 2CDAFICB68ECBAGRE21724EDB66165E
BA2E14@A73DA2ACDBFE7DA2C6C15262E141901
D18697ED18F29798C93ECED321D37@EICB53ET
BSEDE22268B8451AF4B9ES@EGDAS

A Mote that you must know the passwoard which ariginated this verfier,
Connecting to the XBee wia BLE requires the known password,

QO Cancel

When you enter the password or the salt/verifier combination, click OK to save the settings to the
module.

For more information about Bluetooth security, see the user guide for your XBee device.
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Read radio module configuration

You can refresh a radio module's firmware settings once you have added the module to your device
list. To read a module's configuration settings:

1. Switch to Configuration working mode Q'

2. Select a radio module from the device list. XCTU displays the current firmware settings for that
module.

If the selected module is remote and the Remote AT Command password (KZ) is set, you
may be asked to enter that password in order to access the module configuration.

4
3. From the configuration toolbar, click the Read module settings button to refresh the
selected radio module's firmware settings.

Write module settings

You can configure a radio module's firmware settings once you have the module to your device list. To
configure a radio module:

1. Switch to Configuration working mode 'I:}

2. Select a radio module from the device list. XCTU displays the current firmware settings for that
module.

To refresh the selected radio module's firmware settings, click the Read module settings
4=,
button ™ on the configuration toolbar.

If the selected module is remote and the Remote AT Command password (KZ) is set, you
may be asked to enter that password in order to access the module configuration.

3. Change the value of the setting or settings to be configured.

/\
4. Click the Write module settings button 7 towrite any newly configured firmware values to
the module.

Load default firmware settings

You can load default radio firmware settings in a module in your device list.

1. Switch to Configuration working mode 'I:}

2. Select a radio module from the device list. XCTU displays the current firmware settings for that
module.

3. Onthe Configuration toolbar, click the Load default firmware settings button i t6 |oad the
default values established by the firmware.

4, Firmware settings are loaded but not written to the radio module. In order to write them in

/\
the module, click the Write module settings button ¥ on the toolbar.
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Update firmware

You can use XCTU to update a module's radio firmware.

1. Switch to Configuration working mode Q‘
2. Select a radio module from the device list.

3. Click the Update firmware button = . A dialog box appears displaying the available and
compatible firmware for the selected module.

3% Update firmware O

Update the radio module firmware

>
Configure the firmware that will be flashed to the radio module, A A
TTTYTITY

Select the product family of your device, the new function set and the firmware version to flash:

{i?} Product family Function set Firmware version
802.15.4 TH PRO
DigiMesh 2.4 TH PRO 405F
W 405E
4059
4055

Can't find your firmware? Click here Wi Felease Flotes

Force the module te maintain its current configuration, Select current

4. Choose the firmware family, function, and version.

If you do not remember the firmware version that is currently installed in your radio
module, click Select current to automatically select it.

5. Click Update. A dialog box displays update progress. You can click the Show details button to
view a detailed progress log, and Hide details to hide it.

During the firmware update process, XCTU attempts to obtain the module information
again, as some critical settings such as the operating mode could have changed. If the
Maintain current module configuration setting is checked, XCTU writes the old configuration
to the module and then reads the setting's values.
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Cellular modem firmware updates

When you update the firmware of an XBee Cellular module, XCTU may need to update the modem
firmware. This process is completely transparent, but note that XCTU requires an Internet connection
to download the modem firmware.

The system prompts you for confirmation when the module requires a modem firmware update,
as this process may take up to 30 minutes.

Remote firmware updates

You can use XCTU to perform firmware updates on remote modules because once you add a remote
module to XCTU's device list, the update process is exactly the same whether you are updating a local
module or a remote module. To perform a remote firmware update, the local module must be working
in API or API escaped operating mode.

Remote firmware updates can be performed on the following radio modules:

m XBee/XBee PRO SX

= XLR Module

m XBee/XBee PRO 802.15.4 (S2C module versions only)

m XBee/XBee-PRO DigiMesh 2.4 (S2C module versions only)
m XTend RF Module Family (SX module versions only)

= XLR PRO Radio Solution

m XBee/XBee-PRO ZB and Programmable XBee-PRO ZB

m XBee/XBee-PRO ZB SMT and Programmable XBee-PRO ZB SMT
m XBee-PRO 900HP and Programmable XBee-PRO 900HP
m XBee 865LP and Programmable XBee 865LP

m XBee 868LP SX

m XBee3 (Zigbee, DigiMesh 2.4, and 802.15.4)

If something goes wrong during an over-the-air firmware update on a remote module—for
example, communication is lost because the remote device is disconnected—you must perform a
manual recovery. See Recover a radio module.

Bootloader updates

Some firmware versions require a specific bootloader version in order to work properly. The
bootloader is the software running in the module that, among other things, launches the firmware as
soon as the module boots.

The bootloader update takes place during the firmware update process. If the firmware to be flashed
requires a bootloader update, XCTU updates the bootloader first and then the module's firmware.

The system prompts you for confirmation when the firmware requires a bootloader update, as
this process erases the configuration of the module. You must accept it in order to continue with the
firmware update process. If you decline the bootloader update, the overall firmware update process is
canceled.
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Work with configuration profiles

A configuration profile is a snapshot of a specific radio firmware configuration, including firmware,
settings values and other configuration information. XCTU allows you to create, inspect and and apply
configuration profiles to the radio module. This feature is useful in a production environment when you
need to set the same parameters on multiple radios.

These are the actions that XCTU allows you to perform related to configuration profiles:

m Create a configuration profile
m Apply a configuration profile

m Load and edit a configuration profile

Create a configuration profile

You can create a configuration profile from two different places within XCTU. You can either create a
profile based on the configuration of an XBee device or create a profile from scratch.

Create a profile based on the configuration of an XBee device

The first way to create a profile is to create a representative model upon which to base the
configuration profile and then save the profile. To do this, you need to have a radio module added in
XCTU.

You only need to configure the values; it is not necessary to write the settings to the module.

To do so follow these steps:

1. Switch to Configuration working mode 'I:I'

2. Select a radio module from the device list.

3. Configure the radio module with your desired values.
4

. Click the Configuration profiles drop-down menu on the Configuration toolbar and select
Save configuration profile.

i
" -

Profile

ﬁ Load configuration profile

E Save configuration profile

5. Create profile wizard displays.

Create a new profile from scratch

It is also possible to create a new profile without any pre-configured firmware or settings. To create a
new profile from scratch:
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1. Launch the Profile editor tool by selecting Profile Editor from the Tools drop-down menu on
the main toolbar.

2. Click the Create button from the toolbar. The Create profile wizard displays.

In either case, the Create profile wizard displays. Follow the steps provided there to create the
configuration profile.

m Create profile wizard

Create profile wizard

The Create profile wizard allows you to create a new configuration profile to be used later in XCTU or
other XBee management applications. You can access this wizard either from the Profile editor tool
or from the toolbar of the Configuration working mode view. See Create a configuration profile for
more information.

Once the wizard is open, follow these steps to configure and create a new configuration profile:

1. Inthe first page of the profile you can set the profile description and the configuration
features:

a. Flash radio firmware. With this setting you can decide if the profile will flash the
firmware in the XBee module or not. If you check it you can choose one of the
following flash options:

i. Flash if firmware is different. Firmware is flashed in the module only
if the firmware version that the module is running is different from the
one specified in the profile.

ii. Flash always. Firmware is always flashed regardless of the version
running in the device.
b. Reset module to factory defaults before applying settings. Check this option if
you want to reset the XBee module to its default values (equivalent to send an RE
command) before configuring the firmware parameters.

c. Flash a file system. With this setting you can attach a file system to the profile
that will be transferred to the XBee module when applying the profile.
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&% Create a profile O X
Set the profile configuration O
Provide a description and cenfigure the profile contents. ‘
-

Profile configuration:
Flash radio firmware
(®) Flash if firmware is different
() Flash always
[[] Reset module to factory defaults before applying settings
[C]Flash a file system

Profile description:

< Back Mext » Create profile Cancel

2. Click Next to configure the XBee firmware of the profile. Choose the desired firmware
selecting its corresponding properties:

a. Product family of the firmware.

b. Function set that determine the functionality of the firmware (mode of operation,
special sensor and adapter settings, and so forth).

c. Firmware version. The most recent firmware version appears at the top of the list.
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F% Create a profile O X
Select the XBee firmware O
Select the XBee firmware product, function and version for the profile, ‘
-

Select the firmware of the profile:
@ Product family Function set Firmware version

~ | [Hopping

X09-019 Hopping - Advanced RF Modes
X¥24-009
X24-019
XB24
XB24-B
XB24-DM
XB24-5E
KB24-WF
XB24-7B
KB24C
XB24CSE
XB2B-WF
XB3-24
XB3-DM
XB8-DP
XBAX-DM
XBIX-DM
XBOXT
KBIXT-DM
XBPOS-DP
¥RDNA-NAA v

Can't find your firmware? Click here Ve B een e

Cellular firmware

Attach Cellular modem firmware

< Back Next = Create profile Cancel

If you accessed the wizard from the Configuration working mode, the firmware should already
be selected with the firmware that the XBee device is running.

3. Click Next to configure the XBee firmware parameters. This page displays all the firmware

settings split in categories. Each configurable setting has a checkbox at the left side. Check
and edit the value of those settings you want to be configured by the profile.
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&% Create a profile O x

Configure the XBee firmware settings
Choose and configure the parameters of the XBee firmware to be set in the profile. ‘ a
-

'
L Q [panme ] F1 71

Default
~ MNetworking ()

Any applied changes to this section will cause the node to reinitialize its network

connection.

[0 i CEDeviceRole Join Network [0] v ©

O i ID Exended PANID [0 | @

O i ZS Zigbee Stack Profile [0 RN H)

[0 i CRPAN Conflict Threshold |3 | ©®

D i NJ Node Join Time x1sec @

[ i NW NetworkW.gTimeout [0 |x1minute (Y]

O i IV Coordinator Verification Disabled [0] V @

O i JN Join Moetification Disabled [] ~ @

O i DO Device Optiens Bitfield @

M i DCloining Device Controls [0 | Bitfield (]

* Operating Network Farameters v

< Back MNext = Create profile Cancel

If you accessed the wizard from the Configuration working mode, the firmware settings
should be already checked and selected with the ones configured in the XBee device.

4, Click Next to set a file system to the profile. If the profile is configured to attach a file system
(first page of the wizard) you can specify it here using the Browse button.
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&% Create a profile O ¥
Attach a file system o
Select a folder containing the file system to be flashed with the profile. ‘ [ ]
-
File system folder:
| Browse...
File system contents:
< Back Next » Create profile Cancel

5. When you have all the profile parameters configured, click Create profile to open the save file
dialog.
6. Select the destination path and click Save to create the profile.

Apply a configuration profile

Follow these steps to apply a configuration profile to an XBee device:

1. Switch to the Configuration working mode 'ﬁ'
2. Select a radio module.

3. Click the Configuration profiles 2 drop-down menu on the Configuration toolbar and select
Apply configuration profile.
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9,
‘:' =

Profile

ﬁ Load configuration profile

H Save configuration profile

An Open file dialog appears, asking for the configuration profile file to load.

4. Locate the configuration profile (an XPRO file) and click Open. Depending on the firmware
compatibility with your radio module and the firmware flash action configured in the profile, a
dialog box may appear:

m [f the firmware of the configuration profile does not match the firmware running in the radio
module but is compatible with the module and the profile is configured to always flash the
firmware or flash when it is different, click Yes to update the module's firmware so the profile
will load correctly.

'9' The firmware corresponding to the specified profile does not match with the

firmware currently running in the selected radio module.

Do you want to update the firmware of the radic module and load the profile
settings?

Yes Mo

m |f the firmware of the configuration profile is not compatible with the radio module, click Yes to
open the profile in the Profile editor tool.

The firmware corresponding to the specified profile is not compatible with the
selected radic module.

Do you want to open it in the Firmware Explorer tool?

S

m [f the firmware of the configuration profile matches the firmware running in the radio module
but the profile is configured to always flash the firmware, click Yes to update the module's
firmware so the profile will load correctly.
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e The firmware corresponding to the specified profile matches the firmware currently
running in the selected radio module, However, profile is configured to always flash
the radio firmware.

Do you want to update the firmware of the radic module and load the profile
settings?

m [f the firmware of the profile you are loading and the firmware running in the radio module
match or the profile is configured to don't flash the radio firmware, XCTU applies the settings
saved in the profile to the radio module.

Load and edit a configuration profile

This topic explains how to load a configuration profile to inspect and modify it using the Profile
editor tool. For an explanation of how to apply a configuration profile in a module, see Apply a
configuration profile instead.

Follow these steps to load and inspect a configuration profile:

1. Launch the Profile editor tool by selecting Profile Editor from the Tools drop-down menu

RS - .
on the main toolbar.

2. Click Load from the toolbar.
Look for the configuration profile (xpro extension) you want to load. Click Open.
4. The Profile editor tool loads the profile information and displays it along the different tabs of
the view:
a. Configuration. Contains the configured profile features and description.

b. XBee firmware. Displays the product family, function set and version of the
firmware corresponding to the profile.

c. Firmware settings. Contains the list of firmware settings configured for the profile.
d. File system. If the profile is configured to include a file system, this tab displays its
structure.

If you want to modify the firmware, change any setting you want and click Save. You can then choose
between one of the following Save options:
= Save profile. Overwrites the loaded profile.

= Save as new profile... Allows you to save a new profile with the changes made in the loaded
one.

Search for a firmware setting

The configuration toolbar includes a search box. To search for a firmware setting in the list of settings,
search for the AT parameter associated with the setting. If the setting is found, it is highlighted in
yellow.
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A

e
TEITTTY

Write Update
i MY 16-bit Metwork Address

i DH Destination Address High

i DL Destination Address Low

i NI ModeIdentifier

i NH Maximum Hops

Configure remote modules securely

o - N—
FFFE S -
0 00
0 00
4906
30 O 6|

+1 =1

BLACK WIDOW

Configure remote modules securely

Some new firmware versions allow you to add an extra protection layer to encrypted networks in
order to prevent an intruder from hijacking a module and making changes in the network. This feature
requires you to enter a pre-configured password every time you want to configure a remote module.

To learn more about this feature and how it works, refer to the user guide for your XBee module.

To enable the secured remote configuration, set a password with the KZ parameter. To do so, enter
the old password ('0' by default), followed by a blank space and the new password. For example, if
your password is "1234" and you want to change it to "7a$b3I1", you should enter:

1234 7a$h311

After the password has been set, Password required dialog appears when you try to configure a
remote module and the password is set on your local one (KZ is not set to '0'). The same dialog
appears if you perform a range or throughput test with a remote module.

You must enter the password and click OK before you can configure the module.

& Password required

Enter the password to proceed with the secure remote communication:

*

Password: | |

Cancel

Configure a Wi-Fi access point

The Active scan special function discovers and configures the access point for the XBee Wi-Fi module.
The feature is only enabled for Wi-Fi modules.
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1. Switch to Configuration working mode Q‘
2. Select a Wi-Fi-enabled radio module from the device list.
3. Click the Active scan button. XCTU reads the SSID configuration of the Wi-Fi module.

i Active Scan Active Scan

m |f the module already has an SSID configured, click Yes to clear the configuration and
perform a new SSID discovery.

| The XBee Wi-Fi module already has an access point configured,

Do you want to clear it and configure a new access point?

m [f the SSID configuration is empty, XCTU displays all nearby access points as well as
their security protocols and signal quality.

Select the access point to connect.

S5ID name Link Mar... Security Channel Quality
Sy OMO1ATF 24 WPAZ 1 48%
-\':\\-, Buffalo_AG300H_Open_.. 19 Open 1 38%
S DAP-GUEST 15 WPA 1 0%
M IonRouter7 11 Open 7 22%
S WLAMN_DGEA 14 WPA & 28%
S WLANSE 6 WEP g 12%
S5 roam_bg 30 WPAZ 10 60%

Access Point settings

Enter the password for the selected access point.

Save the 5510 configuration in the module.

Connect Cancel
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4. Select the SSID you want the Wi-Fi module to connect to.
For S6 Wi-Fi modules, the table displays the following fields:

Field Description

SSID name | Name of the access point
RSSI (dBm) | RSSI of the access point (negated hex value)
Security Security type of the access point

Quality Link quality (based on the RSSI) with the access point

For S6B Wi-Fi modules, the table displays the following fields

g oepuon

SSID name Name of the access point

Link margin (dBm) | Signal strength in dBm above sensitivity

Security Security type of the access point
Channel Channel number in use by the access point
Quality Link quality (based on the link margin) of the access point

If necessary, enter the password of the access point.

If you would like to retain the SSID configuration for future use, check Save the SSID
configuration in the module.

7. Click Connect to connect the Wi-Fi module to that access point and refresh the settings of the
radio module.

Enable and configure Bluetooth

Some of the latest XBee3 modules support Bluetooth Low Energy (BLE) as an extra interface for
configuration. If you want to use this feature, you have to enable BLE. You must also enable security by
setting a password on the XBee device in order to connect, configure, or send data over BLE.

Before you begin, you should determine the password you want to use for BLE on the XBee device and
store it in a secure place. Digi recommends a secure password of at least 8 characters and a random
combination of letters, numbers, and special characters. Digi recommends using a security
management tool such as LastPass or Keepass for generating and storing passwords for many
devices.

The salt and verifier values are calculated when you set your password.

1. Switch to Configuration working mode ﬁ'
2. Select a BLE compatible radio module from the device list.
3. Select Enabled[1] from the BT Bluetooth Enable command drop-down.
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i BT Bluetooth Enable Enabled [1] w 9 Q

4. Click the Write setting button . The Bluetooth authentication not set dialog appears.
5. Click Configure in the dialog. The Configure Bluetooth Authentication dialog appears.

6. Type a password or a salt/verifier combination (as specified by the Secure Remote Password
protocol—only for advanced users). When you connect the XBee device via BLE, it asks for this
password (or the one that generated the verifier).

(®) Basic configuration

i Password: || L O 2

() Advanced configuration
86831928

43D61E540AT7264D1BB6937EBBABD5746F5FFB5
SEDDY 2A228864894A88024025DECFEVJCCOELIFB
AD73D3B2E14AG7DBDOG1T73BC346308010A2242
AEABDAF2CDAF9CS0BECBAGBEBZ1 7 24EDBBE165E
AZE148AT3DAZACDEFE7DAZCEC15262E141961
D18697ED1BF29798C33ECED321D37OEQCBS3ES
BSEBDE22268B8451AF4B9E9BEGDAS

4 Cancel

7. Inthe Password field, type the password for the device. As you type, the Salt and Verifier fields
are automatically calculated and populated in the dialog as shown above. This password is
used when you connect to this XBee device via BLE using the XBee Configurator app.

For more information about Bluetooth, see the user guide for your XBee device.
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View firmware release notes

XCTU allows you to review the release notes of some of the firmware it hosts.

1. Switch to Configuration working mode ﬁ'
2. Select a radio module from the device list.

3. Click the Update firmware button *= . The Update firmware dialog appears, displaying the
available compatible firmware for that module.

% Update firmware O >

Update the radio module firmware

4
Configure the firmware that will be flashed to the radic module, A A
TTTYITY

Select the product family of your device, the new function set and the firmware version to flash:

@ Product family Function set Firmware version
802.15.4 TH PRO
DigiMesh 2.4 TH PREO 405F
W 405E
4059
055

Can't find your firmware? Click here Viow Relense hiotas

Force the medule to maintain its current configuration, Select current

4. Select the firmware family, the firmware function, and the firmware version. If the selected

firmware has release notes, the View Release Notes button below the
firmware list is enabled.

5. Click View Release Notes. A new window displays the release notes for the selected firmware.

You can also access the release notes of firmware via the XBee recovery tool and the Firmware
explorer tool.
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This section describes how to use Consoles working mode to communicate with your modules once
you have added a radio module or modules to your list of devices.

Consoles working mode .. .
Connect and disconnect the coNSole ...
Record a console SESSION . ... ..o

Communicate with modules running in APl or APl escapedmode ...............cooooiiiiiiiiiiaa ..

Communicate with modules running in AT mode ... ... oo e
Console log files ... .
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Consoles working mode

E12 B

The Consoles working mode allows you to communicate with radio modules in the device list. When
you click the Consoles working mode button on the toolbar, XCTU displays a tabbed list of consoles
with one entry for each module of the devices list. Each tab is labeled with the name of the radio
module and its physical address (MAC).

If you select a module from the device list, the associated console activates and moves to the front of
the display. Conversely, selecting a console from the working area highlights the associated module in
the device list.

The console type depends on the operating mode of the selected radio module.
m The API Console is used for radio modules working in API or AP| escaped operating mode. See
API console.

m The AT Console is used for radio modules working in AT (transparent) operating mode. See AT
console.

Console status

HULKBUSTER - 0013A20040A9E818B

The icon in the left corner of the console tab displays the following states:

The console is disconnected.

The console is connected.
The console is receiving data.

> The console is sending data.

The text of each tab contains the name of the radio module and its physical address (MAC). This
makes it easy to identify the console corresponding to each radio module.
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Consoles toolbar

All consoles have a common toolbar that allows you to connect or disconnect the console and to
attach or detach it from the working area.

2 @& @ Tx Frames: 0
DTR RTS BRE Rx Frames: 0

N [
s B IS

Open  Fecord  Detach .
Button Name Description
Open Establishes communication with the radio module corresponding to the
‘ console. When the console is connected, the background color of the
2 button changes to green and the text changes to "Close" See Connect and
» disconnect the console.
Close The console is connected. Clicking this button disconnects the module from

the console. See Connect and disconnect the console.

Start Records all incoming and outgoing console data as it is sent or received

recording = and saves to a console log file. The console must be connected to start or
.|‘ stop recording. See Record a console session.

Stop Stops the process of saving any sent or received data. The console must be

recording connected to start or stop recording. See Record a console session.

/7L

Detach Detaches the console from the tabbed working area and displays it in a
E new floating dialog.

Attach Reattaches the console to the tabbed working area.

Line status indicator

The line status indicator displays the status of the RS-232 hardware flow control lines. Dark gray
indicates that the line is asserted, while white indicates that it is de-asserted. You must open the
console connection to display line status and enable line status control.
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— Connection open

|® O O
GA : DTR RTS BRK

[ o & Connection closed
[cTs] [cp | [DsR|| — — =

RE:

You can view and manage the following lines from the line status indicator:

CTS | Cleartosend | Indicates that the connected device is ready to accept data.

CD | Carrier Detects the presence of connection.
Detect
DSR | Data Set Indicates that the connected device is ready for communication.
Ready
DTR | Data Indicates that the terminal is ready for communication.
Terminal
Ready
RTS Readyto Requests that the connected device prepare to receive data.
send
BRK | Break Engages the serial line break. Asserting this line places the DI line high,

preventing data from being sent to the radio.

Console overview

The console overview panel, located on the right side of the toolbar, displays the number of sent and
received frames or bytes.

Tx Frames: 0
R Frames:

Connect and disconnect the console

The first time you open a console, it is disconnected by default.

1. Switch to Consoles working mode.

oy &9

2. Select a radio module from the list.
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R
3. Click the Open button * to establish communication with the radio module corresponding to
the console. The background color of the Open button changes to green and its text changes
to Close.

When the console is connected, all the data traffic of the radio module is captured by the
console and displayed in the corresponding controls.

4. To disconnect the console from the module, click the Close button . The background color
of the button changes to white and its text changes to Open.

Record a console session

In the Consoles working mode, you can record all incoming and outgoing console data as it is sent or
received. XCTU saves this data in a Console log file. The console must be connected to start or stop
recording.

You can also use the Serial console tool to record console sessions. See Serial console tool.

1. Switch to Consoles working mode _..:_I
2. Select a radio module from the list.

o~
3. Click the Open button * to establish communication. The background color of the button
changes to green.

4. Click the Start Recording button ™*. A Save file dialog appears.

5. Specify a destination for the console log file. Data is periodically written to this log file in
comma separated values (CSV) format. See Console log files.

6. Click the Stop Recording button Vi to stop the process of saving sent or received data.

You can use the Load console session tool to load a saved console session at a later time. For
details, see Load console session tool.

Attach and detach the console

You can attach or detach the console from the working area by clicking the Attach and Detach buttons
on the Console toolbar. By default, all the consoles are attached and sorted in tabs.

1. Todetach a console from the working area, click the Detach button El . The console is
displayed in a floating dialog.
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HULKBUSTER - 0013420040A5E81B

e 2

Cloge  Record  Attach
Frames log
D Tirne Length Frame
Send frames
Name Type

BA (] o5

[ ]
DTR RTS BRK

Tx Frames: 0
Rx Frames: 0

O 6 @ @ e Frame details

Send a single frame

(4]

Send sequence

Transmit interval (me): 300
@ FRepeattimes 1

You can detach all the consoles to display them in multiple dialogs. This is useful if you need to
see the traffic for different radio modules simultaneously.

2. Toreattach the console view, click the Attach button (H or close the floating dialog
containing that console.

Communicate with modules running in API or API escaped mode

XCTU uses API frames to communicate with radio modules running in API or API escaped mode. You
can use XCTU's API console to communicate with radio modules running in API or AP| escaped

operating mode. XCTU automatically creates an APl console for these modules when you switch to
Consoles working mode.

API console

The API console allows you to communicate with radio modules running in API or API escaped

operating mode. To display the APl console, switch to Consoles working mode == and select a radio
module configured with either API or API escaped operating mode. For more information, see API
operating mode and API escaped operating mode.

XCTU uses API frames to communicate with radio modules running in APl mode. An AP| frame is an
array of bytes with a specific structure defined by the APl Frame Specifications. For more information,
see AP| frames.
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API console view
HULKBUSTER - 0013A20040A9E818

¢
\J ® O O Tx Frames: 0
w12 ® OO

Fx Frames: 0
Close Record Detach

Frames log DO O O O Fame details

D Time Le.. Frame
Send frames 000 Send a single frame
(%
=
(1
O
Start sequence
Frames log

The Frames log is XCTU's API frames traffic monitor. When API frames are sent or received by the
module, they are added to the Frames log. Depending on whether the frame is sent or received, the
color of the frame fields is blue or red, respectively.
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Frames log 0 e @ @ o
i8] Time Len... Frame -
B 120 10:50:47 452 4 AT Command
4= 11 10:50:47.500 7 AT Command Response
* 122 10:50:47.501 4 AT Command
4 12 10:50:47.550 T AT Command Response
* 124 10:50:47.552 4 AT Command
4 125 10:50:47 600 7 AT Command Response
B 12 10:50:47 602 4 AT Command
* 127 10:50:47 650 4] AT Command Response
W 123 10:50:47 551 4 AT Cemmand
4= 12 10:50:47.700 ] AT Command Response
* 130 10:50:47.702 4 AT Command
4 121 10:50:47.800 T AT Command Response
(w132 10:50:47.801 4 AT Command |E|
&= 133 10:50:47 860 7 AT Command Response —

Button | Name Description

@

0
%

Configure = Opens the Frames filtering configuration dialog.

filters

Load Opens the embedded Load console session tool. For details, see Load console
console session tool.

session

Save Saves the active console session in a Console log files.

console

session

Lock Toggles the scroll behavior of the data box. If Lock scroll is enabled, the
scroll Frames log will not automatically scroll when a new frame is sent or received.
Clear Clears the list of sent and received API frames.

data

The Frames log displays the following properties of the transmitted and received API frames:

Field | Description

Icon

XCTU User Guide

Displays as a right blue arrow if the APl frame is sent, and as a left red arrow if it is
received.
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Fd Lowpin

ID Lists a numeric value given by XCTU to identify the API frame. When the list of frames is
cleared, this value is reset to 0.

Time | Displays the time at which the API frame was sent or received.
Length | Contains the number of bytes of the API frame.

Frame | Displays the APl frame type.

Frame details

Frame details appear next to the APl frames table and display the decoded contents of the selected
APl frame.

Frame details

M AT Command (apr1) i

7E @8 84 88 86 54 58 (D

Start delimiter
7E

Length

o8 a4 (4)

Frame type
@88 (AT Command)

m

Frame ID == |
86 (134)

AT Command

54 58 (TP) -

Send frames

The Send frames section of the APl Console allows you to add, manage, and send an API frame or
sequence of frames.

Button Name Description

0 Add new frame Adds a new API frame to the list of frames to send

@ Edit selected frame | Changes the name or contents of a frame
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T

Remove selected Removes a frame from the list

frame

Move up / move Changes the order of frames in the list

down

Save frames list Saves the list of frames to be used in future sessions or on

another computer

O 0060000

Load frames list Loads a saved list of frames
Clear the list of Clears the entire frames list
frames

The Send sequence dialog contains the following fields:

Field Description

Transmit | Amount of time, in milliseconds, to pause between frames. The minimum value is 0 ms

interval and the maximum value is 60000 ms (1 minute).

Repeat Number of times the sequence should be repeated or sent. By default, this value is 1.
times

Loop Sends the sequence of frames in an infinite loop.

infinitely

Note You can send a single frame (Send selected frame) or the configured sequence of frames (Start
sequence).

Filter sent and received frames

You can filter by sent and received frames in the API console to focus only on specific frames. For both
sent and received frames, you can show any, show all, filter by sender MAC, and filter by frame type.

>
1. Switch to Consoles working mode .
2. Select a radio module configured in API or API escaped operating mode.
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3. Click the Configure filters button 0 in the Frames log area.

Communicate with modules running in APl or APl escaped mode

Frames log O e @ 0 9
] Time Len.. Frame -
* 120 10:50:47 452 4 AT Command
& 11 10:50:47.500 7 AT Command Response
B 12 10:50:47.501 4 AT Command
* 123 10:50:47.550 T AT Command Response
B 1M 10:50:47.552 4 AT Cemmand
4= 125 10:50:47 600 T AT Command Response
* 126 10:50:47 602 4 AT Command
4 177 10:50:47 650 ] AT Command Response
* 128 10:50:47 651 4 AT Command
= 129 10:50:47 700 ] AT Command Response
B 130 10:50:47.702 4 AT Command
* 131 10:50:47 800 7 AT Command Response
W 132 10:5047.801 4 AT Command
4= 133 10:50:47 8a0 T AT Command Response

a L]

The Frames filtering configuration dialog appears.
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s i 3 3 )
Frames filtering configuration %ik.,,*.' & o
Configure the filters that will be applied to the frames log table,

Received frames Frame types
Show received frames
B Select all l ’ Deszelect all ]
@ All received frames
() Received from the following radio modules: 0:00 - TX (Transmit) Request 64-bit address -

0:01 - TX (Transmit) Request 16-bit address
(:07 - Wi-Fi Remote AT Command Request
0:08 - AT Command

0x09 - AT Command Queue

0210 - Transmit Request

011 - Explicit Addressing Command Frame
0x16 - Meta Frame Tx

0:17 - Remote AT Command Request

0:20 - Wi-Fi Transmit Request IPwd

0:21 - Create Source Route

0:24 - Register Joining Device

0x28 - Wi-Fi Put Request

0:2A - Wi-Fi Device Response

0xB0 - R (Receive) Packet 64-bit Address
0xB1 - R¥ (Receive) Packet 16-bit Address
0xB2 - RX (Receive) Packet 64-bit Address IO

1 o nm s an L N S S O ST S O T

m

Q00O

Sent frames
Show sent frames
(@ All sent frames

(71 Sent to the following radio modules:

Q0O

| LoadDefaults | [ 0K || Cancel

4. Configure the filtering options for one or more of the following: received frames, sent frames,
and frame types.

Received frames

When filtering the received frames, you have the following options:

Option Description

Show received Shows/hides received frames
frames

All received frames | Shows all the received frames

Received from the | Shows the received frames by source address and lists the source MAC
following radio addresses that can be filtered. You can add and remove addresses from this
modules list at any time.

To add a new MAC address:
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1. Select the Received from the following radio modules option.
2. Click the Add new item button. A new dialog appears.

3. If any remote devices have been discovered for your local device, you can select the specific
device from the combo box:

Enter the MAC address value of the device

@ Use remote device [UUHA.Z[JU#UAS‘E"CC - ZB-R4-ABRA -

() Other MAC address

[ add || cance |

If no remote devices are discovered for the local device, you can enter the MAC address
manually:

Enter the MAC address value of the device
() Use remote device | 0013A20040A9E7CC - ZB-R4-ABRA

@ Other MAC address | 00:11:22:33:44:BB:CC:0D

| Add || Cancel

4. Click the Add button to add the MAC address to the list:

Recewved frames
Show received frames
(71 All received frames

i@ Received from the following radio modules:

00112233AABBCCDD

Q00

Sent frames

When filtering the sent frames, you have the following options:

opin————omatpton

Show sent frames Shows/hides sent frames

All sent frames Shows all the sent frames
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opion————omatpon

Sent to the following Shows the sent frames by destination addresses and lists the source MAC
radio modules addresses that can be filtered.

Note You can add a MAC address to the list by following the steps in Received frames.

Frame types

When filtering frames by type, you can select or deselect the desired frame types. By default all frame
types but the Invalid frame are selected. You can also use the following buttons:

opton | vsrpion

Select all Checks all the frame types

Deselect all | Unchecks all the frame types

Add an API frame

An AP frame is the structured data sent and received through the serial interface of the radio module
when it is configured in API or AP| escaped operating modes. API frames are used to communicate
with the module or with other modules in the network. For more information, see API frame.

If you want to send an API frame either individually or as part of a series, you first need to create the
AP| frame:

>
1. Switch to Consoles working mode .
2. Select a radio module from the list.
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In the Send frames area, click the Add new frame to the list button e
The Add API frame to the list dialog appears.

e The entered frame is not valid.

Frame name;

frame_0

i Enter the XBee API 1 frame to be added to the list.

E::_ Create frame using 'Frames Generator’ tool

-

Byte count: 0

Add frame H Cancel

Enter a name for the frame.

XCTU User Guide
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5. Create the frame by doing one of the following:
m Enter the byte array of the API frame.

m Click the Create frame using ‘Frames Generator’ tool button to open the Frames
Generator tool. Then, configure the frame and click OK. For more information, see

Frames generator tool.

XBee API Frame generator -.O.' & >
9 One or more API frame fields are not correctly i
configured. ? a

Protocol: ’Eigﬂee v] Mode: IAF‘Il - API Mode Without Escapes v|

Frame type: ’U-HH-B - AT Command v]

Frame parameters:

i Start delimiter TE

i Length

Your generated frame appears in the API frame.

i Enter the name of the XBee API frame to be added to the list.

Frame name;

MI command

£ The specified XBee API 1 packet is correct!

Ei-h Create frame using 'Frames Generator’ tool

7E 88 84 88 81 AE 49 SF -

-

Byte count: &

[ Add frarme ]’ Cancel
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6. Click the Add frame button to add the API frame to the list of frames to send.

Mame Type
@ NI command AT Command

7. Repeat the steps to add additional API frames.

When finished, you can Send a single API frame and Send a sequence of API frames.

Manage API frames

Once you add an API frame to the list, you can perform the following actions. For instructions on
adding a frame, see Add an API frame.

Send frames e @ 9

Mame Type

1B MI command AT Command

0 000
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Edit a frame

1. Select the frame and click the Edit selected frame button @

i Enter the new name of the frame.
Frame name;

MI command

'@ The specified XBee API 1 packet is correct!

@. Edit frame using 'Frames Generator' tool

7E 88 84 88 81 AE 49 SF -

=

Byte count: &

[Apply changﬂ] ’ Cancel

2. Do one of the following:
= Manually edit the frame name and content.

m Click Edit frame using 'Frames Generator' tool to edit the content of the frame within
the tool.

3. Click Apply changes.

Remove a frame
To remove a frame from the frames list, select the frame and click the Remove selected frame

button O

Change the order of the frames list
If your list of API frames contains more than one frame, you can change the order of the frames.

Select an API frame and then click Move up O or Move down 0 to change the position of the
frame in the list.

Save a list of frames
You can save a list of frames for use in future XCTU sessions.

1. Click the Save frames list button @ A Save file dialog box appears.
2. Specify a name and path for the API frames list XML file, and click Save.
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XCTU also saves the sending configuration.

Load a saved list of frames

You can load a previously saved list of API frames.

1. Click the Load frames list button e A Load file dialog box appears.
2. Select the saved API frame list XML file and click Open.

XCTU also loads the sending configuration.

Clear the frames list

To clear the list of API frames, click the Clear list button 0

Send a single API frame

After you have added at least one frame to the Send frames area, you can send a single API frame to
the console's corresponding radio module. For instructions on adding a frame, see Add an API frame.

1. Inthe API Console, select a frame in the Send frames area.

Send frames @ @ e

Mame Type

= MI command AT Cammand

000
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2. Click Send selected frame. The sent frame appears in the Frames log area.

Frames log

Communicate with modules running in APl or APl escaped mode

D

120
11
12
123
124
125
126
127
128
129
130
131
132
133

1314343434323 143

Time

10:50:47 452
10:50:47.500
10:50:47.501
10:50:47.550
10:50:47.552
10:50:47 600
10:50:47 602
10:50:47 650
10:50:47 651
10:50:47.700
10:50:47 702
10:50:47 800
10:50:47.801
10:50:47 8560

Len...

E N R = L T - T T [ -t R N R 8

Frame

AT Command
AT Command Response
AT Command
AT Command Response
AT Command
AT Command Response
AT Cemmand
AT Command Response
AT Command
AT Command Response
AT Command
AT Command Response
AT Command

AT Command Response

VOB OO

¢ L]

For more information, see Send a sequence of APl frames.

Send a sequence of APl frames

After you have added at least two API frames to the Send frames area, you can send a sequence of
AP| frames to a radio module running in API mode. For instructions on adding a frame, see Add an AP

frame.

An AP| frame sequence contains the list of frames to send as well as configured information about the
way the frames will be sent.

1. Inthe Send sequence area of the API console, configure the following options:

= Transmit interval: Specify the amount of time, in milliseconds, to pause between
frames. The minimum value is 0Oms and the maximum value is 60000ms (1 minute).

m Repeat times: Select this option to specify the number of times the sequence should be
repeated or sent. By default, this value is 1.
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= Loop infinitely: Select this option to send the sequence of frames in an infinite loop.

Send sequence

Transmit interval {ms): 300 =
@ Repeat times 1
| Loop infinitely

Start sequence ‘

2. Click Start sequence. XCTU sends all frames in the Send frames list. Sent and received frames
appear in the Frame logs area.

‘ Start sequence ‘

3. The process could end by itself, but you can click Stop sequence at any time to halt
transmission.

‘ O Stop sequence ‘

For more information, see Send a single API frame.

Save an API console session

You can save the API console session, containing the list of sent and received API frames, by clicking
the Save console session button.

Switch to Consoles working mode _:_I

Select a radio module running in API or API escaped operating mode from the list.

Connect the console.

Generate some traffic.

Click the Save console session button in the Frames log view. The Save file dialog appears.
Designate a filename and path for the console session file.

Click Save.

No ok w e

You can load an API console session using the Load console session tool. See Load console
session tool.

Communicate with modules running in AT mode

In AT (Application Transparent) or transparent operating mode, all serial data received by the radio
module is queued up for RF transmission. When RF data is received by the module, the data is sent out
through the serial interface.
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You can use XCTU's AT console to communicate with radio modules running in AT operating mode.

XCTU automatically creates an AT console for these modules when you switch to Consoles working
mode.

AT console

The AT console allows you to communicate with radio modules running in AT (transparent) operating
mode. To display the AT console, switch to Consoles working mode and select a radio module
configured with AT operating mode.

In the AT console, communication with the device is direct. All the data you send through the serial
interface is queued for transmission by the module, and all data received by the module is sent
through the serial interface.

AT console view

2. HULK - 0013A20040A9E805

L E G4 ® O O Tx Bytes: 0

DTR RTS BRK ]
Close Record Detach

Console log e @ @ o

Send packets e =) | = Send a single packet

Mame Data O - )
Send selected packet

Send sequence

Transmit interval (ms): 200
'@ Repeattimes 1
| Loop infinitely

Start sequence
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Console log

The Console log operates as a data traffic monitor. It displays all sent (blue) and received (red) data
characters. Sent and received data is appended at the bottom of the data box. The right-hand side of
the Console log displays corresponding hexadecimal values for all sent and received data characters.

Console log @ 000

ATDB -1 41 54 44 437 @D
1F 31 46 @D
ATV 41 54 25 56 @D
ADS 41 44 38 8D
ATTP 41 54 54 58 @D
10 31 44 @D
ATCN 41 54 43 AE @D
0K B 4F 4B aD M
Button | Name Description
Show/hide | Toggles hexadecimal view.
@ hexadecimal
Load Opens the embedded Load console sessions tool. See Load console session
e console tool.
session
Save Saves the active console sessionin a Console log files.
@ console
session
Lock scroll | Toggles the scroll behavior of the data box. If Lock scrollis enabled, the data
@ box will not automatically scroll when a new data character is sent or
received.
Clear data Clears all data characters, as well as their hexadecimal representation,
9 from the data box.

When operating in AT operating mode, XCTU does not require that you use structured data to
communicate with a radio module. Communication with the device is direct. Type directly in the data
box and the characters you enter are automatically sent to the radio module.

Toinsert CR/LF, CR or LF characters, right click on the ASCII panel of the Console log and select
the appropriate option from the context menu. It is also possible to configure the default behavior
when you press the ENTER key. For more information about configuring default behavior, see Set
console preferences.
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Send packets

The Send packets section of the AT Console allows you to add and manage data packets. You can
send a data packet—one or more groups of characters—to a radio module in your device list. When
you type in the data box, XCTU sends the data as individual characters. Sending a data packet sends
all of the characters in a single operation.

Button Name Description

Add new packet Adds a packet to the list of packets to send

Edit selected packet Changes the name or contents of a data packet

Remove selected Removes a data packet from the list

packet

Move up / move Changes the order of packets in the list

down

Save packets list Saves the list of packets to be used in future sessions or on

another computer

Load packets list Loads a saved list of data packets
Clear the list of Clears the entire packet list
packets

OO0 000000

The Send sequence dialog contains the following fields:

Fea ot

Transmit | Amount of time, in milliseconds, to pause between data packets. The minimum value is
interval O0ms and the maximum value is 60000ms (1 minute).

Repeat Number of times the sequence should be repeated or sent. By default, this value is 1.
times

Loop Sends the sequence of data packets in an infinite loop.
infinitely

Note You can send a single packet (Send selected packet) or the configured sequence of packets
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(Start sequence).

For more information, see Consoles working mode and AT operating mode.

Add a data packet

When a module is operating in AT mode, you can send data byte by byte, or you can send a set of

Communicate with modules running in AT mode

bytes—a data packet. To send a data packet, you must first create one. By default, the data packets

list is empty.

1. From the AT console, click the Add new packet O button in the Send packets dialog. The

Add new packet dialog appears.

e You must specify the packet data.
Packet name packet 0

ASCH | HEX

Byte count: 0

2. Enter the name of the data packet to be added to the list.

3. Type inyour data. You can use the tabs to toggle between ASCII and HEX input views.

i Enter the name of the data packet to be added to the list.
Packet name Enter cmd mode

ASCT | HEX

+++

Byte count: 3

| Add packet | |

Cancel

XCTU User Guide
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Communicate with modules running in AT mode

4. Click Add packet. The data packet appears in the list of packets. Repeat the operation to add
additional packets to the list.

Mame Data

EI Enter crnd mode  +++

When finished, you can send a single packet or a sequence of packets. See Send a single packet and
Send a sequence of packets.

Manage data packets

Once you create a data packet, you can perform the following actions. For instructions on adding a

packet, see Add a data packet.

Edit a data packet

1. Select the packet and click the Edit selected packet button 9

2. M

anually edit the packet name and content.

i Enter the new name of the data packet.
Packet name Enter cmd mode

ASCT | HEX

+++

Byte count: 3

Apply changes ] ’

Cancel

3. C
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Remove a data packet
To remove a data packet from the list, select the packet and click the Remove selected packet

button °

Change the order of the data packets list
If your list of data packets contains more than one packet, you can select a packet and then click

Move up O or Move down 0 to change the position of the packet in the list.

Save a list of packets
You can save a list of packets for use in future XCTU sessions.

1. Click the Save packets list button @ A Save file dialog box appears.
2. Specify a name and path for the XML file and click Save.

XCTU also saves the sending configuration.

Load a saved list of packets

You can load a previously saved list of data packets.

1. Click the Load packets list button 9 The Load file dialog box appears.
2. Select the saved XML file and click Open.

XCTU also loads the sending configuration.

Clear the packet list

To clear the list of data packets, click the Clear list button 0

Send a single packet

After you have added at least one data packet to the Send packets area, you can send a single packet
to the console's corresponding radio module. For instructions on adding a packet, see Add a data
packet.
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1. Inthe Consoles working mode, select a packet in the Send packets area.

Marme Crata

El Enter crnd mode +++

2. Click Send selected packet.

Send selected packet

The sent data appears in the Data traffic section.

For more information, see Send a sequence of packets.

Send a sequence of packets

After you have added at least two data packets to the Send packets area, you can send a sequence of
data packets to a radio module running in AT mode. The sequence is defined by the list of packets to
send and the send sequence options located next to the list. For instructions on adding packets, see
Add a data packet.

1. Inthe Send sequence dialog of the AT Console, configure the following options:

= Transmit interval: Specify the amount of time, in milliseconds, to pause between
frames. The minimum value is 0Oms and the maximum value is 60000ms (1 minute).

= Repeat times: Select this option to specify the number of times the sequence should be
repeated or sent. By default, this value is 1.

= Loop infinitely: Select this option to send the sequence of frames in an infinite loop.

Send sequence

Transmit interval (ms): 300 =
@ Repeattimes 1
| Loop infinitely

Start sequence
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2. Click Start sequence. The sent and received data appear in the Data traffic monitor.

‘ 3 Start SEQUENCE ‘

3. The process can end by itself. You can also click Stop sequence at any time to halt
transmission.

‘ o Stop sequence ‘

For more information, see Send a single packet.

Save an AT console session

A saved AT console session contains sent and received data. You can use the AT console and Serial
console tool to save a console session. XCTU saves this data in a Console log file.

Switch to Consoles working mode Q .

Select a radio module running in AT (transparent) operating mode.

Connect the console.

Generate some traffic. (The save feature doesn't work if there is no data to save.)
Click the Save console session button. The Save file dialog appears.

Designate a filename and path for the console session file.

Click Save.

No o w e

You can load an AT console session using the Load console session tool. For more information,
see Load console session tool.

Console log files

A console log file is the file generated when saving or recording a console session. It consists of a
record containing console session information followed by multiple data records with sent and
received data. XCTU writes data in a console log file using Comma Separated Value (CSV) format.

Console session records

A console session record contains the following fields:

Field Description

Date Date and time when the session record started
ID Not used in this record; this field contains a "-" character
Type API, API2, AT, or Serial

Description | Comma-separated console session information such as the module node identifier,
MAC address, function set, firmware version, and COM port
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Communicate with your modules Console log files

Console session records look like this:

02-05-2015 11:44:56.017,-,API,"A,0013A2004031A8D7,ZigBee Router
API,23A7,COM4 - 9600/8/N/1/N,0"

Data records

Data records contain the following fields:

Field | Description

Date | Date and time when the data was sent or received
ID ID number of the packet or APl frame
Type | SENT or RECV

Data | Data sent or received in Hexadecimal string format

Data records look like this:

02-05-2015 11:44:58.857,0,SENT,7E000408764944F4
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View your radio network

This section describes how to use Network working mode to view your radio network once you have
added a radio module or modules to your list of devices.

f Modules in AT (transparent) operating mode do not support the network discovery process.

Network Working mMode ...
Scan the network for available modules ... iiiiiiiiiii..
Search for network Nodes . .. .
Change network perspectiVe ... .
Set network layouUt .
Filter network connections by quality ... . ..
Take a screenshot of the network ...
Set zoom levelin Graph View ...
Export a network table ... il
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Network working mode

B 0Ly

The Network working mode allows you to discover and see the topology of your network.

The Network perspective only works in APl operating mode. Radio modules in AT
(transparent) mode do not support the network discovery process.

Network toolbar

The Network toolbar presents the network actions you can perform.

Button | Name Description

&® | Startscan | Scans the radio module's network and displays a list of available modules.

Stopscan | When scans specified in scan preferences are finished, the discovery process
stops automatically. You can also click the Stop scan button at any time.

«"a | Graphview | Displays the modules as nodes in a graph.
E
Table view | Displays the modules as rows in a table.

Screenshot | Saves an image of the network to your computer.

mmm | EXxport Exports network information in a tabular file format.
3 table

E Settings Configures network-related parameters.

am Layout Changes the network layout to one of six types: composite, spring, vertical
=t tree, horizontal tree, grid (default), and radial.

- Filter links | Hides or displays connections between RF modules based on their quality.
Enables/disables quality ranges via radio buttons. All filters are enabled by
default so all connections are visible.

You can establish connection quality colors and ranges in Preferences >
Network > Appearance or by clicking Configure quality ranges link in the
Filter links dialog.

See Set network discovery preferences.
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uson ame s

Zoom Changes the zoom level of the network.

;@

Find box Searches for a particular module in the network.

Network scan status

When you scan P a radio module's network to find available modules, XCTU displays the status of
the scan along the bottom edge of the Network working mode display.

| 17 nodes [PANID: BABOSA] [CH: 11] <5canning> 5can 2 (Remaining: 00:00:21 | Total: 00:00:39) |
Field Description
17 nodes Number of nodes in the network

[PAN ID: BABO5A] | PAN ID

[CH:11] Channel

<Scanning> Status: Getting information, Initializing scan, Scanning, Waiting for next scan, or
Stopped

Scan 2 Current scan number

Remaining: Estimated time remaining to finish current scan

00:00:21

Total: 00:00:39 Total elapsed time of scan

Graph view

n
B

- -
Mode

"
e Graph
E=  Table

In Graph view, XCTU displays the modules as nodes in a graph. A green background denotes the local
radio module and a blue background denotes the selected module. Each module is labeled with its role
(coordinator, router, or end device) and MAC address as well as the 16-bit network address for ZigBee
networks and node identifier for other protocols. You can click any node to inspect its connections.
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R C. @ @ @

B8813A288 oeacc  aop. 88134200 qiacg  ocgy 88132288 guppg  oCgy BB13AJ8E oyocy . 88134288
4BA19ECD |- | 4@AIETER 4BASETSE ; '

A8AS527D AQASEBSD
B1FS 2024 3901 % 663D

253/255

[E) (EJ

54/ 2ea1l3A208 5 2al3A2e8 2a13A288 ea13A288
APADEBE3 ABARETED 4gADEASL AQADETAE
CEQS D529 £292 ab2A
MAC: 0013420040 A9E8 A8
Met Addr: a000n
Type: Router
Last scan: 2
G Connected to: e @
88132 1 [CEe9] ee13AZPR4BA0ESES Active 183LQI egl3azee agl3azee
48AZER 2 [D529] @O13AZOBABA0ETED Active 254101 48AIEIZL 4BAIES43
9384 3 [CC38] 8P13A2884BA0E92]1 Active 255101 C30 D7E4
4 [B1F5] 8813428848A198CD Active 62L0T
5 [@e88] #8134A208408A9EYEE Inactive 233LQI
6 [2824] @813A280848A0ETS56 Active 254L01
7 [39D1] @@13A28040A9527D Active 254101
8 [663D] PO13A28040A9EBSD Active 254101

[EJ @

2a13a288 2a13a288
4BADETTE 48380532
DoAF D3TE

m Each node is connected to its neighbors with solid lines (active connections) or dotted lines
(undiscovered connections), with arrows indicating the direction of communication. Selected
nodes are blue, and connections are black. Nodes discovered in previous scans that have not
been found in the current scan are delineated via lighter-colored lines; they will "turn on" as
they are discovered.

m  When a radio module leaves the network, some devices continue to store information about
their relationship. When you perform a new discovery, the module appears because of the
preserved information but the device is unreachable if you attempt to verify the connection.
These modules are shown in red.

= When you double click a node, XCTU switches to Configuration mode and displays the node's
settings. If the node was not previously discovered, XCTU will add it to the device list as a
remote node before displaying its settings.

Connection quality filters

You can filter connections by quality in Graph view to show/hide connections between modules
according to configurable quality ranges.
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Show connections based on their quality:

[ Very strong
Strong
Moderate
Weak
Unknown

Configure quality ranges

[EJ

Network working mode

@ ee13azee
: ee13Azee ee13azee
a12A200 80134200 spaac7ce HeAsEICC 8424800
ABASES2L 2BADEASY 2024 BE3I3 961
€30 FFOG
ee13azee
S8ABERED
@
Ra19A288 2134200 9
e e 20134200
200D 2pA9E8A8
ga13a208
183/153 JH' 28295270
i |0l
‘:’ @ 22134208
BE13A209 s8a9£748
SQASETED Fin e 22132202 o024
D529 4BASESE3
(E] (E | cenn
BalzAZEE 2134708
SBASER43 £B0E77E
D784 i

b 16 nodes [PAN ID: C3B0] [CH: F] <Stopped=

Connections in 802.15.4, DigiMesh, and ZigBee

Scan 76 (Remaining: 00:00:00 | Total: 00:47:55)

When viewing 802.15.4, DigiMesh, and ZigBee modules in Graph view, consider the following

differences in node display:

Protocol | Description and Node Display

802.15.4 ' XCTU does not display the quality of the connection between two nodes. The nodes

displayed are in the RF range of the local radio module.
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Description and Node Display

DigiMesh | The quality of the connection between two nodes is displayed next to the line that
connects them. Hover over the line joining the nodes to see bidirectional quality (in dB)
and status of the connection, respectively.

@813A206408026039 > G013A2684630FB70:
Quality: -44 dBm
Status: Active
2013A2004030FB70 > O13A20048D2B039:
Quality: -39 dBm
Status: Active

ZigBee | The quality of the connection between two nodes is displayed next to the line that
connects them. Hover over the line joining the nodes to see bidirectional quality and
status of the connection, respectively. Link quality is represented by Link Quality
Indication, or LQI, a number between 0 and 255 where 0 is the weakest and 255 is the
strongest.

R C
ee13azes [255/255) 28134288
ABASER1R 4BAIEEES

G213A20040A9E81E > GO13A20040A0ER05:
Quality: 255 LQI

Status: Inactive
GO13A20040A9E805 > GO13A20040A0ES1E:
Quality: 255 LQI

Status: Active
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Table view

l=l
N

Mode
'-l: Graph
5= Table

In Table view, network radio modules are displayed as rows in a table. ZigBee devices display end
devices as children of their coordinators or routers. Other protocols display all nodes at the same
level.

Nodes discovered in previous scans that have not been found in the current scan are delineated via
italicized grey text. Connections not yet discovered are also displayed with grey text. A green
background denotes the local radio module and a blue background denotes the selected module.
When a radio module leaves the network, some devices continue to store information about their
relationship. When you perform a new discovery, the module appears because of the preserved
information but the device is unreachable if you attempt to verify the connection. These modules are
shown in red.

¥ 16 nodes [PAN ID: C3B0] [ChH: F] <Stoppeds

XCTU User Guide

Role Network Address Last scan Connections
' o w s :
@ enddevice 0013820040049 FFO6 7% Show connections W
Coordinatot 0013A20040A9E7ER 0000 76 Show connections W
G Router 0013A20040A9E756 2024 % Show connections W
« G rovter) D013A20040A9527D 3901 % Show connections W
3 enddeviee  001302004029€740 apza 7% Show connections W
s G rovter 3) 0013A20040A9E85D 8630 7% Show connections W
D enddevice  0013420040206848 9324 % Show connections W
3 enddevice  00138200402067CC 863 % Show connections W
(3 enddevice  0013A20040262008 Show connections W
@ End deviee 0013A20040A9€921 |1 Router [CE03]  @013A20648A9E683 212 Active |
2 Router [D529] BRL3AZO04RASETED 252 Actiwve
@ Router 0013AZ0040ADEEES Ceod 76 3 End device [CC30]  OOL3A2004A0E021 255 Active
« @ rovter® B013AZ0040A9E7ED 0529 7 4 Reuter [B1FS]  ©@13AZ0Q4BAL0BCD &4  Active
e g 5 Coordinator [B88@) B013AZOB4RASETEE 24 Imactive
Enddevice  0013A20MM0ADER43 o784 7% & Router [2024]  ©OL3A20040A96756 254 Active
eiﬂﬁﬂh‘ﬂll Q01ZAZDMOASETTE DEAF 76 7 Router [38901] BOL3A20840A95270 247 Active
8 Router [663D] @Q13A204RASER5D 255 Active |

Scan 76 (Rernaining: 00:00:00 | Total: 00:47:55)
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View your radio network Network working mode

Feaowrpn

Role
MAC

Network
address

Last scan

Connections

XCTU User Guide

Coordinator, router, or end device
64-bit address of the module

Network address (ZigBee) / Node identifier (other protocols)

Scan number when the device was last discovered

Description of current module connections. Click Show connections to view a table
with additional information about the module's connections.

106



View your radio network Scan the network for available modules

Scan the network for available modules

You can scan a radio module's network to find available modules. Note that the search may take some
time. To scan the network:

4
1. Switch to the Network mode “~s .
2. Select a radio module running in APl mode.

Modules in AT (transparent) operating mode do not support the network discovery
process.

3. Click the Scan the radio module network button ? to begin the network discovery process.
Radio modules are dynamically added to the working area as they are found, showing
connections and link quality.

4. The scan process automatically stops according to the network preferences configured in the
Network Preferences dialog. For details, see Set network discovery preferences. You can also

click the Stop scanning the network button at any time.

XCTU displays the network scan status along the bottom edge of the Network working mode
display. For a description of the status fields, see Network working mode.

17 nodes [PAN ID: BABOSA] [CH: 11] =Scanning> Scan 2 (Remaining: 00:00:21 | Total: 00:00:39)

You may need to perform multiple scans to discover the entire network if, for example, modules
are sleeping or the network is very large.

Search for network nodes

If a network scan is active, you can use search expressions to find particular nodes in the network:

1. Inthe search box, type in a search expression to search for particular nodes in the network.
For more information on available search prefixes and parameters, see Find radio modules.

H Find...

| -

I

2. The background color of the search box changes based on search status: yellow indicates
matches found, and red indicates no matches found.

Change network perspective

The Network working mode has two different view perspectives: graph view and table view. The
Network perspective button allows you to switch between them.

P
1. Switch to Network working mode 3
2. Select a radio module running in APl mode from the list.
3. Click the Network perspective button and select either Graph view or Table view.

For a description of each view, see Network working mode.
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View your radio network Set network layout

Set network layout
If a network scan is active, you can change the network layout:
1. Change the network perspective to Graph view. For details, see Change network perspective.

2. Click the Set layout drop-down menu.

L L]
EEE
EEE

Layout
Compaosite
s, Spring
Vertical Tree
Horizontal Tree
Grid

=8 | Radial

3. Select one of the six layout options.

Filter network connections by quality

If a network scan is active, you can hide and show connections between RF modules depending on
their quality. All filters are enabled by default, so all connections are initially visible.

1. Click the Filter connections button ¥ .A dialog appears with all of the filters enabled.

2. Check or uncheck quality connection filters. Unchecking a box hides all connections associated
with that quality filter, and checking a box displays all connections associated with that quality

filter.
In this example, we unchecked the Very strong filter.

Show connections based on their quality:

[T] Very strong
[¥] Strong

[¥] Moderate
[¥] Weak

[¥] Unknown

Configure quality ranges

Cloze

XCTU User Guide 108



View your radio network Take a screenshot of the network

3. Click Close. XCTU displays network connections based on the filters you selected.

In this example, we can see all of the connections except for those that are very strong.

20134708 i

- B 3AZER
el A PR BAZR ABABETEE HAIETL SBAEARCE
SRAHESTL T BE3Z

SR00A0E 24 961
(d< EEDS
8134209
SBASERSD
"_“\I B3O
G foh C| IE)
B BAZER s rbp—— i
TR, a1 E00 Lo R "
apahinaa ——————— P M AN
2000 | BIFs =y RASEBAR
; @ =
Ba13A208
153 ABXI5ITD
301
g (E]
@ L]
DELIADTOE o R @ SEIHETEE
ARBASETED & 20134200
[ ¥ ] LEASEERS a02a
(E] (E CED9
B RA20 BE13ATRE
S0A9E84) SAIETTE
D7E4 DEAF
k16 nodes [PAN [D: CIE0] [CH: F] <Stopped> Scan 76 (Remaining: 00:00:00 | Total: 00:4T:55)

Click Configure quality ranges to configure quality range values and display colors. You can
also access quality range configuration options from Tools > Settings on the Network view toolbar.

Take a screenshot of the network

If a network scan is active, you can save a Graph view or Table view screenshot.

1. Click the Options drop-down menu and select Screenshot. A Save file dialog appears.

10 I

Tools

G Screenshot

-: Export table

% Settings
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View your radio network Set zoom level in Graph view

2. Specify the name and location of the image and click Save. A screenshot is saved to your
clipboard.

Set zoom level in Graph view

If a network scan is active, you can use the zoom control in Graph view to change the zoom level of
the view:

1. Change the network perspective to Graph view. For details, see Change network perspective.

2. Inthe Zoom level dialog, use the up/down arrows to change the zoom level or enter a
percentage between 10 and 400.

You can also zoom in and out by pressing the Control key while scrolling the mouse wheel.

Export a network table

If a network scan is active, you can save network information from either graph view in CSV (comma
separated value) file format. To export a network table when a network scan is active:

1. Click the Options drop-down menu and select Export table.

0 2

Tools

[e1 Screenshot

-: Export table

E Settings

A Save file dialog appears.
2. Designate a filename and location and click Save.
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Configure XCTU

This section describes how to configure several XCTU settings such as firmware updates, display
settings, and network connectivity. To open the Preferences dialog box, click the Preferences button
on the XCTU toolbar.

- B0

The preference categories are listed on the left side of the Preferences dialog box. You can configure
settings for the following categories:

Set general preferences ... o
Set appearance preferences ... . o i
Set automatic software update preferences
Set console preferences ... ...
Set firmware update preferences .. il
Set network discovery preferences .l
Set network appearance preferenCes ... ...
Set radio firmware library preferences ... ... e
Set MicroPython Terminal preferences ... ..
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Set general preferences

You can configure some general settings related with the transparent operating mode.

1. Onthe XCTU toolbar, click the Preferences button E The Preferences dialog appears.
2. Onthe left side of the Preferences dialog, select General Preferences.

General Configuration =T v
Set general configuration:
Transparent (AT) operating mode
@ Guard time: 1000 {1 - 5000 ms)
@ Command mode character:
ASCE  + - HEX: 2B
’ Restore D'efaults] [ Apply

3. Configure your preferred settings and click Apply.

Settings | Description

Guard Sets the period of silence XCTU waits before and after entering command mode
time when the radio module operates in transparent (AT) mode. This value must
match the GT value of the radio modules.

Command | Sets the character value to be used to enter command mode when the radio

mode module operates in transparent (AT) mode. The command mode character can

character | be specified either in ASCII or hexadecimal format. This value must match the CC
value of the radio modules.

Set appearance preferences

You can configure some graphic aspects of the tool and how some elements are displayed.
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1. Onthe XCTU toolbar, click the Preferences button E . The Preferences dialog appears.
2. Onthe left side of the Preferences dialog, select Appearance.

i A

Appearance A

Set Appearance Configuration:

General

Font size percentage (80 - 120): 100

4

[¥] Show top bar menu
Show text on toolbar actions

[] Use reduced toolbars size

You must restart the application for the changes to take effect.

’ Restore Defaults l [ Apply ]

3. Configure your preferred settings and click Apply.

Field Description

Font size Changes all the XCTU texts size in percentage, from 50 to 120%.

Show top bar Displays an application top bar menu with texts.

menu

Show text on Displays the name of the action below each toolbar element for a better

toolbar actions | understanding of the meaning of each action.
Use reduced Changes the size of the application toolbars reducing them.

toolbars size

You must restart XCTU for the changes to take effect.

Set automatic software update preferences

You can configure when and how new updates for XCTU are downloaded and installed.
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1. Onthe XCTU toolbar, click the Preferences button E . The configuration dialog appears.
2. Onthe left side of the configuration dialog, select Automatic Updates.

Automatic Updates g X2

Automatically find new updates and notify me

Update schedule
@ Look for updates each time XCTU is started

(") Look for updates on the following schedule:

E‘.-’EF:,-' da}r at | 1:00 AM

Download options
@ Search for updates and notify me when they are available

) Download new updates automatically and notify me when ready to install them

When updates are found
@ Motify me once about updates

() Remind me about updates every:

30 minutes

Restore Defaults ] ’ Apply

3. Check Automatically find new updates and notify me to enable the automatic updates
feature.

4. Configure your preferred settings and click Apply.

Field Description

Update Sets a schedule to search for updates or to update when XCTU is started. If you
schedule | select Look for updates on the following schedule, you must also specify the
search interval and hour.

Download | Establishes when new updates should download and sets permissions for
options whether updates are automatically downloaded.

When Sets the frequency of update notification.
updates
are found
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Set console preferences

You can configure the number of frames to display in an API console and/or the number of bytes to
display in an AT console.

1. Onthe XCTU toolbar, click the Preferences button E to open the Preferences dialog.
2. Onthe left side of the Preferences dialog, select Consoles preferences.

Consoles Configuration =1 - -

Set consoles configuration:

API Console
Maximum API frames to display: 2000 (100 - 8000 frames)

Big limit values could cause performance problems in the console.

AT Conscle
Maximum AT bytes to display: 4000 (300 - 8000 bytes)

Big limit values could cause performance problems in the console.

When pressing the Enter key, insert: CR A

Restore Defaultsl ’ Apply

3. Configure your preferred settings and click Apply.

Settings | Description

API Configures the maximum number of API frames that can be displayed in the
console | frames log during a session. When the maximum limit is reached, the session
starts overwriting frames.

AT Configures the maximum number of bytes that can be displayed during a session.

console | When the maximum limit is reached, the session starts overwriting bytes. It also
establishes the default behavior when you press the ENTER key in the AT Console
toinsert CR/LF, CR or LF characters.

If you set high values for maximum API frames and/or AT bytes, you may notice
performance issues in the consoles.
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Set firmware update preferences

You can configure some preferences related to the firmware update process.

1. Onthe XCTU toolbar, click the Preferences button g to open the Preferences dialog.
2. Onthe left side of the Preferences dialog, select Firmware Update preferences.

Firmware Update Configuration =l - -

Set firmware update configuration:

Remote Firmware Updates

Rernote firmware update timeout: | 20000 | (500 - 240000 ms)

Cellular Modem Firmware Updates

Cellular modem firmware update timeout: | 120000 | (500 - 240000 ms)
Time to wait for the modem initialization: | &0000 | (500 - 240000 ms)
Restore Defaults Apply
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3. Configure your preferred settings and click Apply.

Field Description

Remote Configures the remote firmware update timeout in milliseconds. This is the
firmware maximum time that XCTU waits for a response sent by the remote node during
update the remote firmware update before determining if there was an error during
timeout the process.

Cellular Configures the cellular modem firmware update timeout in milliseconds. This
modem is the maximum time that XCTU waits for a response sent by the modem of a
firmware Cellular device during a local firmware update before determining if there was
update an error during the process.

timeout

Time to Configures the time to wait for the modem initialization in milliseconds. This is
wait for the | the maximum time that XCTU waits for the Cellular modem initialization. If
modem this time expires and the modem version cannot be read, XCTU forces the

initialization | modem firmware update.

Set network discovery preferences

You can configure network discovery parameters in the Network preferences panel.
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1. Onthe XCTU toolbar, click the Preferences button E to open the Preferences dialog.

2. Onthe left side of the Preferences dialog, select Network.

Set network discovery preferences

XCTU User Guide

Network gl

[¥] Always clear the Network view before starting
[T Rernove nodes if they were not discovered in the last performed scan

[| Read remote nodes basic information after the network scan

(@) Stop after scan: 0 =

@Time between scans: 5 = seconds.

802.15.4 network
@ Meighbor discovery timeout: 30 = seconds.

DigiMesh network

@ Discovery mode: Cascade

@Neighhordiscuverytimeout: 30 = seconds.

@ Time between requests: 5 = seconds.
ZigBee network
@ Discovery mode: Flood

@Neighbordiscover}rtimeout: 30 +| seconds.

@ Time between requests: 3 | seconds.

Restore Defaults ] [

Apply
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3. Configure your preferred settings and click Apply.
The first set of options are common to all networks:

Settings Description

Always clear the Network | Clears Network view before each new network scan.
view before starting

Remove nodes if they Removes any nodes not discovered in the last scan.
were not discovered in
the last performed scan

Read remote nodes basic | Reads the following information from the remote nodes after

information after the each network scan: Node identifier, hardware version, firmware
network scan version, network address and device type.
Stop after scan Sets the number of scans to perform before stopping the

discovery process. A value of '0' means the process will not stop
automatically.

Time between scans Sets the duration of time XCTU waits before starting a new
network scan. The value must be between 0 and 300 seconds.

The remainder of the options are specific to 802.15.4, DigiMesh, and ZigBee network types:

Settings | Description

Discovery | Sets the method used by the network discovery process.

mode m Flood: The neighbor discovery process is performed for every node at the
moment it is found. Several discovery processes may be running at the
same time. This method may be faster, but it may also generate a lot of
traffic and saturate the network.

m Cascade: The neighbor discovery process is performed for every node as
soon as the discovery process finishes. Only one discovery process runs at
a time. This method may be slower, but it is likely to generate less traffic.

Neighbor ' Sets the maximum duration, in seconds, the discovery process should spend
discovery | finding neighbors of a module. Value must be between 5 and 1800 seconds (30
timeout | minutes).

This timeout is highly dependent on the nature of the network. For DigiMesh, the
value should be greater than the highest NT (Node Discover Timeout) and include
enough time to let the message propagate, depending on the sleep cycle of your

devices.
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o [omttion

Time Sets the wait time between node neighbor requests. The value must be between
between | 0 and 300 seconds (5 minutes).
requests

For the Cascade method, this is the number of seconds to wait after completion
of the neighbor discovery process of the previous node.

For the Flood method, this is the minimum time to wait between each radio
module's neighbor requests.

Note The Cascade discovery method is recommended for large networks.

Set network appearance preferences

The Network preferences has a sub-category named Appearance where you can customize the
appearance of node links in Network view.
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1. Onthe XCTU toolbar, click the Preferences button E to open the Preferences dialog.
2. Onthe left side of the Preferences dialog, select Network and then select Appearance.

Appearance ST s,

@ Connection default color: @

Show colored connections based on their quality

DigiMesh network
@ Medify the minirmur values of the quality ranges and their colors:

Quality Maximum Minimum Units Color

Wery strong 0 -70 dBm I 0.125,0)

Strong -70 -80 dBm B (12150,159)

Moderate -80 -80 dBm . (212105,0)

Weak -90 -100 dBm B 23100
ZigBee network

@ Medify the minirmurm values of the quality ranges and their colors:

Quality Maximum Minimurmn Units Color
Very strong 256 195 LI . 01250
Strong 1495 130 LOI I (12.150,159)
Moderate 130 65 LOI B (212,105,0)
Weak 65 ] LOI B 23100
Restore Defaults] ’ Apply
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3. Configure your preferred settings and click Apply.

Settings Description

Connection Defines the default color of the node's connection lines.
default color

Show colored Enables or disables the coloring of node connection lines based on their
connections link quality.

based on their

quality

DigiMesh / ZigBee | Enables you to modify the maximum and minimum values and RGB
network colors for each quality range. Click in the cell, type the value, and click
Enter to change a value.

Ranges include minimum values but not maximum values. When you

change the minimum value of a quality range, the maximum value of the
next range adopts a corresponding value.

Set radio firmware library preferences

You can configure XCTU to look for new radio firmware at startup.
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1. Onthe XCTU toolbar, click the Preferences button g . The Preferences dialog appears.
2. Onthe left side of the Preferences dialog, select Radio Firmware Library Update.

XBee Firmware Library Update cE - ¥

[+/| Autornatically update the XBee Firmware Library each time XCTU is started

Restore Defaults] I Apply

3. Check Automatically update the Radio Firmware Library each time XCTU is started. If you
do not select this option, you can only check for firmware updates manually.

4. Click Apply.

For more information, see Update radio firmware library.

Set MicroPython Terminal preferences

You can configure some terminal related preferences of the MicroPython terminal tool.
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1. Onthe XCTU toolbar, click the Preferences button E The Preferences dialog appears.
2. Onthe left side of the Preferences dialog, select MicroPython Terminal.

MicroPython Terminal =R -

[] Invert terminal colors

Terminal buffer lines: 1000

Restore Defaulﬁ] ’ Apply

3. Configure your preferred settings and click Apply.

Field Description

Invert Inverts the colors of the terminal. By default, this sets the background from
terminal white to black and the font color from black to white.

colors

Terminal Sets the maximum number of lines that are displayed in the terminal.
buffer lines
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XCTU allows you to automatically update the radio firmware library and the XCTU application itself
without downloading any extra files. These processes can be configured to execute automatically, but
you can also execute them manually at any time. For more information about configuring automatic
XCTU and radio firmware library updates, see Configure XCTU.

Update radio firmware library
Install legacy radio firmware
Install XCTU updates
Open change log
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Update radio firmware library

Digi periodically releases new versions of the radio firmware to fix issues, improve functionality, or add
new features. These firmware files might not be included with XCTU and need to be added to the
radio firmware library. Also, new RF products may be launched in the market that require new radio
firmware to be configured with XCTU. For this reason, XCTU can update the radio firmware library
from the application itself.

You can configure XCTU so the firmware is automatically updated. For more information, see XCTU
preferences. To manually update the radio firmware library:

1. Select Help > Update Radio Firmware Library option.

_0.

aj Help Contents
E)J Change Log

|\Q!ﬂ Update the Radio Firmware Library

""';-0 Install Legacy Radio Firmware

o Chedkfor XCTU Updates

?  AboutXCTU

2. Do one of the following:

m To look for new radio firmware inside Digi's update site, select Look for and install
new firmware.

m Toinstall legacy radio firmware, select Install legacy firmware package.

m Toinstall a local radio firmware file, select Install firmware from file and specify the
path where the file is located.

&% Update the Radio Firmware Library *
Select the firmware library update action to perform:

(®) Look for and install new firmware
{_) Install legacy firmware package

25 : :
() Install firmware from file

3. Click OK to start. A dialog displays the status of the download process.

4. You can click the Run in background button of the progress dialog to execute this process in
the background. This allows you to keep working with XCTU while the new firmware is
downloaded. The status bar displays the update process.

When the process finishes, a dialog displays the list of downloaded firmware.

Downloading the firmware does not automatically update attached modules.
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Install legacy radio firmware

The latest versions of XCTU provide only the latest firmware versions of the currently supported
products and families. In the past, the current version of XCTU installed all of the existing radio
firmware versions.

However, if you have a legacy product or an old firmware version that cannot be found in XCTU, you
can install the legacy radio firmware package.

To install the legacy radio firmware package:

1. Select Help > Install Legacy Radio Firmware option. The Update the Radio Firmware
Library dialog appears.

E_] Help Contents
Eﬂ Change Log

#!H Update the Radic Firmware Library

#!ﬁ Install Legacy Radio Firrnware

oF Check for XCTU Updates

?  About XCTU

2. Inthe Update the Radio Firmware Library dialog, select the Install legacy firmware
package option. This option should be selected by default.

g% Update the Radio Firmware Library 4
Select the firmware library update action to perform:

() Look for 2nd install new firmware
(®) Install legacy firmware package

(") Install firmware from file

3. Click OK to start. A dialog displays the status of the download process.

4. Click the Run in background button in the progress dialog to run the download process in the
background. This allows you to keep working with XCTU while the legacy firmware is
downloaded. The status bar displays the update process.

When the process finishes, a dialog displays the list of installed firmware.
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Install XCTU updates

When you start XCTU, you may be notified about software updates. You should always run the latest
version of XCTU.

1. When a new version is available, a pop-up window appears in the bottom-right corner of XCTU.

Updates Available ®

Updates are available for your software.
Click to review and install updates.

Set up Reminder options

2. Click anywhere in that window and follow the prompts to proceed with the update.

3. During installation, you may be asked if you want to proceed with installing unsigned software.

Warning: You are installing software that contains unsigned content. The authenticity
d l . orvalidity of this software cannot be established. Do you want to continue with the
installation?

OK ] | Cancel ] | Details ==

Click OK to continue.

4. When the installation process is finished, you must reset XCTU so new changes can be applied.
When prompted, click Yes to restart XCTU.

You can click the Run in background button of the progress dialog to execute this process in
the background. The status bar displays the update process.

5. Once restarted, XCTU displays a change log. You can manually open the change log at any time
by clicking Help > Change Log.

6. You can also check for updates and manually update the tool by clicking Help > Check for
XCTU Updates.

E] Help Contents

|Z Change Log

H!h Update the Radie Firmware Library

& Checkfor XCTU Updates

?  About XCTU

If an update for the application is found, a dialog box displays the update. Click Finish to
start the update process.
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Open change log

XCTU includes a change log with historical changes and additions between versions. You can view the
change log at any time. To open the change log:

Select Help > Change Log.

7

-

Help Contents

Change Log

Update the Radic Firmware Library

Check for XCTU Updates

About XCTU

Open change log

A new dialog opens listing all the XCTU versions with their corresponding dates and changes.
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Use the XCTU command line

This section describes how to automate tasks using the XCTU command line interface.

Understanding the XCTU command line interface
List ports via command line . .
Load profile via command line .. ..
Update firmware via command line
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Understanding the XCTU command line interface

The XCTU Command-Line Interface (CLI) enables you to manage and automate certain tasks without
launching the graphic user interface.

The CLI uses a multipart structure on the command line:
XCTUcmd <command> <required parameters> [optional parameters]

The first portion of the syntax is the base call to XCTUcmd executable. The location of this file depends
on your operating system:

m File location

Windows | <installation_directory>/XCTUcmd.exe
MacOS X | <installation_directory>/XCTU.app/Contents/MacOS/XCTUcmd

Linux <installation_directory>/XCTUcmd

The next part specifies a top-level command, which often represents an XCTU management action
supported in the CLI. You can specify additional parameters or options for each command in any order
on the command line. If an exclusive parameter is specified multiple times, then only the last value
applies.

List all commands

You can run XCTUcmd by itself to display a list of all available commands. This is the complete list:

m update_firmware updates the firmware of the specified device.
m load_profile loads a profile to the specified device.
m list_ports lists all the available serial and USB ports on your computer.

Program arguments

You can also run XCTUcmd with specific program arguments to display information about the tool:
Display the tool usage information

XCTUcmd --help

Display the tool version

XCTUcmd --version

Print the tool error codes table

XCTUcmd --errorlist

List ports via command line

The list_ports command allows you to list all available serial and USB ports on your computer. To list
the ports on your computer using the XCTU CLI:
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1. Enter the following command syntax.
XCTUcmd list_ports

The location of the base call to XCTUcmd executable depends on your operating system:
m  Windows: <installation_directory>/XCTUcmd.exe
m  MacOS X: <installation_directory>/XCTU.app/Contents/MacOS/XCTUcmd
m Linux: <installation_directory>/XCTUcmd
2. If the command is executed successfully, the command line prompt returns an error code 0. A

return code different than 0 is represented by the error ID. Enter the following command for a
list of possible errors:

XCTUcmd —--errorlist

Options

Some commands have multiple options. There are no options for the list_ports command.

Load profile via command line

The load_profile command allows you to load a previously saved profile to the specified device. To
load a profile using the XCTU CLI:

1. Enter the following command syntax. Both -f <file> and -p <port> are required parameters. The
rest are optional. The file option must point to an existing XPRO profile. These files are
generated from the XCTU graphic application and can be stored anywhere in your computer.

XCTUcmd load_profile -f <file> -p <port> [-b <baud_rate>] [-e] [-o] [-h] [-
F1 [-R] [-P] [-v]

The location of the base call to XCTUcmd executable depends on your operating system:
= Windows: <installation_directory>/XCTUcmd.exe
m  MacOS X: <installation_directory>/XCTU.app/Contents/MacOS/XCTUcmd

m Linux: <installation_directory>/XCTUcmd

2. If the command is executed successfully, the command line prompt returns an error code 0. A
return code different than 0 is represented by the error ID. Enter the following command for a
list of possible errors:

XCTUcmd --errorlist

Legacy XCTU *.PRO profile files are not supported by this command. If you have a legacy *.pro
file, you must first load the profile in the XCTU graphic application and save it in the new XPRO format.

Options

Use the following options with the load_profile command:
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-f <file> Required * Specify the profile file location path.

-p <port> Required Specify the serial port name to be used.

-b <baud_rate> Optional Specify serial connection baud rate to use. [Default 9600]

-e Optional Set parity to even for the serial connection. [Default NONE]

-0 Optional Set parity to odd for the serial connection. [Default NONE]

-h Optional Set hardware flow control for the serial connection. [Default
NONE]

-F Optional Force firmware update if profile firmware does not match
with firmware of device.

-R Optional ** Force a device recovery if device cannot be discovered.

-P Optional ** Indicate that the device is a programmable radio. These

radios have a baud rate of 115200 by default.
-v Optional Show details about the process being executed.
* File paths containing blank spaces must be quoted.

** These options may trigger an action request event where users will be asked to reset the device.

Examples

For additional guidance, see the following usage examples for the load_profile command:

Load profile ZB1_profile to the device connected to COM7 at 115200 bps, updating the firmware if
required and displaying process details

XCTUcmd load_profile -f "C:\profiles\ZBl_profile.xpro" -p COM7 -b 115200 -F -v

Load profile ZB2_profile to the programmable device connected to COM1 using parity even and
displaying process details

XCTUcmd load_profile -f "C:\profiles\ZB2_profile.xpro" -p COM1 -e -P -v
Load profile ZB3_profile to the device connected to COM4 and perform a device recovery if required

XCTUcmd load_profile -f "C:\profiles\zZB3_profile.xpro" -p COM4 -R

Update firmware via command line

The update_firmware command allows you to update the firmware of the specified device. To update
firmware using the XCTU CLI:

1. Enter the following command syntax. Both -f <file> and -p <port> are required parameters. The
rest are optional. The file option must point to an existing firmware description XML file. These
files are stored within the XCTU installation path under a folder named radio_firmwares,
sorted by protocols or hardware models.

XCTUcmd update_firmware -f <file> -p <port> [-b <baud_rate>] [-e] [-o] [-h]
[-R] [-P] [-v]
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The location of the base call to XCTUcmd executable depends on your operating system:
= Windows: <installation_directory>/XCTUcmd.exe
m  MacOS X: <installation_directory>/XCTU.app/Contents/MacOS/XCTUcmd

m Linux: <installation_directory>/XCTUcmd

2. If the command is executed successfully, the command line prompt returns an error code 0. A
return code different than 0 is represented by the error ID. Enter the following command for a
list of possible errors:

XCTUcmd --errorlist

Set options
Use the following options with the update_firmware command:

Option Required/optional | Action

-f <file> Required * Specify the firmware file location path.

-p <port> Required Specify the serial port name to be used.

-b <baud_rate>  Optional Specify serial connection baud rate to use. [Default 9600]

-e Optional Set parity to even for the serial connection. [Default
NONE]

-0 Optional Set parity to odd for the serial connection. [Default NONE]

-h Optional Set hardware flow control for the serial connection.

[Default NONE]

-R Optional ** Force a device recovery if device cannot be discovered.

-P Optional ** Indicate that the device is a programmable radio. These
radios have a baud rate of 115200 by default.

-v Optional Show details about the process being executed.

* File paths containing blank spaces must be quoted.

** These options may trigger an action request event where users will be asked to reset the device.

Examples
For additional guidance, see the following usage examples for the update_firmware command:

Flash XBP24-ZB_23A7_S2B firmware to the device connected to COM7 at 115200 bps and display
process details:

XCTUcmd update_firmware -f "C:\Program Files (x86)\Digi\XCTU-NG\radio_
firmwares\xbee_zb\XBP24-ZB_23A7_S2B.xml" -p COM7 -b 115200 -v

Flash XBP24-ZB_23A7_S2B firmware to the programmable device connected to COM1 using HW flow
control and display process details:
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XCTUcmd update_firmware -f "C:\Program Files (x86)\Digi\XCTU-NG\radio_
firmwares\xbee_zb\XBP24-ZB_23A7_S2B.xml" -p COM1 -h -P -v

Flash XBP24-ZB_23A7_S2B firmware to the device connected to COM4 and perform a recovery if
required:

XCTUcmd update_firmware -f "C:\Program Files (x86)\Digi\XCTU-NG\radio_
firmwares\xbee_zb\XBP24-7ZB_23A7_S2B.xml" -p COM4 -R
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XCTU includes a set of embedded tools that you can execute at any time, regardless of the active
working mode.
Access the following XCTU tools from the Tools drop-down menu of the main toolbar:

AMEERSK? A

Tool Description

Frames generator | Generate an APl frame.
tool

Frames interpreter | Decode any AP| frame and get the value of any field.
tool

XBee recovery tool | Recover a radio module that is out of communication.

m
e ]
Load console Load and navigate previously saved console sessions.
E session tool
il
Range test tool Perform a range test between two radio modules in your
- d k
— network.
-
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N T

Firmware explorer | Navigate and investigate any XCTU-hosted radio firmware.
tool

2|
e

Serial console tool | Open a serial communication with a radio module without
adding it to your device list.

Spectrum analyzer | Test and measure the spectrum of a radio band.

tool

Throughput tool Measure the transfer ratio between two radio modules in the
same network.

MicroPython Communicate with the XBee Cellular Modem when it is in

Terminal tool MicroPython mode.

File system manger | Access and interact with the file system of your XBee module.
tool

P B Q> E

Profile Editor tool | Create new profiles and edit existing ones.

o
>

Frames generator tool

The Frames generator tool generates any type of API frame (output or input), automatically
generating the byte array from a series of inputs in the tool. You do not have to add a radio module to
your device list to use the Frames generator tool. Frame parameters are dependent on the protocol,
mode, and frame type you choose from the drop-down boxes. For more information, see AP frames.

To open the Frames generator tool, select Frames generator from the Tools drop-down menu on the
main XCTU toolbar.
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X
4

Frames Generator

Frames Interpreter
XBee Recovery

Load Console Session

o) i B &

Range Test

Firmware Explorer
Serial Console
Spectrumn Analyzer
Throughput
MicroPython Terminal

File Systern Manager

R E Q>N I

Profile Editor

You can also access the Frames generator tool from the API console when you add a new API
frame to the list of frames to send. Use the OK button to automatically copy the generated byte array
to the content of the frame to be added.

XBee API Frame generator dialog

Use the Frame generator dialog to generate an API frame. For instructions, see Generate an AP|
frame.
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XBee API Frame generator

This tool will help you to generate any kind of API frame and
copy its value. Just fill in the required fields.

Protocol: Al ~| Mode: | API1 - AP Mode Without Escapes  ~ |

Frame type: [!M)O - Tx (Transmit) Request: 64-bit address v]

Frame parameters:

i Start delimiter 7E =
i Length 00 0B

i Frame type 1]

i FramelD 01

i B4-bit dest. address .UU 000000 0000 0000

m

i Options | None [00] -

i RFdata ASCI | HEX

0/ 256 bytes o~

i Cherlonm FF

Generated frame:

7E B8 BB 08 21 60 00 BB 00 B8 PO B8 00 B8O FE -

-

Byte count: 15

Copy frame i Clase }

The following table provides descriptions of the fields in the XBee APl Frame generator dialog.

Feaoespion

Protocol Radio protocol of the frame to be generated. Select All to display all frame types.
Mode APl mode (API or API escaped) of the frame to be generated.

Frame type | APl frame type of the frame to be generated.
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Feaoespion

Frame Options are dependent upon the selected API frame. Hover over the information icon
parameters  next to each setting to view a short description of the setting and its parameters.

Generated @ Byte array result of APl frame generation. You can select and copy the text or use the
frame Copy frame button.

ASCII/HEX conversion

Settings with text boxes have a tab control with two tabs, HEX and ASCII, that allow you to fill the
setting with ASCII or HEX values. If you enter a value in HEX, the same value is represented in the
ASClII tab, and vice versa.

i RFdata HEX

4845 4C 4C 4F 5
5 /65521 bytes =
i RFdata ASCI | HEX

HELLO 5

5 /65521 bytes

Generate an API frame
Follow these instructions to generate an API frame (output or input). For more information, see the
Frames generator tool.

1. Launch the XBee API Frame generator tool by selecting Frames generator from the Tools

\ -
drop-down menu on the main toolbar. The XBee APl Frame generator dialog appears.

2. For Protocol, select a radio protocol to display its corresponding API frames. If you select All,
all the frame types are displayed.

3. For Mode, select the APl mode (API or API Escaped) of the frame to generate.

To learn more about these modes, see AP| operating mode and AP| escaped operating
mode.

4. For Frame type, select the APl frame type you want to generate.

The selected frame's settings appear in the Frame parameters area. In this example, we
selected the ZigBee protocol and the ZigBee Transmit Request AP| frame type.
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XBee API Frame generator

This tocl will help you to generate any kind of API frame and
copy its value, Just fill in the required fields.

Protocol: ’ZigBee

= | Mode: | API1 - APIMode Without Escapes v |

Frame type: ’EI:CLD - Transmit Request

Frarne parameters:

i Start delimiter TE

i Length 00 OE

i Frametype 10

i FramelD 0

i B4-bit dest. address 00 00 00 00 00 00 00 00
i 16-bit dest. address FFFE

i Broadcast radius 00

i Options 00

i RFdata ASCI | HEX

Generated frame:

JE B0 BE 1@ 91 B8 B0 B0 B0 P B0 B0 B FF FE 20 B8 F1

Copy frame

*

m

»

P

Byte count: 18

Close

5. Hover over a setting's information icon to see a short description of the setting and its

parameters.

Data that is sent to the destination device.

i |RF data

XCTU User Guide
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6. If any setting is not configured correctly, its background color changes to red and the
information icon is replaced by a red cross. Hover over the icon to display the error message.

This is a required parameter; please fill it.

Set the maximum number of hops a broadcast
transmission can occur, D

If set to 0, the broadcast radius will be set to the
maximum hops value.

€3 Broadcast radius |

7. For RF data, you can enter a value in ASCII or HEX. If you enter a value in HEX, the same value
is represented in the ASCII tab, and vice versa.

i RF data ASCI | HEX

HELLO -

5 /65521 bytes

i RF data HEX |

45454CAC4F -

5 /65521 bytes

8. After youfillin all of the settings correctly, the frame is generated automatically and the byte
array of the frame is displayed in the Generated frame box. You can copy it from here or click
the Copy frame button.

Generated frame:

JE 88 13 18 81 88 B8 B8 B8 B8 B8 B8 B8 FF FE B8 B8 48 45 -
AC AC AF 7D

Byte count: 23

Frames interpreter tool

The Frames interpreter tool decodes the byte array of an API frame and displays it in a set of fields
with corresponding values. The number of frame fields depends on the API frame type.

To open the Frames interpreter tool, select Frames interpreter from the Tools drop-down menu on
the main XCTU toolbar.
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%

Frames Generator

Frames Interpreter

XBee Recovery

Load Console Session
Range Test

Firmware Explorer
Serial Console
Spectrumn Analyzer
Throughput
MicroPython Terminal

File Systern Manager

o B Q> N A ) |5

Profile Editor

XBee API Frames interpreter dialog

Use the Frames interpreter dialog to decode the byte array of an API frame.
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XBee API Frames interpreter
Write the hexadecimal value of an XBee API frame
to see its detailed information.

Mode: | AP11 - API Mode Without Escapes

Enter the value of the XBee API frame to decode:

B8 48 45 4C 4C 4F 7D

XBee API frame information:

JE 88 13 19 @1 ee 22 68 00 00 288 BB e@ FF FE BB -

Transmit Reguest

45 4C 4C 4F 7D

Start delimiter
7E

Length
@@ 13 (19)

[(API1) =l

7E 88 15 1@ @1 &6 b0 62 B2 60 06 @8 88 FF FEC 89 @8 48 ﬂ

<&
|

Frames interpreter tool

The following table provides descriptions of the fields in the XBee APl Frames interpreter dialog.

Field Description

Mode API mode or APl escaped mode
AP| frame
value without the "0x" prefix.
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Feaowrpon

APl frame | Includes the type of API frame with all specific frame fields as well as the start
information | delimiter, length, and checksum of the frame. Frames with an RF data field display the
data in both Hexadecimal and ASCII formats.

7E 8@ 13 10 @1 G0 00 B0 PO B0 B0 G0 0B FF FE 88 82 48 45 4C 4C 4F 7D
Start delimiter
7E
Length
@8 13 (19)
Frame type

10 (Transmit Request)
Frame ID

a1 (1)

64-bit dest. address

20 00 00 00 00 90 00 00
16-bit dest. address

FF FE

Broadcast radius

e (8)

Options

El=s

Checksum

Copy packet information

Copy Copies the decoded API frame information to the clipboard in plain text.
packet
information

Decode a frame

Follow these steps to decode a frame. For more information, see the Frames interpreter tool.

1. Launch the Frames interpreter tool by selecting Frames interpreter from the Tools drop-down

\ - . .
menu on the main toolbar. The XBee APl Frame interpreter dialog appears.

2. For Mode, select the APl mode (API or API Escaped) of the frame to generate.

Tip To learn more about these modes, see AP| operating mode and AP| escaped operating
mode.
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Frames interpreter tool

3. Below the APl mode selection there are two text boxes. Enter the byte array of the APl frame
to decode in the top text box. The value of each byte must be hexadecimal and without the

"0x" prefix.

If the byte array is not valid, the tool displays the corresponding error at the top.

XBee API Frames interpreter
€) Invalid packet length (expected 0x0D00A).

If the byte array is valid, the bottom text box displays information about the API frame.

XBee API Frames interpreter .@.{;’ o >

Write the hexadecimal value of an ¥Bee APIframe
to see its detailed information. b

Mode: | Ap11 - API Mode Without Escapes T]

Enter the value of the XBee API frame to decode:

JE BB 13 18 B1 B8 B2 B2 B2 B8 Be B8 88 FF FE BB -
Bg 43 45 4C 4C 4F 7D

#Bee API frame information:

Transmit Request (API1)

JE @88 13 18 81 o8 88 80 05 08 60 BB BB FF FE B0 80 48
45 4C 4C 4F 7D

m..| »

Start delimiter
7E

Length
e 13 (19)

Close
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XBee recovery tool

Transmit Request (API1)

Start delimiter

7E

Length

88 13 (19)

Frame type

18 (Transmit Request)
Frame ID

81 (1)

64-bit dest. address

a8 a8 ba B8 a8 88 28 ea
16-bit dest. address

FF FE

Broadcast radius

28 (@)
Options

aa

RF data

ASCH | HEX

JE @8 13 18 @1 o2 B0 60 90 00 60 BB B8 FF FE 86 88 48 45 4C 4C 4F 7D

HELLO

Checksum
7D

XBee recovery tool

The XBee recovery tool is an embedded tool that you can use to force a firmware update on radio
modules with damaged firmware. You can also use this tool to recover a radio module from
programming mode.

Copy packet informaticon

To open the XBee recovery tool, select XBee recovery from the Tools drop-down menu on the main
XCTU toolbar.
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X
4

Frames Generator

=th

@ Frarmes Interpreter
ﬁ XBee Recovery

@ Load Console Session
? Range Test
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Recover a radio module dialog

Use the Recover a radio module dialog to force a firmware update on radio modules or recover radio
modules. For instructions, see Recover a radio module.
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;"C Recover a Radio Medule O w0

Recover a Radio Module

This tool allows you to force a firmware update on radic modules with
damaged firmware or recover a radic module from programming mode,

Select the COM port containing the module to recover: | COME

Select the product family of your device, the new function set and the firmware version to flash:

(?) Product family Function set Firmware version

K09-009 Pl XBEE 802,154 PR 1 Def (Mewest) s
X09-019 ABEE 202.15.4 Analog |0 Adapter 10ee

#24-009 ¥BEE 802,154 Digital 10 Adapter 10ed

#24-019 XBEE 802.15.4 R5232 ADAPTER 10ec

XB24 XBEE 202.15.4 R5232 Power Harvester 10ed

¥XB24-B XBEE 802.15.4 R5485 ADAPTER 10eb

XB24-DM % | | XBEE 802.15.4 Sensor ADAPTER v | [10CD b

Can't find your firmware? Click here [y 1

| View Release Note§

Close I | Recover |

The following table provides descriptions of the fields in the Recover a radio module dialog.

Field Description

COM port | Serial port where the module to be recovered is connected

Product
family

Function
set

XCTU User Guide

Product family of the module to be recovered. If you do not know the product family,
check the label on the back of the device.

i b

= 3% 0013A200 o

+« N ! AOXXXXXX .

| HAK ra -
Dare

Determines the available functionality such as mode of operation; end device, router, or

coordinator designation; special sensor and adapter settings; etc. Available options
depend on the module selected.
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Fea oespon

Firmware | Firmware version to flash to the module to be recovered. The most recent firmware
version version appears at the top of the list.

View Enabled if the selected firmware has release notes available. Click to open a new dialog
release containing release notes for the selected firmware.
notes

Programmable XBee radio modules and the XLR PRO cannot be recovered using the XCTU
recovery tool.

The recovery process may require you to reset the radio module. Reset the module and wait for
the dialog to close; the recovery process will continue after the module is reset.

Recover a radio module

Follow these steps to recover radio modules that have damaged firmware or are in programming
mode. For more information, see the XBee recovery tool.

You cannot use the recovery tool to recover programmable radio modules or the XLR-PRO.

1. Launch the XBee recovery tool by selecting XBee recovery from the Tools drop-down menu

M d -
on the main toolbar. The Recover a radio module dialog appears.
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& Recover a Radio Module O

Recover a Radioc Module B i
e @

p
b

This tool allows you to force a firmware update on radic modules with
damaged firmware or recover a radic module from programming mode,

By .

Select the COM port containing the module to recover: | - Select port -

Select the product family of your device, the new function set and the firmware version to flash:

(7) Product family Function set Firmware version

A09-009 ~
H09-019

X24-009

X24-019

XB24

XB24-B

XB24-DM i

Hopping
Hopping - Advanced RF Modes

Can't find your firmware? Click here P o PR g

Close Recover

2. Select the serial port where the damaged radio module is attached.

3. Select the firmware you want to use for recovery. Specify the product family, function set, and

version.

. Click Recover to program the new firmware in the radio module. Click Show Details from the

progress box to view a detailed progress log.

If XCTU displays a dialog asking you to reset your radio module, reset the module and wait for
the dialog to close.

If the recovery is successful, click OK to close the validation message. Errors are displayed as
separate error messages and are also logged in the progress log.

You can click View Release Notes if the selected firmware has available release notes.

Load console session tool

The Load console session tool allows you to load a saved API or AT console session to review the
recorded API frames or data. You can load a session saved directly from the frames/packets log of the
console or a session generated using the recording feature.

To open the Load console session tool, select Load console session from the Tools drop-down menu
on the main XCTU toolbar.
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4

Frames Generator

=th

@ Frarmes Interpreter
ﬁ XBee Recovery

@ Load Console Session
? Range Test

Firmware Explorer

Serial Console
Spectrumn Analyzer
Throughput
MicroPython Terminal
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Console session viewer dialog

The Console session viewer dialog is where you can load a saved API or AT console session. For
instructions, see Load a console session.

If the console session file successfully loads, the tool displays three new controls inside the Console
session viewer:

m Radio module information box

m Console session control

m Session data splitting
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Console session viewer
This tool allows you to load and read an XBee API or AT conscle sessions.
Load an API or AT console session file:
. Chvconsole_sessions'api_console_session_2015-11-04.log Browse...
Record date: 11-04-201514:14:30.236 Firmware function: XBee DigiMesh 2.4
@ Module ID: Firmware version: 8073
Module address: 0013A20040D2B039 Port configuration: COMI - 9600/8/M/1/H
Frames log O Frame details
D Time Le.. Frame bl AT Command (API1) =
|» 0 1_4:14:02.1..._4 1‘_!'|T Command ||i| 7E @8 84 88 @1 43 48 6B
4= 1 14:14:02.2... @& AT Command Response
= 14:14:02.2... 4 AT Command hat it
4= 3 14:14:025... 7 AT Comrmand Response
w 4 1414025.. 4 AT Command ik
4 5 14:14:026.. 6 AT Command Response Length E
* 6 14:14:026... 4 AT Command aa a4 (4)
* T 14:14:026... 6 AT Command Response Frame type
B 3 14:14:026... 4 AT Command BE (AT Comnand)
4 0 14:14:02.7... @ AT Command Response 3 =
w 10 14:14:027.. 4 AT Command L
4= 11 14:14:028.. 6 AT Command Response e1 (1) =
w12 1414:028.. 4 AT Coemmand AT Command
* 13 14:14:0289.. 9 AT Command Response 43 48 (CH)
) 14 1414:029.. 4 AT Command v | -
Prev. frames Loaded frames from 0 to 157 of 157 | Mext frames

Radio module information box
The radio module information box displays information about the radio module used in the session.

Record date: 11-04-201514:14:30. 236 Firmware function: XBee DigiMesh 2.4
% Module ID: Firmware version: 8073

Module address: 0013A20040D2B039 Port configuration: COM1 - 9600/8/M/1/H
Field Description
Icon Represents the protocol of the radio module
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e ot

Record date

Module ID The name or identifier of the radio module

Module address The physical (MAC) address of the device

The date the console session was saved

Firmware function | The function of the firmware running in the radio module

Firmware version | The version of the firmware running in the radio module

Port configuration | The radio module port statistics from the session

If the session you attempt to load corresponds to a Serial console session, the Radio module

information box displays only the Record date and Port configuration fields.

, 8 . Record date:

02-24-201511:17:55.233
Port configuration: COM4 - 9600/8/M/1/M

Console session control

The console session control varies depending on the type of console session. If the saved console
session is an AT (transparent) or Serial session, the control is the same as the one in the Data traffic
monitoring section of the AT or Serial consoles. In other words, it is a data text box with the

hexadecimal representation of the data.

Console log

+++0K
ATID
D161
ATSC
7FFF
ATSD
3
ATZS
a
ATN]
FF
ATOP
D161
ATOI

m |

2B
41

a1
37
41
33
41
38
41
46
a1

41

2B
54
31
54
46
54
aD
54
aD
54
46
54
31
54

28
49
36
53
46
53

S5A

4E
8D
aF
36
4F

3
43
46

53

A

58

3
49

4B @D
ab
ap
ab
an
an

ap

latmg | »

If the saved console session is an API session, XCTU displays an API frames table with an API frame
details view attached on the right side. This is the same control as the one in the API frames traffic
monitoring section of the APl Console.
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m

XCTU tools
Frames log O Frame details
B 0 1414:021. 4 AT Command ] e S s e
=1 14:14:02.2.. 6 AT Command Response
w 14:14:02.2,.. 4 AT Command it R
4= : 14:14:025. 7 AT Command Response
W 4 1414025.. 4 AT Command ’E
4 5 14:14:026.. 6 AT Command Response Length
* i 14:14:026.. 4 AT Command 88 a4 (4)
4= 7 14:14:026.. 6 AT Command Response Frame type
* 8 14:14:026.. 4 AT Command 68 (AT Command)
* 9 1414027, 6 AT Command Response
W 10 14:14:027.. 4 AT Command frenciD
4= 11 14:14:028. & AT Command Response e1 (1)
W 17 14:14:028. 4 AT Command AT Command
* 13 14:14:029.. 9 AT Command Response 43 48 (CH)
* 14 1414:029.. 4 AT Command - P T v

Regardless of the control displayed, you can only review the session data; any other functionality with
the controls is disabled in this tool.

Session data splitting

If the data to be loaded is too long for XCTU to display all at once, the data is split into blocks of bytes
(when the session is an AT or Serial session) or blocks of frames (when the session is an API session).
Depending on which console you used to save the session, XCTU displays a Frames log viewer (API) or
a Console log viewer (AT and Serial Console).

Prev. bytes

Prev. frames

Loaded bytes from 0 to 1499 of 5148

Loaded frames from 0 to 1200 of 2244

Mext frames

You can also use the console session scroll bar to load the next and previous blocks of data. The
next block of data loads automatically when you scroll to the bottom of the control and scroll down

again.

Load a console session

Follow these steps to load a saved API or AT console session. For more information, see the Load

console session tool.

1. Launch the Load console session tool by selecting Load console session from the Tools drop-

\ x . . . .
down menu /‘: on the main toolbar. The Console session viewer dialog opens.

2. Click Browse. An Open file dialog box asks you for a saved XML console session file.
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3. Navigate to your saved console session file and click Open.

You can open log sessions in XML format that were generated with previous versions of

XCTU. Although saving sessions in XML is no longer supported, XCTU maintains backward
compatibility.

If the tool is not able to load the selected file, an error states the cause of the problem.

The Console session viewer displays a loaded console session.

Console session viewer o ﬁ
This tool allows you to load and read an XBee API or AT console sessions. ! E
b
\ L
Load an APl or AT conscle session file:
Checonsole_sessionshapi_console_session_2015-11-04.log
Record date: 11-04-201514:14:30.236 Firmware function: XBee DigiMesh 2.4
ﬁ;ﬂ Module ID: Firmware version: 8073
Module address: 0013A20040D2B039 Port configuration: COML - 9600/8/M/1/H
Frames log 9 Frame details
D Time Le.. Frame Bl AT Command (API1) =
= 0 1414021. 4 AT Command I T
41 14:14:02.2... 6 AT Command Response
= 14:14:02.2... 4 AT Command St Gt
4= 3 14:14:02.5... 7 AT Command Response
w 4 1414:025. 4 AT Command I
4 5 1414026.. 6 AT Command Response Length E
* 6 14:14:026.. 4 AT Command a8 a4 (4)
7 14:14:026.. 6 AT Command Response Frame type
=B 3 14:14:026... 4 AT Command @8 (AT Command)
* 9 14:14:02.7... 6 AT Command Response ; B
w 10 14:14:027.. 4 AT Command B
4 11 1414:028.. 6 AT Command Response e1 (1) e
w17 1414:028.. 4 AT Command AT Command
* 13 14:14:028.. 9 AT Comrmand Response 43 48 (CH)
) 14 1414:029.. 4 AT Command - P P o -
Prev. frames Loaded frames from 0 to 157 of 157 Mext frames

Range test tool

The Range test tool is an embedded tool that tests the real RF range and link quality between two
radio modules in the same network. To perform a range test, you must have at least one local radio
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module connected to your computer and added to XCTU, and a remote device in the same network

configured as the local device. See Range test.

To open the Range test tool, select Range test from the Tools drop-down menu on the main XCTU

toolbar.

%

Frames Generator
Frames Interpreter

XBee Recovery

Load Console Session

Range Test

Firmware Explorer
Serial Console
Spectrumn Analyzer

Throughput

o B Q> N || 6 &

Profile Editor

Radio range test dialog

MicroPython Terminal

File Systern Manager

Use the Radio range test dialog to perform a range test. For instructions, see Perform a range test.
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Radio Range Test

The Range Test utility is used to test the real RF range and link quality between two radic modules in the same
network. Before starting the Range Test session you need to select a local device and a remote one or specify a
remote destination address.

Device Selection
‘Select the local radio device: (3  Select the remote radio device: :
& 0013A20040A9E805 HULK Zigiee AT | © Discovered device: [Nndmtﬁ discovered -
B 0013A20040A9E85B  ULTROM ZigBee APIL | ) Specify 64-bit address: | |
4B 0012A20040A0E81B  HULKBUST.. ZigBee API1 T

) Specify 16-bit address: | |

-10 {5
-20 {;
-30
40 -
-50 {:
60 {:
70 1=
-80
-ap
-100 1* 0
01:00:00.000

100
B -

50

RSSI [dBm]
Success [%o]

.25

Il 7 Local Rsst [l 7] Remnote RSSE ] 7] Percentage

’ €3 Close ] I {3 Start Range Test

The following sections provide descriptions of the controls and fields in the Radio Range Test dialog.

Device Selection

Use the Device Selection section to designate the local device that will perform the range test and
the remote device the range test will be performed upon.
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Select the local radio device:

Local device | Populates with devices currently added to XCTU. The list provides the following
list information about each local device:

MAC address
Device name
Protocol
Operating mode

Discovers remote devices for the selected local device.

g

Select the remote radio device:

Feaomspon

Discovered | Displays a list of any remote devices discovered for the selected local device. Only
device devices whose protocols support node discovery list remote devices.

Specify 64- | Allows a user to manually enter the 64-bit address of the destination device.

bit address

Specify 16- | Allows a user to manually enter the 16-bit address of the destination device.

bit address

Note Not all protocols support 64- and 16-bit addressing.
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Range Test Configuration

You can configure the following range test options from within the Range test tool:

T

Range Test type m Cluster ID 0x12: Performed using explicit addressing frames/packets
directed to the Cluster ID 0x12 on the data endpoint (0xE8), which
returns the received data to the sender. Not all protocols and
operating modes support the Cluster ID 0x12 range test. XCTU
displays an error message for unsupported devices.

m Loopback: Performed using the serial port/USB hardware loopback
capabilities. Before initiating this range test, you must configure the
remote module to work in transparent mode and close the loopback
jumper. Works only with remote devices in AT operating mode.

Packet payload Allows you to configure the packet payload that will be sent to the remote
device during range test. Opens a new window for ASCII/HEX input.

Rx Timeout (ms) Sets the maximum time in milliseconds to wait for response from the remote
device before considering a packet to be lost.

Tx interval (ms) Sets the minimum time in milliseconds to wait before sending a new packet
to the remote device.

Number of packets | Configures the number of packets to send in a single range test session.

Loop infinitely When checked, configures the Range test tool to send packets infinitely until
the session is stopped manually.

Skip RSSI When checked, the test skips the RSSI measurements. Note that you can

measurements only skip them when your local module works in AT (transparent) mode.

Time window Configures the visible time window of the RSSI data measured by the range
test.

When you have configured all the options, click Start Range Test to start

[ Start REHQETE“I sending packets and measure the signal strength.

You can stop the process any time by pressing the same button, now
[ © Stop Range Test l showing the text Stop Range Test.
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Data representation

XCTU represents range test data in three ways:

Field Description

RSSI Represents
chart the RSSI
values of the
local and
remote
devices
during the
range test
session. The
line graph
also contains
. Local RS5L - Remote R5SI - Percentage the
percentage of
success for
the total
packets sent.
You can
hide/show
chart data by
checking or
unchecking
Local RSSI,
Remote RSSI,
and
Percentage.

100

75

50

RSSI [dBm]
Success [%o]

25

-100

13:45:00 13:45:30 13:46:00

Local Displays

RSSI instant RSSI

value value of a
local device,
in dBm, for
the last
packet
transmitted.
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Field Description

Remote | Displays
RSSI instant RSSI
value value of a
remote
device in
dBm, for the
last packet
transmitted.
When the
local module
is working in
AT
(transparent)
mode, XCTU
cannot read
the remote
device RSSI
value.

Packet Displays total
summary | number of
packets sent
and received,
transmission
errors, and
packets lost.
It also
displays the
percentage of
success
sending and
receiving
packets
during the
range test
session.

Supported products

Range test is only supported in the following:

m SX

= XLR Pro Module
m ZigBee

m DigiMesh

= XTend

m XTend - DigiMesh
m XC/XSC
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= 802.154
= DigiPoint

Special considerations
There are some special considerations to be aware of while working with the Range test tool:
m  When the local module is working in AT (transparent) mode, the tool automatically performs

configuration steps in the module before starting the range test, and after finishing or stopping
it. A progress bar shows the level of completion for this process.

= When the local module is working in AT (transparent) mode, it is not possible to read the
remote device RSSI value.

m The Loopback range test type only works with remote devices in AT (transparent) operating
mode.
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= When performing a Loopback range test, you need to connect the loopback jumper or the

loopback adapter in the remote device before starting and disconnect it after finishing. A dialog

box notifies you of the action required:

ACTION
REQUIRED

Make sure remote device is in transparent mode, it has

the destination address configured with the local one

and loopback jumper or the serial loopback adapter is
connected . Click OK to continue.

=]

ACTION
REQUIRED

Do not forget to remove the loopback jJumper or to
disconnect the serial loopback adapter from your remote
device.

Range test

Since communication between XBee RF modules takes place over the air, the quality of the wireless
signal can be affected by many factors: absorption, reflection of waves, line-of-sight issues, antenna
style and location, etc. A range test demonstrates the real-world RF range and link quality between
two XBee modules in the same network. During a range test, XCTU send data packets from the local
XBee module to the remote module and waits for the echo to be returned from the remote module to
the local module. XCTU counts the number of packets sent and received by the local module and

XCTU User Guide

164



XCTU tools

Range test tool

measures the signal strength of both sides as an RSSI (Received Signal Strength Indicator) value.
Every sent packet from the local XBee should be received again as an echo by the same local XBee.

The following products support range testing:

ZigBee

DigiMesh

XTend

XTend - DigiMesh
XC/XSC

XLR PRO
802.15.4
DigiPoint

SX

When deploying an actual network, perform multiple range tests to analyze varying conditions in

your application.

Perform a range test

Follow these steps to perform a a range test. For more information, see the Range test tool. When the
local module is working in AT (transparent) mode, the Range test tool automatically pre-configures
the module before starting the range test, as well as after the range test is completed or manually
stopped. A progress bar displays the level of completion for this process.

To perform a range test, you must have at least one local radio module connected to your computer
and added to XCTU, and a remote device in the same network as the local device.

1.

\ -
Launch the Range test tool by selecting Range test from the Tools drop-down menu on
the main toolbar.
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XBee Recovery
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o E Q> E A|)|E G &S

Range Test

Firmware Explorer
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Throughput
MicroPython Terminal
File System Manager

Profile Editor

2. Select the local device that will perform the range test and the remote device against which
the range test will be performed.

3. Configure the following range test parameters:
m Range Test type
m Packet payload
m Rxtimeout
= Txinterval
= Number of packets
= Loop infinitely
m  Skip RSSI measurements
= Time window

4. Click Start range test to begin sending packets and measuring signal strength. You can stop
the range test at any time by clicking the Stop range test button.

If the Loopback range test type is configured, you must connect the loopback jumper in the
remote module before starting the range test and remove it when the range test has finished.

Firmware explorer tool

The Firmware explorer tool allows you to navigate through XCTU's firmware library to review
available firmware versions and their settings, without having a radio module attached to your
computer. It also lets you save and load firmware profiles.

To open the Firmware explorer tool, select Firmware explorer from the Tools drop-down menu on
the main XCTU toolbar.
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X
4

Frames Generator

=th

@ Frarmes Interpreter
ﬁ XBee Recovery

@ Load Console Session
? Range Test

Firmware Explorer

Serial Console
Spectrumn Analyzer
Throughput
MicroPython Terminal

File Systern Manager

o ECQ>H

Profile Editor

Firmware explorer dialog

Use the Firmware explorer dialog to review available firmware versions and their settings. For
instructions, see Inspect a firmware version.
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.:": Firmware Explorer O e

Firmware Explorer

This tool allows you to navigate through the firmware library as well as to create and load
profiles.

= Select the product family of your device, the new function set and the firmware version to flash:

@ Product family Function set Firmware version

XB2B-WF A
Digi XBee3 802,154 TH 2001

XB3-DM Digi XBee3 DigiMesh 2.4

¥B&-DP Digi ¥Bee3 DigiMesh 2.4 TH

AB2X-DM Digi XBeel Zighee 3.0

XBEX-DM Digi XBeel Zigbee 3.0 TH

XBUXT b

Can't find your firmware? Click here View Release Notes

Q [premeter | 51 71

* Networking ~
Parameters which affect the 802.15.4 network

i CH Channel C |
i ID Network PAN ID 33 |
i C8 802.15.4 Compatibility 0 | Bitfield

i NI Mode Identifier | |

i NT Mode Discover Time | 19 | 1 100 ms
i MO Node Discover Options | 0 | Bitfield
i MM MAC Mode 802.15.4 + Digi header w/ACKS [0] ~

i NP Maximum Packet Payload Length

* (Coordinator/End Device configuration
Configuration of a master/slave 802.15.4 network

i CE Device Role End Device [0] ~ ™

Cloze

Firmware selection panel

The firmware selection panel allows you to specify the firmware to be loaded. To display the settings

of a specific radio firmware, specify the firmware family, function, and version from the corresponding
lists.
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The firmware selection panel does not flash the firmware on a module. It loads the firmware in
the dialog so you can view its settings.

Fea oesapon

Product | Product family of the firmware to load. If you do not know the product family, check the
family label on the back.

Function | Determines the available functionality such as mode of operation; end device, router, or
set coordinator designation; special sensor and adapter settings; etc. Available options
depend on the module selected.

Firmware | Firmware version to be loaded. The most recent firmware version appears at the top of
version the list.

View Displays the release notes of the selected firmware, if available.
release
notes

Firmware toolbar

The toolbar displays all the actions you can perform on the selected firmware:

Field Description

P Enables you to search firmware settings by AT parameter.

Search

Expands or collapses all firmware settings sections.

+1 -1

Expand/collapse settings

Firmware settings panel

The firmware settings panelis located below the firmware selection panel and contains all the
settings that make up the firmware, in categories.

The settings are displayed and managed the same way as they are in the Radio configuration section.
For more information, see Configure your modules.

Inspect a firmware version

Follow these steps to inspect a firmware version. For more information, see the Firmware explorer
tool.

1. Launch the Firmware explorer tool by selecting Firmware explorer from the Tools drop-down

\ -
menu on the main toolbar. The Firmware Explorer dialog displays all the available
firmware hosted in XCTU.

2. Select the product family of the firmware, the function set, and the desired firmware version.
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3. You caninspect available settings for the selected firmware version.

s
@ Firmware Explorer

Firmware Explorer

This tool allows you to navigate through the firrmware library as well as to create and load
profiles.

™
i 0 - Q[poameer | 71 71

Default Profile

w Select the product family of your device, the new function set and the firmware version to flash:

@ Product family Function set Firmware version

HB24-WF ~ | | ZigBee End Device API P
ZigBee End Device AT 2340

XB2acC ZigBee End Device Analog |0 238C

XB24CSE ZigBee End Device Digital [0 2370

XB24D ZigBee End Device PH 2364

XB2B-WF 2341

XB3-24 v | | ZigBee Router AT v | 2321

Can't find your firmware? Click here ? i Pelas Nt

¥ Networking 2
Change networking settings

i 1D PANID [0 | ©
i SC Scan Channels | FFFF | Bitfield ©
i SD Scan Duration E | exponent (H)
i ZS ZigBee Stack Profile [0 | ©
i NJ Node Join Time | FF | x1sec ©
i NW Network Watchdog Timeout lo | 1 minute ()
i JV Channel Verification Disabled [0] vl @
i 10 i Mestihec i :'[:r'i;a'br'é&_[_qj] v ©

i OF Operating PAN ID

Serial console tool

The Serial console tool allows you to interact with your radio modules without having to first discover
them and add them to the list of radio modules. It is essentially an AT console, but instead of
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associating directly with a module it communicates with the port attached to the module you want to
communicate with.

To open the Serial console tool, select Serial console from the Tools drop-down menu on the main
XCTU toolbar.

%

Frames Generator
Frames Interpreter
XBee Recovery

Load Console Session
Range Test

Firmware Explorer

Serial Console

Spectrumn Analyzer
Throughput
MicroPython Terminal

File Systern Manager

o' B @ F|H|A ) & G &

Profile Editor

Serial console dialog

The workflow and components of the serial console are similar to those of the AT console. However,
since the serial console is not associated with a radio module, you must configure the serial port the
console will open a connection with. For instructions, see Configure the serial port settings.
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Serial Console

Cormmunicate with your XBee devices without having to add them to the list of radio modules.

“
K B mE | O O T Byes:

Configure Record

Configure the port before opening the console.

Console log @O0000

Send packets

MName Data

& Send selected packet

Start sequence

For more information on the console toolbar, see Consoles working mode. For a description of
Console log and Send packets dialogs, see AT console.
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Open a serial console session

The first time you open a console, it is disconnected by default. This is indicated by the gray
background of the toolbar and the status text reading "Closed."

utoms Jpustpton

Click the Open button to establish communication with the radio module
-‘1 corresponding to the console. If it is the first time you connect the console, you are
2 prompted to configure the serial connection.

»

The background color of the Open button changes to green and its text changes to
Close. When the console is connected, all the data traffic of the radio module is
captured by the console and displayed in the corresponding controls.

Click the Closebutton if you want to disconnect the console from the module.

Configure the serial port settings

Follow these steps to configure the serial port settings of an instance of the Serial console tool. For
more information, see Serial console tool.

1. Click the Configure button A on the Serial Console toolbar. If the console is not yet

S

.V
connected, click the Open button & .

&Y K| B &) (@) sl | o, & & i

5 BRE Ry Bytes: 0

Open  Configure FRecord

The Serial Port Configuration dialog list all of the serial connection parameters to be
configured.
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Serial Port Configuration ® ‘
Select the COM port from the list and configure its

-.-
ﬁ\
settings. w K :

@ Select the Serial/USB port:

*

T COoml Communications Port

T COomM3 Intel(R) Active Management Technology - S0L

= COMB USE Serial Port ‘
T COM13 LISE Serial Port B
W COM1T LISE Serial Port 2

m

Refresh ports ]

(71 Provide a port name manually:

Baud Rate: 38400 %
Data Bits: |8 -
Parity: | None v|
Stop Bits: |1 -
Flow Control: | None v|

| Setdefaults |

| ok || concel |

2. Select the device's serial port, or provide it manually. The rest of the parameters are loaded
with their default values.

3. Change the configuration if needed. The most common serial configuration is:
Baud rate: 9600 or 115200
Data bits: 8
Stop bits: 1
Parity: None
Flow control: None

Custom baud rates can only be typed under Windows OS.

Open a serial console session

The first time you open a console, it is disconnected by default. To open a serial console session:
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1. Select Serial console from the Tools drop-down menu on the main XCTU toolbar. The Serial
console dialog appears.

L]

Frames Generator
Frames Interpreter
XBee Recovery

Load Censole Session
Range Test

Firmware Explorer

Serial Console

Spectrumn Analyzer
Throughput
MicroPython Terminal

File System Manager

on s ® F|H .E*l of) 1] Bk & é_”_z,_l] x‘

Profile Editor

2. Click the Configure button from the toolbar and configure the serial port where the radio
module is attached. See Configure the serial port settings for details.

3. Click the Open button to establish communication with the radio module.

The serial console tool operates just like an AT console. For more information, see Consoles
working mode, AT console, and Serial console tool.

Spectrum analyzer tool

The Spectrum analyzer tool allows you to test and measure the spectrum of the selected radio band.
The tool reports the noise level of each channel indicating its best, worst and average measures.

To open the Spectrum Analyzer tool, select Spectrum analyzer from the Tools drop-down menu on
the main XCTU toolbar.
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X
4

Frames Generator

=th

@ Frarmes Interpreter
ﬁ XBee Recovery

@ Load Console Session
? Range Test

Firmware Explorer

Serial Console

Spectrumn Analyzer

Throughput
MicroPython Terminal

File Systern Manager

ow B Q> H

Profile Editor

Spectrum analyzer dialog

Use the Spectrum analyzer dialog to analyze the spectrum of a radio band. For instructions, see
Analyze the spectrum of a radio band.
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Spectrum Analyzer ..O.' .0
The Spectrum Analyzer utility is used to test and measure the spectrum of the selected radio band. The analysis
(Y

reports the noise level of each channel indicating its best, worst and average measure, Before starting the
Spectrum Analysis session you need to select a local device

Device Selection Configuration
Select the local radio device: Sampling interval (ms): 1000 E
i 0013A20040DBCE1F PETER PAN DigiMesh AT @ MNumber of samples: 100

[ Loop infinitely

Spectrum Analysis

. Channels

dBm

Channels

- Current value - [V] Max value - Min value - Averagevalue

’ €3 Close l ’ ) Start Spectrum Analysis

Device selection

The Device selection area lists the devices that you have added to XCTU. Select the radio module you
want to use to perform the analysis.

Analysis configuration
The Configuration area allows you to configure the spectrum analysis process.

Description
Sampling Determines the time to wait in milliseconds before reading a new noise level
interval (ms) sample of the RF channels.
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Spectrum analyzer tool

e oo

Number of Select this option to configure the number of samples to read in the spectrum
samples analysis session.
Loop infinitely Select this option to read samples infinitely until the spectrum analysis session is

stopped manually.

of each RF channel.

[ O Stop Spectrum Analysis ]

Channels Chart

The Channels chart represents the noise level of all the RF channels. Each channel displays one bar

with the current noise level and two little marks representing the highest noise level (green) and the
lowest noise level (red). A blue line indicates the average noise level of all the channels. The spectrum
analysis refreshes the noise levels of each channel continuously until the analysis ends or is stopped.

When you have configured all the options, click the Start Spectrum
[ (. Start Spectrum Analysis ] Analysis button to start reading samples and measure the noise level

You can manually stop the analysis at any time by clicking the same
button, which changes to Stop Spectrum Analysis.

Note The list of supported channels may vary depending on the device type and device region.

Channelz

B @] Current value [ @] Maxvalue [ 7] Min value [ ¥ Average value

You can use chart filters to hide or display the bars, the best and worst noise level values and the

average noise level line.

Channels

- [7] Current value - [7] Max value - [7] Min value - A\rerage value

XCTU User Guide

Channels

CHO 890
CHL 410 |2
CH2 -89.0

CH3 -89.0

CH4 -87.0

CHS -85.0

CHB -89.0

CHT -88.0

CHB 80 |-
Channels

CHO 870
CHL 850 |
CH2 -92.0

CH3 -87.0

CH4 -88.0

CHS -87.0

CHB 910

CHT -90.0

CHB 850 |-
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If you click a channel from the list of channels, it is highlighted in the chart. Likewise, you can select a

channelin the chart to highlight it in the list of channels.

Channelz

- Current value - Max value - Min value - [¥] Average value

Channels

CH16 -86.0 -
CHI7  -89.0

CH18 -89.0

CH1g 870
CH20  -860

CH21 -89.0

CH22 -89.0

CH23 -88.0

CH24 -82.0 -

Selecting or clearing the check box of each channel within the list of channels shows and displays it in

the chart.

Channel summary values

The Channel area displays the instant noise level of a channel as well as its average, best and worst
noise level. To display channel values, select a channel in the chart or highlight a channelin the list of
channels on the right.
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Number of samples

The Samples Read area displays the number of noise level samples read by the selected radio module.

Note that you can specify the number of samples to read in the Configuration area.

Samples Read

10

Analyze the spectrum of a radio band

Follow these steps to analyze the spectrum of a radio band. For more information, see Spectrum
analyzer tool.

1. Launch the Spectrum analyzer tool by selecting Spectrum analyzer from the Tools drop-down

menu E43  on the main toolbar. The Spectrum Analyzer dialog appears.
2. Under Device Selection, select the local radio device you want to analyze.

Under Configuration, specify the sampling interval and a configuration method.

4. Click the Start Spectrum Analysis button to start reading samples and measure the noise
level of each RF channel. You can manually stop the analysis at any time by clicking the Stop

Spectrum Analysis button.

When an analysis begins, the chart and channels list display the RF channels supported by the

selected device.

Channels

CHO
CH1
CH2
CH3
CH4
CHS

CH7

B @] Current value [ @] Maxvalue [ 7] Min value [ ¥ Average value CH8

-89.0
-87.0
-89.0
-89.0
-87.0
-85.0
-39.0
-88.0
-88.0

[am |

5. Use chart filters to hide or display channels, the best and worst noise level values and the

average noise level line. You can also display channel values and samples read. For details,

Spectrum analyzer tool.

Throughput tool

see

The Throughput tool allows you to measure the transfer ratio between two radio modules in the same
network. To perform a throughput measure, you need to have a local radio module added to XCTU and

a remote device in the same network as the local one.

To open the Throughput tool, select Throughput from the Tools drop-down menu on the main XCTU

toolbar.
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X
4

Frames Generator
Frames Interpreter
XBee Recovery

Load Console Session
Range Test

Firmware Explorer
Serial Console

Spectrumn Analyzer

Throughput

o B> E A ) I B &
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MicroPython Terminal
File Systern Manager

Profile Editor

Throughput tool
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Throughput dialog

Use the Throughput dialog to measure the transfer ratio between two radio modules in the same
network. For instructions, see Measure the transfer ratio between two radio modules.

Throughput

This toel allows you te test the transfer ratio from a radio module to another module in the same network.
Before starting the Throughput session you need to specify the 2 devices that will be used in the process,

 Device selection

Select the local radio device: £ select the remote radio device:
B 0013A2004030FB70  BAYMAX DigiMesh AT Remote selechion lDiscmmd P ,]
i 0013A20040A9E81E  HULKBUST.. ZigBee API1
4B 0013A20040D2B039 HIRO DigiMesh AT ’Nndeuicﬁ discovered v]
Throughput
1 ..................................................................................... ) '
-
E- i ]
= Configure payload...
o
m
1.
™
-
w
c
[}
=
0
01:00:00.000

I 7| Transfer ratio | (7] Avg. transfer ratio

[ QCbse ] ’ Start Throughput

Device selection

Use the Device selection section to designate the local device that will perform the throughput and
the remote device that receives the data:

Select the local radio device: £ select the remote radio device:
4B 0013A2004030FB70  BAYMAX DigiMesh AT Remote =election: ’Dﬁmmd device ,]
n 0013A20040A9E81B  HULKBUST... ZigBee API1
4B 0013A20040D28039 HIRO DigiMesh AT [ Mo devices discovered - ]
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Select the local radio device

Local device | Populates with devices currently added to XCTU. Select the device you want to use
list in the throughput session. The list provides the following information about each
local device:
m MAC address
m Device name
m Protocol
m Operating mode

Discovers remote devices for the selected local device.

g

Select the remote radio device
The remote device selection can be performed in four ways:

Field Description

Discovered | Displays a list of any remote devices discovered for the selected local device. Only
device devices whose protocols support node discovery list remote devices.

Specify 64- | Allows a user to manually enter the 64-bit address of the destination device.

bit address

Specify 16- | Allows a user to manually enter the 16-bit address of the destination device.

bit address

Specify Allows a user to manually enter the IPv6 address of the destination device. Only
IPv6 supported by Thread modules.

address

Note Not all protocols support node discovery. Only devices that support node discovery list remote
devices.

Note Not all protocols support IPv6, 64 and 16-bit addressing. Devices that do not support any of
these mechanisms display an error at the top of the page.

Throughput session configuration

You can configure the following throughput session options from within the Throughput tool:
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T

Throughput type Determines the type of throughput process to perform. Available
options include:

m Unidirectional: Sends data from the local device to the
remote device. Before sending the next packet of data, it
waits for the transmission status of the previous one.

m Unidirectional (UDP): Sends data from the local device to
the remote device using UDP protocol. Before sending the
next packet of data, it waits for the transmission status of
the previous one. Only supported by Thread modules.

m Unidirectional CoAP: Sends data from the local device to
the remote device using CoAP protocol. Before sending the
next packet of data, it waits for the CoAP transmission
status of the previous one. Only supported by Thread
modules.

m Bidi - Cluster ID 0x12: Sends data from the local device to
the remote one and waits for the data receipt from the
remote device. The transmission is performed using explicit
addressing frames/packets directed to the Cluster ID 0x12
which returns the sent message.

Not all protocols and operating modes support
Bidi - Cluster ID 0x12 Throughput type. Devices
that do not support it display an error at the top of
the page.

m Bidi - Loopback: Same as previous bidirectional mode, this
one also waits for the data back from the remote device
before sending the next block of data. The data back is
performed using the serial port/USB hardware loopback
capabilities. Specific user actions are required to use this
mechanism. See Special considerations. This method is valid
for local modules working in both AT and API operating
modes.

m Bidi - Loopback (UDP): Bidirectional mode. Sends data
from the local device to the remote one using UDP protocol
and waits for the data receipt from the remote device
before sending the next block of data. The data back is
performed using the serial port/USB hardware loopback
capabilities. Specific user actions are required to use this
mechanism. See Special considerations. This method is valid
only for Thread modules working either in AT or API
operating modes.
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T

m Bidi - Loopback (CoAP): Same as Bidi - Loopback (UDP) but
using CoAP protocol. Specific user actions are required to
use this mechanism. See Special considerations. See Special
considerations. This method is valid only for Thread modules
working either in AT or API operating modes

Note Loopback throughput sessions require the
remote device to be in AT (transparent) mode.
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T

Packet payload

XCTU User Guide

Allows you to configure the packet payload that will be sent to the
remote device. Opens a new window where you can configure
different payload values by operating mode of the local radio
module (AT or API):

Local module working in API mode:

i Configure the new Throughput packet payload:

Payload size

(@ Use protocol maximum allowed (255 bytes)

() Random payload of 255 . bytes

() Custom payload

ASCOH | HEX

0/255 bytes
Payload timeout

Transmit timeout (ms): ISOUU i @

I Apply changes I [ Cancel I
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Duration

XCTU User Guide

Throughput tool

T

Local module working in AT mode:

i Configure the new Throughput packet payload:

Payload size
@ Random payload of

() Custom payload

ASCO | HEX

1000 bytes

0 bytes

Payload timeout

Transmit timeout (ms):

5000

@

[Apply changes} ’ Cancel l

In APl mode the payload length is limited by the
protocol. In AT mode the payload length is unlimited.

Payload timeout: This is the time that the Throughput
session waits to receive the transmit status packet (when
the throughput type is unidirectional) or the data back from
the module (when the throughput type is bidirectional). The
bigger the payload is the greater this time should be.

Determines the duration of the Throughput session. Available
options include:

m Time (s): Establishes the minimum duration of the session in

seconds. The process sends data packets to the remote
device until this time is reached.

Packets: The duration of the session is established by the
number of packets configured in this field. Bear in mind that
depending on the packet payload, a packet can take several
seconds to be sent.

Loop infinitely: The process sends packets infinitely until
the throughput session is stopped manually.
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T

Time window Configures the visible time window of the transfer ration measured
by the throughput session.

When you have configured all the options, click the Start
’ (- Start Throughput ] Throughput button to start measuring the transfer ratio of your
radio module.

You can stop the process at any time by pressing the same button,
’ O stop Throughput ] now showing the text Stop Throughput.

Data representation

The chart in the tool represents the instant transfer ratio and the average transfer ratio.

FedJpton

Transfer Displays the instant transfer ratio with a light blue area and the average transfer

ratio chart | ratio as a dark blue line. The instant transfer ratio is calculated every 250ms or every
time a packet is sent if sending takes longer than 250ms. You can hide and show chart
data by checking or unchecking Transfer ratio and Avg. transfer ratio.
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g

w

&
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17:13:20 17:13:25

- Transfer ratio - Aovg. transfer ratic
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Feaepton

Transfer Displays the instant and average transfer ratio as packets are sent to the remote
ratio values = module during the session.

Instant transfer ratio: 4.2 Kbps
Average transfer ratio: 4.08 Kbps

Session Displays session statistics such as the number of packets sent to the remote device,
statistics the number of transferred bytes, and the duration of the session.

Tx packets: 61
Tx bytes: 5124
Elapsed time: 00:00:09

Supported products

Throughput is only supported in these protocols:

m SX

= XLR Module
m ZigBee

m DigiMesh
m XTend

m XTend - DigiMesh
m XC/XSC

= XLRPRO
m 802.154
m Digi Point
m Thread

Special considerations
There are some special considerations to be aware of while working with the Throughput tool.

When the local module is working in AT (transparent) mode, the tool automatically performs
configuration steps in the module before starting the throughput session, and after finishing or
stopping it. A progress bar shows the level of completion for this process:

Pre-Ceonfiguring module...

R ———

! . ﬁ Exiting command mode

-

Stop
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= The bidirectional loopback throughput types only work with remote devices in AT
(transparent) operating mode.

= When performing any bidirectional loopback throughput, you need to connect the loopback
jumper or the loopback adapter in the remote device before starting and disconnect it after
finishing. A dialog box notifies you of the action required:

ACTION
REQUIRED

Make sure remote device is in transparent mode, it has

the destination address configured with the local one

and loopback jumper or the serial loopback adapter is
connected . Click OK to continue.

ACTION
REQUIRED

Do not farget to remove the loopback jumper or to
disconnect the serial loopback adapter from your remote
device.

¥-)

PN
- =

Measure the transfer ratio between two radio modules

Follow these steps to measure the transfer ratio between two radio modules in the same network.
For more information, see Throughput tool.

L
1. Launch the Throughput tool by selecting Throughput from the Tools drop-down menu
on the main toolbar. The Throughput dialog appears.

2. Under Device selection, select a local device to perform the throughput and a remote device
to receive the data.

3. Under Configuration, configure the throughput type, packet payload, duration, and time
window.
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4. Once you have configured all the options, click the Start Throughput button to start
measuring the transfer ratio of your radio module. You can stop the process at any time by
pressing the same button, which has changed to Stop Throughput.

The Throughput chart represents the instant transfer ratio and the average transfer ratio.

La $u

Transfer ratio [Kbps]
Pud

—

17:13:20 17:13:25

- Transfer ratio - HAvg. transfer ratio

5. You can hide and show any of the chart data by selecting or clearing the transfer ratio check
boxes.

Note There are special considerations to be aware of while working with the Throughput tool. For
details, see Throughput tool.
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MicroPython Terminal tool

The MicroPython Terminal tool allows you to communicate with the MicroPython stack of your radio

module through the serial interface.

Make sure your radio module supports MicroPython and is configured in that mode.

To open the MicroPython Terminal tool, select MicroPython Terminal from the Tools drop-down

menu on the main XCTU toolbar.

X
4

Frames Generator
Frames Interpreter
XBee Recovery

Load Console Session
Range Test

Firmware Explorer
Serial Console
Spectrumn Analyzer

Throughput

MicroPython Terminal

o (S>> N 2 ) &
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File Systern Manager

Profile Editor
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MicroPython Terminal dialog

The workflow and components of the MicroPython Terminal tool are similar to those of the Serial
console one. Because the MicroPython Terminal is not associated with a radio module, you must
configure the serial port the console will open a connection with. For more information, see Configure
the serial port settings - MicroPython Terminal tool.

. . .y
MicroPython Terminal " ® ‘
This tool allows you to communicate with the MicroPython stack of your radio module through the serial m
H b
interface. k
n .
* [ | ]
SKA B [€7S] [0 BSR | 7y g o

Open  Configure Settings

% Configure the port before opening the console. @ 0

Close

Open a terminal session

XCTU User Guide

By default, the first time you open the terminal it is disconnected, as is indicated by the gray
background of the toolbar.
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urons Jpustpton

Click the Open button to establish communication with the radio module
-‘1’ corresponding to the terminal. If it is the first time you are connecting the console, you
2 are prompted to configure the serial connection.
™, The background color of the Open button changes to green and its text changes to
Close. When the terminal is connected, all data traffic of the radio module is captured
by the console and displayed in the corresponding controls.

Click the Close button to disconnect the terminal from the module.

Configure the serial port settings - MicroPython Terminal tool

Follow these steps to configure the serial port settings of an instance of the MicroPython Terminal
tool. For more information, see MicroPython Terminal tool.

1. Click the Configure button /\' on the MicroPython Terminal. If the console is not yet

o

.V
connected, click the Open button & .

“[%] &
+* |.I|_I|.I
Ll P 000

COpen  Configure Settings

The Serial Port Configuration dialog lists all of the serial connection parameters to be
configured.
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Serial Port Configuration e ‘
Select the COM port from the list and configure its .\

; .
settings. A’ : ‘ .

@ Select the Serial/USB port:

*

T COoml Communications Port

T COomM3 Intel(R) Active Management Technology - S0L

= COMB USE Serial Port ‘
T COM13 LISE Serial Port B
W COM1T LISE Serial Port 2

m

Refresh ports ]

(71 Provide a port name manually:

Baud Rate: 38400 %
Data Bits: |8 -
Parity: | None v|
Stop Bits: |1 -
Flow Control: | None v|

| Setdefaults |

| ok || concel |

2. Select the device's serial port, or provide it manually. The rest of the parameters are loaded
with their default values.

3. Change the configuration if needed. The most common serial configuration is:
Baud rate: 9600 or 115200
Data bits: 8
Stop bits: 1
Parity: None

Flow control: None

Custom baud rates can only be typed under Windows OS.

Open a MicroPython Terminal session

The first time you open a console, it is disconnected by default. To open a MicroPython Terminal
session:
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1. Select MicroPython Terminal from the Tools drop-down menu on the main XCTU toolbar. The
MicroPython Terminal dialog appears.

X
4

Frames Generator

Frarmes Interpreter
ABee Recovery
Load Conscle Session

Range Test

) o) I B &2

ys

Firmware Explorer
Serial Console
Spectrum Analyzer

Throughput

MicroPython Terminal

File System Manager

oS> H

Profile Editor

2. Click the Configure button from the toolbar and configure the serial port where the radio
module is attached. See Configure the serial port settings - MicroPython Terminal tool for
details.

3. Click the Open button to establish communication with the radio module.

The MicroPython Terminal tool operates the same as any other VT100 terminal emulator.

File system manger tool

The File system manger tool allows you to access and interact with the file system of your XBee
module.

Make sure your radio module supports the file system feature.

To open the File System Manager tool, select File System Manager from the Tools drop-down menu
on the main XCTU toolbar.
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X
1

Frames Generator

Frames Interpreter
ABee Recovery

Load Console Session
Range Test

Firmware Explorer
Sernal Console
Spectrurn Analyzer
Throughput

MicroPython Terminal

File Systern Manager

PlR|E @ > H 2 ) i B &

Profile Editor

-
-

File system manager dialog

Use the File System Manager dialog to interact with the file system of your XBee module. For
instructions, see Interact with XBee file system.
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File System Manager

This tool allows you to interact with the file system of your XBee module,

ot h
SA BB
Keys

Open  Cenfigure

= Configure the port before working with the file systern.

File system manger tool

o X
+ @O
|

R

-
B

Local path: Remote path:
Marne Size Mame Size
C\

File System Manager sections

The File System Manager dialog is divided into three parts:

Close

m Toolbar: Allows opening/closing the connection with the XBee module, configuring the serial

port parameters, and formatting the XBee file system.

= Local file system view: Shows the current path of your computer and its contents.

= Remote file system view: Shows the current path of the XBee module and its contents.

Interact with XBee file system

Follow these steps to interact with the file system of your XBee module. For more information, see

File system manger tool.
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1. Launch the File System Mangager tool by selecting File System Manager from the Tools drop-
\ -
down menu on the main toolbar. The File System Manager dialog appears.

Click Open.
If you did not add your XBee module to XCTU before, select its serial port configuration. Click
OK to open the connection with the module.

4. If the serial configuration is correct and your XBee module supports file system, the contents of
the default path are listed in the remote file system view.

% File System Manager O

x
File System Manager -9C "‘

This toel allows you te interact with the file system of your XBee module, ! T=
bl %)
“

Close Format Keys  FSlmage

ol
B

w COMI0 - 115200/8/N/1/N

Lecal path: | Chmy_app Remote path: | /flash
Mame Size Marne Size
[ main.py TAKE cert
[ my_certificate, cert 15.8 KB lib
0 main.py T4KB

358.0 KB free of 382.0 KB

Close

Operations with the file system
You can perform the following operations in the XBee file system:
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Navigate Navigate through the different directories by double clicking on them. To go
back, double click on the parent directory (..) or press the backspace key. You
can also go directly to a specific path by typing it on the local/remote path text
box and pressing enter.

Upload Upload a file or directory to the XBee module. Drag-and-drop or right-click on a
file or directory and then click Upload. If you want to upload several files or
directories, select and drag them to the XBee file system view.

Upload a secure | Upload special files, such as certificates or keys, as write-only. Once the files are
file uploaded to the XBee, they cannot be downloaded, renamed or moved; only
deleted. These secure files are displayed in the XBee file system with a lock &

and are grayed out.

Download Download a file or directory from the XBee module. Drag-and-drop or right-click
a file or directory and then click Download. If you want to download several files
or directories, select and drag them to the local file system view.

Create directory | Create a directory. Right-click on either the local or remote file system view and
click Create directory. You are asked to enter the name of the new directory.

Delete Delete any file or directory. Right-click a file or directory and click Delete. You
are asked to confirm the operation.

Rename Rename any file or directory. Right-click a file or directory and click Rename.
Get and Get the SHA256 hash of any secure file that is on the XBee file system and
compare hash compare it with the hash of a local file. Since secure files cannot be downloaded,

this operation allows you to verify that the secure file is actually equal to other
located on your computer. Right-click on a secure file and clickGet hash or
Compare hash.

Format Re-format the entire XBee file system by clicking the Format button located in
the toolbar.

This process erases all your files on the XBee module and cannot be
undone.

Update the file system of remote devices

After an OTA firmware update of non-cellular devices, all file system data and bundled MicroPython
code is erased. In order to continue running code, a new file system needs to be sent to the device
after the firmware update is complete. This section contains information on how to update the file
system of remote devices over the air.

This is only available for XBee3 devices running Zigbee, DigiMesh or 802.15.4 protocols. This does
not apply to XBee Cellular devices.

OTA file system update process

Since OTA file system updates are signed, remote radios must be configured so that they can validate
incoming updates. The process to set up a network capable of doing OTA file system updates is:
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1. Generate a public/private Elliptic Curve Digital Signature Algorithm (ECDSA) signing key pair.

2. Using the generated public key, set the public key locally on all radios that will receive OTA file
system updates.

3. Prepare the file system on the local device. The file system of the local device will be
downloaded and transferred to remote devices.

4. Download an image of the file system of your local device and sign it with the private ECDSA
key.

5. Transfer the file system signed image to all the target remote devices.

The FK command cannot be set remotely. FK must either be set before the radio is deployed, or
else serial access to the radio is needed to set it.

1. Generate ECDSA key pair

The security of the transfer process of file system images over the air relays on the ECDSA. As with
other asymmetric cryptography algorithms, ECDSA requires a private key to sign the object and a
public key to be able to read it.

To generate a valid key pair, open XCTU and follow these steps:

1. Inthe file system manager, click the Keys button of the toolbar.

S K BRIQIE

Open  Configure Keys

2. The Generate file system key pair dialog displays. Click Generate to create a valid key pair.

3. Save each generated key to a different file—we recommend storing them in different locations,
for security reasons. The keys are stored in PEM files, with the extension .pem.

2. Configure the public key on all the devices in the network

XBee3 devices running DigiMesh, 802.15.4 or Zigbee protocols have a new setting that allows the
configuration of the public key generated in the previous step. These are the steps to configure the
public key on a local XBee device:

1. Inthe Configuration working mode of XCTU, scroll to see the File System Options section.
This section contains a setting called File System Public Key, which is configurable by a
button.

2. Click the Configure button. The Configure File System Public Key dialog displays.

3. Click Browse... to search for the public key generated in the Generate ECDSA key pair
section.

4. Once the key is added, the text area displays the value of the key in hexadecimal format.
5. Click OK to write the key into the module.

Do this for all the remote modules that should have the possibility of having their file system
updated over the air.

Configuring the public key can only be done locally. All the nodes of the network must have the
public key configured before deployment.
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3. Prepare the local file system image

To update the file system on a remote device, you must generate the file system image with the local
XBee device. This means that all the files that the file system of the remote devices should have must
be replicated in the local device first.

4. Download a signed file system image

It is necessary to generate a file that contains an image of the file system to be transferred over the
air to the remote devices. As stated previously, the image is generated with your local device, and is
transferred to the remote devices afterwords.

The local module used to create the file system image must have the same firmware version
installed as the target module or the file system will be rejected. Use the VR command to check the

version number on both, the local and remote, devices.

To generate the OTA file system image, follow these steps:

1. Inthe file system manager, Open the connection to your local device.

“J b
SIA BB
Keys

Open | Configure

2. Once the connection is established, click FS Image.

X B Q|5

Close Format Keys | F5Image

3. The following dialog displays:
&% Generate a signed file system image pd

In order to generate a signed file system image, you need to provide a valid private
key to sign the image with.

Mote that this image can only be used to update the file systern of remote devices.

Private Key file:

Browse...

Don't have keys? Generate them here.

Save Cancel
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4. Click Browse... to find the private key generated in the Generate ECDSA key pair section. This
key is used to sign the file system image once it is downloaded into your computer.

5. Click Save. A file dialog opens to let you decide where to store the signed file system image.
The extension of the generated file is .fs.ota.

5. Transfer the image to a remote device
To send the generated signed file system image to a remote device over the air:

1. Once a local device is added to XCTU, discover the target remote device by clicking Discover
radio nodes in the same network in the appropriate panel of the local XBee device.

AR Radio Modules ODO-O
Name: e

Function: Digi XBee3 Zigbee 3.0
Port: COMT10 - 115200/8/N/1/M - AP 1 @
MAC: 0013A2FFOD0000G0 o

2. Once the remote device that you want to update the file system of is found, add it to the list of
remote devices.

3. Click the remote device to read its settings.
4. Click Update on the Radio configuration working mode toolbar.

FEETTTY

5. Click Update file system on the context menu.

/‘\l
S i 2= 0 Q [ramer ] 71 71

Read Write  Default  Update Profile
Product family: XB3-24 ata  Update radio firmware Firmware version: 1006 .
+ Networking T= Update file systemn

Any applied changes to this o e its network connection,

6. Afile dialog displays to let you select the signed file system image generated in the previous
section.

7. The transfer process starts automatically.
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Profile Editor tool

The Profile Editor tool allows you to create new profiles or load and edit existing ones.

To open the Profile Editor tool, select Profile Editor from the Tools drop-down menu on the main
XCTU toolbar.

X
1

Frames Generator

“ama

@ Frames Interpreter
ﬁ ABee Recovery

IE' Load Console Session
? Range Test

Firmware Explorer

-

Serial Console
Spectrum Analyzer
Throughput
MicroPython Terminal

File Systern Manager

ol B & [> W

Profile Editor

-
-

Profile Editor dialog
The first time you open the dialog:
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3% Profile Editor O X

Profile Editor

This tocl allows you to create new profiles or lead and edit existing ones.

e W o
e
Create Load Save

Profile loaded: -

There is not any profile loaded. To get
started you can either:

(E
Create a new profile

or

|

Load a profile

Profile Editor toolbar

The toolbar of the dialog displays all the actions you can perform in the tool.
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T

Opens the Create a new profile wizard to create an XBee configuration profile. See
Create a configuration profile for more information.

o

Create a

new profile
Loads an XBee configuration profile in the editor. See Load and edit a configuration
profile for more information.

Load a

profile

Saves the current profile. You can either overwrite the loaded profile or save it as a

I L I new one.
Note This action is disabled until you create or load a profile.

Save the
profile
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How-to articles and videos

See how to get things done with XCTU. Check back for additional how-to articles describing the most
common XCTU procedures.

How to update the firmware of your modules ... ...
How to visualize your netWork L
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How to update the firmware of your modules

Watch the video to learn how to perform local and remote firmware updates.

You can use XCTU to update firmware in both local and remote modules. For more information, see
Update firmware.

Step 1: Add the module to XCTU

You must have a local module connected to your computer in order to perform firmware updates,
either to update local firmware through the serial connection or to use the local device to remotely
upgrade another module in the same network. With a local module properly attached to your
computer, follow these steps:

1. Add the local module attached to your computer to XCTU so it is displayed in the radio modules
list.
2. Add your remote module in the network to XCTU:
a. Configure the local module you have just added to work in APl mode.

b. Click Discover radio nodes in the same network to start a search of the remote
module.

. Mame: R2D2

Function: ZigBee Router API
' Port: COMIL3 - 9600/8/N/1/H - API1
MAC: 0013A20040A198CD

c. When a remote module is found, it is listed in the Discovering remote devices
dialog. Select the device and click Add selected devices. The remote module is
added to the radio modules list as a subordinate to the local module.

Once you add your module to the radio modules list in XCTU, the update process is exactly the
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same whether it is a local or remote module.

Step 2: Update the firmware

1. Select a local or remote module from the radio modules list. Click Update firmware. The
Update the radio module firmware dialog is displayed.

P
$ & | == ‘Og > Q paameter 31 21
Read  Wite Defaut Profie

2. Select the product family, function set, and firmware version.

&% Update firmware

Update the radio module firmware

Configure the firmware that will be flashed to the radic module.

Treveny

Select the product family of your device, the new function set and the firmware version to flash:

@ Product family Function set Firmware version
KBP24C 802,154 TH PRO 4060 (Newest)
DigiMesh 2.4 TH PRO 405F
ZIGBEE TH PRO 405E
4059
4055
Can't find your firmware? Click here Miewe Release Notes

Force the module to maintain its current configuration, Select current

3. Click Update. A progress dialog displays the status of the update. Click Show details to review
the steps of the firmware update process.
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Updating radio firmware...

——
- Programming module:  16%
Hide details (6]
- Entering programming mode... [OK] -

- Configuring port for bootloader... [OK]
- Getting hardware version... [OK]
Hardware version: 0:19
- Transferring Radic firmware...
B e

m

B o
e o 2ot o
B

+HEEE -

Over-the-air firmware update considerations

1. To perform a firmware update of a remote XBee in the same network, you must configure the
local module to work in API mode.

2. Remote firmware update functionality is limited to the following radio modules:
m XBee/XBee PRO SX
= XLR Pro Module
m XBee/XBee PRO 802.15.4 (S2C module versions only)
m XBee/XBee-PRO DigiMesh 2.4 (S2C module versions only)
m XTend RF Module Family (SX module versions only)
m XBee/XBee-PRO ZB and Programmable XBee-PRO ZB
m XBee/XBee-PRO ZB SMT and Programmable XBee-PRO ZB SMT
m XBee-PRO 900HP and Programmable XBee-PRO 900HP
m XBee 865LP and Programmable XBee 865LP
m XBee3 (Zigbee, DigiMesh 2.4, and 802.15.4)

3. If something goes wrong during the over-the-air firmware update of a remote node—for
example, the communication is lost because the remote device is disconnected—you must
perform a manual recovery. See XBee recovery tool.

How to visualize your network

Watch the video to learn how to explore your network with Network view.
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How to visualize your network

e .

3. Stop the scan of the network

=]

L]

Network working mode allows you to discover and visualize the topology and interconnections of your

network. For more information, see View your radio network.

Step 1: Scan the network

To discover the network, follow these steps:

1. Once you have added a module to XCTU, switch to Network working mode.

2. Click Scan the radio module networké‘-. to start the network discovery process. Modules are
dynamically added as they are discovered, showing their connections and link quality.

&® R2D2-0013A200404198CD

L] 1]

| g

am &
Stop  Mode Tools Layout  Fiters
00135200 eo131200 oo130200
49419800 2045€ 788

HHE A AN EE

%

B Bl

Detach

ee134200

om132208 o5 @013a200 wos  n eeliAzee
sea9ERE3 20A9E7ED. saz0880
09 D529 276F
00132200 o0134200 00132200
soasEsse asE921 40:0EA51
8070 a0 ASOE

eo138280
4039E780
2247

e0134200
sasEass
D784

prrEe
200D

oo138208 ea13a2e0
20a9E7CC 40a9E77E
oE20 15F8

00134200
0264208
6502

‘
b 17 nodes [PANID: C3B0] [CH: F] <Waiting for next scan>
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How to visualize your network

3. The scan process automatically stops according to the network preferences configured in Set

network discovery preferences. You can also click Stop scanning the network Eg at any time.

Note You may need to perform multiple scans to discover the entire network if, for example, modules
are sleeping or the network is very large.

Step 2: Explore the network

Each module displays information about itself such as its role or its address. Hover the cursor over a
module to view more detail.

The modules are connected by lines indicating connections with neighboring modules. The arrows
indicate the direction of communication. When you are using protocols such as ZigBee or DigiMesh,
click on a connection to view additional information about link quality and status.

R

g2l3a2ae
SBASERLE

Cc

ggl3A28a
S2ASEBBS

881302004889ER81E6 > 8813AZ60848A9ER85
Quality: 255 LQI
Status: Inactive
2013A20040A9E865 > G013A20840A9E81B
Quality: 255 LQI
Status: Active

Network working mode features can help you examine your network:

Button | Name Description

2

XCTU User Guide

Start scan

Stop scan

Graph view

Table view

Scans the radio module's network and displays a list of available modules.

When scans specified in scan preferences are finished, the discovery process
stops automatically. You can also click the Stop scan button at any time.

Displays the modules as nodes in a graph.

Displays the modules as rows in a table.
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uson ame s

Screenshot | Saves an image of the network to your computer.

0]

mms | EXxport Exports network information in a tabular file format.
-_; table

E Settings Configures network-related parameters.

=mm | Layout Changes the network layout to one of six types: composite, spring, vertical
= tree, horizontal tree, grid (default), and radial.

. Filter links | Hides or displays connections between RF modules based on their quality.
¥ Enables/disables quality ranges via radio buttons. All filters are enabled by
default so all connections are visible.
You can establish connection quality colors and ranges in Preferences >
Network > Appearance or by clicking Configure quality ranges link in the
Filter links dialog.
See Set network discovery preferences.

Zoom Changes the zoom level of the network.

Find box Searches for a particular module in the network.

(.

{
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Troubleshooting for XCTU

Check here for answers to common questions about working with XCTU.

Troubleshooting: General

After adding a local device to the list of devices, the icon corresponding to the module does not display
the role of the module within its network.

Mame: R2D2 b 4
Function: ZigBee Router API o0
Fort: COMG - 9600/8/M/1/H - API1
ZB o 8 ML

MAC: 0013A200402198CD

The local radio module might not be joined to any network. In some cases (mostly in ZigBee
protocols), the device must be joined to a network in order to determine its configured role.

After a local DigiMesh radio module executes a remote node discovery process, the device becomes
unresponsive.

In the DigiMesh protocol, when you perform a Node Discovery (ND) or a Find Neighbors (FN) operation,
the module will not process any AT command until its configured NT time expires. If you want to talk
with the device immediately, you must restart it by pressing its reset button.

| have an end device radio module configured to sleep. It works in APl operation mode with an ST
value less than one second, but XCTU is not able to find it or read its settings.

You may need to press the commissioning button of the device before performing any action with that
module in XCTU. Pressing the commissioning button will wake the module for 30 seconds so XCTU can
communicate with it.

| get a "Permission denied" error while trying to add or discover modules in Linux.

By default, access to the serial and USB ports in Linux is restricted to root and dialout group users. To
access your devices and communicate with them using XCTU, it is mandatory that your Linux user
belongs to this group. Follow these steps to add your Linux user to the dialout group:

1. Open aterminal console
2. Execute this command:

sudo usermod -a -G dialout <user>

Where <user> is the user you want to add to the dialout group.

3. Log out and log in again with that user in the system.
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Troubleshooting: Networking

Not all remote devices are found after clicking the search button of a local radio module in a relatively
big network.

In big networks, some devices may not answer the ND command in time. If not all devices are found
after executing the remote discovery process, do the following:

1. Add those that have been found.

2. Click the search button of the local device again.

3. When asked whether to clear the list of remote modules, click NO.

4. Wait for new modules to be discovered.

Repeat this process until all the modules on your network are found.
When discovering a network, some of the nodes are displayed in light red color. What does it mean?

RS ® @ o

ealialas 88134288 82134208
20134200
20C2E1A7 4931486 287216F3 4&;3;;32
1E7C 4108 BESE
20134208
4BEEC526
0000

Red radio modules represent devices that were in the network at any time in the past but are
unreachable now. When a radio module leaves the network, some devices may still contain
information about it. When a new discovery is performed, the module appears to be there but does
not answer or is unreachable when XCTU tries to verify the connection.

Troubleshooting: Firmware update

When XCTU is attempting to update the firmware of a local radio module, an error appears indicating
that the firmware binary does not exist.

f I~ 1 Could not program the radic module, = File "C\Program Files
(E6)\DighXCTU-MG\radio_firmwares\xbee_zb\XB24-7B_23B1.ehx2' does not exist,

You probably tried to install a firmware using an old firmware. Old firmware packets are not
compatible with this new version of XCTU. To obtain an updated firmware version, contact Digi
support.

When XCTU is attempting to update the firmware of a remote radio module, an error appears
indicating XCTU could not retrieve remote platform information.
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Error getting remote platform information. > Could not send GPM packet > Timeout
waiting for GPM response.

Make sure your device supports remote firmware update.

Your remote radio module probably does not support remote firmware update. The following radio
modules support the remote firmware update feature:

XBee/XBee-PRO SX

XLR Pro Module

XLR PRO Radio Solution

XBee/XBee-PRO 802.15.4 (S2C module versions only)
XBee/XBee-PRO DigiMesh 2.4 (S2C module versions only)
XTend RF Module Family (SX module versions only)
XBee/XBee-PRO ZB and Programmable XBee-PRO ZB
XBee/XBee-PRO ZB SMTand Programmable XBee-PRO ZB SMT
XBee-PRO 900HP and Programmable XBee-PRO 900HP
XBee 868LP and Programmable XBee 868LP

XBee3 (Zigbee, DigiMesh 2.4, and 802.15.4)

Troubleshooting: Add radio module

| can't find my module when trying to add it to the list of devices.

Investigate the following possible reasons that XCTU isn't finding your module:

Radio module not connected/Invalid settings. The selected port or the serial port settings
where the radio module is connected are not valid. Make sure you have selected the correct
port and settings. The most common serial configuration is:

« Baudrate: 9600 or 115200

« Data bits: 8

o Stop bits: 1

o Parity: None

« Flow control: None
Sleeping radio module. The radio module may be a sleeping node. If the module is sleeping at
the time XCTU tries to communicate with it, XCTU cannot add it to the device list. If you believe
your module could be sleeping, try to wake it up by pressing the Commissioning button of the
board the module is connected to. Immediately click Retry to attempt to add the radio module
again.
Programmable radio module. The radio module you are trying to add may be a
programmable variant. You must check the box next to The radio module is programmable in

the Add a radio module dialog. Then, try to add it again and reset your module when
prompted. For more information, see Add a programmable radio module.

XCTU User Guide 216



Troubleshooting for XCTU Troubleshooting: Add radio module

= Damaged radio module. The firmware of the module may be damaged or the module may be
in programming mode. Click Recovery from the dialog to open XCTU’s XBee recovery tool. For
more information, see XBee recovery tool.

After adding a device to the list of devices, the Function field states "XXX - Not found in XCTU".

The firmware version of the radio module is not installed in XCTU. The radio module firmware may be
legacy firmware, and you need to install the legacy radio firmware package on XCTU. Follow these
steps to do so:

1. Select Help > Install Legacy Radio Firmware option.

@ Help Contents
Ed Change Log

#!H Update the Radic Firmware Library

#'I"}l‘} Install Legacy Radio Firrmware

oF Check for XCTU Updates

?  About XCTU

2. The Install legacy firmware package option should be already selected in the Update the
Radio Firmware Library dialog. If not, select it.

@ Update the Radio Firmware Library x
Select the firmware library update action to perform:

i) Look for and install new firmware
(@) Install legacy firmware package

() Install firmware from file
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3. Click OK to start. A dialog displays the status of the download process.
m Ifit does not fix the problem, try the same steps but choose the Look for and install
new firmware option in the Update the Radio Firmware Library dialog.

= |f the problem persists, contact with support so they can provide you the proper
firmware for your module. Then, follow previous steps but the Install firmware from
file option in the Update the Radio Firmware Library dialog and select the firmware

file you were provided with.
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Known issues

XCTU currently has the following known issues and limitations:

m XCTU is not compatible with the following Digi RF devices:
o XTream OEM RF modules family
o XCite OEM RF modules family

m XCTU includes a mechanism to prevent the computer from going to sleep automatically in
Windows and MacOS systems when it is performing long-duration tasks such as network
discovery and range testing. Note that if you force the computer to sleep while XCTU is
performing such tasks, the USB ports that XCTU was communicating with may become
unresponsive after the system wakes from sleep. Furthermore, if you try to close the
communication with them they could hang and they won't recover even if you close XCTU. If
your experience this issue, you must unplug the USB cable and plug it in again to restore the
communication with the port. You can do this even while XCTU is running.

m ZigBee local modules configured as end devices cannot perform network discovery in network
working mode.

m The XLR PRO Radio Solution and programmable XBee radio modules do not support the XCTU
recovery feature.

m  UNIX-based operating systems allow you to open multiple instances of the same port. This
scenario can produce unexpected behavior if you have the same port open simultaneously by
different Linux apps.
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