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55593 2854.95085 Slave Master LE LL 26 Empty PDU
55594 2854.99892 master Slave LE LL 26 Empty PDU
55595 2855.00055 Slave Master ATT 34 Rcvd Handle value Notification, Handle: 0x001c
55596 2855.04974 master Slave LE LL 26 Empty PDU
55597 2855.05107 slave Master LE LL 26 Empty PDU
55598 2855.09619 master Slave LE LL 26 Empty PDU
55599 2855.09776 Slave Master LE LL 26 Empty PDU
55600 2855.19274 master Slave LE LL 26 Empty PDU
55601 2855.19395 Slave Master LE LL 26 Empty PDU
55602 2855.29033 master Slave LE LL 26 Empty PDU
55603 2855.29210 Slave Master LE LL 26 Empty PDU
55604 2855.33914 master Slave LE LL 26 Empty PDU
55605 2855. 34070 slave Master LE LL 26 Empty PDU =
55606 2855. 38816 master Slave LE LL 26 Empty PDU
55607 2855.38971 Slave Master LE LL 26 Empty PDU >

-

1 J »

Frame 55595: 34 bytes on wire (272 bits), 34 bytes captured (272 bits) on interface 0
Nordic BLE sniffer meta
Bluetooth Low Energy Link Layer
Access Address: 0x84d81175
= Data Header: 0x080a
000. .... = RFU: O
= More Data: False
ceee .. = Sequence Number: True
ve.. .0.. = Next Expected Sequence Number: False
= LLID: Start of an L2CAP message or a complete L2CAP message with no fragmentation (0x02)
000. .... = RFU: O
...0 1000 = Length: 8
[ CRC: Ox6e97ce
= Bluetooth L2CAP Protocol
Length: 4
CID: Attribute Protocol (0x0004)
m sluetooth aceribute protocol
Opcode: Handle value Notification (Oxlb)
Handle: 0x001c
value: 54

B ®

®

0000 11 06 1b 01 6d 49 06 0a 01 0d 2b 2d 85 99 00 00 ....MI.. ..+-....
%égogggudsuo.aosoa 00 04 00 AJSTMMES 76  .U...... ... [T
e S

@ * Bluetooth Attribute Protocol (btatt), 4 bytes | Packets: 57843 . Di... | Profile: Default
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Introduction

Using a special firmware image provided by Nordic Semiconductors and the open
source network analysis tool Wireshark, the Bluefruit LE Sniffer () can be used as a
low cost Bluetooth Low Energy sniffer.

NOTE: This product can only be used to sniff Bluetooth Low Energy devices. It
will not work with classic Bluetooth devices or transactions.

Since nRF-Sniffer is a passive solution that is simply scanning packets over the

air, there is the possibility of missing packets using this tool (or any other passive
sniffing solution). In order to capture as many packets as possible, be sure to run
the sniffer on a USB bus that isn't busy and avoid running it in a virtual machine
since this can introduce significant latency over USB.

Using with Sniffer V2 and Python3

Once things are all setup, usage is fairly easy. However, there are numerous separate
items that need to be installed and configured. So the initial setup can be a bit
cumbersome. We'll go through each step, but it can also help to have a general
understanding of the overall setup.

Here's a simplified diagram of the setup:

©Adafruit Industries Page 5 of 44


https://www.adafruit.com/product/2269

HOST COMPUTER

©WIRESHARK

» [0

NORDIC

nRF Sniffer ~Textcap
plugin f
@,vriions P

nrf_sniffer.py SILICON LABS

P ¢@ VCP driver

: coMm
| =
Pyaehls PORT

<
<

SILICON LABS

Here's a summary of all the parts needed:

1. The actual BLE sniffing hardware. This guide uses the Adafruit Bluefruit LE
Sniffer with V2 firmware ().

2. The BLE Sniffer uses a Silicon Labs CP2104 to provide USB to serial conversion.
In order for this to show up as a COM port, the Silicon Labs Virtual COM Port
M () is needed.

3. The BLE sniffing plugin uses Python ().

4. To talk to the virtual com port from Python, the pyserial module () needs to be
installed.

5. Wireshark () is the main software front end used to facilitate BLE sniffing and

decoding.
6. To talk to the BLE sniffer from Wireshark, the Nordic Semiconductor nRF Sniffer
for BLE () plugin in is used.

These parts come from numerous different sources - at least 5 different vendors are
shown in the diagram above. So this will be quite the journey. Here we go...

BLE Sniffer Hardware

You'll need one of these:
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Bluefruit LE Sniffer - Bluetooth Low
Energy (BLE 4.0) - nRF51822

Interested in learning how Bluetooth Low
Energy works down to the packet level?
Debugging your own BLE hardware, and
trying to spot where something is going
wrong? Or maybe you're...
https://www.adafruit.com/product/2269

Silicon Labs VCP Driver

This driver allows the CP2104 chip on the Adafruit BLE Sniffer to show up as a COM
port on your PC.

Silicon Labs VCP Driver

Once installed, a COM port should show up on your PC when the Adafruit BLE Sniffer
is plugged into a USB port. It should have CP210x in the name.

M Device Manager = a X
File Action View Help
o= mHEm @

v &% DESKTOP-MFIMCJI A
> M Audio inputs and outputs
> a Batteries
> B Biometric devices
> 9 Bluetooth
> @ Cameras
B computer
> Disk drives
» [ Display adapters
> . Firmware
> f Human Interface Devices
» &3 Keyboards
l 0 Mice and other pointing devices
> [ Monitors

v @ Ports (COM & LPT)
@ Silicon Labs CP210x USB to UART Bridge (COM4)

> D Processors

» Y Security devices

> 3 Sensors

> .‘ Software components

» | Software devices

> ¥ Sound, video and game controllers
S Storage controllers
B Quetam Aavicac

This check does not require any of the other software components we install later. So
if a COM port is not showing up at this point, do not proceed further until determining
why.
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Python 3

If Python 3 is not already installed on your system, go to the Python main page to
learn how to download and install it for your specific system:

Python

It should now be possible to launch Python and run some simple commands:

o0 [ ~ TERMINAL

user:$ python3

Python 3.8.10 (default, Sep 28 2021, 16:10:42)

[6CC 9.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> print("hello")

On Windows, try using py to launch Python.

Python Serial Support

To provide access to the COM port, install the pyserial package.

It should now be possible to launch Python and import the pyserial package:

o0 [ ~ TERMINAL

user:$ python3

Python 3.8.10 (default, Sep 28 2021, 16:10:42)

[6CC 9.3.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import serial

>>> I

NOTE: the import is actually serial, not pyserial.
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Install Wireshark

Go to the Wireshark main page to learn how to download and install Wireshark for

your specific system:

Once complete, it should be possible to run Wireshark and at least get the start
screen:

® O The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AE @ @EREQLC >V kS

[l |App y a display filter ... <Ctrl-/> =2 'l‘;’

i

Welcome to Wireshark

Capture

...using this filter: ( |En:e| a capture filter . '] All interfaces shown -

enol
Loopback: lo
any
bluetooth-monitor
nflog
nfqueue
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
@ systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump

Learn

User's Guide - Wiki - Questions and Answers - Mailing Lists

FEEETTTTTTT|

You are running Wireshark 3.2.3 (Git v3.2.3 packaged as 3.2.3-1).

7 Ready to load or capture No Packets Profile: Default

Install BLE Sniffer Plugin

OK, finally, the thing we actually care about. The thing that will let us talk to the
Adafruit BLE Sniffer and do some actual BLE sniffing. Let's download and install that
BLE sniffing plugin!

Download Plugin from Nordic

Start by downloading the nRF Sniffer for BLE package from Nordic Semiconductor:

nRF Sniffer for Bluetooth LE

This will be a ZIP file. At the time of this guide, the version is 4.0.
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Overview Downloads

Selected version
v4.x.X 400

)

nrf_sniffer_for_bluetooth_le_4.0.0.zip

Changelog:

(®) 4.0.0 N

Determine Wireshark Plugin Folder Location (extcap)

We need to install items from the ZIP file downloaded from Nordic into a specific
Wireshark folder location. This location is different on different systems. To determine
it for your system, do this:

ada F-— Do - -

Statistics  Telephony Wireless Tools Help

= ¢ A EIEIQRQAQHF Contents F1
Manual pages »
-
M Website
FAQ's Open Wireshark, in the Help menu select
£ Aol About wireshark
Downloads
ARF\zigbeesniffer\outfile2.txt (not found) e
ARF\zigbeesniffer\outfile.txt (664 Bytes) i
Sample Captures
Check for Updates...
About Wireshark
M About Weehak ? x
Wredark Aoy Fokders Pugrs Kabows Sortoss AArOwledgrents Loerse
Name Locasen Typocol Files
“Tie™ Salogs Clhen's » caphere fdes
Temp Cliersadada\ Applinaleali Teng wntiied Capture fdes
Personal ¢ wion Chller\lodvad\ Acollan B Weehack e, preferences, ethens, .
Clobal configuation  CProgeam File\ Wiresthadk dfiten, preferences, mand, .
ysteem CiProguam fdes) Wireshadk then, ganets
Program CiProguam Fles\Wireshadk program fides
Persomal Prugen Cilhen) T v 26 binary phogen
T TPy Vo PR e Mot In the Folders tab, find the extcap path
Glebal Lus Phugens CiProgtas Fle\Wiseshad'\phegies T scrigts
Excap path CiProgeam Fle\ Wienihak\oxtcap Exteap Phogins search path
Mahind 08 path Cifrogam0nty\ GeclP Madhnd 08 databaie seasch pash
MaMnd 08 pith  CiGtoP Mg 08 databirse seach pash
ME/PB path SV MIB/PB search path

We'll refer to this folder location as the Wireshark extcap folder.
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Install BLE Sniffer Plugin into Wireshark

To install the plugin, simply copy the files shown below from the ZIP downloaded from
Nordic into the Wireshark extcap folder location determined above.

Open the ZIP file downloaded from Nordic:

+ nrf_sniffer_for_bluetooth le 4.0.0.zip

il We only need the contents of the extcap
potes 08 e folder from the ZIP file.

Extract and copy all of the contents of the

extcap folder to the Wireshark extcap
folder location.

Wireshark extcap folder

Final Check and Test Capture

OK, now we can test things out with some real actual BLE sniffing! woot!
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Fle Edt View Go Captwre Analyze Statistics Telephony Wireless Tools Help

an ®a XT Q -
n &=

Weicome to Wireshark
Capture

usng thes Siter * AR nterfaces shown

[ ea2 . @}
Loopback o —
any
Blustooth-monstor
ey

® nRF Snifter for Blsetooth LE- (devittyUsso-3.2 S

® OuplayPort AUK channel monter Cagture dpaaemon

@ Random packet generaton randpkt

@ systemd jownal Export: sdjournal

® 55M remote capture: sshdump

Learn

User's Guide  Wiki - Questions and Answers ~ Mailing Lists
You are rusning Wireshark 3.2 3 (Gt v3.2.3 packaged as 3.2.3.1)

7 Meady ts load er capture No Packets Profie: Defawslt

fle Edt Yew o Capture Analyze Statstics Telephomy Wireless Tools Help

ARZe o QC )X i

i 0 -

No Source Destination Protocol lnﬂq!h'l'n
1042 SO RN N LE L 63 AV WONCOMN TND
3 GL:b1:rG:0w:62:208 (L 63 ADV_NONCONN_IND
3 S1:D1:T0 0w 6308 LE L 63 ADV_NONCOWN_IND
3 10170 0038 LE WL 63 ADV NONCOMN IND
L0 G1:b3:70:0e:62:008 LE L €3 ADV _NONCOMN _IND
108 1 S1:D1:TE 0w 63:08 LE L 63 ADV_NONCOMN_IND
1068 76 22207 $1:01:76: 00 0308 LE WL 63 AV NONCOWN IND

» Frame 1: 63 bytes on wire (504 Bits), 63 Dyles captured (504 BLLS) en Isterface /Lep/wireshar

+ Mordic BLE Saiffer
+ Bluetooth Low Energy Link Layer

$0 06 55 41 76 05 04 da #1 25 &5 0 00 ce B3 01 v w
90 06 be 89 Se 42 25 36 63 G0 76 b1 61 le 77 96 s cooa
90 01 09 20 02 18 76 24 Je O bc 89 65 oc 27 ad s

% 70 & 71 2e 13 ec 85 0a 39 63 89 2a 03 80 q o "

@ 7 a5 Soifter for Blu_apture in progress:  Packets: 1068 - Displayed: 1068 (100.0%)  Profile: Default

fle fdn Yiew Go Capture Analyze Zatiabics Telephomy Weeless Jooks Melp

AR ZC W RTQC I = ¢ I
L), [~ L
No. Time Source Destinabion Protocol L-nqihlnﬂn

@ 7 niF Soiffer for Bluetsoth L. «live Cagture in progresss  No Packets Profile. Defait

Next Steps

Plug in the Adafruit BLE Sniffer.
Launch Wireshark.

The sniffer should show up under the
available capture devices.

Double click on the sniffer capture device.
This will open the device and start
capturing.

If there is BLE traffic, it will be seen right
away.

If there is no BLE traffic, it will look like
this.

Note the device has opened properly and
is sniffing, there's just nothing to be seen.

Once everything is working as shown above, you are ready to move on to working

with these BLE packets.

Now go here to learn how to look at

BLE packets with Wireshark

©Adafruit Industries
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Working with Wireshark

This page will work with both V1 and V2 sniffer firmware, once you've got the

software installed

Working with Wireshark

Once Wireshark has loaded, you should see the advertising packets streaming out
from the selected BLE device at a regular interval, as shown in the image below:

ic_ble [Wireshark 1.12.1 (v1.12.1-0~

o 4am nxXe
Filter: btle
No. Time Source

210 38.0421390 slave
211 38.0460030 Slave
212 38.0478100 Slave
213 38.5964040 Slave
214 38.5991960 slave
215 38.6012380 slave
216 39.1499950 slave
217 39.1526170 slave
218 39.1543130 slave
219 39.6971230 slave
220 39.7004780 Slave
221 39.7022140 slave
222 40.2470320 slave
223 40.2502480 Slave
224 40.2522760 Slave
225 40.8004240 slave
226 40.8039290 slave
227 40.8056880 slave
228 41.3522920 slave
229 41.3554480 slave
230 41.3572300 slave

"

+ Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
@ Nordic BLE sniffer meta

0000 11 06 35 01 42 70 06 Oa
0010 00 dé be 89 8e 40 22 11
0020 02 02 01 06 02 0a 00 11
0030 e0 93 f3 a3 b5 01 00 40

2+»9TF2 B aaanD #a@®% @

Eile Edit View Go thure Analyze Statistics Telephony Tools [nternals Help

[+] Expression... Clear Apply Save

Destination
Master
Master
Master
Master
master
master
master
Master
master
Master
Master
Master
Master
Master
Master
master
master
master
Master
master
Master

01 25 2b 00 00 26 6f 08
95 31 c7 c6 e4 03 19 00
07 9e ca dc 24 Oe e5 a9
6e fb f4 9

Protocol
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL
LE LL

|© 1 \\\pipe\wireshark_nordic_ble: <live capturein | Packets: 230 - Displ: | Profile: Default

Length _Info
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND
60 ADV_IND

m

One of the key benefits of WireShark as an analysis tool is that it understands the raw
packet formats and provides human-readable displays of the raw packet data.

The main way to interact with BLE data packets is to select one of the packets in the
main window, and then expand the Bluetooth Low Energy Link Layer treeview item in
the middle of the Ul, as shown below:

©Adafruit Industries
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Eile Edit View Go ;apture Analyze Statistics Telephony Tools [nternals Help

coaAm EXR AacesoTL(EE QaaanD DB % @

Filter:  btle [+] Expression.. Clear pply Save

No. Time Source Destination Protocol  Length Info -
1338 245.312104 slave Master LE LL 60 ADV_IND =
1339 245.315097 Slave Master LE LL 60 ADV_IND -

m »

& Frame 1338: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
@ Nordic BLE sniffer meta
=

Access Address: Ox8e89bed6
@ Packet Header: 0x2240 (PDU Type: ADV_IND, TxAdd=false, RxAdd=false)
Advertising Address: e4:¢6:¢7:31:95:11 (e4:¢6:¢7:31:95:11)
= Advertising Data
= Appearance: Generic Tag
Length: 3
Type: Appearance (0x19)
Appearance: Generic Tag (0x0200)
= Flags
Length: 2
Type Flags (0x01)
0. .. = Reserved: 0x00
...o +... = Simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x00)

.. = Simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x00)
. .1.. = BR/EDR Not Supported: true (0x01)
.1. = LE General Discoverable Mode: true (0x01)
.0 = LE Limited Discoverable Mode: false (0x00)
Tx Power Leve’l
Length: 2
Type: Tx Power Level (0x0a)
Power Level (dem): O
= 128-bit service Class uUIDs
Length: 17
Type: 128-bit service Class uuIDs (0x07)
Custom UUID: 9ecadc240ee5a9e093f3a3b50100406e

0000 11 06 35 01 7b 75 06 0a Ol 25 2b 00 00 Se 53 08 «oS5.{u..
0010 00 d6 be 89 8e 40 22 11 95 31 c7 (6 ed ... @0,
{02 02 01 06 02 0a 00 11 7

e0 93 f3 a3 b5 01 00 40

i

«.AS.

(O [ Advertising Data (btcommon.eir_ad.advertis... | Packets: 1592 - Di... | Profile: Defautt

Clicking on the Advertising Data entry in the treeview will highlight the relevant

section of the raw payload at the bottom of the screen, but also provides human
readable information about the payload that can save you a lot of time trying to

debug or reverse engineer a device.

We can see, for example, that the device is advertising itself as a Bluetooth Low
Energy only device ('BR/EDR Not Supported'), with a TX Power Level of 0OdBm, and a
single service is being advertised using a 128-bit UUID (the UART service in this case).

Capturing Exchanges Between Two
Devices

If you wish to sniff data being exchanged between two BLE devices, you will need to
establish a connection between the original device we selected above and a second
BLE device (such as an iPhone or an Android tablet with BLE capabilities).

The nRF-Sniffer firmware is capable is listening the all of the exchanges that happen

between these devices, but can not connect with a BLE peripheral or central device
itself (it's a purely passive device).
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Scan Response Packets

If you open up nRF UART on an Android or iOS device, and click the Connect button,
the phone or tablet will start scanning for devices in range. One of the side effects of
this scanning process is that you may spot a new packet in Wireshark on an irregular
basis, the 'SCAN_REQ' and 'SCAN_RSP' packets:

hark_nordic_ble [Wireshark 1.12.1 (v1

Bl Edt Vew Go Coptre Amalyze Sutitcs Telephony ook Intemals Help
codm I BEXR A¢90TL2EE QaaD #8®% @

Filter: [+] expression... Clear Apply Save

No. Time Source Destination Protocol  Length Info -
3890 713. 339295 slave Master LE LL 60 ADV_IND
3891 713.340712 slave Master LE LL 38 SCAN_REQ
3892 713. 342455 Slave Master LE LL 38 SCAN_RSP
3893 713.343931 Slave Master LE LL 60 ADV_IND
3894 713.883519 Slave Master LE LL 60 ADV_IND -
3895 713.886540 Slave Master LE LL 60 ADV_IND

3896 713.888285 slave Master LE LL 60 ADV_IND -

< m ’

l Frame 3892: 38 bytes on wire (304 bits), 38 bytes captured (304 bits) on interface 0
# Nordic BLE sniffer meta
- Bluetooth Low Energy Link Layer
Access Address: Ox8e89bedé
@ Packet Header: OxOc44 (PDU Type: SCAN_RSP, TxAdd=false, RxAadd=false)
Advertising Address: ed4:c6:c7:31:95:11 (ed4:c6:c7:31:95:11)
& Scan Response Data: 050955415254
= Advertising pata
= Device Name: UART
Length: 5
Type: Device Name (0x09)
Device Name: UART

¢ CRC: Ox68a4fc

0000 106 1f 01 75 7/f 06 0Oa 01 26 2b 00 00 97 00 00
[ UIN00 d6 be 89 8e 44 Oc 11 95 31 c7 c6 e4 05 09 5
0020 1 52 54 16 25 3f]

@ 7| Frame (frame), 38 bytes Packets: 4682 - Di... | Profile: Default

The Scan Response is an optional second advertising packet that some Bluetooth
Low Energy periperhals use to provide additional information during the advertising
phase. The normal mandatory advertising packet is limited to 31 bytes, so the
Bluetooth SIG includes the possibility to request a second advertising payload via
the Scan Request.

You can see both of these transactions in the image above, and the Device Name that
is included in the Scan Response payload (since the 128-bit UART Service UUID takes
up most of the free space in the main advertising packet).

For more information on Scan Responses and the advertising process in Bluetooth
Low Energy see our Introduction to Bluetooth Low Energy Guide ().
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Connection Request

Once we click on the UART device in nRF UART, the two device will attempt to
connect to each other by means of a Connection Request, which is initiated by the
central device (the phone or tablet).

We can see this CONNECT_REQ in the timeline in the image below:

Eile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
co4Am BEXRZ A¢»oT2(EE QaQAD FBDB % B

Filter: [+] expression.. Clear Apply Save

No. Time Source Destination Protocol  Length Info
e/ 113U.109IU S Iave mas el iy VU AUV _inw
6498 1190.19107 Slave Master LE LL 60 ADV_IND
6499 1190.73693 Slave Master LE LL 60 ADV_IND
6500 1190.73983 Slave Master LE LL 60 ADV_IND
6501 1190.74166 Slave Master LE LL 60 ADV_IND
6502 1191.29056 Slave Master LE LL 60 ADV_IND
6503 1191.29414 slave Master LE LL 60 ADV_IND
6504 1191.29600 Slave Master LE LL 60 ADV_IND
6505 1191. 84026 slave Master LE LL 60 ADV_IND
6506 1191. 84456 Slave Master LE LL 60 ADV_IND
6507 1191. 84624 Slave Master LE LL 60 ADV_IND
6508 1192.40771 Slave Master LE LL 60 ADV_IND
6509 1192.41270 Slave Master LE LL 60 CONNECT_REQ
6510 1192.45658 Master Slave LE LL 26 Empty PDU
6511 1192.45809 Slave Master LE LL 26 Empty PDU
6512 1192. 50610 Master slave ATT 35 Revd write Request, Handle: 0x00le
6513 1192. 50758 slave Master LE LL 26 Empty PDU
6514 1192.60330Master slave LE LL 26 Empty PDU
6515 1192. 60471 Slave Master LE LL 26 Empty PDU
6516 1192. 69980 Master slave LE LL 26 Empty PDU
6517 1192.70140 slave Master LE LL 26 Empty PDU
6518 1192.74868 Master Slave LE LL 26 Empty PDU

« i

@ Frame 6509: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
® Nordic BLE sniffer meta
@

0000 11 06 35 01 ae 89 06 0a 01 25 2c 00 00 98 00 00 ..5
0010 00 dé be 89 8e 85 22 6b 02 a2 Ob 22 ac 11 95 31
0020 c7 c6 e4 75 11 d8 84 5f 2a c4 02 09 00 27 00 00
0030 00 bc 02 ff ff 03 e0 1f b0 c9 cb 8f

@ 7 \\\pipe\wireshark_nordic_ble: <live capture i... Packets: 7286 - Di... | Profile: Default

Write Request

Once the connection has been established, we can see that the nRF UART application
tries to write data to the BLEFriend via a Write Request to handle 'Ox001E' (which is
the location of an entry in the attribute table since everything in BLE is made up of

attributes).

©Adafruit Industries
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pipe\wireshark_nordic_ble [Wireshark 1.12.1 (v1.12.1-0-g01b65bf from master-1.12)

[Ie Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
codm BEXR A¢es20TL (EE aaaD FOBx @

Filter: [+] Expression... Clear Apply Save
No. Time Source Destination Protocol  Length Info
6508 1192.40771 Slave Master LE LL 60 ADV_IND
6509 1192.41270 slave Master LE LL 60 CONNECT_REQ
6510 1192.45658 Master slave LE LL 26 Empty PDU
6511 1192.45809 slave Master LE LL 26 Empty PDU
6512 1192. 50610 Master slave ATT 35 Rcvd write Request, Handle: 0x00le
6513 1192. 50758 slave Master LE LL 26 Empty PDU
6514 1192.60330master Slave LE LL 26 Empty PDU
6515 1192. 60471 Slave Master LE LL 26 Empty PDU
6516 1192. 69980 Master Slave LE LL 26 Empty PDU
6517 1192.70140 Slave Master LE LL 26 Empty PDU ad

" »

© Frame 6512: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface 0
@ Nordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access Address: 0x84d81175
@ Data Header: 0x0902
# CRC: Ox32acff
= Bluetooth L2CAP Protocol
Length: 5
CID: Attribute Protocol (0x0004)
[= Bluetooth Attribute protocol — |
Opcode: write Request (0x12)
Handle: Ox001le

value: 0100
0000 11 06 1c 01 b2 89 06 0a 03 Ob 2b 02 00 37 bd 00 ........ .. +..7..
0010 00 75 11 d8 84 02 09 05 00 04 00 WISCEMOM .u...... ... -
0020 4c 35 ff LS.
@ [*7 Bluetooth Attribute Protocol (btatt), 5 bytes | Packets: 31996 ... | Profile: Default

What this write request is trying to do is enable the 'notify' bit on the UART service's
TX characteristic () (OxOO1E is the handle for the CCCD or 'Client Characteristic
Configuration Descriptor ()'). This bit enables an 'interrupt' of sorts to tell the

BLEFriend that we want to be alerted every time there is new data available on the
characteristic that transmits data from the BLEFriend to the phone or tablet.

Regular Data Requests

At this point you will start to see a lot of regular Empty PDU requests. This is part of
the way that Bluetooth Low Energy works.

Similar to USB, all BLE transaction are initiated by the bus 'Main’, which is the central
device (the tablet or phone).

In order to receive data from the bus secondary (the peripheral device, or the
BLEFriend in this particular case) the central device sends a 'ping' of sorts to the
peripheral at a delay known as the 'connection interval' (not to be confused with the
one-time connection highlighted earlier in this tutorial).

We can see pairs of transaction that happen at a reasonably consistent interval, but

no data is exchanged since the BLEFriend (the peripheral) is saying 'sorry, | don't have
any data for you"
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[ Fle Edt View Go Copture Anshze Statistics Telephony Tooks Intemals Help
o0 Am I BEXD Ae9T 2 E QA $@Mmx B

@ Frame 6519: 26 bytes on wire (208 bits), 26 bytes captured (208 bits) on interface 0
@ Nordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access Address: 0x84d81175
@ Data Header: 0x0009
# CRC: OxbSef5S

0000 11 06 13 01 b9 89 06 0a 09 11 2b 07 00 99 00 00 ........ .. Feaenn
0010 00 75 11 d8 84 09 00 ad f7 aa elececes oo

@ [*7 \\pipe\wireshark_nordic_ble: <live capture i... Packets: 35555 ... |Profile: Default

Filter: [+] expression... Clear Apply Save

No. Time Source Destination Protocol  Length Info
6508 1192.40771 slave Master LE LL 60 ADV_IND
6509 1192.41270 slave Master LE LL 60 CONNECT_REQ
6510 1192.45658 Master slave LE LL 26 Empty PDU
6511 1192.45809 slave Master LE LL 26 Empty PDU
6512 1192. 50610 Master Slave ATT 35 Rcvd write Request, Handle: 0x00le
6513 1192. 50758 Slave Master LE LL 26 Empty PDU
6514 1192.60330master Slave LE LL 26 Empty PDU
6515 1192. 60471 slave Master LE LL 26 Empty PDU
6516 1192. 69980 master slave LE LL 26 Empty POU
6517 1192.70140 Slave Master LE LL 26 Empty POU
6518 1192.74868 Master slave LE LL 26 Empty PDU
6519 1192.74986 Slave Master LE LL 26 Empty PDU
6520 1192.79803 Master Slave LE LL 26 Empty PDU
6521 1192.79943 slave Master LE LL 26 Empty PDU
6522 1192. 84875 master Slave LE LL 26 Empty PDU
6523 1192. 85002 slave Master LE LL 26 Empty PDU
6524 1192.94425 master Slave LE LL 26 Empty PDU
6525 1192.94553 slave Master LE LL 26 Empty PDU
6526 1193. 04087 Master slave LE LL 26 Empty POU
6527 1193.04208 slave Master LE LL 26 Empty PODU
6528 1193.13933 Mmaster slave LE LL 26 Empty PDU
6529 1193.14064 slave Master LE LL 26 Empty PDU
6530 1193.23667-Master Slave LE LL 26 Emotv PDU

« "

Notify Event Data

To see an actual data transaction, we simply need to enter some text in our terminal
emulator SW which will cause the BLEFriend to send the data to nRF UART using the

UART service.

Entering the string 'This is a test' in the terminal emulator, we can see the first packet

being sent below (only the 'T' character is transmitted because the packets are sent

out faster than we enter the characters into the terminal emulator):

©Adafruit Industries
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File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
co4Am BEXR A¢+29TF 2 ([EE QaanD FBDB % B

Filter: [+] Expression... Clear Apply Save
No. Time Source Destination Protocol  Length Info -
55593 2854.95085 Slave Master LE LL 26 Empty PDU
55594 2854.99892 Master Slave LE LL 26 Empty PDU
55595 2855.00055 Slave Master ATT 34 Rcvd Handle value Notification, Handle: 0x00lc
55596 2855.04974 master Slave LE LL 26 Empty PDU
55597 2855.05107 Slave Master LE LL 26 Empty PDU
55598 2855.09619 Master Slave LE LL 26 Empty PDU
55599 2855.09776 Slave Master LE LL 26 Empty PDU
55600 2855.19274 master Slave LE LL 26 Empty PDU
55601 2855.19395 Slave Master LE LL 26 Empty PDU
55602 2855.29033 master Slave LE LL 26 Empty PDU
55603 2855.29210 Slave Master LE LL 26 Empty PDU
55604 2855.33914 Master Slave LE LL 26 Empty PDU
55605 2855. 34070 Slave Master LE LL 26 Empty PDU |-
55606 2855. 38816 Master Slave LE LL 26 Empty PDU
55607 2855.38971 Slave Master LE LL 26 Empty PDU i

« m, | )

@ Frame 55595: 34 bytes on wire (272 bits), 34 bytes captured (272 bits) on interface 0
® Nordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access Address: 0x84d81175
(= Data Header: 0x080a
RFU: O
More Data: False
Sequence Number: True
Next Expected Sequence Number: False
LLID: Start of an L2CAP message or a complete L2CAP message with no fragmentation (0x02)
RFU: O
= Length: 8
® CRC: Ox6e97ce
= Bluetooth L2CAP Protocol
Length: 4
CID: Attribute Protocol (0x0004)
s elueccorn acribute ool - |
opcode: Handle value Notification (0xlb)
Handle: 0x001c
value: 54

0000 11 06 1b 01 9 06 0a 01 0d 2b 2d 85 99 00 00
0010 00 75 11 d8 84 0a 08 04 00 04 00 MJETMIMEL 76
0020 €9 73

@ [*7 Bluetooth Attribute Protocol (btatt), 4 bytes | Packets: 57843 - Di... | Profile: Default

What this 4-byte 'Bluetooth Attribute Protocol' packet is actually saying is that
attribute Ox001C (the location of the TX characteristic in the attribute table) has been
updated, and the new value is 'Ox54', which corresponds to the letter 'T".

Scrolling a bit further down we can see an example where more than one character

was sent in a single transction ('te' in this case):

FEile Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

codm: BAXR A¢*20T2IEE QaaaD aDB% @
Filter: [+] expression... Clear Apply save
. Time Source Destination Protocol  Length Info -
35019 £83>.//98LS1ave master LE LL 20 EMPTY PLU
55620 2855.82728 Master slave LE LL 26 Empty PDU
55621 2855.82924 slave Master ATT 35 Revd Handle value Notification, Handle: 0x001c
55622 2855. 87881 Master slave LE LL 26 Empty PDU
55623 2855.88012 slave Master LE LL 26 Empty PDU
55624 2855.97345master slave LE LL 26 Empty PODU
55625 2855.97489 Slave Master LE LL 26 Empty POU
55626 2856.02266 Master slave LE LL 26 Empty PDU
55627 2856.02432 slave Master ATT 35 Rcvd Handle value Notification, Handle: 0x001c
55628 2856.07305 Master slave LE LL 26 Empty PDU
55629 2856.07432 slave Mmaster LE LL 26 Empty PDU
55630 2856.12020 master Slave LE LL 26 Empty PDU
55631 2856.12155 S1ave master LE LL 26 Empty PDU =
55632 2856.21800 Master slave LE LL 26 Empty PDU
55633 2856.21981 Slave Master ATT 35 Rcvd Handle value Notification, Handle: 0x001c
« it ] ’

@ Frame 55627: 35 bytes on wire (280 bits), 35 bytes captured (280 bits) on interface 0
@ Nordic BLE sniffer meta
= Bluetooth Low Energy Link Layer
Access Address: Ox84d81175
& Data Header: 0x0906
... =RFU: O

.. = More Data: False
. = Sequence Number: False
= Next Expected Sequence Number: True
= LLID: Start of an L2CAP message or a complete L2CAP message with no fragmentation (0x02)
= RFU: O
= Length: 9
# CRC: 0x183f56
= Bluetooth L2CAP Protocol
Length: 5
CID: Attribute Protocol (0x0004)
= Bluetooth Attribute Protocol
opcode: Handle value Notification (0x1b)

0000 11 06 1c 01 8d 49 06 0a 01 10 2b 42 85 9
0010 00 75 11 d8 84 06 09 05 00 04 00 1b 1c O
0020 18 fc 6a

@ *7 | Value (btatt.value), 2 bytes

Packets: 64085 - Di.. | Profile: Defauit
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The results of this transaction in the nRF UART application can be seen below:

Disconnect

[01:41:33] Connected to: UART
[02:06:52] TX: this is a test
[02:07:42] TX: this is a test
[02:09:15] RX: T

[02:09:15] RX: his

[02:09:16] RX: i

[02:09:16] RX: s

[02:09:16] RX: a

[02:09:16] RX: te

[02:09:16] RX: st

Send

Device: UART - ready

Closing Wireshark and nRF-Sniffer

When you're done debugging, you can save the session to a file for later analysis, or
just close Wireshark right away and then close the nRF-Sniffer console window to end
the debug session.
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Moving Forward

A sniffer is an incredibly powerful and valuable tool debugging your own hardware,
reverse engineering existing BLE peripherals, or just to learn the ins and outs of how
Bluetooth Low Energy actually works on the a packet by packet level.

You won't learn everything there is to know about BLE in a day, but a good book on
BLE, a copy of the Bluetooth 4.1 Core Specification and a sniffer will go a long way to
teaching you most of the important things there is to know about BLE in the real
world.

Using with Sniffer V2 (old)

This page is deprecated. It is being left here for reference and for anyone

requiring a Python 2 setup.

In mid 2018, Nordic release new Bluetooth LE sniffer firmware - this firmware works
way better with Wireshark.

As of August 2018 we are only selling Sniffers pre-prorgrammed with Firmware
version 2

If you have a firmware V1 (packaging doesn't say firmware V2, or you bought before
August 2018) see the previous sections!

Nordic User Manual

You can grab the 'official' user manual from Nordic at https://www.nordicsemi.com/

eng/Products/Bluetooth-low-energy/nRF-Sniffer () we include a mirror of the v2.1

instructions below

NRF_Sniffer_User_Guide_v2.1.pdf
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NnRF Sniffer V2 Multi-Target Application

When downloading the desktop/Wireshark Sniffer tool, make sure to download BETA
1, which matches the firmware image below. You can select this version via the drop
down selector shown below:

Changelog:
2.0.0-beta-1  Multi-Platform v
2.0.0-beta-2  Multi-Platform v
2.0.0-beta-3  Multi-Platform v

For convenience sake, the extcap folder contents for BETA 1 are also available for
download here using the button below. See the user guide on how to install this in
the correct location for Wireshark.

extcap.zip (BETA 1)

V2 Firmware

You need a J-Link or other SWD programming jig in order to install/change the

sniffer firmware!

If by chance you have an nRF51822 board you want to load the firmware on, here's a
hex that does not require the 32khz crystal (but does require the 16 mhz crystal)

This firmware is from the nrf_sniffer_2.0.0-beta-1_51296aa package

sniffer_pcal0028_51296aa.hex

Again, we don't have a guide or tutorial on loading the firmware onto an nRF51. We
don't have the original source code, that hex is from Nordic and they only release hex
files
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V2 Wireshark Usage (old)

This page is deprecated. It is being left here for reference and for anyone

requiring a Python 2 setup.

For the V2 firmware, its recommended that you use Wireshark - the V1 had various
methods such as a Python API but really they were all mediocre compared to the
abilities of Wireshark

WIRESHARK

Install Wireshark

Start by installing Wireshark, a great cross-platform monitoring tool

Visit https://www.wireshark.org/ () and download the latest version of Wireshark for

your operating system

When installing on windows, check the box to also install WinPcap

Install Wireshark Plugin

Next up, you'll need the Nordic plugin software. We need to work with a specific
release - 2.0.0 Beta 1. For convenience sake, the extcap folder contents for BETA 1
are available for download using the button below.

extcap.zip (BETA 1)

Download that zip file to your computer and see below for how to install the files into
the necessary Wireshark folder.

For complete reference, the Nordic main page for the plugin software is here:
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https://www.wireshark.org/
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nRF Sniffer Software (reference

only)

If you decide to go there, be sure to select the correct version for download.

Changelog:

(©) 2.0.0-beta-l  Multi-Platform v
2.0.0-beta-2  Multi-Platform v

() 2.0.0-beta-3  Multi-Platform v

WARNING this file is huge - over 200MB! We suggest just using the extcap.zip file
linked above.

Now to find the Wireshark folder location to unzip these files into.

-~ e v o [N, -

Statistics Telephony Wireless Tools Help

=7 3EEQQQTE | Comems HEE
—

Manual pages 4

M Website
FAQ's Open Wireshark, in the Help menu select
M Ask(Qan)
Downloads

A Vi
Sample Captures

About wireshark

ARF\zigbeesniffer\outfile2.txt (not found)
\RR\zigbeesniffer\outfile.txt (664 Bytes)

Check for Updates...

About Wireshark

M About Weedark ? x

Wredak  Asors  fodos  Pugns  Keydowd Soriass  Adnosledgments  Lomee

Name Locaton Typecal Files

“Fie” daloge. Clen'ledyads’ D capture fles

Temp Cllierladvada\Asplutal cxallTeme wntied Copture fies

Peronal ¢ won Cilken) DB Areihack dfiers, preferences, ethens,

Jobal configy CiProgepe Fiey) dfitery, preferences, manud, .
System CiProguam fdes) Wireshadk ethen, gunets

Progiam CoProgas Fie\Wireihadk program fies

Personal Prugen Cilbers) [Apolany\F ¥ (26 Bmary phugen
Penons Lua Phges L AR RO NN G0 Wb s In the Folders tab, find the extcap path
Glebal Lua Plugns CiProgtaes Fle\Wiseshadi\shegis o scrigts

Excap path CiProgeaes Filed\ Wrethadth extcag Extcap Phugins search path
Madind 08 pasth  C\ProguamDats\ Geolf Maxhind D8 database seasch pach
MaMnd 08 path  ClGealP Mashind 08 database semsch pash
ME/PB path SV MIE/PB search path

Open that directory up, then copy over the files within the extcap.zip extcap folder
into the Wireshark extcap folder
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In the end, your Wireshark/extcap directory should contain nrf_sniffer.bat, nrf_sniffer.p

y and SnifferAPI folder.

€« T « ILocalDlsk(C') > Program Files > Wireshark > extcap ] v

edtcap ol
PCBs

4 python
&% Oropbox (adafruit)
&3 Dropbox (Personal

&8 Computer
3 30 Objects
I Desktop
Documents
¥ Downloads
D Music
&) Pictures
B Videos
. Local Disk(C) v <

0items

= | etcap

Share

| i snitfer 200-beta-1 5129622 > extcap |

> Move to extcap
# Quick access
[ Desktop

~

SnifferAP|
[ nef_sniffer.bat
@ Library X ndf_sniffer.py
© Development
@ Fitzing-Librai
& Common

33 Dropbox (ade

& Dropbox (Pert

Now quit Wireshark so we can get things tested!

Dealing With Python 2 vs 3

Nordic's sniffer code is Python 2 only, so if you have Python 3 your default (which, by

now, you probably do) you'll need to install Python 2.

The best way to test is to go to the extcap directory in your terminal software and try

running nrf_sniffer.bat (Windows) or python nrf_sniffer.py (Mac/Linux)

If you get the error on the print "LOGGING FAILED" line

‘ BN Command Prompt

or the "No module named
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"nrf_sniffer.
from iff vVer UART
niffer.py", 36, in <module>

<module>
impor
ModuleNot

Then you'll need to trick the sniffer software into using Python 2

For Windows, at least, | installed Python 2.7 into C:\Python27 (the default) and then
edited the nrf_sniffer.bat file to say:

@echo off
C:\Python27\python "%~dpOnrf _sniffer.py" %*

note the explicit path!

Installing Dependancies

Once you get past that part, you can try rerunning the bat/py script and you may get
other missing module errors like No module named serial

le

impor
Impo

You'll need to install these with pip

Warning! Because you have to use Python2 here, make sure you're using pip2 or on
windows, use the full path C:\python27\Scripts\pip2.exe

e.g. C:\python27\Scripts\pip2.exe install pyserial
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1-3.4-p
#HHHEHH RS H

dp 1

pyserial

Eventually you'll get No arguments given! which means the script is, at least, fully

running

hon nrf_sniffer.py

Test Capture

OK finally once that works, start Wireshark again.

This time you'll see the nRF Sniffer capture device!

Welcome to Wireshark
Open

C:\Users\ladyada\Dropbox\RF\zigh iffer\outfile2.txt (not found)
C:\Users\ladyada\Dropbox\RF\zigbeesniffer\outfile.txt (664 Bytes)

Capture

...using this filter: | l: ter a capture filtel

~ ] |Allinterfaces shown ¥

Local Area Connection 4 A
nRF Sniffer COM63 ~—

Double Click on that line to start the Capture!

Now go here to learn how to look at

BLE packets with Wireshark

Windows Install Supplemental Information

Adafruit forums user @TomHildebrand put together a nice write up on their

experience installing and setting up everything on Windows 10. It's generally the same
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https://learn.adafruit.com/introducing-the-adafruit-bluefruit-le-sniffer/working-with-wireshark

info as above, but may have some more explicit info that is useful. Checkout it out
here:

Adafruit BLE Sniffer installation on

Windows Step-by-Step

Using with Sniffer V1 (old)

The original Bluetooth LE sniffer firmware from Nordic had some restrictions such as
only being usable by Wireshark 1.

As of August 2018 we are only selling Sniffers pre-prorgrammed with Firmware
version 2

However, we'll keep this documentation up in case its useful for people with old
boards

You need a J-Link or other SWD programming jig in order to install/change the

sniffer firmware!

If by chance you have an nRF51822 board you want to load the firmware on, here's a
hex that does not require the 32khz crystal (but does require the 16 mhz crystal)

ble-

sniffer_nRF51822_1.01_1111_Sniffer_Nq

Again, we don't have a guide or tutorial on loading the firmware onto an nRF51. We
don't have the original source code, that hex is from Nordic and they only release hex
files

USB Driver Install

CP2104 Driver Requirements (Black
Boards)

The latest version of the sniffer uses the CP2104 USB to Serial bridge and drops the
SWD connector, allowing us to sell the boards at a significant discount compared to
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version 1.0. To use these boards, though, you will need to install the CP2104 VCP
driver from Silicon Labs ():

Login | Register
SILICON LABS Parametric Search | Cross-Reference Search
About v Products ¥ Solutions v Community & Support v Search silabs.com n

CP210x USB to UART Bridge VCP Drivers

The CP210x USB to UART Bridge Virtual COM Port (VCP) drivers are required for device operation as a Virtual COM Port to facilitate host communication with

products. The es can also interface to a host using the direct jriver. These drivers are static examples detailed in application note 197: The Serial

Communications Guide for the CP210x, download an example below:

Download Software

The CP210x Manufacturing DLL and Runtime DLL have been updated and must be used with v6.0 and later of the CP210x Win

s VICP Driver. Application Note

Software downloads affected are AN144SW.zip, AN205SW.zip and AN223SW.zip. If you are using a 5.x driver and need support can download archived

Legacy OS software and driver package download links and support information >

FTDI Driver Requirements (Blue Boards)

Before you can start talking to the sniffer, you'll need to install a standard FTDI driver
for the FT231x located on the device.

Find the appropriate FTDI VCP installer on the FTDI Driver Download Page (), install it
on you system, and then insert the sniffer in any USB port on your system.

Currently Supported VCP Drivers:
Processor Architecture
Operating System "{.‘::" X86 (32-bit) X84 (64-bit) PPC  ARM  MIPSI MIPSIV  SH4 Comments
Availabie as setup execulable 2.12,00 WHGL Certified
Windows® | 20140820 - . . . Available as selup executatie
support! @fhdichip com
Contact 1 flooking to croate cusomised ey
Al FTDI devices now supported in Ubuntu 11.10, kemel 3.0.0-
Unux 2000-05-14 150 150 1
Refer to TN-101 if you need a custom VCP VID/PID in Linux
Refer 1o TN-105 if you need a custom VCP VIDIPID in MAC
MacOSX | 2012:08-10 2218 2218 2218 08

V1 Sniffer Software

This page is for the V1 Sniffer firmware only! If you have V2, check the other

page - the process has changed between versions.

Using the Firmware V1 Sniffer

There are currently two ways to use the sniffer:

©Adafruit Industries Page 29 of 44


http://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers
http://www.silabs.com/products/development-tools/software/usb-to-uart-bridge-vcp-drivers
http://www.ftdichip.com/Drivers/VCP.htm

Nordic's nRF Sniffer Utility (Windows only)

If you are on Windows, the best user experience will be had by using the official
Nordic nRFSniffer application, available as a download from Nordic Semiconductors
after creating a 'My Pages' account, and registering your device using the product ID
located on the Bluefruit LE Sniffer packaging.

More information on using Nordic's nRF Sniffer application ().

Commands :
1

arrow keys
[#1 or ENTER

OV Tom Y Ten

TRL-R

List the devices available for sniffing.

Navigate the device list.

Use ENTER to select.

Select a device to sniff from list.
Like ENTER. but sniffer will only follow advertisements.

Stqrt Wireshark, the primary viewer for

Exit

Display filter:
Display filter:
Display filter:

Remove display
Passkey entry
00B key entry
Define new adv
Get support

Nearest devices (RSSI > -58 dBm).
Nearest devices (RSSI > -78 dBm).
Nearest devices (RSSI > -98 dBm).

filter.

hop sequence.

Launch User Guide <(pdf>
Re—program firmware onto hoard

Availahbhle devices:

#f public name

1 v
2 wu

Scanning for devices.

Sent Key value to sniffer

device address

14:99:e2:85:29:
68:48:98:h8:e5:
e4:c6:c7:31:95:

the sniffer.

public
public
random

Python API (Cross-Platform, no Registration)

Qe = -

m

If you are not using Windows, or don't wish to create a MyPages account, the
alternative is to use a Python interface to communicate with the nRFSniffer firmware,
which will log any traffic to a libpcap file that can be opened directly in Wireshark.
This has been tested on OS X 10.10, Ubuntu 14.04 and Windows 7, but it currently
doesn't support streaming data directly into Wireshark via named pipes (though this is
possible with some platform-specific effort).

More information on using the Python API ().
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CA\Windows\system32\cmd. e o= S|

Logging data to C:\Users\ktown\AppData\Roaming\Nordic Semiconductor\Sniffer\logs|H

[11 """ (E?:BC:E1:BE:87:66,. RSS
[21 """ <(14:99:E2:085:29:CF. RSS

I

I

Select a device to sniff,. or B’ to scan again
> 1

Attempting to follow device E7:BC:E1:BE:87:66

V1 Nordic nRF Sniffer

This page is for the V1 Sniffer firmware only! If you have V2, check the other

page - the process has changed between versions.

The following guide will walk you through downloading, installing and using the
official nRF Sniffer application for Nordic Semiconductors.

Getting the Sniffer Utility

The Bluefruit LE Sniffer comes pre-flashed with the special sniffer firmware image, but
you'll need to go to Nordic's website and download the nRF-Sniffer package to
capture the data on Windows and push it out into Wireshark for packet by packet
analysis.

Go to the nRF Sniffer product page downloads tab (), then download the latest V1
version of the utility, and unzip it.

Inside this downloaded file you'll find the sniffer executable, which will open up the
command-line tool when you click on it.

Getting Wireshark

In order to use the sniffer utility you'll also need to download Wireshark (), preferably
verison 112.1 (the same one used in this tutorial).
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You may need to explore the download mirrors, such as https://1.na.dl.wireshark.org/ ()
to find the download link since they dont have a direct v1 link

Simply select the 32-bit or 64-bit Windows Installer and install it on your machine
using the default settings:

Make sure you are using a version greater than or equal to 1.12.1, but less than

the most recent 2.x release family. The plugin is written with 1.12.x as a target.

Stable Release (1.12.2)

Windows Installer (64-bit)
Windows Installer (32-bit)
Windows PortableApps (32-bit)
X 0S X 10.6 and later Intel 64-bit .dmg
0OS X 10.5 and later Intel 32-bit .dmg

05 X users might want to try the development release below

Source Code

Make sure that you install the libpcap library when installing Wireshark. Any log

files captured by the python library are in libpcap format, and will require this

library to work.

Running the Sniffer

Now that everything is installed, you can get started using the Bluefruit LE Sniffer and
the sniffer bridge SW that pushes any sniffed data out into Wireshark ...

Select the Sniffer Target

The nRF-Sniffer can only sniff one device at a time, so the first step is getting the
sniffer running and then selecting the device that you want to debug.

Start nRF-Sniffer by running the ble-sniffer_win executable (for example: ble-
sniffer_win_1.0.1_111_Sniffer.exe).

This will try to detect the device running the nRF-Sniffer firmware over a UART COM
port.
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If the board isn't detected right away type 'f' to erase any previous com port settings,
or try removing and then re-inserting the sniffer while the console application is

running.

Once the sniffer is found, you should see a list of all BLE devices that were detected

in listening range:

If you see a warning in the application about your firmware being out of date and
requesting to update it, IGNORE THE WARNING. The Adafruit boards run a
slightly modified version of the sniffer firmware, which causes the tool to think it

is out of date.

Commands :
1

List the devices availabhle for sniffing.

arrow keys Navigate the device list. Use ENTER to select.

[#]1 or ENTER Select a device to sniff from list.

Like ENTER. but sniffer will only follow advertisements.
Start Wireshark, the primary viewer for the sniffer.
Exit

Display filter: Nearest devices (RSSI > -50 dBm).
Display filter: Nearest devices (RSSI > -780 dBm).
Display filter: i (RSSI > —-98 dBm).
Remove display

Passkey entry

00B key entry

Define new adv hop sequence.

Get support

Launch User Guide <(pdf>

Re—program firmware onto hoard

Availahbhle devices:

public
68:48 h8 2b public
e4:c6:c7:31:95:11  random
Scanning for devices.

Sent Key value to sniffer

In this particular case, we'll select device number 2, which is a BLEFriend running the

standard UART firmware.

Type the device number you want to sniffer (in this case '2'), and you should see the

device highlighted in the list, similar to the image below:

BTLE Plugin version SUN rev. 1111

Commands :
1 List the devices available for sniffing.
arrow keys Navigate the device list. Use ENTER to select.
[#]1 or ENTER Select a device to sniff from list.
e Like ENTER, but sniffer will only follow advertisements.
%] Start Wireshark,. the primary viewer for the sniffer.
x/q Exit
Display filter: Nearest devices (RSSI > -58 dBm).
Display filter: Nearest devices (RSSI > -78 dBm)>.
Display filter: Nearest devices (RSSI > —-98 dBm)>.
Remove display filter.
Passkey entry
00B key entry
Define new adv hop sequence.
Get support
u Launch User Guide {(pdf>
CTRL-R Re—program firmware onto board

Availahbhle devices:

# public name device address

[1@ " H H public

[ 11" :h8: public
=> [k1 2 " e4:c6:c7:31:95 random
Sniffing device 2 — "V

©Adafruit Industries

Page 33 of 44



At this point you can type 'w', which will try to open wireshark and start pushing data
out via a dedicate pipe created by the nRF-Sniffer utility.

Now go here to learn how to look at

BLE packets with Wireshark

V1 OS X Support

This page is for the V1 Sniffer firmware only! If you have V2, check the other

page - the process has changed between versions.

If you are running OS X 10.9 or higher, you can also use the sniffer on OS X using the
nrf-ble-sniffer-osx () package from Roland King. (Make sure you have the latest
version, as of 20 June 2015, which is now compatible with the FTDI chip used on the
Adafruit board.)

Setup instructions are available on the wiki page () for the project.

usbserial-DNOOSWNO

Sniffer Information
> Status : Sniffing <unknown>
Packet Count : 15 358
USB Device : FTDI - FT231X USB UART [ s/n: DNOOSWNO ]

Currently Sniffing
Device Name : <unknown>
Address : dd:2b:48:7f:b5:8¢c (random)
RSSI: -54
Event Count : 0

Advertisers

Name : <unknown>
Address : 46:8¢:86:db:97:c1 (random)

List Devices m Capture to Wireshark Capture To PCAP Enter Passkey
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Please note that there can be a long delay (30-60 seconds) before Wireshark

shows up using the tool, due to the X11 startup time, etc.

N\ Capturing from /vas/tolders/BE/Mb2vp14n5_5_yvdz 28wdx_c0000gn/T/BTLEYJUGGJ38  [Wireshark 1.12.1 (v1.12.1-0-g01b65b from master-1.12)]

File Edit View Go Capture Analyze Statistics Telephony Tools [nternals Help
004N BERXR A¢s2wFI[EE

Qaaf @§MEE B

b Nordic
-

0010 00

BLE Sniffer Meta

Power Level

Length: 17
Type: 128-bit Service Class UUIDs (0x07)

0000 02 06 31 01 67 41 06 0a 01 27 35 00 00 98 02 00 ..1.gA.. .'5.....

b Frame 42: 56 bytes on wire (448 bits), 56 bytes captured (448 bits) on interface 0

Filter I ;]Explessiun... Apply v

No. | Time | Source |D:slmnl|on |Pwloml| Lenglhl Info
78 13.758362000  dd: 2b:48:71:b5: 8¢ <broadcast> LE L 56 ADV_IND
79 14.302589000  dd: 2b:48:71:bS: 8¢ <broadcast> LE L 56 ADV_IND
80 14.303255000 dd: 2b:48:7f:bS: 8¢ <broadcast> LE L 56 ADV_IND
8114.303919000 dd: 2b:48: 7f:bS: 8¢ <broadcast> LE L 56 ADV_IND
82 14.849416000 dd: 2b: 48; 7f:b5: 8¢ <broadcast> LE W 56 ADV_IND
83 14.850082000 dd: 2b: 48: 7f:b5: 8¢ <broadcast> LE W 56 ADV_IND
84 14.850746000 dd: 2b: 48: 7f:b5: 8¢ <broadcast> LE L 56 ADV_IND
85 15.401586000 dd: 2b: 48: 7f :b5: 8¢ <broadcast> LE LU 56 ADV_IND
86 15.402252000 dd: 2b: 48: 7f:b5: 8¢ <broadcast> LE W 56 ADV_IND
87 15.402916000 dd:2b:48:71:b5: 8¢ <broadcast> LE W 56 ADV_IND
88 15.948505000 dd:2b:48:7f:b5: 8¢ <broadcast> LE L 56 ADV_IND
89 15.949262000 dd:2b:48:7f:b5: 8¢ <broadcast> LE W 56 ADV_IND
90 15.949926000 dd: 2b: 48: 7f:bS: 8¢ <broadcast> LE L 56 ADV_IND
91 16.499165000__dd: 2b: 48: 7f:bS: 8¢ <broadcast> LE L 56 ADV_IND

Bluetooth Low Energy Link Layer
Access Address: OxBe89beds

D Packet Header: Oxle40 (POU Type: ADV_IND, TxAdd=false, RxAdd=false)
Advertising Address: dd:2b:48:7f:bS:8¢ (dd:2b:48:7f:bS:8c)

< Advertising Data
b Flags
b Tx
< 128-bit Service Class WIDs

@ *[Custom UUID (btcommon.eir iPukelsv 189 - Displayed: 189 (100.0%)

IProfile: Default
-

If Wireshark doesn't show up and X11 has been installed correctly, try forcing X11

closed and trying a second time. The startup process can sometimes stall.

V1 Python API

This page is for the V1 Sniffer firmware only! If you have V2, check the other

page - the process has changed between versions.

Nordic provides a Python API for their sniffer firmware that makes it possible for us to
use the sniffer on any platform, and we've put together a basic wrapper for this API to
help you get started.

We've tested this wrapper with Python 2.7 on the following platforms:

+ OS X 10.10

- Windows 7 x64
- Ubuntu 14.04
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To stream live data into Wireshark the way the official Windows app () from Nordic
does you will need to compile a Wireshark utility that creates a name pipe that data
gets pushed through.

To keep things simple, though, you can also just log sniffed traffic directly to a libpcap
file, which can be opened directly in Wireshark when you are done, which is the
easiest solution and what we'll be demonstrating here:

& C:\Windows\system32\cmd.
Logging data to C:\Users\ktown\AppData\Roaming\Nordic Semiconductor\Sniffer\logs|H

COM8
Gsd> ...

Found 2 BLE devices:

[11 """ (E?:@C:E1:BE:87:66,. RSSI = -51)
[2]1 """ <(14:99:E2:85:29:CF, RSSI = -91>

Select a device to sniff,. or B’ to scan again
> 1
Attempting to follow device E7:8C:

Requirements

To use the example we provide for the Python API, you will require the following
utilities:

« Python 2.7.x () (we tested with 2.7.6)
 pySerial ()

If you're new to Python and pySerial, have a look at our Instaling Python and PySerial (

) guide by Simon Monk.

Download the API

Once you have Python and pySerial installed on your system, you will need to
download a copy of the Python API.

The latest version of the API is always available on Github (), but you can also
download a .zip file of the latest code directly using the button below:
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Download the Python API from

Github

Unzipping the file should give you a file structure resembing the image below:

. SnifferAPI 28/11/2014 15:34
.. wireshark_dissector_source 27/11/2014 09:29
.DS_Store 26/11/2014 22:05

|| API Manifest.txt

€ documentation.html

27/11/2014 09:29
27/11/2014 09:29
[ example.py 26/11/2014 22:20
| LICENSE.tt 27/11/2014 09:29
E] Nordic Semiconductor Sniffer API Guide....  27/11/2014 09:29
27/11/2014 09:29
28/11/2014 15:48
27/11/2014 09:29

|| readme.md

(& sniffer.py
sniffer_uart_protocol.xlsx

Dossier de fichiers
Dossier de fichiers
Fichier DS_STORE
Document texte

Chrome HTML Do...

JetBrains PyCharm
Document texte

Adobe Acrobat D...

Fichier MD
JetBrains PyCharm

Feuille de calcul ...

Using the sniffer.py Wrapper

7Ko
1Ke
12 Ko
2Ko
2Ko
468 Ko
2Ko
7Ko
21 Ko

To help you get started, we've made an easy to use wrapper called sniffer.py:

$ sudo python sniffer.py -h
usage: sniffer.py [-h] [-v] serialport

Interacts with the Bluefruit LE Friend Sniffer firmware

positional arguments:
serialport serial port location ('COM14',
etc.)

optional arguments:
-h, --help show this help message and exit
-v, --verbose

verbose mode (all serial traffic is displayed)

'/dev/tty.usbserial-DNOOI9WNO"',

It takes a single argument, the COM port location, which will be something like
'COM15' on Windows, '/dev/ttyACM*' on Linux, or '/dev/tty.usbserial*' on OS X.

Linux

To run the sniffer wrapper on Linux, enter the following command (changing the serial

port as necessary):

$ sudo python sniffer.py /dev/ttyACMO
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OS X

To run the sniffer wrapper on OS X, enter the following command (changing the serial
port as necessary):

$ python sniffer.py /dev/tty.usbserial-DNOO9MP6

Windows

To run the sniffer wrapper on Windows, enter the following command (changing the
serial port as necessary):

You can find the serial port used by the Bluefruit LE Sniffer by opening the

Device Manager on your system and looking in the 'Ports' category:

y ..'? Ports (COM et LPT)

python sniffer.py COM30

Scanning for Devices

If the wrapper was able to connect to the Bluefruit LE Sniffer, it will perform a 5
second scan for Bluetooth Low Energy devices in range, and ask you which device
you want to listen to:

$ sudo python sniffer.py /dev/ttyACMO
[sudo] password for ktown:

Logging data to logs/capture.pcap
Connecting to sniffer on /dev/ttyACMO
Scanning for BLE devices (5s)

Found 2 BLE devices:

[1] "" (E7:0C:E1:BE:87:66, RSSI
[2] "" (14:99:E2:05:29:CF, RSSI

-52)
-94)

Select a device to sniff, or '0' to scan again
&gt;

Once you select a device, it will start scanning that specific device, and you will see
an update every second of the number of packets 'sniffed' from the device (where
each "' represents a packet):
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Select a device to sniff, or '0' to scan again
&gt; 1
Attempting to follow device E7:0C:E1:BE:87:66

Locating the Log File

Once you've sniffed enough data, simply type CTRL+C to stop, and locate the libpcap
log file at the path mentionned by the tool. This will normally be:

« Windows: 'C:\Users\ktown\AppData\Roaming\Nordic Semiconductor\Sniffer\logs
\capture.pcap' (this will of course change based on your username)
« OS X/Linux: 'logs/capture.pcap' (relative to the location of the Python API)

Analyze Data in Wireshark

At this point, you simply need to open the capture.pcap file in Wireshark, and you can
analyze the sniffed data!l

The image below shows an advertising packet from a factory default Bluefruit LE
Friend () board:

©Adafruit Industries Page 39 of 44


https://www.adafruit.com/product/2267
https://www.adafruit.com/product/2267

Otbesbffrom master-112] - L )

File Edit View Go Capture Analyze Statistics Telephony Iools Intemals Help
coamE BEXXR A¢%20TF 2 EE Qaan $B8% @
Filter: [+] Expression... Clear Apply Sove
No. Time Source Destination Protocol Length Info _
228 13.347128 Slave Master LE LL 60 ADV_IND
229 13.348449 slave Mmaster LE LL 60 ADV_IND
230 13.893268 Slave Master LE LL 60 ADV_IND
231 13.896275 Slave Master LE LL 60 ADV_IND
232 13.898702 Slave Master LE LL 60 ADV_IND
233 14.447219 slave Master LE LL 60 ADV_IND
234 14.449674 slave Master LE LL 60 ADV_IND |
235 14.451346 slave Master LE LL 60 ADV_IND
236 14.998824 slave Master LE LL 60 ADV_IND ~
i ’
# Frame 232: 60 bytes on wire (480 bits), 60 bytes captured (480 bits)
# Nordic BLE sniffer meta

nergy Link Layer
Access Address: Ox8e89bed6
@ Packet Header: 0x2240 (PDU Type: ADV_IND, TxAdd=false, rRxadd=false)
Advertising Address: e7:0c:el:be:87:66 (e7:0c:el:be:87:66)
- Appearance: Generic Tag
Length: 3
Type: Appearance (0x19)
Appearance: Generic Tag (0x0200)
5 Flags
Length: 2
Type: Flags (0x01)
000. .... = Reserved: 0x00
+..0 .... = simultaneous LE and BR/EDR to Same Device Capable (Host): false (0x00)
... 0... = simultaneous LE and BR/EDR to Same Device Capable (Controller): false (0x00)
+... .1.. = BR/EDR Not Supported: true (0x01)
vvs «.1. = LE General Discoverable mode: true (0x01)
wess 2.0 = LE Limited Discoverable Mode: false (0x00)
5 Tx Power Level
Length: 2
Type: Tx Power Level (0x0a)
pPower Level (dem): O
= 128-bit service Class uvuIDs
Length: 17
Type: 128-bit Service Class uuips (0x07)
Custom UUID: 9ecadc240ee5a9e093f3a3b50100406e

- [Expert Info (Chat/Protocol): correct]
[correct]

[severity level: chat]

[Group: Protocol]

0000 08 06 35 01 dd Ob 06 Oa
0010 00 d6 be 89 8e 40 22 66
02 02 01 06 02 Oa 00 11
e0 93 f3 a3 b5 01 00 40 6

© ¥ | Advertising Data (btcommon.eir_ad.advertis... | Packets: 2... | Profile: Default

Note that the utility will start sniffing data as soon as you connect to the Bluefruit
LE Sniffer, so early packets in the log file might contain advertising packets from

other devices in range. It will only start filtering packets once you select a
specific device via the selection dialogue.

For information on how to use Wireshark, have a look at the notes on the official nRF
Sniffer utility (), which describes some of the packet types you might encounter
working with Bluetooth Low Energy.

FAQSs

I'm using the V2 (BETA 1) firmware, but can't seem to
connect in Wireshark?

There are a number of possible issues here, mostly revolving around the fact that
the system depends on a Python script piping data into Wireshark. You may find
the following post from a user help to try to debug this, the cause being a potential
conflict with multiple instances of Python on your system: https://
forums.adafruit.com/viewtopic.php?f=53&t=146215#p726333 ()
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When | connect to a Central device, | don't see any
connection data, but when | disconnect | see the
advertising packets again. How do | capture data with a
connected peripheral?

This is a limitation of the sniffer firmware from Nordic. Advertising in Bluetooth Low
Energy happens on three dedicated channels, each running at it's own frequency.
For the sniffer to 'follow' the connection it needs to be looking at the right channel
when the connection happens, and there is a 2/3 chance that it is looking at
another channel at any given moment.

To capture the connection and see data exchanges post connection, you may need
to connect several times until the channels are aligned between the sniffer and the
BLE peripheral+central devices.

How do | convert between Sniffer and Bluefruit LE
firmware using SWD?

Reflashing Bluefruit LE modules over SWD (ex. switching to the sniffer firmware and
back) is at your own risk and can lead to a bricked device, and we can't offer any
support for this operation! You're on your own here, and there are

unfortunately 1,000,000 things that can go wrong, which is why we offer two
separate Bluefruit LE Friend boards -- the sniffer and the normal Bluefruit LE Friend
board with the non-sniffer firmware, which provides a bootloader with fail safe
features that prevents you from ever bricking boards via OTA updates.

Adalink (SWD/JTAG Debugger Wrapper)

Transitioning between the two board types (sniffer and Bluefruit LE module) is
unfortunately not a risk-free operation, and requires external hardware, software
and know-how to get right, which is why it isn't covered by our support team.

That said ... if you're determined to go down that lonely road, and you have a
Segger J-Link () (which is what we use internally for production and development),
or have already erased your Bluefruit LE device, you should have a look at
AdaLink (), which is the tool we use internally to flash the four files required to
restore a Bluefruit LE module. (Note: recent version of AdalLink also support the
cheaper STLink/V2 (http://adafru.it/2548), though the J-Link is generally more
robust if you are going to purchase a debugger for long term use.)

To go from the sniffer to Bluefruit LE firmware the mandatory Intel Hex files are
available in the Bluefruit LE Firmware repo (). You will need to flash:

« An appropriate bootloader image
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- An appropriate SoftDevice image

« The Bluefruit LE firmware image

« The matching signature file containing a CRC check so that the bootloader
accepts the firmware image above (located in the same folder as the firmware
image)

The appropriate files are generally listed in the version control .xml file () in the
firmware repository.

If you are trying to flash the sniffer firmware (at your own risk!), you only need to
flash a single .hex file, which you can find here (). The sniffer doesn't require a
SoftDevice image, and doesn't use the fail-safe bootloader -- which is why
changing is a one way and risky operation if you don't have a supported SWD
debugger.

Adafruit_nF51822_Flasher

We also have an internal python tool available that sits one level higher than
AdalLink (referenced above), and makes it easier to flash specific versions of the
official firmware to a Bluefruit LE module. For details, see the
Adafruit_nRF51822_Flasher () repo.

Why isn't the Firmware V1 plugin working in Wireshark?

The Sniffer Firmware V1 plugin was written for Wireshark 1.12.x and won't work with
older versions of the tool or the new 2.x family. Be sure to download an
appropriate version (for example 1.12.1, which is the version used in this guide).

Why am | being warned my Sniffer V1 firmware is out of
data but updates fail?

The Adafruit board has a small difference compared to the original Nordic HW that
Nordic wrote their sniffer firmware for. To keep the cost as low as possible, we
don't populate the optional 32.768KHz RTC crystal on our boards, whereas it is
present on the more expensive Nordic development kit.

Because the startup code in the sniffer firmware from Nordic uses this crystal, we
had to request a custom version from Nordic that uses the internal 16MHz RC
oscillator instead. When providing us the custom firmware, they changed the
version number slightly, which is the reason for the warning message.
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You can safely ignore the firmware update warning and use the device as normal,
and in fact updating to a firmware from Nordic won't work unless you also solder
the optional 32.768KHz crystal on the bottom of your PCB as well.

How can | check that the sniffer is outputting data?

If you think there is a problem with your sniffer, you should look at the LED closest
to the black SWD connector box at the end of the board. It should flash every time
Bluetooth Low Energy activity is detected when the serial port is open.

You can also open a Terminal Emulator (Putty, RealTerm, etc.) with the following
settings, and you should see data coming out almost as soon as you plug the
sniffer in:

- Baud Rate: 460800
« HW Flow Control: RTS + CTS Enabled

What is the difference between blue boards and black
board)?

The Black boards (hardware v3) uses the much cheaper CP2104 USB to Serial
bridge, and drops the SWD connector which had to be manually placed during the
manufacturing process. This allows us to offer the sniffer board at a significant
discount compared to the original, without sacrificing functionality that 99% of
customers required. (The SWD pins are still available as pads on the bottom of the
PCB if you need them!).

If you have a Blue board - you definitely have hardware version 1 and Firmware
version 1

If you have a Black board - you definitely have hardware version 3. You may have
firmware version 1 or version 2 depending on when you purchased it. Check your
order receipt to know!

VERSION 3.0 ' VERSION 1.0
CP2104 BASED FTDI BASED
NO SWD CONNECTOR SWD CONNECTOR
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« EagleCAD PCB files on GitHub ()
« Bluetooth LE module Datasheet ()

Schematic C2104 Rev
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https://github.com/adafruit/Adafruit-Bluefruit-LE-USB-Friend-and-Sniffer
https://cdn-shop.adafruit.com/product-files/2267/MDBT40-P256R.pdf
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