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SAMSUNG ELECTRONICS RESERVES THE RIGHT TO CHANGE PRODUCTS, INFORMATION AND SPECIFICATIONS WITHOUT NOTICE.

Products and specifications discussed herein are for reference purposes only. All information discussed herein is provided on an "AS IS" basis, without warranties
of any kind. This document and all information discussed herein remain the sole and exclusive property of Samsung Electronics. No license of any patent,
copyright, mask work, trademark or any other intellectual property right is granted by one party to the other party under this document, by implication, estoppel
or other-wise. Samsung products are not intended for use in life support, critical care, medical, safety equipment, or similar applications where product failure
could result in loss of life or personal or physical harm, or any military or defense application, or any governmental procurement to which special terms or
provisions may apply. For updates or additional information about Samsung products, contact your nearest Samsung office. All brand names, trademarks and
registered trademarks belong to their respective owners.

SAMSUNG 2

ARTIK"




Samsung Semiconductor, Inc. ARTIK 030 Getting Started Guide

TABLE OF CONTENTS

TADIE OF CONTENTS ...ttt ettt ettt b e s bt et e a e b et e e et e bt e b et et eaeeb e s b et entebeebesbe b entebesbenbenbeneebesaentan 3
LIST Of FIGUIES ..ueuiitiiteieeetsistet et sttt et ste st et e st ebe st et et ese st e s s e e eseese s b e st eseeseas e s e st ensesess et enseseese s essensesassensensenessessensensesessesensn 4
VBISION HISTOIY .ttt ettt ettt sttt sttt ettt sttt sttt nnns 5
INEFOTUCTION Lt e bbb b bbb bbb bbb bbb bbbt 6
ARTIK 030 DeVElOPMENT KIT SELUD ..cuteuteiirtiteteeet ettt sttt sttt a st st e e bbb e e e st s b e s b et e st e st ebe st e beneebesbesbenbeneebesaensan 7
Silicon Labs® SimPlCILY STUGIO™ 4.0 .....ciiiiiieieieiertetet ettt sttt et b ettt e st be st et et sb e s b e e et enesbesbebentebesbe b et enesbenaenes 8
INSEANQEION. ..ottt s bbbt bbbttt st 8
Manual Selection Of AAIIONO] PACKOZES ........c.c.cueueueueereniririieeeieieieisiststste ettt ettt ettt santnesesesssasieaens 10
Installing the IAR EMBeAAed WOIKDENCH ARM® IDE ..............cooeeeeveeeeeesssssessveemssssssesssssssssssssessssssssssssssssssssssssessssssssssssessssssssssseees 14
EXAMIPIE APPHCATION .ttt h ettt h st b et e st e b s b et et eae s b e st et e st e b et e b et eneebesbenbentebesbenbans 16
INEFOQUCEION ...ttt s sttt bbbttt
ZigBee Network Application....
Creating the Project.................
LOOGING TNE ADPIICOLION ..ttt sttt sttt sttt st t st st et s e
TESEING TNE APPIICOTION .ottt ettt sttt ettt ettt bbbttt b bttt b bs e e st ssssesassasssss
USING tNE NEIWOIK ANQIYZEN ettt stststs e sssts st sttt sttt e ss st s st ssse s sttt e bessassnsssssssessssasnssss

LEZAI INTOIMIATION .ttt ettt ettt e b e sttt h s bt et e st e b e st et en e e bt e b e st et e st ebeeb e be st e st ebesbebentebesbentens 24

SAMSUNG

ARTIK" 3




Samsung Semiconductor, Inc. ARTIK 030 Getting Started Guide

LIST OF FIGURES

Figure 1. ARTIK 030 MaIN BOGIA ......couiitiiriirieteteierie ettt sttt ettt et b e st e b s b e et e st e b et et eneeb e st et et eneebe st ententenesbensenes 6
Figure 2. ARTIK 030 DeVEIOPMIENT Kit...otiiiirieieirierieteeet sttt ettt sttt ettt et b e sttt eb e s b e st et e st ebesbe b e e ebesbenaenes 7
Figure 3. SIMPlCITY STUAIO™ INSTAIIEI ....ciiiriiieieiririet ettt sttt sttt e st s bt e s e e st e b esaeseesasbassessesessessensensesessensenes 8
Figure 4. SIMPlCty STUAIO™ INSTAIEI ....ciiiiiiieieiririetet ettt sttt s b s e e s e st e s s eseeseesasbessessesessessensensesessensenes 8
FISUIE 5. LOZIN WINAOW ...ttt ettt ettt ettt b ettt h e s b e b et et e b s b e b et e bt e b et et emteb e st et enbeneebe st etentenesbenbenes 9
Figure 6. Connect ARTIK 030 Main BOAIA ....ccueiiiriiieieieiesteteteiesietet ettt ettt b sttt be b bt et ebesbesbe e enesbenbenes 10
Figure 7. 'Select by Product GrOUD' D ...ttt ettt sttt et s e basbe b e s e e ssasbesseneesassessenes 10
Figure 8. Installing Additional Packages fOr WIr€lESS .......ccevveiiivinienieininienieeeesesiesseestessessesseessessessesessessessessesessessenes 11
Figure 9. Restart SIMPIICITY STUIO™ ...ttt ettt ettt b et et et e bt s b e st et et ebesbenbe e enesbenbenes 11
Figure 10. Simplicity Studio™ LaUNCREr PANEL........cc.ooi ittt sttt st st 11
Figure 11. Manually INStall ADItioNal DIIVELS.....ccivierieiririerieieisesiesteesesesseseesestessessesessessesseseesessessessesessessessessesessensenes 13

SAMSUNG 4

ARTIK"




Samsung Semiconductor, Inc.

ARTIK 030 Getting Started Guide

VERSION HISTORY

Revision Date Description Maturity
1.0 10/12/2016 | Initial Public Release Release
1.01 03/13/2017 | Updated IAR embedded workbench for ARM section. Release Update

SAMSUNG

ARTIK"




Samsung Semiconductor, Inc. ARTIK 030 Getting Started Guide

INTRODUCTION

The Samsung ARTIK™ 030 Development Kit is meant to help you evaluate the ARTIK 030 Module and get you started with
your own software development.

This quick start guide helps you get started with the ARTIK 030 Development Kit.
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Figure 1. ARTIK 030 Main Board
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ARTIK O30 DEVELOPMENT KIT SETUP

The following steps need to be completed to start testing the ZigBee functionality:

1. Connect the ARTIK 030 Radio Board to the ARTIK 030 Main Board.
2. Connect the ARTIK 030 Main Board to your development PC using USB cable.
3. Turn the power switch of the ARTIK 030 Main Board in the AEM position.
a. Atthis stage you might be prompted to install drivers, please ignore this step for now.
4. Verify that the blue USB connection indicator LED starts blinking.
5. Check that the ARTIK 030 Main Board LCD shows the Samsung ARTIK™ logo.

Figure 2, shows the picture of the ARTIK 030 Main Board with its associated switches and indicators.

USB Mini-B

ARTIK O30 Radio Board

Temperature &

Breakout 1.28” Memory-LCD ARTIK 030 Module Humidity Sensor
Ethernet RJ45 PADS Display

_ | UDiLED
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(o] TN p W =
amm JBL- IS SILICON LARS == Ji
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';NSBAE!—“S“%]% PCJ, pé 2) 23 P11 PLIPIS P17 P19P21 P2) 2 Do
RESET Button
Power Switch in AEM
Position 2x User 2x User

ARTIK 030 Main Board Push LEDs

Debug
Buttons

Connector

Expansion Header

Simplicity
Connector

Figure 2. ARTIK 030 Development Kit

When the ARTIK 030 Main Board is up and running to the point discussed above, it is time to start showing the use of Silicon
Labs® Simplicity Studio™ 4.0.
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SILICON LABS® SIMPLICITY STUDIO™ 4.0

INSTALLATION

To install Silicon Labs® Simplicity Studio™ 4.0 first download the installer from
http://www.silabs.com/products/mcu/Pages/simplicity-studio-v4.aspx. See also Figure 3.

Simplicity Studio 4

We are excited to announce early access to Simplicity Studio 4. This new version is almost ready for prime time. We are working to include support for BLE. In the
mean time, please feel free to explore the rest of the tool.

simplicity Studio simplifies the 10T development process with one-click access to everything developers need to complete their projects using an integrated
development environment (IDE) based on Eclipse 4.5. Simplicity Studio includes a powerful suite of tools for energy profiling, configuration and wireless network
analysis, as well as demos, software examples, complete documentation, technical support and community forums.

These integrated tools and features combine to make embedded development simple and productive for 10T developers of all skill levels. Simplicity Studio provides
built-in intelligence to automatically detect the connected 8-bit or 32-bit MCU or wireless SoC, graphically configure the device, and show supported configuration
options to help developers get their projects underway in minutes.

3, Windows Installer > & Macinstatier > B & tnuxinstaer >

Figure 3. Simplicity Studio™ Installer

Simplicity Studio™ 4.0 is supported in Windows®, Mac® or Linux®. However, IAR EWARM is only supported in Windows, for
this reason, if your host OS is Linux or MAC you will need to use Virtual Machine software with Windows as guest OS. For MAC
users we recommend the use of VMware Fusion® located at http://www.vmware.com/products/fusion.html.

In this Getting Started Guide we will focus on the Windows installation path. Once your selection is made, in our case by
clicking the ‘Windows Installer’, follow the installation instructions as described below:

Installer for Simplicity Studio v4 [ %]

Ready to Install the Program
The wizard iz ready to begin inztallation.

Click Install to begin the installation.
If pou want to review or change any of your installation settings, click Back. Click Cancel to exit
the wizard.
InztallShield
[ < Back || Install | [ Cancel

Figure 4. Simplicity Studio™ Installer

In order to get all the needed additional installation packages for your ARTIK 030 Development Kit, you need to sign into
Simplicity Studio™ using your Silicon Labs® technical support account. If you do not have an account, click on the ‘Create an
Account’ on the bottom of the Login Window in Figure 5. This will take you to the Silicon Labs® web page to create an account.
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-gl

SILICON LABS

Welcome to Simplicity Studio

Log in to your Silicon Labs account

Ernail

Password Skip log in for now >
s You can log in later from the launcher.
E LogIn i

Create an Account  Forgot password?

(7} Why log in?

Figure 5. Login Window

After ‘Log In’, Simplicity Studio™ will download all needed additional packages.

ESEEED .
e Hetp
othemandecBramsungcom  + 3 8, [ £ Toou] 8

* Devices * Solutions

(]
a

IAXXD-TB

Welcome to Simplicity Studio

e

Getting Started

Documentation Compatible Tools Resources

Demos . — Vi Application Notes

o

W —
Fetching comsilsb installer.usbapress vcp.d..tex/binary/ (242MB of 37IMB at 148.2148/5)

Select a kit or bowd to view content

Figure 4. Checking for software updates in Simplicity Studio™ 4.0

Once all additional packages are installed, Simplicity Studio™ will check for connected hardware. If you have not connected
your ARTIK 030 Main Board, you are prompted to do so now. In addition when asked to install drivers, please do so.
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e e R

Install Device Support
Select the devices you would like to use within Simplicity Studio.

Select by Device, Select by Product Group

I
[a]
o

Remove | ¥ Remove All

Selected Devices

Have a board? Connect it now.

Mo connected devices detected.

Don't have a device? Find and install products by name:

Search

Selected Products: Download Size: Required Disk Space:

Figure 6. Connect ARTIK 030 Main Board

MANUAL SELECTION OF ADDITIONAL PACKAGES

If your board is not automatically detected, you can also manually select additional packages. Go to the ‘Select by Product
Group’ tab and check ‘Wireless Products’. A window will pop up with options to install. Keep the default options selected and

click ‘Finish'. See Figure 7.

Install Device Support
Select the devices you would like to use within Simplicity Studio.

Select by Product Group

1
EFMS / C8051 8-bit Products EFM 32-bit Products

Wireless Products

Selected Products: 50 Download Size: 1.52 GB Required Disk Space: 4.10 GB

Figure 7. ‘Select by Product Group’ tab

When ‘Wireless Products' is selected, Simplicity Studio™ will install additional software packages related to your connected
evaluation boards, as shown in Figure 8. This procedure can take some time, during which the green progress indicator may
appear stationary. However, the update steps above the progress bar are continuously refreshed.
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Installation

While you wat, here are some materials to help you get started with Simplicity Studio.

ARTIK 030 Getting Started Guide

simplicity Studio Guide
Silicon Labs Community

+/ Maker's Guide to the IoT

Fetching com.silabs.stack.rail.v1.2.1.0 feature_root_1.2.1.0 from http://d.

p ry/ (1.43MB of 11.82MB at 233.88kB/s)
J
Close
Figure 8. Installing Additional Packages for Wireless
After the update cycle is complete, restart Simplicity Studio™. See Figure 9.
<= Apply Changes

You will need to restart Simplicity Studio ™ for the changes to take effect.
Would you like to restart now?

Figure 9. Restart Simplicity Studio™
section as shown in Figure 10.

Once restart is complete, a menu of setup tasks is displayed. Now you should be able to see your boards in the Devices
File Edit MNavigate Search Project Run Window Help
| signin ~ 43 8, Search / Tools
L] Devices:Zl ® SDlUliDnS‘ SEAXRRE-B =8
T e ot it ARTIK 030 Mesh Networking Kit
4 J-Link Silicon Labs (440069106)
©» 23 ARTIK 030 Mesh Networking Kit

Preferred SDK: EmberZNet v5.7.4 Click here to change the preferred SDK.

Debug Mode:

My Lhangd
Adapter Firmware Version: 0v15p2b548 No local adapter firmware available. Download

SAMSUNG

ARTIK"

Newr Projsct Recent Projects v
Getting Started Documentation Compatible Tools
Demos View Al Software Examples View All
No content available for selection
empty_EmberZNet 5.7.4.0_GA _SoC .1
Change Preferred SO Create an empty project for the EmberZNet_5.7.4.0_GA_SoC application...
HaCapSenseDimmerSwitch (3
Reference software for use with the dimmer switch IST-A39. This implements
HaColorControlLight L3
Reference software for use with the lighting reference design. Use board
header.
HaColorTemplight .3
Reference software for use with the lighting reference design. Use board
Figure 10. Simplicity Studio™ Launcher Panel
To make sure that the ZigBee and Thread SDKs are properly installed, consecutively click on ‘Settings’ (the green gear icon),
‘Simplicity Studio’ and ‘SDKs'.
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[= Launcher - Simplicity Studic ™

File Edit Navigate Search Project Run

oz.hernandez@samsung.com fe)

Window Help

Seard |

® Devices: 2| ® Solutions

PCAXRB-EETO

4 < )-Link Silicon Labs (440069088)

l» 23 ARTIK020 Bluetooth Smart Kit
a4 J-Link Silicon Labs (440069106)

[ 23 ARTIK 030 Mesh Metworking Kit

| Preferences

type filter text

1> General
b GG+
> Help
i+ IAR Embedded Workbench
» Install/Update
&> Network Analyzer
> Network Applications
1 Run/Debug
S mplciy Stuci 3y
1o raaper pac
1> Device Manager

Energy Profiler
Offline Content

Preferred IDE
ksl

Targets
Toolchains
 Team

SDKs

Check the SDKs available for project build configurations.

Checked entries are displayed when coenfiguring projects.

Name Version
3 Bluetocth Smart SDK 200
3 luetooth Smart SDK 200
3 ‘mberZMNet 574
3 ecko SDK 441
[3 ilicon Labs Connect v2.0.1.0 201
3 ilicon Labs RAIL 121
3 ilicon Labs Thread: Thread 200
» [] Stackless applications 100
b [¥] Thread 106

Location
C:\SiliconLabs\Simplicit...
C:\SilicanLabs\Simplicit...
C:\SilicanLabs\Simplicit...
C:\SilicanLabs\Simplicit...
C\SiliconLabs\Simplicit...
CASiliconLabs\Simplicit...
C\SiliconLabs\SiliconLa...
(nene)
C:\SilicanLabs\Simplicit...

Description:

Select All

Remove.. |

More details...

Select an entry to see a description

Meed more SDKs? Customize your installation here...

G

If the ZigBee and Thread SDK's are not already installed, you need to manually download and install them from the Silicon

Labs® web page: https:/siliconlabs.force.com/home/home.jsp.

SILICON LABS

About « Products « Solutions + Community & Support Parametric Search | Cross-Reference Search

Home Cases RELIGUEICRIEEREEN

Recent ltems

Silicen Labs Thread-1.0.7-
GA..

Silicon Labs Thread 1.0.7
GA

ISA3 Utilities 4.8.0

Silicon Labs EmberZNet-
573

IAR-FLASHLOADER.
IAR-EFR32-Might
ftp:/ifiles iar.

IAR Embedded Workbench
for ARM, v7.30.1

00112236

Ozigl Hemandez Saloado

| |_Latest EmberZNet Software v
a7 =

i)

Release Name +

EmberZNet PRO 5.7.4.0 GA

IAR Embedded Workbench for ARM, v7.30.1
ISA3 Ltilities 4.8.0

Simplicity Commander 0.16

Simplicity Studie 3.3

=

A|B|C|D|E|F|G|H|I J|K|L/M|N|O|P QR S|T|U|V W|X|Y|Z|Oter AN|

Release Date
9212016
11/25/2014
2/20/2016
72016
202272016

After installing the ZigBee and Thread SDKSs return to the ‘Settings’ (the green gear icon), ‘Simplicity Studio’, ‘'SDKs’ window.
Click on the ‘Add’ button and select the location for each SDK. See Figure 11.
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= Launcher ity Studio
<= Preferences

File Edit Mavigate Search Project Run  Window Help a
e Sear D G
° Devices:zl ® Solutions‘ SCRAXER-BE" 3 g gfgf’f‘ Check the SDKs available for project build configurations.
4 J-Link Silicon Labs (+40065038) ) 1> Help Checked entries are displayed when configuring projects.
[» 2 ARTIK 020 Blueteoth Smart Kit

— haa 5o .

Select None

< J-Link Silicon Labs (440069106}
[» 2 ARTIK 030 Mesh Networking Kit

S

Studio can search for previously installed and compatible SDKs lecated outside the
normal installation locations.

(Y= s PRl \SiliconLabs\SiliconLabsThread'1.0.7_GA|

Detected SDKs under location: Removi

MName Version  Location

[¥] Thread 1.0.7... C\SiliconLabs\SiliconLabsThread... "8

More details...

Figure 11. Manually Install Additional Drivers
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INSTALLING THE IAR EMBEDDED WORKBENCH ARM® IDE

To install the IAR Embedded Workbench ARM IDE, go directly to IAR’s website using the following link: https://www.iar.com/iar-
embedded-workbench/#!?architecture=ARM. Scroll down till you see the ARM® ‘Download a free trial’ section and click on ARM®
and then click on ‘Download Software'.

Make certain that you download version 7.80 of the IAR Embedded Workbench ARM IDE. IAR will give you a 30 day free
evaluation license.

Once downloaded, click ‘Install’ to start the installation. Make sure ‘Install a new instance of this application.’ is checked.
Click ‘Next' to continue. If asked, do not install the dongle drivers. Click ‘Finish’ when done.

Now apply for a 30 day evaluation license. From the ‘Start’ menu, find and execute ‘IAR License Manager'. Check ‘Register with
IAR systems to get an evaluation license'. Click ‘Next' to continue.

IAR Embedded Workbench® o Japanese
for ARM

Welcome

This wizard will help you to activate your IAR Embedded Workbench for
ARM license.

Installation and licensing information : )
" If you have a license number, enter it here:

< nstall AR Embedded Workbenchb l}

Release notes

" Use a network license
Install drivers

* Register with IAR Sy to getan ion license

-0-4)

™ Don't run the Wizard for this product at startup.

’_"_" ‘, Next > Cancel |

Explore the installation media

Exit

®

Select the ‘IAR Embedded Workbench for ARM' product and click ‘Next’ to continue. Click ‘Register’ to go to the Silicon Labs
registration web page.

Choose a product Register

Select the product you want to evaluate. When you register you will receive a license number for an evaluation

license.
Register

Enter the license number you received after registering and click Next.

I

-0-€) YSTEMS -0-€)

<Back Next > Cancel <Back | Hets | Cancel

The IAR Systems product requires purchase of a license, but you can start with a free 30-day trial license that gives you
complete use of the solution and a fully functional binary image. When downloading an evaluation or making a purchase,
please select the ARTIK Module 020/030 platform in the required field at the IAR website.

SAMSUNG 1 4

ARTIK"



https://www.iar.com/iar-embedded-workbench/#!?architecture=ARM
https://www.iar.com/iar-embedded-workbench/#!?architecture=ARM

Samsung Semiconductor, Inc. ARTIK 030 Getting Started Guide

Select the ‘Time limited (30 days)' license. Fill out the form and click ‘Submit Registration’ at the bottom of the form. A
conformation e-mail will be sent to the supplied e-mail address. Follow the link in the e-mail to complete your registration.
The link in your registration competition e-mail will complete your registration and display your registration number.
Copy/Paste your license number from the competition webpage to the IAR License Manager. Click ‘Next' to continue. Confirm
the license details and click ‘Next' again. When your license has been activated, click ‘Done’.

GIAR s Register

SYSTEMS When you register you will receive a license number for an evaluation
Register for Evaluation L’

Enter the license number you received after registering and click Next.
Evaluation license type

© Time limited (30 days)
IAR Embedded Workbench for ARM, v. 7.30, Evaluation Edition

O Code size limited ’_‘H’

IAR Embedded Workbench for ARM, v. 7.30, 32K Kickstart

[1234-123-123-1234)

Edition
<ok [ hees |
First name B L |
\
Last name

[

Your evaluation license has been activated

You are now ready to use the product for an evaluation period.

« indicates a required field.

[ submit Registration |

By registering, you accept to receive information from IAR Systems in =
the future. ._"_‘, NG

IAR Systems website
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EXAMPLE APPLICATION

INTRODUCTION
When working with example applications in Simplicity Studio™ 4.0, you will typically execute the following steps:

e Select an example application. To demonstrate the connectivity features of a network, you may need to build two or
more different example applications. For example, a client and a server application. Or the Home Automation
example scenario involving a gateway, a light and a switch.

e Generate application files.

e Compile and flash the application to the radio board.

e Execute the application.

The following sections will show how to build and execute a ZigBee Network application.

ZIGBEE NETWORK APPLICATION
The prerequisites when building and executing the ZigBee Network application are:

e Simplicity Studio™ version 4.0.

e EmberZNet stack SDK.

e |AR EWARM installed.

e Two ARTIK 030 Main Boards with two ARTIK 030 Radio Boards.

CREATING THE PROJECT

Launch Simplicity Studio™ 4.0:
e Make sure you have two fully populated ARTIK 030 Main Boards and connect them to your Windows Laptop using a
mini-usb cable.
e In Simplicity Studio™ 4 home page, select ‘New Project’. Then select the ‘EmberZnet’ stack, then click ‘Next'.

a2 - ‘ = 52 |

Applications
Select an application type

He o Hangie Seh Boec fum findow Help -

I o Search [iaions] = | ) & :;"“"‘ l:": m"e;;‘;";s"“: Framework
8. Devices2) o Solutions| % 5 A X X @ -Oi = D uetooth Smart SDK 2 stacks)
e e Welcome to Simplicity Studio & Customizable network cop (NCP)

[P ——— o view contnt,slct Ko boad i he Devics viw o Sckios view EmberZNet
2] Wiredes e i Maibeard (ARTK Vesion] RO4GG1E)
£ Ik Sicen Labs 406S)
a =3 ARTIK 030 Mesh Metworking Kit % RFACE only stack
] ARTIGE0 st M R Sosrd (FF0400) EmberZNet

1 Wireless Starter Kit Mainbeard (ARTI Versice) (BREMOO1)

(E: ZCL Application Framework V2
@ EmbeZNet @ sack]

“wv Silicon Labs Connect Framework
Getting Started Documentation Compatible Tools Resourc) Silicon Labs Connect v2.0.1.0 (2 stacks)

Demos L ples  isuas Note: & Silicon Labs RAIL Framework

Select ¢ kit or board to view content Select a kit or board to view content Select & kit or board to vi Silicon Labs RAIL N

@9 Thread
Silicon Labs Thread: Thread, Thread (3 stacks)

% Radio configuration for EFR32 radio family
Stackless applications

% Radi ion (EZR32, EZRadio and EZRadioPRO families only)
["] Show internal demo stacks Manage SDKs...
=
bt |
@ < Back Next > E=n

e Select‘Ember Znet 5.7.4.0 GA SoC' and click ‘Next'. Than select ‘Z3Light' Project and click ‘Next'. Then follow all the
steps with default options until you see ‘Finish’ as shown below.
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| Select Application

|| Stacks

Select either a blank application or a sample application
Select an application stack

Sample Application
Select a local stack installation you wish to use:

RidceZrc20Target =
ec Labs\SimplicityStudi \stad 740 5.7.4.0 GA Host) Thisis a target application for an RFACE ZRC 20 network.
CASiliconLabs\SimplicityStudio\wd\developeristacks\zneti5.7.4.0

42 Z3Light
£ C\SiliconLabs\SimplicityStudio\vA\developer\stacks\znet\v5.7.4.0 (EmberZNet 5.7.4.0 GA SoC)

Thisis a ZigBee 3.0 light application.

CASiliconLabs\SimplicityStudic\vd\developer\stacks\znet\v5.

£2 23Switch
Thisis a ZigBee 3.0 switch application.
£2 HaCapSenseDimmerSwitch
Reference software for use with the dimmer switch IST-A39. This implements a dimmer switch capable of sending

on/off, dimmer, color temperature, and HSV color control messages to a light bulb.

#2 HaColorControlLight
Reference software for use with the lighting reference design. Use board header ist 20085 with the RD-0085-0401 using
the EFR32MG1PTI2F256GM32, and ist-a22-rgb with the RD-0020-0601 with EM357 and RD-0035-0601 with EM3585. This
implements a dimmable color controllable light bulb. This is HA 1.2 certifiable.

&9 HaColorTemplight
Reference software for use with the lighting reference design. Use board header ist 20085 with the RD-0085-0401 using
the EFR32MG1PTI2F256GM32, and ist-a22-rgb with the RD-0020-0601 with EM357 and RD-0035-0601 with EM3585. This
implements a dimmable color-temperature controllable light bulb. This is HA 1.2 certifiable.

st o bt

how internal demo stacks Manage 5DKs.

@ <Back | Nea> ][ Foeh [ cancel
®

<Back || Me> || Emsh | Cancel

e Make sure you see the ARTIK 030 Radio Board and then click ‘Finish’. Now click ‘Generate’ to create the project source
files as shown below.

+=» Simplicity IDE - Z3LightSoc/Z3LightSo

Eile

Edit Navigate Search Project Run Window Help
4~ R D& i
[ Project Explorer & & v = O

@ Hasampleligh.. | [8 simple-mail

|| Project setup < b 8 security-cli.c -
b [ seriale
| Sttt oars o i i cotnions e dscovey-commanc . T - —
[ senvice-discovery-soc.c a General % 7CL global & ZCL clusters B Znet stack R RFACE stack
Boards: | & [€] stack-handler-stub.c S e -
Wl searcn o b [ time-utilc
N Stack: 5.7.4.0 GASoC, app: ZCl Application Framework V2
[ ARTIK.030 Mesh Moclle Rodio Bosrd GRDS300D) *| s [ zevcic Devic narmes [ Z30ghtBec
& [§ 2do-clic
+ L@ sighee-device-common.c Directory for generated files: Ci\SiliconL pefstacks\znet\5.7.4.0
b g} zigbee-device-library.c Descrption
HaSempleLightSec.bat
HaSampleLightSoc.ewd ZigBee 3.0 Sample Applications -
Ce HaSampleLightSoc.ewp ZigBee 3.0 provides a foundation of commissioning and network management
Search - % HaSampleLightSoc.eww mechanisms to be used in all ZigBee applications. The sample scenario
HaSempleLightSec.isc presented here the ZigBee 30
FERMGIPL2RS0GIIS 4|28 BlightSoc [1AR ARM - Debug] [EFR32MGIP| | provides to applications. They also act s an excellent starting point for users
Check the configurations to include in the project » &) Includes wishing to build their own ZigBee 3.0 applications.

> [8] BLightSoc callbacks.c These applications can take on three possible roles.
@ Bightsecisc 1. The gateway can form a centralized network, and the light and the switch
can join the centralized network by performing network steering. -

4[] IAR ARM (v7.70.1.11437) Select Al
Debug (active)

Set Active

« [ »

o Devices: 2 2 | & Outline = o |8 Problems | Search | 3*Call Hierarchy | © Console %
4 054 % 3 LF - [ i | Prosrem Output Console
4 " J-Link Silicon Labs (440062663)
» /] EFR32MG 24 GHz 13 dBm Radio Board (BRI
1 /] Wireless Starter Kit Mainboard (BRD4001A R
4 s J-Link Silicon Labs (440069102)
4 £ ARTIK030 Mesh Networking Kit
» [ ARTIK-030 Mesh Module Redio Board (£
i [ Wireless Starter Kit Mainboard (ARTIK Vy

X|&pE | #B-00-= 13

Manage toolchains.
Manage build targets.

@ [ wetr [ g [ come

5 zaLightsoc

ploading t Device :
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e Backin Simplicity Studio™ IDE click the build icon and wait until the build process finishes.

<=~ Simplicity IDE - Z3LightSoc/Z3LightSocisc - Simplicity Studio ™
File Edit Navigate Search Proj

ecimBun  Window Help
[ - @ ﬁ'mml%‘ﬁ’ "

(5 Project Explorer 231 = 0 |[@ HasampleLigh..

b g security-clic -
(g serial.c
» g4 servicediscovery-common.c -
b [§} service-discovery-soc.c = General i
[eneration suceessfull BN | b [£] stack-handler-stub.c ~ Appiication configuration
I & [ time-util.c
b [ utic Stack: EmberZNet 5.7.4.0 GA SoC, app: ZCL Application Framework V2
Files generated:
CasiliconL p 74 LightSoc\Z3LightSoc_board.h b [gh zchclic Device name:  Z3LightSoc
C:\Siliconl P 14 LightSoc © [§) zdo-clic
\ZiLightSoc_endpeint_configh » [3} sighee-device-common.c B Directory for generated fil CASiliconLabs! \vi\developerstacks\znet\vs.7 4.0
c L p 74 LightSoc\Z3LightSoch reo-doroe
c L 14 LightSoc > [gh zighee-devicelibrary.c Description
\Z3LightSoc_tokens.h HaSampleLightSoc bat
Chsilicont p 74 LightSoc\Z3LightSac.ewd ZigBee 30 Sample Applications
CiSiliconL P 14 LightSoc\Z3LightSoc.ewp
e L 5 74 LightSoc\Z3LightSoc.cww ZigBee 2.0 provides a foundation of and netwark
c L 74 LightSoc\Z3LightSoc.bat [4] HaSampleLightSoc.eww mechanisms to be used in all ZigBee applications. The sample scenario
c L P 74 Lightse @ HaSamplelightSoc.isc presented here demonstrates the flexibility that the ZigBee 3.0 specification
Casiicont P 7 Ligh geh 475 ZalightSoc AR ARM - Debug] (EFR3ZMGIP. provides to applications. They also act as an excellent starting point for users
Ci\Siliconl P 14 L idh & B wishing te build their own ZigBee 2.0 applications.
c L p 74 Light h b 3%, Binanes
@ L 74 Light P b ) Includes These applications can take on three possible roles.
Ci\Siliconl P 14 LightSocicall d & (= aes-cmac 1. The gateway can form a centralized network, and the light and the switch
’“C’”"ﬁ" » . © (= antenna-stub 2 can join the centralized network by performing network steering
- P ight il d Ll ——— > —
! 74 Lghtsocicalback-stub.c o Devices: 2 3 | %= Outline = o |[§l Problems |4 Search | Call Hierarchy | & Console &
L p 74 LightSochcallback.h = — B
I 5 74 lghtSocicic S EAXRRB-OB IR TR =
4 J-Link Silicen Labs (440062663) SO i Dotoc] s e
I m EFR32ZMG 2.4 GHz 13 dBm Radio Board (ER[ It uses the parameters defined there.
[/ Wireless Starter Kit Mainboard (BRD4001A R
4 J-Link Silicon Labs (440063102) €:\SiliconLabs\SimplicityStudio\vd\developer\stacks\znet\v5.7.4.08\app\builder\Z3LightSoc\IAR ARM - Debug>
4 £ ARTIK 030 Mesh Networking Kit Image-builder not invoked since 'OTA Bootload Cluster Policy plugin' is not enabled
1+ [71 ARTIK-030 Mesh Module Radio Board (£
Wireless Starter Kit Mainboard (ARTIK Vy m
» |1 Wircless Starter it Moinboard (/ e iates (WDE m— L
D
5 Z3LightSoc  Uploading to Device H

SILICON LABS

e Repeat the Generate and Build steps above to generate a HASampleSwitch.

S e e
Select Application

Select ither  blank application or a sample application.

Sample Application

5@ RfdceZrc20Target
This is  target application for an RF4CE ZRC 2.0 network.

& Z3Light

This s a ZigBee 3.0 light application.
4° I3Switch

This is a ZigBee 3.0 switch application.

HaCapSenseDimmerSwitch
Reference software for use with the dimmer switch IST-A39. This implements a dimmer switch capable of sending

on/off, dimmer, color temperature, and HSV color control messages to a light bulb.

® HaColorControlLight
Reference software for use with the lighting reference design. Use board header ist_a0025 with the RD-0085-0401 using
the EFR32MGLP732F256GM32, and ist-a22-rgb with the RD-0020-0601 with EM357 and RD-0035-0601 with EM3585. This
implements a dimmable color contrellable light bulb. This is HA 1.2 certifiable.

HaColorTempLight
Reference software for use with the lighting reference design. Use board header ist_a0025 with the RD-0085-0401 using
the EFR32MGLP732F256GM32, and ist-a22-rgb with the RD-0020-0601 with EM357 and RD-0035-0601 with EM3585. This

implements a dimmable color-temperature controllable light bulb. This is HA 1.2 certifiable.

o bt iroeith tho comback concon

[ Start with a blank application

@

LOADING THE APPLICATION
Once the applications are built, load the applications onto the two ARTIK 030 Main Boards with the following steps.

e Inthe ‘Devices Window’, select one of the ARTIK 030 Main Boards and right click ‘Upload application...".
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e

Select an image from the list or browse for a different one.

Please make sure the selected image matches the hardware. [7] Show all images
N - - == Name Chip Board  Image Type Location Description e
ODewces:Z‘rlﬂE:Outlme |%@3'X¢"EE = o )
— NCP - Empty target EFR32 BRD43.. Customa.. Ci/Siliconlabs/Simplicit.. ~Silicon Labs Bluetooth Smart appl..
4 J-Link Silicon Labs (4400691 Connect NCP - Empty target EFR32 BRD43.. Customa.. CySiliconLabs/Simplicit.. Silicon Labs Bluetooth Smart appl..
4 1) ARTIK 030 Mesh Metwark 50C - ThunderBoard React EFR32 RD-00.. Customa.. Ci/SiliconLabs/Simplicit.. ~Silicon Labs Bluetooth Smart appl...
[/ ARTIK-030 Mesh Mod|  Dscomnect ication
> B esh Mo LAR ARM - Debug EFR32 Unkno.. Customa.. Ci/Users/ozhemandez/.. Custom application image
& [/ Wireless Starter Kit M Start capture client_2.:37 EFR32 Unkno.. Customa. Ci/Users/ozhemandez/.. Custom application image
4| J-LinksSilicon Labs (4400691 Start capture with options... ZLightSoc.s37 EFR32 Unkno... Customa.. Ci/SiliconLabs/Simplicit.. Custom application image
4 () ARTIK 030 Mesh Metwork Stop capture Z35witchSoc.s37 EFR32 Unkne.. Customa..  CifSiliconLabs/Simplicit.. Custom application image

& [ ARTIK-030 Mesh Mod

£ Wireless Starter Kit M Redo last upload
b i Wireless Starter Ki Uoload a = Browse: C:/SiliconLabs/SimplicityStudio/vd/developer/stacks/znet/v5.7.4.0/app/builder/Z3LightSoc/IAR ARM - Debug/Z3LightSoc.s37
Upload adapter firmware... [¥] Bootload IEFR}Z: C:/SiliconL dio/vd/devel ks/znet/v5.74.0/protocol/zighee_5.7/tool/bootloader-efr32mgl p132f256gmd8-br v]

P
Make a sniffer

Before load: Ermdip
Launch Console...

After load: @ Run () Reset

Flash: @ Internal () External SP1

e Make sure to load the Z3 Light application ‘.s37' file you built in the previous steps by browsing to your compiled
application folder in \app\builder\IAR ARM - Debug’ .” Select the Light application ".s37" file.

e Select the bootloader '.s37' file in the ‘bootloader’ pulldown list,
‘C:\SiliconLabs\SimplicityStudio\v4\developer\stacks\znet\v5.7.4.0\protocol\zighee_5.7\tool\bootloader-
efr32mg1p132f256gm48-brd4300b’.

e Make sure that ‘Erase chip” is checked to erase the flash before programming.

e Click 'OK to flash the application’.

e Select‘Erase chip'.

e Repeat previous steps for the second ARTIK 030 Main Board with the Z3 Switch application.

Select an image from the list or browse for a different one,
Please make sure the selected image matches the hardware,

MName Chip Board Image Type  Location Description

Sniffer EFR32 BRD41.. Customa.. <internal> Sniffer image EFR32MGI1P132F25...
Sniffer EFR32 BRD41l.. Customa.. <internal> Sniffer image EFR32MG1P232F25...
Sniffer EFR32 BRD41.. Customa.. <internal> Sniffer image EFR32MG1P233F25...
Modetest for EFR32 EFR32 Wirele... Customa.. <internal> Modetest is a simple test applicati...
Rangetest for EFR32 (250k 2GFSK) EFR32 Wirele... Customa..  <internal> Range test application for EFR32, ...
Rangetest for EFR32 (802.15.4) EFR32 Wirele... Customa.. <internal> Range test application for EFR32, ...
client.s37 EFR32 Unkno... Customa.. CifUsers/ozhemandez/.. Custom application image

Cilican | 2br DATI DANTECT Camnla Firoting £ncCC | CEDDY oonAy Ceabnem o T | Thir ir = Cilicnn | abe DA TEET an

-
Browse: CASiliconLabs\SimplicityStudio\wd\developeristacks\znet\v5.7 4 0\app\builder\Z35witchSoc\IAR ARM - Debugh\Z35witchSoc.s37 @

[#] Bootloader: IC:\Sili:onLabs\SimphcilyStudio\v‘t\deveiapel\stacks\znel\vSJ.4.0\ploiacal\zlgbee_S.?\laol\boaﬂoadel-efl32m91pl}ZiJngnﬂ&-blM}DOb V]

Before load: Erase chip
After load: @ Run ) Reset

Flash: @ Internal () External SPI

TESTING THE APPLICATION
Once the application instances are loaded onto both ARTIK 030 Main Boards we can start creating a ZigBee network.

¢ Inthe ‘Devices window' select both boards and do a right click and then select ‘Connect ‘.
e After a connection is established, right click again and select ‘Launch Console...".
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B e A e

File Edit Filters | Window | Help

(e AL L PIP@IO-EHRIE-F -

FCREORE 2L Louncher {} Simplicity IDE (1] Network Anslyzer | 45 Debug

© Devices: 2 231 =8

@ z3Lightsocisc |@ z3switchsocisc (&2 J-Link Silicon Labs (4.. EL)8 J-Link Silicon Labs (4.. | — O

SERAXXBI-EE

4 ¢ J-LinkSilicon Labs (440069102)
4 £ ARTIK 030 Mesh Networking Kit
» [£1 ARTIK-030 Mesh Module Radio B|
b [ Wireless Starter Kit Mainboard (A

4 ¢ JeLinkSilicon Labs (440068106
. £ ARTIK 030 Mesh Networking Kit
» [ ARTIK-030 Mesh Module Radio B
b [ Wireless Starter Kit Mainboard (4

) Deviues:zl ° SDIutions| PEAXRUB-EE-O
4|+ J-Link Silicon Labs {44006 L

4 ) ARTIK 030 Mesh Nety

» [7] ARTIK-D30 Mesh

& [/ Wireless Starter Ki

4| J-Link Silicon Labs (4400¢

4 ) ARTIK 030 Mesh Nety

[ E ARTIK-030 Mesh

3 E Wireless Starter K

Connect

Disconnect

Start capture

Start capture with options...
Stop capture

Redo last upload

Upload application...
Upload adapter firmware...

Make a sniffer

Launch Console...

Notrandion

2 Seriall

- Lmei@mml a=c 0572, Ms Windows) v | Serial 1, 6 bytes out, 0 bytes in.

7, Serial Admin | 7, Debug

Z3ILight Soc>Z3LightSon>

Z3LightSoc>Z3LightSoc>
Z3LightSoc>Z3LightSacy

|

| Uploading to Device

a few times to get to the command prompt.

6) - Simplicity Studio ™

Go to the console of the device where you flashed the Z3 Light terminal and switch to the ‘Serial 1’ tab and type enter

Repeat the same steps. Go to the Console of the device where you flashed the Z3 Switch application.

File Edit Mavigate Search Project Run  Window Help
(- G- N-EHR B

i 123 | 1% Launcher [{} Simplicity IDE | %, Network Analyzer 4§ Debug

[& Project Explorer 231 & v=0O0 @ HaSampleSwitchs...

|@ HaSampleLightSo...

# )-Link Silicon .. |88 J-Link Silicon .. 52| = O

5 5 border-router [IAR ARM - Debug] [EFR32MG «

INa translation

» (5 client 3 [IAR ARM - Debug] [EFR3ZMG1P132|

| Lineterminator: |CR-LF (DOS, 05/2, MS Windows)

~ | Serial1, 4 bytes out, 0 by

3 @ HaSampleLightSoc_2 [I4R ARM - Debug] [EF
[ @ HaSampleSwitchSoc [IAR ARM - Debug] [EFE

7 Serial| < Seriall | % Admin | -7 Debug|

4 [ BlightSoc [IAR ARM - Debug] [EFR3ZMGIP;

4 # Binaries
1+ (3 DlightSoc.bin - [unknown/le]
1> (3 Z3LightSoc.hex - [unknown/le]
I+ %5 lightSec.out - [arm/le]
1 2 D3LightSoc.s37 - [unknown/le]

& @l Includes

» (= aes-cmac

[ [ antenna-stub

I = basic

[» [= counters

I = debug-basic-library

Z35witchSoc»Z35witchSoc:
Z3SwitchSoc>Z35witchSoc )

b= efi2
I = ember-minimal-printf i
I = emlib Q; -
I [ external-generated-files
- (= find-and-bind-target (= c = g
T — v {2l Problems ‘,53 Search ‘3‘ Call Hierarchy & Console l
B R =B ®B-0-
T - T
Devices: 2 % | o= Outline CDT Build Consale [Z3LightSoc]
HBEHARRB-B 15:23:36 =**= Incremental Build of configuration IAR ARM - Debug for project Z3LightSoc **=*= -

make -j& all

J-Link Sil Labs {440069102)
4 & FLink Silican Labs ( ) make: Mothing to be done for “all'.

[» [ ARTIK030 Mesh Networking Kit
4 v J-Link Silicon Labs (440063106)

15:23:41 Build Finished (took 55.987ms)
[» [0 ARTIK030 Mesh MNetworking Kit

SILICON LABS

Once you have downloaded both the Light and the Switch applications to different devices, you can work with a network.
When devices are connected to their consoles, the device icons will be green as shown above.

Make sure that the Switch device is close to the Light device. With the console of and the switch device open, press button 1
(PB1) on the switch, see Figure 2, to initiate commissioning. If commissioning and find-and-bind are successful, you should see

the following print outs in the console window of the Switch board.
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| .~ Simplicity IDE - Adapter: J-Link Silicon Labs |

File Edit Navigate Search Project Run Window Help

-0l R B4 . | 4 Launcher [LJ Simplicity IDE ] .%, Network Analyzer %5 Debug

[ Project Explorer & I 2% ¥ 7 O @ HaSampleswitchs.. |@ HaSampleLightSo... &2 J-Link Silicon ... & J-Link Silicon ... 2
» @ border-router (AR ARM - Debug] [EFRI2MG. » [No translation = | Line terminator: [ CR-LF (DOS, 0/2, MS Windows) _~ | Serial 1, 4 bytes out, 0 by
b 5 client_3 [IAR ARM - Debug] [EFR3ZMGLP132(=
i (£ HaSampleLightSoc_2 [IAR ARM - Debug] [EF ) 5=,.am‘ o7 Seriall |_> Admin | T Dehug‘

» [ HaSampleSwitchSoc [IAR AR - Debug] [EFF rc Tong id. (5)O00BS7FFFELR0SCE =
4 [ DlightSoc [IAR ARM - Debug] [EFR32MGLP: profile id: DxCISE
4 4 Binaries cluster id: 0x1000 (ZIL Commissioning)
' @ ZlightSocbin - [unknownyle] T00000000: Inter—PAN TX (9) [11 02 06 91 55 C5 25 00 00 ]. Ox00

EMEER_NETUORK_DOWH
&> {2 Z3LightSoc.hex - [unknown/le] EHBER_WETWORK_DOWH

R EKBER_NETWORK_UP 0=0001
» ¥ DlightSoc.out - [am/le] TouchTink network complete: 0x00 A
» (3 DlightSocs37 - [unknown/le] Find and bind initiator start: 0=00 5
b @ Includes Frocessing message: len=3 profile=0104 cluster=0003

b (& aes-cmac TOODOOO00:RY len 3. sp FF. clus 0x0003 (Identify) FC 01 seg 03 cnd 01 payload[]
b (= antenna-stub Newt poll nwk 0 in 300000 ns
& basic Processing message: len=17 profile=0000 cluster=0013
RE: ZD0, command 0x0013, status: 0x00
b (= counters Device Announce: Dx0001

b (= debug-basic-library

b & efd2 Flr:S and bind initiator complete: 0x01 |
b (= ember-minimal-printf Send to bindinas: 0x00 o
‘ b (= emlib Q -

b (= edemal-generated-files

= find-and-bind-taraet | o . =
. /—\D e ' (2 problems ‘Q Search ‘:5' Call Hierarchy [E Console 33] =]
T = CoEEE=& ME-T-
® ices: 2 2 | 0= B8 i ™
Devices: 2,23~ 9““'"8 CDT Build Console [Z3LightSoc]
% (4 [A % 3§ 4 ~ O [©||15:23:36 **** Incremental Build of configuration IAR ARM - Debug for project Z3Lightsoc ***= =
kS ke -38 all
4 < J-Link Silicon Labs (440069102) make -38 al o
- ARTIK 030 Mosh Networidng Ki make: Nothing to be done for “all’.
4 J-Link Silicon Labs (440069106) 15:23:41 Build Finished (took 55.907ms)

I (= ARTIK 030 Mesh Networking Kit

Now press the button 0 (PB0) on the switch board. You will see the following typical message indicating you are sending an
‘On/Off toggle command to the light.

TO0POVVLO:RX len 5, ep 01, clus 0Ox0006 (On/off) FC ©8 seq OC cmd OB payload[02 00 ]

If your first attempt at finding and binding a device is not successful, try pressing button 0 (PBO) again. If still unsuccessful, try
moving the devices to be paired closer together.
USING THE NETWORK ANALYZER

Now that your network is set up, you can evaluate the data being transmitted using the Network Analyzer tool. Right click in
any of your devices listed in the Device window and select ‘Start Capture’'.
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+= Network Analyzer
e

File Edit Navigate Search Project Run File Edit Filters Window Help
EHRER PR L PIP@ DN -EHRIE -G~y iy | B9 | f Launcher {} SimplicityIDE 45 Debug [JI, Network Analyzer |
© Devices: 2 23‘ ~ O ||® HasampleSwitchSo.. ‘@ HaSampleLightSoc.. &8 J-Link Silicon L.. I@J-Linksilicun L. & 7 0

AEAXRB-EE [No translation | Line terminator: [CR-LF (DOS, 05/2 M3 Windows) | Serial 1, 18 bytes out, 0 bytes it

4 & J-Link Sifican Labs 440063102) _ — - -
b £ ARTIK 030 Mesh Networking Kit ‘| <5 Serial0| < Serial1 [ Admin [ % Debug|
4| J-Link Silican Labs (4400631 . t‘ - -
onnec ac> ™
b B3 ARTIK 030 Mesh Networl SocyTouchlink nstwork start: 0x00
Disconnect TX (8) [11 00 02 91 55 C& 25 00 ], D=0
S TX (9) [11 01 06 91 55 C5 25 FF FF ], 0maD

= (unicast)

Start capture with options...
00BS7FFFELB02CE

Stop capture E

0 (711 Commissioning)

Fz ] T (9) [11 02 06 91 55 C5 25 00 00 ]. 0x00

Upload application...

Upload adapter firmware... o001
onplete: 0x00
Mool ator start: 0x00
len=3 profile=0104 cluster=0003

m

Launch Console...
op FF. clus 0x0003 (Identify) FC 01 seq 03 cmd 01 payload[]
3§ Device configuration... 300000 ns
= len=12 profile=0000 cluster=0013
[Z] Open SWO Temminal... 0013, status: 0=00
D 1

poll nwk 00 no data

Find and bind initiator complete: 0x01
Send to bindings: 0=z00

Send to bindings: 0=z00

Send to bindings: 0=00

Send to bindings: 0=00

Send to bindings: 0=00

Send to bindings: 0x00

Send to bindings: 0x00

Send to bindings: 0x00

Send to bindings: 0=z00

Send to bindings: 0=00

Send to bindings: 0=00

Send to bindings: 0=00

Send to bindings: 0=00

Send to bindings: 0x00 -

B~ .

SILICON LABS

To make sure that packets decode correctly, manually enter the ‘NWK' key. In either the Switch or Light console window, type
the following command:

Z3SwitchSoc>Z3SwitchSoc> Keys print

In the information returned, find the network key and copy it. See example below.

Z35v1tchSoc:Z35witchSocrkeys print
EMBER_SECURITY_LEVEL: 05
HWK Key out FC: 00000004
HUE Hey

- (=10
HWE I{ey:i?s 72 4F A0 08 87 DO 53 08 gF 93 E1 47 83 24 DE I

Link Key OOL Fo. Qoooooaoo

TC Link Key

Index IEEE Address In FC Type Auth Kevy
- ( »)FFFFFFFFFFFFFFFF 00000000 L v Do 01 D2 D3 D4 D5 D D7 DB D9 DA DB DC DD DE DF
Link Key Table

Index IEEE Addres=s In FC Type Auth Key

0-0 entries used.

Z35wi tchSoc:

In File &> Preferences, open Network Analyzer - Decoding - Security Keys, click New, name the new entry, and paste the
copied key into it. Click Apply. Click OK to leave.
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Securty Keys P
. General
b ClCes Check to activate. Enter 16 char ASCII o 32 char Hex |
|| © Help A T Name Key Touched New
| > IAR Embedded Workbench L AppBootloaderLi.. 656D 62 6572 20 454D 32 3530 20 61 62 6C 4C Today o
i :z:::i‘::::;y [ AppBootioader N... 656D 62 6572 20 45 4D 32 35 30 20 61 62 6C 4E Today
Cannestity Display [ ConnectSampleA..  AAAAAAAAAAAAAAAAAA AA A AA AA A AA AA Today Delete
+ Decoding [ Default Framewer... 050505 05 05050505 050505 05 05 05 0505 Today i
Reports [ Default Framewor.. 04 04 D4 04 04 D4 04 04 04 04 04 04 04 D4 04 04 Today
(Security Keys) [ DefaultIP Test Eve.. BF BE ED BC BE BA B9 BS B7 BG BS B4 B3 B2 B1 BD Today
“Stack Versions [ SensovfSinkLink  5AG69 6762656520 536563757269 747921 Today
Transaction groupe [ Sensor/Sink Netw.. 6560 62657220 45 4D 32 35 30 20 63 68 69 70 Today
Node Icons [ SmartEnergylink 12333333333333333333333333333333 Today e
Optional Dislogs L SmartEnergy Net.. 567777777177 71 71 TITITIT1 11 1111 77 Today
Stream [ Standalone Bootlo... 656D 626572 20 45 4D 32 35 30 20 6C 69 6E 6B Today
Stream Visualization [ Standalone Bootlo... 656D 626572 20 45 4D 32 35 30 20 6E 77 68 20 Today
Timeline [ SuperParentlink  53757065725061 72 656E 74 4C 69 6E 6 48 Today
Wireshark [ SuperParentNet..  53757065725061 72 656E 74 4E 65 74 77 4B Today
i» Network Applications C ZigBee3.0 demot.. 43 5F911D B58C AC B4 12 EC 7E 8B 6B 58 40 B2 Today
> Run/Debug [ ZigBee30 demot.. B9 SFOE 42 5C48 87 88 FE74 3C FO FA CE 2501 Today
» Simplicity studio [ ZigBeeAlliancel®  5AG69 67 42 6565 41 6C 6C 69 61 6 63 65 30 39 Today
b Tesm
< n 3
[ Save decryption keys in 15D files Disable keys when not used for 365 days

®

Note: Start capture with options allows you to narrow the data captured, for example, to a specific PAN ID or time frame.

Press ‘Button0’ on the switch device to send a toggle command, and you should see the over-the-air message being captured
live in the Transactions window:

Transactions  total:4 shown:4 < B
Time Duration Summary NWK Src NWK Dest P# M# E# Status
1 20:50:52.269 1.051 ZCL: Toggle 0001 0002 4
@ 20:50:53.290 0.036 ZCL: DefaultResponse 0002 0001 3
20:50:58.153 1.083 ZCL: Toggle 0001 0002 4
20:50:59.173 0.066 ZCL: DefaultResponse 0002 0001 2
Events total:1,193 shown:121 Decoders: EmberZNet 5.7, ZigbeePro =]
Time Type Summary MAC Src MAC Dest Status o
T 20:50:52.269  Packet ZCL: Toggle 0001 0002 E
&P 20:50:53.290  Packet ZCL: DefaultResponse 0002 0001
@ 20:50:53.294  Packet Data Request 0001 0002
1 20:50:53.310  Packet APS Ack 0002 0001
& 20:50:53.315  Packet Data Request 0001 0002
20:50:53.324  Packet APS Ack 0001 0002
20:50:54.266  Packet Data Request 0001 o002 i
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IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. THE
LICENSE AND OTHER TERMS AND CONDITIONS RELATED TO YOUR USE OF THE SAMSUNG PRODUCTS ARE GOVERNED
EXCLUSIVELY BY THE SAMSUNG ARTIK™ DEVELOPER LICENSE AGREEMENT THAT YOU AGREED TO WHEN YOU REGISTERED AS
A DEVELOPER TO RECEIVE THE SAMSUNG PRODUCTS. EXCEPT AS PROVIDED IN THE SAMSUNG ARTIK™ DEVELOPER LICENSE
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SAMSUNG DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, ARISING OUT OF OR RELATED TO YOUR SALE, APPLICATION
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ON AN “AS IS” BASIS, WITHOUT WARRANTIES OF ANY KIND. SAMSUNG AND ITS SUPPLIERS ASSUME NO RESPONSIBILITY FOR
POSSIBLE ERRORS OR OMISSIONS, OR FOR ANY CONSEQUENCES FROM THE USE OF THE DOCUMENTATION CONTAINED
HEREIN.

Samsung Products are not intended for use in medical, life support, critical care, safety equipment, or similar applications
where product failure could result in loss of life or personal or physical harm, or any military or defense application, or any
governmental procurement to which special terms or provisions may apply. Samsung Products shall under no circumstances
be used in weapons of mass destruction including (but not limited to) nuclear, biological or chemical weapons, or missiles
capable of delivering such weapons.

This document and all information discussed herein remain the sole and exclusive property of Samsung. All brand names,
trademarks and registered trademarks belong to their respective owners. For updates or additional information about
Samsung ARTIK™, contact the Samsung ARTIK™ team via the Samsung ARTIK™ website at www.artik.io. Silicon Laboratories
Inc.®, Silicon Labs®, SiLabs®, Simplicity Studio™, EFR32™, LEUART™ and others are trademarks or registered trademarks of
Silicon Laboratories Inc. ARM and Cortex-M4 are trademarks or registered trademarks of ARM Holdings.
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