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1.0verview

This document complements the RAK7244 with LTE.

More document information please visit our official site, the document hub, the
RAKwireless online store, and/or the forums:

https://www.rakwireless.com/en-int/

https://doc.rakwireless.com/

https://store.rakwireless.com

http://forum.rakwireless.com/

What do you need to prepare?
RAK7244 with LTE

https://store.rakwireless.com/

A 16G SD card, a card reader, and a PC.

Install a writing software on the PC which can be used to burn firmware onto the
SD card, for example, you can use Etcher, which can be download freely from
here:

https://www.balena.io/etcher/

Install an SSH tool on the PC If you are using Windows you can use Putty, which
can be download freely from here:

https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

If your OS is Linux or Mac OS, there is a built-in SSH tool already.

Download the Ilatest firmware from RAK website (the name is
‘RAK7243_LTE..."):

https://downloads.rakwireless.com/en/LoRa/Pilot-Gateway-Pro-RAK7243/Firmw
are/Raspberry-Pi-4/

www.RAKwireless.com
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2.Burning the SD card

You can refer to this document for instructions on burning an image onto an SD:

http://docs.rakwireless.com/en/LoRa/RAK2245-Pi-HAT/Tool/How to write LoRa
Gateway Image to Micro SD.pdf

When you complete it, insert the SD card into your LoORaWAN Gateway, and
power it on.

3.Connecting to the Gateway

There are two ways to connect your PC with the LoORaWAN Gateway:

3.1.Wi-Fi AP mode

By default, the LoRaWAN Gateway will work in Wi-Fi AP mode which means
that you can find a SSID named like “Rakwireless XXXX” on the Wi-Fi
network list, for example:

Rakwireless_A9E7 a = ()

You can connect this Wi-Fi SSID by using “rakwireless” as the default
password. The default IP address of the LoRaWAN Gateway’s Wi-Fi is
192.168.12.1, and your PC will obtain an IP address automatically from
DHCP if it connects successfully.

3.2.Ethernet cable

You can also connect your PC with the LoRaWAN Gateway through an
Ethernet cable. By default, the IP address of the LoRaWAN Gateway’s
Ethernet interface is 192.168.10.10, so you need to set the IP address of
your PC’s Ethernet to the same network segment, for example,
192.168.10.20.

OK, now, you should be able to ping the LoORaWAN Gateway from your PC
successfully. If this is indeed so, you can log into the LoRaWAN Gateway
through SSH from your PC.

www.RAKwireless.com
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4.Logging into the Gateway through SSH

There are 3 possible cases depending on the OS you are using:

4.1.Windows

Open the SSH tool on your PC (in this document, we assume you are using
Putty) and connect with the LoRaWAN Gateway through Wi-Fi AP mode
which means the IP address is 192.168.230.1, as the following picture

shows:
Category
=|- Session | Basic opbons for your PuTTY session
Logging Specify the destination you wanl ko connecl to
- Teminal pecify the destinabon you wan Lt
| | Keyboard HostName {or IP address) Port
Bell [192.168.230.1 |22
£ |
e ;:.,:.ures Connection type
= — 2 ~ = ()Ses
Appestance (_JRaw  { )Telnet (_JRlogin @SSH () Serial
Behaviour Load, save or delete a stored session
Translation _
Selection S e
Colours I
—| Connecbon
Default Settings
Data g Load
Proxy
Telnet —
Rlogin Del
i
41 SSH elete
Senal
Close window on exit 5
() Always (I Mever (@) Only on clean ext
About Help Open Cancel

Note: If you connect with the LoORaWAN Gateway through an Ethernet cable,
the IP address of should be 192.168.10.10.

Next enter the username and password:

The default username is “pi”, and the default password is “raspberry”.

www.RAKwireless.com
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p_@ 182.168.230.1 - PuTTY = O *

P 192,168,230.1 - PuTTY - O x

If there is a message to let you enter “yes” or “no”, choose “yes”.

OK, now, you have logged into the LoRaWAN Gateway through SSH
successfully:

www.RAKwireless.com
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g@ pi@rak-gateway: ~ . [} *

4.2.Mac OS

Open the terminal of Mac OS. Launch the Terminal application, which is
found in /Applications/Utilities/ directory but you can also launch it from

Spotlight by hitting Command + Spacebar and typing “Terminal” and then
return:

Q_ terminall

TOP HIT

1 Terminal
IMAGES

terminal-mac.jpg
terminal-security.jpg

osxdaily.com

Terminal

FOLDERS

Application
S 10.3 MB
DOCUMENTS 713116
H terminal command up highlight pri... 312717

aj24/17
H show every terminal command mac...

If you are not in root mode, please enter “sudo -i™.

Last login: Wed May 8 15:24:42 on ttyseee
Mac-Pro:~ RAK$

@® ® rak — sudo — 80x24

Last login: Wed May 8 15:24:42 on ttys@ee
Mac—Pro:~ RAK$ sudo -i
password:[]

www.RAKwireless.com
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Enter the password, and you will be in root mode:

@0 e rak — sh — 80x24

Last login: Wed May 8 15:24:42 on ttys@ee
Mac-Pro:~ RAK$ sudo -i

Password:

Mac-Pro:~ root# [l

Enter “ssh pi@192.168.230.1” to logged into the LoRa Gateway, the default
password is “raspberry”:

® (] rak — ssh — 80x24

Last login: Wed May 8 15:24:42 on ttys@ee
Mac-Pro:~ RAK$ sudo -i

Password:

Mac-Pro:~ root# ssh pi®192.168.230.1
pi@192.168.230.1's password: []

Note: If you connect your PC with the LoRa Gateway through Ethernet cable,
you should enter “ssh pi@192.168.10.10” in this step.

OK, you have logged into the LoRa Gateway through SSH successfully:

() @ - rak — pi@rak-gateway: ~ — ssh — 80x24

Last login: Wed May 8 15:24:42 on ttys@ee

[Mac—Pro:~ RAK$ sudo -i

[Password:

[Mac-Pro:~ root# ssh pi192.168.230.1

[pi192.168.230.1's password:

Linux rak-gateway 4.14.71-v7+ #1145 SMP Fri Sep 21 15:38:35 BST 2018 armv7l

The programs included with the Debian GNU/Linux system are free software;

the exact distribution terms for each program are described in the

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent

permitted by applicable law.

Last login: Tue Apr 3@ ©9:55:41 2019 from 192.168.230.211

SSH is enabled and the default password for the 'pi' user has not been changed.
This is a security risk - please login as the 'pi' user and type 'passwd' to set

a new password.

pilrak-gateway:~ $ I

4.3.Linux

If you are using Linux the procedure is the same as the one for Mac OS.

www.RAKwireless.com
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5.Configuring the Gateway

You should now be logged into the Gateway’s Raspbian OS.
Enter the following command to start the configuration wizard:

sudo gateway-config

Configuration options:
. g g

2 Setup RAK Gateway LoRa concentrator
Restart packet-forwarder
Edit packet-forwarder config

5 Configure WIFI

6 Configure LAN

BN XM MK NN KKK

ltem 1
Set a new password for the Gateway;
ltem 2

Configure the Regional Frequency which the Gateway will work on, and the LoRa
Server which the Gateway will work with;

ltem 3
Restart the Packet Forwarder process;
ltem 4

Open the global conf.json file, which includes the detailed configuration
parameters (for advanced users only);

ltem 5

Configure the Wi-Fi interface;
ltem 6

Configure the Ethernet interface;

Note: The Gateway ID (EUI) squared in red in the image above is an important
parameter that you will need in order to register the device with a LoRa Server.

www.RAKwireless.com
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You can also get the Gateway EUI by entering the following command:

sudo gateway-version

www.RAKwireless.com



\‘:-;'\ RAK ‘\a:-’_‘i[r';h\{; ‘ RAK7244C

V4.1.0R

5.1.Set a new password for the Gateway

The default password is “raspberry”, which is the same for all Raspberry Pi
devices, so it is considered a good practice to change it.

So, choose “1 Set pi password” as in the picture below:

configuration options:
1399999999
x ]
2 Setup RAK Gateway LORa concentrator
3 Restart packet-forwarder

1999 g

Edit packet-forwarder config
5 Configure WIFI
6 Configure LAN

x
x
x
x
x
x
x
x
n

The figure below indicates that the change has been successful.

Password has been changed succesfully.

www.RAKwireless.com
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5.2.Configure the Regional Frequency and the LoRa Server

As the image below shows, choose “Setup RAK Gateway LoRa
concentrator”:

Configuration options:
1

1 Set pi password
Setup RAK Gateway LoRa conc
Restart packet-forwarder
Edit packet-forwarder config

Configure WIFI
6 Configure LAN

x
%
x
=
x
x
%
x
x
m

You can choose one of two supported LoRa Servers here: TTN or
ChirpStack.

Select the Server-plan:
1 [J3IIIITFIIIY

2 Server is ChirpStack

5.2.1. Server is TTN
If you choose TTN as the LoRa server, you will see the page below
where you need to select your Regional Frequency Band.

TTN Channel-plan config
Select the Chamnel-p.
19999999999999999999939 d9999999999999999999999999 ¥
x 3

CN_470_510
EU_863_870
IN_BE5 _B67
§ KR 920 923
7 RU_B&4_B70

US_902_928

x
=
=
x
b3
: |
x
=
®
x
m

You should get the massage in the image below if all went right.

www.RAKwireless.com
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5 er-plan configuratior
Server-plan configuration has been copied.

5.2.2. Server is ChirpStack
If you choose ChirpStack as the LoRa server, you will see the following

page:

Select the Server-plan:

1999999999999999999999999999999999999999999999999999999 ¥
x 1 Server is TTN

Choose Option 1 to select your Regional Frequency Band.

hir annel-plan configuratior
Server the Channel-plan: 4
1999999999999999999999999999999999939999999999939999999 ¥
x ChirpStack Channel-plan configuration

2 ChirpStack ADR configure

Next, you need to set an IP address of the ChirpStack which you want
your LoRaWAN Gateway to work with:

SERVER_IP:

1
%127.0.0.1

The default IP address is “127.0.0.1” which means you will be using the
built-in LoRa Server. If you want to use an independent LoRa Server
running on another device or a cloud based LoRa Server, you need to
set it to the corresponding IP address.

www.RAKwireless.com
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If you have instead selected Option 2 you can enable/disable the
Adaptive Data Rate (ADR) functionality:

Chirpstack
1

| Enable ADR

2 Disable ADR

x
x
x
x
%
x
x
x
x
x
x
m

5.3.Connect the LoRaWAN Gateway to a router

If you want to use TTN or an independent LoRa Server which may be
deployed in a local area network or in a remote one, you need to connect
your LoORaWAN Gateway to a router.

There are 2 ways to connect your Gateway to a router:

5.3.1. Connect to a Router via Wi-Fi
In the main configuration menu choose “5 Configure WIFI’:

RAK224 ataw
Configuration options:
1999999999999999¢

1 Set pi password
2 Setup RAK Gateway LoRa concentrator
3 Restart packet-forwarder

Edit packet-forwarder config

€ Configure LAN

R T R TR

You will see the following page:

Configuration options:
1

Enable AP Mode/Disable Client Model
2 Enable Client Mode/Disable AP Mode
Modify SSID and pwd for AP Mode
Add New SSID for Client
5 Change Wi-fi Country

8o b ane e e

www.RAKwireless.com
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Note: Item 1 and ltem 2 are used to set the Wi-Fi mode, which the
Gateway works in. If you choose ltem 1, it means that the Gateway will
work in Wi-Fi AP Mode after rebooting, while the Wi-Fi Client Mode will
be disabled. If you choose Item 2, it means that the Gateway will work in
Wi-Fi Client Mode after rebooting, while Wi-Fi AP Mode will be disabled.
Item 3 is used to modify the SSID and password of the Wi-Fi AP, and it is
valid when the Gateway works in Wi-Fi AP mode. ltem 4 is used to
configure the Wi-Fi SSID and password, which the Gateway will connect
using after rebooting, if the Gateway works in Wi-Fi Client Mode. ltem 5
is used to change the Resident Country to match with Wi-Fi standards.

Choose Item 2 to enable Wi-Fi Client Mode, then choose Item 4 to
configure the Wi-Fi SSID and password. Fill those in accordance with
your router’s Wi-Fi network credentials.

Configuration options:
1999999999999999999999999999999999999999999999999999999 ¥
i 1 Enable AP Mode/Disable Client Mode
2 Enable Client Mode/Disable AP Mode
and pwd for AP Mode
for Client

3 Modify SSID
Add New SSID for Clie
5 Change Wi-fi Country

Remember that in order to enable Wi-Fi Client Mode, you have to first
disable AP mode first (you will otherwise see the notification below):

Please disalbe ap mode first. ‘

One Wi-Fi AP Mode has been disabled you can enable and set up Wi-Fi
Client Mode.

Start by selecting your country of residence, followed by the SSID, and
lastly enter the passphrase:

www.RAKwireless.com
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Select the country in which the Pi is to be used

BE Belgium
BF Burkina Faso

BH Bahrain

BI Burundi

BJ Benin

BL St Barthelemy
BM Bermuda

BN Brunei

BO Bolivia

IR ]

Please enter SSID

Please enter passphrase. Leave it empty if none.

Once you are done with all of the steps above, you can reboot the
Gateway. Once booted the system will automatically connect to the
router using the Wi-Fi network.

5.3.2. Connect to a Router via the Ethernet interface
In the main configuration menu choose “6 Configure LAN". This will let
you set up a static IP address for the Gateway’s Ethernet adapter.

Configuration options:

1 Set pi password

2 Setup RAK Gateway LoRa concentrator
Restart packet-forwarder
Edit packet-forwarder config

5 Configure WIFI
Configure LAN

Hox oMM KM KKX N

www.RAKwireless.com
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In the page that follows you need to fill in the IP address you want to
assign to the Gateway. Keep in mind that the Gateway and the Router
must be in the same network segment, otherwise the connection will fail.
By default, the IP address of the Gateway’s Ethernet card is
192.168.10.10:

IP:
1
%192.168.10.10|
m

Next, configure the Router's IP address. This is going to act as the
Internet Gateway address for the LoORaWAN Gateway.

Gateway IB:
1

%192.166.10.1
m

You should get a message as the one below, is all went without errors.

nfigure LAN
success.Changes will take effect after OS restart.

Now, just reboot the Gateway and it will connect to the Router through
the Ethernet interface.

www.RAKwireless.com
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6.Connecting the Gateway to TTN

6.1.Configuring the Gateway

Make sure your Gateway is connected either via LTE, Wi-Fi or Ethernet, as
per the instructions in the previous chapter. You should also be able to
access it via SSH.

Next configure your Gateway to use TTN as a server (follow Section 5.2,
subsection 5.2.1). In our example we are going to be using the EU863-870
band.

6.2.Registering the Gateway in TTN

Open the TTN website https://www.thethingsnetwork.org/, and log in (you
need to have created an account first). After logging in (creating an account),

you should see the page in the image below. In the upper left corner as
shown in the red square, there is a drop-down menu with a “Console” tab you
need to access.

« C & thethingsnetworkorg & © 3

Building a global open LoRaWAN™ network.

Can you see this page? Click on “GATEWAYS”:

‘ﬁmgr&ny‘oa CONSOLE Applications  Gatewsys  Support  f0) RAKwirelessEU

£ Hi, RAKwirelessEU!

APPLICATIONS GATEWAYS

www.RAKwireless.com
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Click on register gateway”:
e e SONSOLE # Sy (IO MR
GATEWAYS
Fill in the requested fields:
' THETHINGS CONSOLE o a - O RaKwirelessEU .

Gatcways + Register

REGISTER GATEWAY

Gateway ID

I'm using the legacy packet forwarder

Description
Frequency Plan

Router

Gateway ID:

This is a unique identifier of your Gateway. This should have the same values
as the one shown in the Gateway Configuration Wizard (see image below).
Make sure to select the “I'm using the legacy packet forwarder’ check box
under the Gateway ID field.

configuration optioms:

lMNQNG@QﬂQ’NQﬁQGﬁQNiNQNQNQ

2 Setup RAK Gateway LoRa concentrator
3 Restart packet-forwarder

4 Edit packet-forwarder config

5 configure WIFL

€ Configure LAN

x
x
X
x
%
x
%
x
x
m

Description:

The is no strict format or uniqueness for this field, you can enter whatever
you like (RAK7244 Indoor Gateway for our example).

Frequency Plan:

This should correspond to the Gateway Hardware and the region you are in.

www.RAKwireless.com
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Router:
This will be automatically populated once you select the Frequency Plan.
The rest of the fields (Location and Antenna Placement are optional).

You should end up with something like the configuration in the following
image:

Al s console weatorn G o Rk

nnnnnnnn

Finalize by clicking on the “Register Gateway” button. If the process was
successful you will be redirected to the overview page where you should be
able to see your Gateway status as “connected’. If it is indeed so, your
Gateway is connected to TTN and is ready to forward data.

wwwwwwwwwwwww
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7.Connecting the Gateway to ChirpStack

ChirpStack is an open source LoRa Server stack. RAKwireless Developer
Gateways have 2 methods for using ChirpStack.

7.1.Built-in ChirpStack

There is a built-in ChirpStack in every RAK Developer Gateway that comes
with the Official RAKwireless Firmware.

By default, after burning the firmware and accessing the Gateway for the first
time it is configured to use the Built-in ChirpStack as its LoRa Server. It is set
up to work in the EU863-870 band. Unless you are in aa region that uses this
band, you should change it.

In case you have used TTN and you now want to return to the Built-in
ChirpStack you can go back to Section 5.2, subsection 5.2.2 in order to go
through the steps of configuring ChirpStack again.

There is a Web-based Ul that comes with the ChirpStack instance. Simply
open a browser and enter the LAN IP address:8080 of the LoRaWAN
Gateway’s (for the interface you are using to connect it to the network). Make
sure not to forget to use the 8080 port. The default username and password
are “admin’.

& (D Hotseous | "SI WAz FRIRT

Login

Everything should be pre-configured: Device profiles have been created, the
Gateway has been registered with the server, etc. If you go to the Gateways
tab and click on rak_gateway, you should see the Gateway details page.

& ¢ ChipStack @ Soare i zaton apaicatin, galaway or daves.

www.RAKwireless.com
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The “Last seen” status should show as a few seconds, meaning that the
gateway is visible to the Built-in ChirpStack (LoRa Server).

= @Dhlrpswrk @ Searen orunization, sppecation, atzasy or device

Gateways / rak_gateway B e

2 W

Gateway details Ea

7.2.Remote ChirpStack

There are 2 easy ways (there are plenty more) to get a remote ChirpStack
instance to work with your Gateway: use RAK’s cloud testing ChirpStack or
setup a remote ChirpStack instance by yourself (Cloud service hosted or
your own Hardware).

If you want to use RAK’s cloud testing ChirpStack, you can contact the
RAKwireless team on the_forums for support.

Deploying a remote instance by yourself is a little more complicated, however
RAKwireless provides a ChirpStack image, that you can install on an X86

machine. Detailed instructions on how to deploy can be found here.

Note: The image mentioned above is an entire operating system (Ubuntu OS)
and installing it will erase all data on the drive you are using.

www.RAKwireless.com
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8.Is there source code?

RAKwireless Developer Gateway firmware is a fully open project. It can be
downloaded from the GitHub repository.

Please contact us if you need technical support or want to know more about
our products using the links below:

Support center: https://forum.rakwireless.com/

Email us: info@rakwireless.com

www.RAKwireless.com
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9.Revision History
Revision Description Date
1.0 Initial version 2019-12-12

10. Document Summary

Prepared by Checked by Approved by
Todor Vladislav
About RAKwireless:

=)
‘ -" RAKwireless is a pioneer in providing innovative and diverse Cellular and LoRaWAN
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